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Review NERC Antitrust Compliance Guidelines and Public Announcement
Jordan Mallory reviewed the NERC Antitrust Compliance Guidelines and noted that the meeting was

public.

Roll Call
J. Mallory called roll. See page two.

Leadership Remarks
Matt Hyatt and Jay Cribb welcomed the drafting team and observers. M. Hyatt covered that the team

would review an exclusion analysis created by Sharon Koller to assist the team on understanding the
connections from CIP-010 to CIP-005 and CIP-007 based on Requirement R1 language. In addition, the
team would take a look at proposals provided by some drafting team members and observers.

CIP-010 Modifications and Exclusion Analysis

S. Koller provided an overview of the CIP-010 Requirement R1 Exclusion Analysis she put together (See
Attachment 2). She explained that Column C was the Draft 4 standards language; Column D was the
technical control subject to CIP-010-5 R1 configuration change management; Column E was designed
behaviors or expected outcomes of the system configuration; and Column F was for the team to consider
if any exclusions were needed within CIP-010-5 based on discussion of each Requirement and sub-part.

Team members acknowledged how CIP-010 has been a hard standard to scope to virtualization changes
and this spreadsheet provided good insight to help provide a better understanding for industry. It was
discussed if the team should consider these sheets for the technical rationale document or maybe
implementation guidance. An ERO Enterprise staff member spoke up that this document is very specific
and would need some work and updating to help it meet the criterion for implantation guidance. The
drafting team agreed that this document would provide good information, and would continue to think
on the best place to house it as they continue modifications to CIP-010.

J. Cribb noted to the team that the teams draft three posting drafted subparts for the entity to identify
impacted security controls in CIP-005 and CIP-007 and then to authorize those changes. He mentioned
that the team would need to keep this in mind as modifications are being made to the CIP-010 standard
as industry was not on board with the changes from draft three.
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Scott Klauminzer provided proposed changes for the team’s consideration as modifications to CIP-010
Requirement R1 and its subparts. High level list of those proposed changes:

e Update Requirement R1 language to state: “Authorize changes to Applicable Systems that alter
one or more cyber security controls serving one or more Requirements in CIP-005 and CIP-007, as
defined by the Responsible Entity.”

e Remove “implementation” to avoid confusion

e Remove “may” asin “may alter” in order to more closely align with current CIP-010 R1 Part 1.1, for
changes that alter the baseline, etc.

e Make cyber security controls flexible to “one or more”

e Align security controls with “one or more” Requires in CIP-005 & CIP-007, to reinforce that this is
not about ALL requirements, just those being affected.

The drafting team agreed with these changes and updated the CIP-010 standard accordingly.

Future Meetings
a. March9,2023 | 1:00 - 3:00 p.m.

Adjourn
J. Mallory adjourned the meeting at 2:56 p.m. Eastern.
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Attachment 1

Attendance
Conference
Name Company lesr::):g Vitt':‘(n)l() Call/Web
(Y/N)
Jay Cribb Southern Company Co-Chair Y
Matthew Hyatt gsfggizzz;tem Operations Co-Chair Y
Jake Brown ERCOT Member Y
Norman Dang gs:gizfi?toif::gcity System Member Y
Robert Garcia SPP, Inc. Member Y
Scott Klauminzer Tacoma Public Utilities Member Y
Sharon Koller ATC, LLC Member Y
Heather Morgan EDP Renewables Member N
Mark Riley Calpine Member N
Jordan Mallory NERC NERC Staff Y
Marisa Hecht NERC NERC Staff Y
Daniel Bogle NERC NERC Staff N
Mike Keane FERC FERC Staff Y
Jorge Reig FERC FERC Staff N
Jenn Rinaldi FERC FERC Staff Y
Ken Lanehome Bonneville Power Administration PMOS N
Kirk Rosener CPS Energy PMOS Y

Project 2016-02 Modifications to CIP Standards
Drafting Team Meeting Notes | February 16, 2023 3



Attachment 2

Technical Control Subject to CIP-010-5 R1

Designed Behavior(s) or Expected Outcomes

Is a CIP-010-5 R1
Exclusion Needed'

Draft 4 Proposed Language

Configuration Change Management

of the System

CIP-005-8 [R1 Each Entity shall i one or more processes |None. Process documentation is an administrative control None
that collectively include each of the applicable requirement parts in CIP-005-8
Table R1 - Electronic Security Perimeter. [Violation Risk Factor: Medium] [Time
Horizon: Operations Planning and Same Day Operations].

CIP-005-8 [RL.1 [Applicable Systems connected to a network via a routable protocol mustbe |Changing the configuration that controls EAP to ESP or Are there any automated actions taken in a Zero Trust configuration
protected by an ESP. Changing the topology of the network connecting Applicable Systems  |that could modify the EAP/ESP as a designed behavior?

is a change to technical control. (e.g. Dual homing a device inside the
ESP by adding a network interface to a subnet outside the ESP)

CIP-005-8 |R1.2 Permit only needed routable protocol communications, and deny all other | Changing the configuration that controls the routable protocol Automated actions by the EAP to dynamically enable the routable
routable protocol communications, through the ESP; excluding time sensitive |communications through the ESP is a change to technical control. protocol communications pathway on demand following sucessful
communications of Protection Systems. authentication permitted through the EAP configuration is a designed

behavior.

CIP-005-8 [R1.3 Permit only needed routable protocol communications to and from Changing the configuration that controls the routable protocol Authorizing individuals for routable protocol communications to
Management Interfaces of Applicable Systems, and deny all other routable  |communications that is permitted to Management Interfaces is a Interfaces is in CIP-004-8 R4, and excluded
protocol communications, per system capability. change to technical control. from CIP-010 R1. Changes to the list of authorized individuals and the

Applicable System's automated actions to permit/deny that
communcataions based on changes to the authorized list of
individuals is a designed behavior.

CIP-005-8 |RL4 Perform when Dial-up C with Applicable |Changing the configuration that causes authentication to be required | Automated actions by the Applicable System to negotiate Dial-up
Systems, if any, and per system capability. upon establishment of Dial-Up Connectivity is a change to a technical [Connectivity are a designed behavior (e.g. a Cisco router negotiating

control. baud rate and adding it to the running configuration file)

CIP-005-8 |RLS Have one or more methods for detecting known or suspected malicious Changing the configuration that controls how the detection method |Automated actions initiated by the deployed method and its
Internet Protocol (IP) communications entering o leaving an ESP. operates or what ESP ingress/egress communications it monitors isa |configuration are a designed behavior (e.g. Intrusion Prevention

change to a technical control. System actions like shutting down i
pathways/ports on an EAP.)

CIP-005-8 |RL6 Protect the data traversing communication links used to span a single ESP Changing the configuration of electronic methods that controls how |Automated establishment and teardown of protected communication
between PSPs through the use of: ESP-spanned data is protected in transit is a change to technical paths is a designed behavior (e.g. A firewall or router dynamically
« Confidentiality and integrity controls, or control. enabling a VPN tunnel, assigning IP addresses/port/services for the
« Physical controls that restrict access to the cabling and other non- session to communicate while established)

icati in those instances when such Changing the configuration of physical methods (if controlled by a
cabling and components are located outside of a PSP, PACS) that controls how cabling and other non-p uthorizing for physical access to cabling and other non-
Excluding: communication components located outside of a PSP are protected i located outside of a PSP is
i. Real-time and Real-time ing data while being when ESP-spanned data. in CIP-004-8 R4, and excluded from CIP-010 R1. Changes
between Control Centers subject to CIP-012; and to the st of individuals authorized for PSP access is a designed
ii. Time-sensitive communication of Protection Systems. behavior.

CIP-005-8 |R2 Each Entity shall i one or more processes | None. Process documentation is an administrative control None
that collectively include the applicable requirement parts, per system
capability, in CIP-005-8 Table R2 - Remote Access Management. [Violation Risk
Factor: Medium] [Time Horizon: Operations Planning and Same Day
Operations].

CIP-005-8 [R2.1 Permit authorized Interactive Remote Access (IRA), if any, only through an Changing the configuration that controls the path IRA may take as well [Authorizing individuals for IRA through the Intermediate System is
Intermediate System. as the specific interactive remote capability that is permitted to BCAs in CIP-004-8 R4, and excluded from CIP-010 R1.

and their associated PCAs is a change to technical control.
Changes to the list of individuals authorized for IRA and the
Applicable System's automated actions to permit/deny IRA based on
changes to the authorized list of individuals is a designed behavior.

CIP-005-8 |R2.2 Protect the confidentiality and integrity of IRA communications between the | Changing the configuration of technical mechanisms that protect Updating client side components to permit the use of technical
initiating Cyber Asset or Virtual Cyber Asset and the Intermediate System. and integrity of IRA communications is a change toa | mechanisms is a designed behavior (e.g. installing/updating a

technical control. certificate, key, client software (ssh), enabling client side
ports/services)

CIP-005-8 |R2.3 Require multi-factor authentication to the Intermediate System for all IRA. | Changing the configuration of or disabling settings that enforce the | The automated action of the multi-factor solution changing the

use of multi-factor authentication is a change to a technical control.  |variable system-controlled authentication component (code, token
etc.) or the manual action of the IRA user changing the user-controlled
authentication component (pin, password etc.) is a designed behavior)

CIP-005-8 |R2.4 Have one or more methods for determining active vendor remote access If identity aware technology is implemented, changes to the Authorizing individuals to establish active vendor remote access
sessions (including IRA and system-to system remote access). i that controls the source which determines active vendor [sessions from vendor systems is accomplished in CIP-004-8 R4, and

remote access sessions is a change to a technical control. excluded from CIP-010 R1.

Changing the configuration that controls which vendor systems can  |Changes to the list of authorized individuals from vendors and the

establish a remote access session is a change to a technical control.  [Applicable System's automated actions to permit/deny access based
on changes to the authorized list of individuals is a designed behavior.

CIP-005-8 |R2.5 Have one or more method(s) to disable active vendor remote access (including |Changing the configuration of the implemented method to disable | Automated system action disable active vendor remote access is a
IRA and system-to-system remote access). active vendor remote access is a change to a technical control. (e.g.  |designed behavior.

session idle timeout parameters, max session duration configuration,
account/p: etc) If documented as one of the methods, manual actions to disable
remote access could be argued are designed behavior (e.g. admin
disconnects a session through shutting down a port, unplugging a
cable, disabling a firewall rule, expiring a token, disabling a user or
account etc.)

CIP-005-8 |R2.6 Intermediate Systems shall: Changing the that controls of CPU or memory actions by the system to dynamically ‘move' tenants to
2.6.1. Not share CPU or memory resources with any part of a high or medium ~ |resources. assure separation of Intermediate Systems from any part of a high or
impact BCS; and medium impact BCS is maintained is a designed behavior.

2.6.2. Restrict their routable protocol communications to BCS and their

associated PCAs through an ESP. Changing the configuration that controls the path routable protocol | Automated actions by the system to permit/deny communications per
communications may take as well as the specific routable protocol  |the configuration is a designed behavior.
communications that is permitted to BCAs and their associated PCAs
is a change to technical control.

CIP-005-8 |R3 Each Entity shall i one or more processes | None. Process documentation is an administrative control None
that collectively include the applicable requirement parts in CIP-005-8 Table R3
-Vendor Remote Access Management for EACMS, PACS, and SCl. [Violation
Risk Factor: Medium] [Time Horizon: Operations Planning and Same Day
Operations].

CIP-005-8 |R3.1 Have one or more method(s) to determine authenticated vendor initiated If identity aware technology is implemented, changes to the Authorizing individuals to initiate authenticate from vendor systems is
remote connections. i that controls the source which determines in CIP-004-8 R4, and excluded from CIP-010 R1.

authenticated vendor initiated remote connections is a change to a
technical control. Changes to the list of authorized individuals from vendors and the
Applicable System's automated actions to permit/deny access based
Changing the configuration that controls which vendor systems can  [on changes to the authorized list of individuals is a designed behavior.
initiate, authenticate, and establish a remote connection is a change
to a technical control.
CIP-005-8 |R3.2 Have one or more method(s) to terminate authenticated vendor-initiated Automated system action to terminate authenticated vendor-initiated

remote connections and control the ability to reconnect.

Changing the configuration of the implemented method to terminate
i d

initiated remote is a change toa
technical control. (e.g. lock out a user/account, terminate session,
block traffic from a specific source, etc.)

remote connections is a designed behavior.

Changing the configuration implemented method to control the ability
to reconnect is also a change to a technical control. (e.g. a specific
time interval to re-enable, a trigger following a action or

Automated action to permit reconnection after a predefined time
interval, or after the system has determined threat has been

other IPS function like blocking a port, service, IP source, or IP range.)

igated could be argued is a designed behavior.
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