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The standard draftingteam (SDT) is seekingcomment on the following new, modified, or retirédterms

usedin the proposedstandards. The first column (NERC Glossary Term) providesthe NERC Glossary

term being modified or proposed as a new. The SDT is proposingacronyms to some currently approved
and new glossary termsas shown inredline. The second column (Currently Approved Definition)
providesthe currently approved definition and the third column (CIPSDT Proposed New or Revised)
reflects the proposed modificationsto the current definitionsinredline and alsoreflects newly
proposed definitionsincleanview.

Retired, Modified, or Newly Proposed Definitions

- CIP SDT Proposed New or Revised
NERC Glossary Term Currently Approved Definition REDLINE TO Currently Approved
BES Cyber Asset (BCA) A Cyber Asset that if rendered A Cyber Asset or Virtual Cyber Asset
unavailable, degraded, or misused that, if rendered unavailable,
would, within 15 minutes of its degraded, or misused would, within
required operation, misoperation, or 15 minutes of its required operation,
non-operation, adversely impact one misoperation, or non-operation,
or more Facilities, systems, or adversely impact one or more
equipment, which, if destroyed, Facilities, systems, or equipment,
degraded, or otherwise rendered which, if destroyed, degraded, or
unavailable when needed, would otherwise rendered unavailable
affect the reliable operation of the when needed, would affect the
Bulk Electric System. Redundancy of fReliable eOperation of the Bulk
affected Facilities, systems, and Electric System. Redundancy of
equipment shall not be considered affected Facilities, systems, and
when determining adverse impact. equipment shall not be considered
Each BES Cyber Asset is included in when determining adverse impact.
one or more BES Cyber Systems. Each BES Cyber Asset is included in
one or more BES Cyber Systems.
BES Cyber System (BCS) One or more BES Cyber Assets logically
Updateis Acronymonly. grouped by aresponsible entity to
perform one or more reliability tasks
for a functional entity.
BES Cyber System Information about the BES Cyber Information about the BES Cyber
Information System that could be used to gain System or Shared Cyber
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| (BCSI) unauthorized access or pose asecurity | Infrastructure that could be used to
threat to the BES Cyber System. BES gain unauthorized access or pose a
Cyber System Information does not security threat to the BES Cyber
include individual pieces of System. BES Cyber System
information that by themselves do not | Information does not include
pose athreat or could not be used to individual pieces of information that
allow unauthorized access to BES by themselves do not pose a threat
Cyber Systems, such as, but not or could not be used to allow
limited to, device names, individual IP | unauthorized access to BES Cyber
addresses without context, ESP Systems, such as, but not limited to,

names, or policy statements. Examples | device names, individual IP

of BES Cyber System Information may | addresses without context, ESP
include, but are not limited to, security | names, or policy statements.
procedures or security information Examples of BES Cyber System
about BES Cyber Systems, Physical Information may include, but are not
Access Control Systems, and Electronic | limited to, security procedures or
Access Control or Monitoring Systems | security information about BES
thatis not publicly available and could | Cyber Systems, Shared Cyber

be used to allow unauthorized access | Infrastructure, Physical Access

or unauthorized distribution; Control Systems, and Electronic
collections of network addresses; and | Access Control or Monitoring
network topology of the BES Cyber Systems that is not publicly available
System and could be used to allow

unauthorized access or unauthorized
distribution; collections of network
addresses; and network topology of
the BES Cyber System.

CIP Senior Manager A single senior management official A single senior management official
with overall authority and with overall authority and
responsibility for leading and responsibility for leading and
managing implementation of and managing implementation of and
continuing adherence to the continuing adherence to the
requirements within the NERC CIP requirements within the NERC €

Standards, CIP-002 through CIP-011. Staadards SR 002 through-S-

032 Critical Infrastructure Protection
Standards.

Cyber Assets Programmable electronic devices, Programmable electronic devices,
including the hardware, software, and | excluding Shared Cyber
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datain those devices.

Infrastructure, including the
hardware, software, and datain
those devices. Application containers
are considered software of Virtual
Cyber Assets (VCAs) or Cyber Assets.
VCAs are not considered software or
data of Cyber Assets.

Cyber Security Incident

A malicious act or suspicious event
that:

- For a high or medium impact BES
Cyber System, compromises or
attemptsto compromise (1) an
Electronic Security Perimeter, (2)a
Physical Security Perimeter, or (3) an
Electronic Access Control or
Monitoring System; or

- Disrupts or attemptsto disrupt the
operation of a BES Cyber System

A malicious act or suspicious event
that:

e For a high or medium impact
BES Cyber System,
compromises or attemptsto
compromise (1) an Electronic
Security Perimeter, (2) a
Physical Security Perimeter,
er(3) anElectronic Access
Control or Monitoring
System; or (4) Shared Cyber
Infrastructure; or

e Disrupts or attemptsto
disrupt the operation of a
BES Cyber System.

Cyber System
New Definition

A group of one or more Cyber
Assets, Virtual Cyber Assets, or
Shared Cyber Infrastructure.

Electronic Access Controlor
Monitoring Systems (EACMS)

Cyber Assets that perform electronic
access control or electronic access
monitoring of the Electronic Security
Perimeter(s) or BES Cyber Systems.
This includes Intermediate Systems.

Cyber Assets, Virtual Cyber Assets, or
Shared Cyber Infrastructure (SCl)
that perform electronic access
control or electronic access
monitoring of the Electronic Security
Perimeter(s) or BES Cyber Systems or
SCl. This includes Intermediate
Systems.

Electronic Access Point (EAP)

A Cyber Asset interface on an
Electronic Security Perimeter that
allows routable communication

An electronic policy enforcement
point or a Cyber Asset interface on

an EACMS enanElectrenicSeeurity
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between Cyber Assets outside an
Electronic Security Perimeter and
Cyber Assets inside an Electronic
Security Perimeter.

Perimeterthat allewscontrols
routable communication to and from
one or more BES Cyber Systems and
their associated Protected Cyber

Assets (PCAs)-betweenCyber-Assets

routable protocol connection.

cuisidean-tlectrenicSeauiiyy
Par L : ncid
£l e it Peri .
External Routable The ability to access a BES Cyber The ability to access a BES Cyber
Connectivity (ERC) System from a Cyber Asset thatis System frerm-a-Eyber-Asset-thatis
outside of its associated Electronic eutside—ofitsasseciatedthroughits
Security Perimeter via a bi-directional | EleetrenieSecurity-Perimeter

Electronic Security Perimeter via a
bi-directional routable protocol
connection.

Electronic Security Perimeter
(ESP)

The logical border surrounding a
network to which BES Cyber Systems
are connected using a routable
protocol.

The logical border surrounding a
network to which BES Cyber Systems
are connected using a routable
protocol; or a logical boundary
defined by one or more EAPs.

Interactive Remote Access
(IRA)

User-initiated access by a person
employing a remote access client or
other remote access technology using
a routable protocol. Remote access
originates from a Cyber Asset that is
not an Intermediate System and not
located within any of the Responsible
Entity’s Electronic Security
Perimeter(s) or at a defined Electronic
Access Point (EAP). Remote access
may be initiated from: 1) Cyber Assets
used or owned by the Responsible
Entity, 2) Cyber Assets used or owned
by employees, and 3) Cyber Assets
used or owned by vendors,
contractors, or consultants. Interactive
remote access does not include
system-to-system process
communications.

User-initiated electronicaccess by a
person empleyingarermeteaeeass
ehent-or-otherremeteaceess
teehnelegy-using aroutable

protocol:=
e Toa Cyber System protected
by anRemete-aeeess
— : ol
Assetthatisnetan

| ithi ¢
. ble Ertity
Electronic Security

Perimeter(s) (ESP);

e Thatis converted by the
Responsible Entity to a non-
routable protocol to a Cyber

System; or
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e Toa Management Interface
of Shared Cyber
Infrastructure.

Interactive Remote Access does not

include:

e Communication that
originates from a Cyber
System protected by any of
the Responsible Entity’s
ESPs;

e Communication that
originates from an
Intermediate System; or

e System-to-system process

communication.

Intermediate Systems

A Cyber Asset or collection of Cyber
Assets performing access control to
restrict Interactive Remote Access to
only authorized users. The
Intermediate System must not be
located inside the Electronic Security
Perimeter.

One or more Electronic Access
Control or Monitoring Systems that
are used to restrict Interactive
Remote Access to only authorized
users.
ASpberlssetareellesticnas=Cykber
Nsseltsperfarmingaceesseentrelie
. R .
eﬁ‘l'y—a'H-t-he'Fl-Z-eé-HﬁeFS—-Fhe. O
I hates I
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| et £y oS .
Perimeter:

Management Interface
New Definition

An administrative interface that:

e Controls the processes of
initializing, deploying, and
configuring Shared Cyber
Infrastructure; or

e Isanautonomous subsystem
that provides access to the
console independently of the
host system's CPU, firmware,
and operating system; or

e Configures an Electronic
Security Perimeter.

Physical Access Control
Systems
(PACS)

Cyber Assets that control, alert, or log
access to the Physical Security
Perimeter(s), exclusive of locally
mounted hardware or devices at the
Physical Security Perimeter such as
motion sensors, electronic lock control
mechanisms, and badge readers

Cyber Assets, Virtual Cyber Assets, or
Shared Cyber Infrastructure (SCl)
that control, alert, or log access to
the Physical Security Perimeter(s),
exclusive of locally mounted
hardware or devices at the Physical
Security Perimeter such as motion
sensors, electroniclock control
mechanisms, and badge readers.

Physical Security Perimeter
(PSP)

The physical border surrounding
locations in which BES Cyber Assets,
BES Cyber Systems, or Electronic
Access Control or Monitoring Systems
reside, and for which access is
controlled.

The physical border surrounding
locations in which BES Cyber Assets,
BES Cyber Systems, Shared Cyber
Infrastructure, or Electronic Access
Control or Monitoring Systems
reside, and for which access is
controlled.

Protected Cyber Asset (PCA)

One or more Cyber Assets connected
using a routable protocol within or on
an Electronic Security Perimeter that s
not part of the highest impact BES
Cyber System within the same
Electronic Security Perimeter. The
impact rating of Protected Cyber

One or more Cyber Assets or Virtual
Cyber Assets that:

o eeppectecusingoreviable
protoeetAre within-protected
by eren-an Electronic
Security Perimeter (ESP) but
are thatis-not part of the
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Assets is equal to the highest rated
BES Cyber System in the same ESP.

highest impact BES Cyber
System within-protected by
the same EleetronicSeeurity
PerimeterESP; or
e —Share CPU or memory

resources with any part of
the Fheimpactratingof
Pretested-Spbarlssaisis
egualte-thehighesrated
BES Cyber System, excluding
Virtual Cyber Assets that are
being actively remediated-n
thesame-ESRin an
environment thatisolates
routable connectivity from
BES Cyber Systems;=

Excluding Transient Cyber Assets.

Removable Media

Storage media that (i) are not Cyber
Assets, (ii) are capable of transferring
executable code, (iii) can be used to
store, copy, move, or access data, and
(iv) aredirectly connected for 30
consecutive calendar days or less to a
BES Cyber Asset, a networkwithin an
ESP, or a Protected Cyber Asset.
Examples include, but are not limited
to, floppy disks, compact disks, USB
flash drives, externalhard drives, and
other flash memory cards/drives that
contain nonvolatile memory.

Storage media that (i) are not Cyber
Assets or Shared Cyber
Infrastructure, (ii) are capable of
transferring executable code, (iii) can
be used to store, copy, move, or
access data, and (iv) are directly
connected for 30 consecutive
calendar days or less to a BES Cyber
Asset, Shared Cyber Infrastructure, a
network within-protected by an ESP,
or a Protected Cyber Asset. Examples

Reportable Cyber Security
Incident

A Cyber Security Incident that
compromised or disrupted:

- A BES Cyber System that performs
one or more reliability tasks of a
functional entity;

- An Electronic Security Perimeter of a

A Cyber Security Incident that
compromised or disrupted:

e A BES Cyber System that
performs one or more
reliability tasks of a functional
entity;
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high or medium impact BES Cyber e An Electronic Security
System; or Perimeter of a high or medium

- An Electronic Access Control or

Monitoring Syst f a high
mggiluzl?ri Z(s:teBrESOC abelr'gS ztrem e An Electronic Access Control or
P Y th Monitoring System of a high or

medium impact BES Cyber
System; or

impact BES Cyber System; er

e Shared Cyber Infrastructure
supporting a BES Cyber System.

Shared Cyber Infrastructure One or more programmable
(sa) electronic devices, including the
New Definition software that shares the devices’

resources, that:

e Hosts one or more Virtual
Cyber Assets (VCA) included
in a BES Cyber Systems (BCS)
or their associated Electronic
Access Control or Monitoring
Systems (EACMS) or Physical
Access Control Systems
(PACS); and hosts one or
more VCAs that are not
included in, or associated
with, BCS of the same impact
categorization; or

e Provides storage resources
required for system
functionality of one or more
Cyber Assets or VCAs
included in a BCS or their
associated EACMS or PACS;
and also for one or more
Cyber Assets or VCAs that
arenot included in, or
associated with, BCS of the
same impact categorization.

SCI does not include the supported
VCAs or Cyber Assets with which it
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shares its resources.

| Transient Cyber Asset (TCA)

A Cyber Asset thatis:

1. capable of transmitting or
transferring executable code,

2. not included in a BES Cyber
System,

3. not a Protected Cyber Asset
(PCA) associated with high or
medium impact BES Cyber
Systems, and

4. directly connected (e.g., using
Ethernet, serial, Universal Serial
Bus, or wireless including near

field or Bluetooth communication)

for 30 consecutive calendar days
or less to a:

e BES Cyber Asset,

e network within an Electronic

Security Perimeter (ESP)
containing high or medium

impact BES Cyber Systems, or

+—PCA associated with high or
medium impact BES Cyber
Systemes.

Examples of Transient Cyber Assets

A Cyber Asset or Virtual Cyber Asset
thatis:

1. capable of transmitting or
transferring executable code,

2. not included in a BES Cyber
System,

3. not a Protected Cyber Asset
(PCA) associated with high or
medium impact BES Cyber
Systems, and

4, direetly-eannested-tegrsiag
Eol _seriab Uni LSerial
Bus, . neludi
HelderBluetesth
eemmunieation)connected for 30
consecutive calendar days or less
toa:

c—PEC-Cyberfsses
e To a network within

protected by an Electronic
Security Perimeter (ESP)

containing high or medium
impact BES Cyber Systems,

or

e directly (e.g., using Ethernet,
serial, Universal Serial Bus,
or wireless including near

include, but are not limited to, Cyber
Assets used for data transfer,
vulnerability assessment,
maintenance, or troubleshooting °
purposes.

field or Bluetooth
communication) to a:

BES Cyber Asset, or

e Shared Cyber Infrastructure,
or

e PCA associated with high or
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medium impact BES Cyber
Systemes.

Virtual machines hosted on a
physical TCA are treated as software
on that physical TCA. Examples of
Transient Cyber Assets include, but
are not limited to, Cyber Assets or
Virtual Cyber Assets used for data
transfer, vulnerability assessment,
maintenance, or troubleshooting
purposes.

Virtual Cyber Asset (VCA) A logical instance of an operating
New Definition system or firmware, currently
executing on a virtual machine
hosted on a BES Cyber Asset;
Electronic Access Control or
Monitoring System; Physical Access
Control System; Protected Cyber
Asset; or Shared Cyber

Infrastructure.;

VCAs do not include:

e logicalinstances thatare
being actively remediatedin
an environment that
isolates routable
connectivity from BES Cyber
Systems;

e Dormantfile based images
that contain operating
systems or firmware; and

e SCl or Cyber Assets (CA) that
host VCAs.

Application containers are
considered software of VCAs or CAs.
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