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A. Introduction

1. Title: Cyber Security — BES Cyber System -Logical IsolationElectronic-Security
Perimeter{s)

2. Number:  CIP-005-8%

3. Purpose: To manage-electronicaccesstoprotect BES Cyber Systems (BCS) against

compromise by permitting only known and controlled communication to and from the
system and logically isolating all other communication-by-specifying-a-controted

Eteetpemc—Seewﬁ-y—PeFmeter to reduce the likelihood of mlsoperat|ons or |nstab|lltv in
the BES. i

4. Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.1.2.2. Each Remedial Action Scheme (RAS) where the RAS is subject to
one or more requirements in a NERC or Regional Reliability
Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System is subject to one
or more requirements in a NERC or Regional Reliability
Standard.

4.1.2.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
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4.1.3.
4.1.4.
4.1.5.
4.1.6.
4.1.7.

including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

Generator Operator
Generator Owner
Reliability Coordinator
Transmission Operator

Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in Section
4.1 above are those to which these requirements are applicable. For
requirements in this standard where a specific type of Facilities, system, or
equipment or subset of Facilities, systems, and equipment are applicable, these
are specified explicitly.

4.2.1.

4.2.2.

4.2.3.

Draft 1 of CIP-005-8
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Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Provider for the protection or
restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.2.1.2. Each RAS where the RAS is subject to one or more requirements
in a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System is subject to one
or more requirements in a NERC or Regional Reliability
Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

Responsible Entities listed in 4.1 other than Distribution Providers: All
BES Facilities.

Exemptions: The following are exempt from Standard CIP-005-87:
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4.2.3.1. Cyber Assets-systems at Facilities regulated by the Canadian
Nuclear Safety Commission.

4.2.3.2. Cyber Assets-systems associated with communication retwerks
and-datacommunication-links between-discrete Electronic
Security-Perimeterslogically isolated from, but not providing
logical isolation for, BCS or Shared Cyber Infrastructure (SCI).
4.2.3.3. Cyber Ssystems associated with communication links
between Cyber Assets, erVirtual Cyber Assets, or SCI performing
logical isolation that extends to one or more geographic locations.

4.2.3.3:4.2.3.4. The systems, structures, and components that are
regulated by the Nuclear Regulatory Commission under a cyber
security plan pursuant to 10 C.F.R. Section 73.54.

4.2.3.4.4.2.3.5. For Distribution Providers, the systems and
equipment that are not included in section 4.2.1 above.

4.2.3.6. Responsible Entities that identify that they have no BESCyber
SystemsBCS categorized as high impact or medium impact
according to the CIP-002 identification and categorization
processes.

4.3. “Applicable Systems” Columns in Tables: Each table has an “Applicable Systems”
column to further define the scope of systems to which a specific requirement row
applies. This concept was adapted from the National Institute of Standards and
Technology (“NIST”) Risk Management Framework as a way of applying
requirements more appropriately based on impact and connectivity
characteristics.

5. Effective Date: See Project 2016-02 Virtualization Implementation Plan.fer Preject
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“ H ”
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B. Requirements and Measures

R1. Each Responsible Entity shall implement one or more documented processes that collectively include each of the

applicable requirement parts in CIP-005-87 Table R1 — Electronic-Security-RerimeterLogical Isolation. [Violation Risk Factor:
Medium] [Time Horizon: Operations Planning and Same Day Operations].

M1. Evidence must include each of the applicable documented processes that collectively include each of the applicable

requirement parts in CIP-005-87 Table R1 — Electronic-Security-PerimeterLogical Isolation and additional evidence to
demonstrate implementation as described in the Measures column of the table.
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CIP-005-

Applicable Systems

Table R1 -

Requirements

Measures

11

High Impact BES-CyberSystemsBCS

connected to a network via a routable
protocol and their associated:

1. Protected Cyber Asset (PCA);

1.2.Physical Access Control Systems

(PACS) hosted on SCI; and

2-3.Electronic Access Control or
Monitoring System (EACMS)
hosted on SCI

Medium Impact BES-CyberSystemsBCS

connected to a network via a routable
protocol and their associated:

1. PCA;
1:2. PACS hosted on SCI; and
2-3.EACMS hosted on SCI

Permit only needed and controlled
communications to and from applicable
systems either individually or as a
group and logically isolate all other
communications, excluding time-
sensitive protection or control
functions between intelligent electronic

devices (e.g., communications using
protocol IEC TR-61850-90-5 R-GOQOSE).

An-eExamples of evidence may
include, but is not limited to, alist-of
I ESPe with-alluni L identifiabl
licable Cyd : Ly
bl Luithi I
ESPdocumentation that includes the
configuration of systems thatenforce
I ; I logical
colat] L d busi I
such as:

e Network infrastructure
configuration or policies (ACL,
VLAN, VXLAN, MPLS, VREF,
multi-context, or multi-tenant
environment);

e SCl configuration or policies
(hypervisor, fabric, backplane,
or SAN configuration);-

that enforces electronic access
control and logical isolation and
documents the business need.

Draft 1 of CIP-005-8
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1.2

CIP-005-

Applicable Systems

SCI hosting High or Medium Impact

BCS or their associated:

o PCA;
e PACS; or
e EACMS

Management Modules of SCI hosting

High or Medium Impact BCS or their
associated:

e PCA;

e PACS; or

e EACMS

EACMS that perform logical isolation
for a High Impact BCS

EACMS that perform logical isolation
for a Medium Impact BCS

PCA

Table R1 -

Requirements

Implement for applicable systems as
follows:

1.2.1. Restrict Management Systems to
only share CPU and memory with
its associated SCl and other
Management Systems, per
system capability.

1.2.2. Permit only needed and
controlled communications to
and from Management
Interfaces and Management
Systems, logically isolating all
other communications.

1.2.3. Deny communications from BCS
and their associated PCAs to the
Management Interfaces and
Management Systems, per
system capability.

Measures

An-eExamples of evidence may
include, but is not limited to, aetwork
" howi " |

N L I I
the-identified-EAPsdocumentation
that includes the configuration of
systems that enforce access control
and logical isolation such as:

e logically isolated out-of-band
network infrastructure
configuration (ACL, VLAN,
VXLAN, MPLS, VRF, multi-
context, or multi-tenant
environment)

e Physically isolated out-of-band
network for dedicated
Management Interfaces,
Management Modules, or
Management Systems

e SCl configuration or policies
showing the isolation of the
management plane resources
(hypervisor, fabric, back-plane,
or SAN configuration).

Draft 1 of CIP-005-8
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13

CIP-005-

Applicable Systems

High Impact BCS and their associated:

Table R1 -

Requirements

Protect the data traversing

1. PCA;
2. PACS hosted on SCI; and
3. EACMS hosted on SCI

communication links, where the logical

isolation spans multiple Physical Security

Measures

An-example-ofeEvidence may include,

but is not limited to, architecture
documents detailing the methods used

Perimeters, through the use of:

e confidentiality and integrity

to protect the confidentiality and
integrity of the data (e.g., encryption)a

Medium Impact BCS connected to a controls (such as encryption), or Wte }-that demenstﬁ;te that enlvl
network via routable protocol and their *_Physical controls that restrict pephm-,;;ed accessis-allowed-and-that
associated: access to the cabling and other ot I I
- nonprogrammable
1. PCA; communication components, Feasen.
2. PACS hosted on SCI; and excluding Real-time Assessment and
3. EACMS hosted on SCI Real-time monitoring data while being
transmitted between Control Centers
SCl connected to a network via routable subject to CIP-012 and excluding time-
protocol hosting High or Medium Impact | sansitive protection or control functions
BCS or their associated: between intelligent electronic devices
e PCA: (e.g., communications using protocol IEC
TR-61850-90-5 R-GOOSE).
e PACS; or
q . ond I I
e EACMS Jermissions, including the reason-for
£l " Points for ich ] . _andd ol
BES CyberSystems aceess-by-default
£l " Points for Modi
lmpact BES Cyber Systems
Draft 1 of CIP-005-8
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CIP-005-

Applicable Systems

Table R1 -

Requirements

Measures

1.4

High Impact BES-CyberSystemsBCS

with Dial-up Connectivity and their
associated:

1. PCA;
2. PACS hosted on SCI; and
1.3. EACMS hosted on SCI

Medium Impact BES-CyberSystemsBCS

with Dial-up Connectivity and their
associated:
1. PCA;

2. PACS hosted on SCI; and
3. EACMS hosted on SCI

SCI with Dial-up Connectivity hosting
High or Medium Impact BCS or their

associated:
e PCS:
o PACS; or
e EACMS

Where technicalhyfeasible,pPerform

authentication when establishing Dial-
up Connectivity with applicable Syber
Assetssystems, per system capability.

An example of evidence may include,
but is not limited to, a documented
process that describes how the
Responsible Entity is providing
authenticated access through each
dial-up connection.

Draft 1 of CIP-005-8

January 2021

Page 11 of 30




CIP-005-87 — Cyber Security — Electronic-Security-Perimeter{s)BES Cyber System Logical Isolation

CIP-005-

Applicable Systems

Table R1 -

Requirements

Measures

15

High Impact BCS and their associated:

1. PCA;
2. PACS hosted on SCI; and
3. EACMS hosted on SCI

Medium Impact BCS at Control
Centers and their associated:

1. PCA;
2. PACS hosted on SCI; and
3. EACMS hosted on SCI

SCI at Control Centers hosting High or
Medium Impact BCS or their
associated:

e PCA;

e PACS, or

e EACMS

Frasae s BES Sy Sysiomns
£l ) Points for Med

Have one-ormore-methodsfor
Ddetecting known or suspected
malicious Internet Protocol (IP)
communications fer-beth-inbound-and
eutbound-communicationsentering or
leaving the logical isolation required by
Part 1.1 or Part 1.2.2.

An example of evidence may include,
but is not limited to, documentation
that malicious Internet Protocol (IP)
communications detection methods
(e.g. intrusion detection system,
application layer firewall, etc.) are
implemented.
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R2. For all remote access that does not originate from applicable systems in Requirement R1 Part 1.1 or Part 1.2.2, excluding
Dial-up Connectivity and TCAs, the Eaeh-Responsible Entity shall implement one or more documented processes that

collectively include the applicable requirement parts, where-technically-feasibleper system capability, in CIP-005-87 Table
R2 —Remote Access Management. [Violation Risk Factor: Medium] [Time Horizon: Operations Planning and Same Day

Operations].

M2. Evidence must include the documented processes that collectively address each of the applicable requirement parts in CIP-
005-87 Table R2 —Remote Access Management and additional evidence to demonstrate implementation as described in
the Measures column of the table.
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CIP-005- Table R2 — Remote Access Management

Applicable Systems Requirements Measures
2.1 High Impact BES-CyberSystemsBCS Ensure that autherized-IRA is Examples of evidence may include,

and their associated: through an Intermediate System. but are not limited to, network

. PCA Forall eR A diagrams,-e¢ architecture

. . ’ documents, or Management Systems
Medium Impact BES-Cyber b ot the Cuber A A reports that show all IRA is through
, BCS with Interactive Remote-Accessdoesnot an Intermediate System.
Connectivitylnteractive Remote . .
- . diroethrnesossaaeslienale Cuboe

Access (IRA) and their associated:
Access (IRA) Asset.

e PCA
SCI with IRA hosting High or Medium
Impact BCS or their associated:

o PCA;

e PACS; or

e EACMS:
Management Modules with IRA of
SCI hosting High or Medium Impact
BCS or their associated:

o PCA;

e PACS; or

e EACMS

2.2 Intermediate Systems used to access | Protect the confidentiality and An example of evidence may include,
applicable systems of Part 2.1 integrity (e.g., encryption) of IRA but is not limited to, architecture
between the client and the documents detailing where
Intermediate System. eneryption-confidentiality and

Draft 1 of CIP-005-8
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CIP-005-

Applicable Systems

Table R2 — Remote Access Management

Requirements

Measures

PCA

integrity controls initiates and

terminates.

2.3

Intermediate Systems used to access

applicable systems of Part 2.1

2—PCA

Require multi-factor authentication
forallpterastiva Paraste fecass

sessionsto the Intermediate System.

An example of evidence may include,
but is not limited to, architecture
documents detailing the
authentication factors used.

Examples of authenticators may
include, but are not limited to,

e Something the individual
knows such as passwords or
PINs. This does not include
User ID;

e Something the individual has
such as tokens, digital
certificates, or smart cards;
or

e Something the individual is
such as fingerprints, iris
scans, or other biometric
characteristics.

Draft 1 of CIP-005-8
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CIP-005-

Applicable Systems

Table R2 — Remote Access Management

Requirements

Measures

24

High Impact BES-CyberSystemsBCS

with vendor remote access and

their associated:

* PCA

Medium Impact BES-Cyber
SystemsBCS with vendor remote

access ExternalRoutable Connectivity

and their associated:
e PCA

SCI with vendor remote access hosting

High or Medium Impact BCS or their
associated:

e PCA

Management Modules with vendor
remote access of SCI hosting High or
Medium Impact BCS or their
associated:

* PCA

Have one or more methods for
determining active vendor remote
access sessions (including Interactive
Remote Access and system-to-system
remote access).

Examples of evidence may include,
but are not limited to, documentation
of the methods used to determine
active vendor remote access
(including tateractive Remote
Aeccess|RA and system-to-system
remote access), such as:

e Methods for accessing logged
or monitoring information to
determine active vendor
remote access sessions;

e Methods for monitoring activity
(e.g. connection tables or rule
hit counters in a firewall, or
user activity monitoring) or
open ports (e.g. netstat or
related commands to display
currently active ports) to
determine active system to
system remote access sessions;
or

e Methods that control vendor
initiation of remote access such
as vendors calling and
requesting a second factor in
order to initiate remote access.

Draft 1 of CIP-005-8
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CIP-005-

Applicable Systems

Table R2 — Remote Access Management

Requirements

Measures

2.5

High Impact BES-CyberSystemsBCS

with vendor remote access and

their associated:

Have one or more method(s) to
disable active vendor remote access
(including tateractive-Remote-Access
IRA and system-to-system remote

Examples of evidence may include,
but are not limited to,
documentation of the methods(s)
used to disable active vendor remote

e PCA access). access (including trteractive Remote
Medium Impact BES Cyber Aeeess-|IRA and system-to-system
SystemsBCS with vendor remote remote access.};such-as:Methodsto
accesskxternal-Routable Connectivity
licable £l o Pointf
and their associated: system-to-systemremote access:or
e PCA Methodsto-disablevendor
I e : I
SCI with vendor remote access licabled ; S
hosting High or Medium Impact BCS '
or their associated:
e PCA
Management Modules with vendor
remote access of SCl hosting High or
Medium Impact BCS or their
associated:
e PCA
Draft 1 of CIP-005-8
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CIP-005-

Table R2 — Remote Access Management

Applicable Systems

2.6 Intermediate Systems used to access
applicable systems of Part 2.1

Requirements

Implement for applicable systems as
follows:

2.6.1. Restrict Intermediate Systems

Measures

Examples of evidence may include,
but is not limited to, documentation
that includes the following:

to only share CPU and memory
with other Intermediate
Systems and their associated
SCl.

2.6.2. Permit only needed and
controlled communications
between Intermediate
Systems and applicable
systems of Part 2.1.

e Configuration showing that
the CPU and memory can only
be shared with other IS.

e Configuration showing how
communications are
controlled between the IS and
applicable systems.

Draft 1 of CIP-005-8
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R3.

Mm3.

Each Responsible Entity shall implement one or more documented processes that collectively include the applicable
requirement parts in C/IP-005-%8 Table R3 —Vendor Remote Access Management for EACMS and PACS. [Violation Risk

Factor: Medium] [Time Horizon: Operations Planning and Same Day Operations].

Evidence must include the documented processes that collectively address each of the applicable requirement parts in CIP-
005-78 Table R3 — Vendor Remote Access Management for EACMS and PACS and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-005- Table R3 — Vendor Remote Access Management for EACMS and PACS
Applicable Systems Requirements Measures

3.1 EACMS and PACS associated with High | Have one or more method(s) to Examples of evidence may include,
Impact BES-CyberSystemsBCS determine authenticated vendor- but are not limited to, documentation
EACMS and PACS associated with initiated remote connections. of the methods used to determine
Medium Impact BES-Cyt authenticated vendor-initiated
Syt BCS with External Routable remote connections, such as:
Connectivity (ERC) e Methods for accessing logged
SCl hosting EACMS or PACS or monitoring information to
associated with High or Medium determl'n('e fauthentlcated
impact BCS vendor-initiated remote

connections.

Management Modules of SCI hosting
EACMS or PACS associated with High
or Medium impact BCS

3.2 EACMS and PACS associated with Have one or more method(s) to Examples of evidence may include,
High Impact BES-CyberSystemsBCS terminate authenticated vendor- but are not limited to, documentation
EACMS and PACS associated with initiated remote connections and of the methods(s) used to terminate
Medium Impact BES-Cyt control the ability to reconnect. authenticated vendor-initiated
Suct BCS with Ext | Routabl remote connections to applicable

- systems. Examples include

Draft 1 of CIP-005-8

January 2021
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CIP-005- Table R3 — Vendor Remote Access Management for EACMS and PACS

Applicable Systems

Requirements

Measures

ConnectivityERC

SCI hosting EACMS or PACS
associated with High or Medium

impact BCS
Management Modules of SCI hosting

EACMS or PACS associated with High
or Medium impact BCS

terminating an active vendor-initiated
shell/process/session or dropping an
active vendor-initiated connection in
a firewall. Methods to control the
ability to reconnect, if necessary,
could be: disabling an Active
Directory account; disabling a security
token; restricting IP addresses from
vendor sources in a firewall; or
physically disconnecting a network
cable to prevent a reconnection.

Draft 1 of CIP-005-8
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C. Compliance
1. Compliance Monitoring Process

1.1. Compliance Enforcement Authority: “Compliance Enforcement Authority”
(CEA) means NERC or the Regional Entity, or any entity as otherwise designated
by an Applicable Governmental Authority, in their respective roles of
monitoring and/or enforcing compliance with mandatory and enforceable
Reliability Standards in their respective jurisdictions.

1.2. Evidence Retention: The following evidence retention period(s) identify the
period of time an entity is required to retain specific evidence to demonstrate
compliance. For instances where the evidence retention period specified below
is shorter than the time since the last audit, the CEA may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.

The applicable entity shall keep data or evidence to show compliance as
identified below unless directed by its CEA to retain specific evidence for a
longer period of time as part of an investigation.

e Each applicable entity shall retain evidence of each requirement in this
standard for three calendar years.

e [f an applicable entity is found non-compliant, it shall keep information
related to the non-compliance until mitigation is complete and approved or
for the time specified above, whichever is longer.

o The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

1.3. Compliance Monitoring and Enforcement Program: As defined in the NERC
Rules of Procedure, “Compliance Monitoring and Enforcement Program” refers
to the identification of the processes that will be used to evaluate data or
information for the purpose of assessing performance or outcomes with the
associated Reliability Standard.

Draft 1 of CIP-005-8
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Violation Severity Levels

Violation Severity Levels

Lower VSL

Moderate VSL

High VSL

Severe VSL

R1.

The Responsible Entity did
not have a method for

The Responsible Entity did
not document one or more

detecting known or processes for CIP-005-7Z8
suspected malicious Table R1 — Electronic
Internet Protocol (IP) Seeurity-RerimeterLogical

communications entering or

Isolation. (Requirement R1)

leaving the logical isolation
required by Part 1.1 or Part
1.2.2.ferbethinboundand

&5}

OR

The Responsible Entity did
not permit only needed and
controlled communications
to and from applicable
systems either individually
or as a group and logically
isolate all other
communications. have-al

(Requirement R1 Part 1.1)
OR

The Responsible Entity did
not pretectimplement, for

Draft 1 of CIP-005-8
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Violation Severity Levels

Lower VSL Moderate VSL High VSL

Severe VSL

applicable systems, a
method for restricting
Management Systems to
only share CPU and memory
with its associated SCI and
other Management
Systems, per system
capability-the- Management
SysterserManosament
Interfacesorapplicable
systemsperReguirement
Rl Part 1 2External
Routable-Connectivity
through-the ESPwasnot
(Requirement R1 Part 1.2.1)
OR

The Responsible Entity did
not implement, for
applicable systems, a
method for permitting only
needed and controlled
communications to and
from Management
Interfaces and Management
Systems, logically isolating

Draft 1 of CIP-005-8
January 2021
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Violation Severity Levels

Lower VSL Moderate VSL High VSL

Severe VSL

all other communications.
(Requirement R1 Part 1.2.2)

OR

The Responsible Entity did
not implement, for
applicable systems, a
method for denying
communications from BCS
and their associated PCAs to
the Management Interfaces
and Management Systems,
per system capability
(Requirement R1 Part 1.2.3)

OR

The Responsible Entity did
not implement a method to
protect the data traversing
communication links, where
the logical isolation spans
multiple Physical Security
Perimeters, through the use
of confidentiality and
integrity controls (such as
encryption); or physical
controls that restrict access
to the cabling and other

Draft 1 of CIP-005-8
January 2021
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

nonprogrammable
communication
components pretect

i dentiol ¥ .
of the datatraversing
Reguirement R1 Part
outbound-access
permissions-and-deny-all
otheraccessby-default:
(Requirement R1 Part 1.3)
OR

The Responsible Entity did
not perform authentication
when establishing Ddial-up
eConnectivity with the
applicable Eyber
Assetssystems;-where
(Requirement R1 Part 1.4)

R2.

The Responsible Entity does
not have documented
processes for one or more
of the applicable items for

The Responsible Entity did
not implement processes
for one of the applicable
items for Requirement Parts
2.1 through 2.3.

The Responsible Entity did
not implement processes
for two of the applicable
items for Requirement Parts
2.1 through 2.3;

The Responsible Entity did
not implement processes
for three of the applicable
items for Requirement Parts
2.1 through 2.3;
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

Requirement Parts 2.1
through 2.3.

OR

The Responsible Entity did
not have either: one or
more method(s) for
determining active vendor
remote access sessions
(including Hateractive
Remeote-Aecess|RA and
system-to-system remote
access) (Requirement R2
Part 2.4); or one or more
methods to disable active
vendor remote access
(including fateractive
Remote-AccessIRA and
system-to-system remote
access)

(Requirement R2 Part 2.5).

OR

The Responsible Entity did
not have one or more
method(s) for determining
active vendor remote access
sessions (including
leteragthe Pemete
AceessIRA

and system-to-system
remote access)
(Requirement R2 Part 2.4)
and one or more methods
to disable active vendor
remote access (including
leeragtvePamete
Aceess|RA and system-to-
system remote access)
(Requirement R2 Part 2.5).
OR

The Responsible Entity did
not implement a method
for applicable systems
restricting Intermediate
Systems to only share CPU
and memory with its
associated SCI and other
Intermediate Systems, per
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

system capability
(Requirement R2 Part 2.6.1)
OR

The Responsible Entity did
not implement a method
for applicable systems
permit only needed and
controlled communications
between Intermediate
Systems and applicable
systems of Part 2.1
(Requirement R2 Part

2.6.2).

R3.

The Responsible Entity did
not document one or more
processes for CIP-005-87
Table R3 — Vendor Remote
Access Management for
EACMS and PACS.

(Requirement R3)

The Responsible Entity had
method(s) as required by

Part 3.1 for EACMS,and SCI
and -Management Modules

of SCI but did not have a
method to determine
authenticated vendor-
initiated remote
connections for PACS
(Requirement R3 Part 3.1).

OR

The Responsible Entity had
method(s) as required by

The Responsible Entity did
not implement processes
for either Part 3.1 or Part
3.2. (Requirement R3)

OR

The Responsible Entity had
method(s) as required by
Part 3.1 for PACS,and SCI
and Management Modules

of SCI but did not have a
method to determine
authenticated vendor-
initiated remote

The Responsible Entity did
not implement any
processes for CIP-005-78
Table R3 — Vendor Remote
Access Management for
EACMS and PACS.
(Requirement R3)

OR

The Responsible Entity did

not have any methods as
required by Parts 3.1 and

3.2 (Requirement R3).
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Violation Severity Levels

Lower VSL Moderate VSL High VSL Severe VSL

Part 3.2 for EACMS,=aré SCI

and Management Modules

connections for EACMS
(Requirement R3 Part 3.1).

of SCI but did not have a
method to terminate
authenticated vendor-
initiated remote
connections for PACS
(Requirement R3 Part 3.2).

OR

The Responsible Entity had
method(s) as required by
Part 3.2 for PACS,and SCI
and Management Modules

of SCl but did not have a
method to terminate
authenticated vendor-
initiated remote
connections or control the
ability to reconnect for
EACMS (Requirement R3
Part 3.2).

OR

The Responsible Entity had
method(s) as required by
Part 3.1 for PACS and -and
EACMS but did not have a
method to determine
authenticated vendor-
initiated remote
connections for SCl or
Management Modules of
SCI (Requirement R3 Part

3.1).
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Violation Severity Levels

Lower VSL Moderate VSL High VSL Severe VSL

OR
The Responsible Entity had

method(s) as required by
Part 3.2 for PACS and
EACMS but did not have a
method to terminate
authenticated vendor-
initiated remote
connections or control the
ability to reconnect for SCI
or management Modules of
SCI (Requirement R3 Part

3.2).

D. Regional Variances
None.

E. Associated Documents
e See “Project 2016-02 Virtualization Implementation Plan.” ferPreject2019-03
e CIP-005-87 Technical Rationale
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Version History

Version Change Tracking
1 1/16/06 R3.2 — Change “Control Center” to “control 3/24/06
center.”
2 9/30/09 Modifications to clarify the requirements and to
bring the compliance elements into
conformance with the latest guidelines for
developing compliance elements of standards.
Removal of reasonable business judgment.
Replaced the RRO with the RE as a responsible
entity.
Rewording of Effective Date.
Changed compliance monitor to Compliance
Enforcement Authority.
3 12/16/09 | Updated version number from -2 to -3 Approved
by the NERC Board of Trustees.
3 3/31/10 Approved by FERC.
4 12/30/10 | Modified to add specific criteria for Critical Asset Update
identification.
4 1/24/11 Approved by the NERC Board of Trustees. Update
5 11/26/12 | Adopted by the NERC Board of Trustees. Modified to
coordinate with
other CIP
standards and to
revise format to
use RBS Template.
5 11/22/13 | FERC Order issued approving CIP-005-5.
6 07/20/17 | Modified to address certain directives in FERC Revised
Order No. 829.
6 08/10/17 | Adopted by the NERC Board of Trustees.
6 10/18/2018 | FERC Order approving CIP-005-6. Docket No.
RM17-13-000.
7 TBD Modified to address directives in FERC Order
No. 850
8 TBD Virtualization modifications and ERC/IRA

Draft 1 of CIP-005-8
January 2021

Page 30 of 30



	Standard Development Timeline
	This section is maintained by the drafting team during the development of the standard and will be removed when the standard is adopted by the NERC Board of Trustees (Board).
	Description of Current Draft
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