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Jordan

Hello and welcome to the Project 2019-02 BCSI access management industry webinar. The purpose of the call today will be to provide an overview of the modifications made for the March 25 – May 10 comment and ballot period. 
The webinar is being recorded and NERC staff will work to post it as soon as possible following our webinar today. With that, let’s move to a couple of administrative items. 


® NERC

Administrative Items

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

e NERC Antitrust Guidelines

= |tis NERC’s policy and practice to obey the antitrust laws and to avoid all
conduct that unreasonably restrains competition. This policy requires the
avoidance of any conduct that violates, or that might appear to violate, the
antitrust laws. Among other things, the antitrust laws forbid any
agreement between or among competitors regarding prices, availability of
service, product design, terms of sale, division of markets, allocation of
customers or any other activity that unreasonably restrains competition.

e Notice of Open Meeting

= Participants are reminded that this webinar is public. The access number
was widely distributed. Speakers on the call should keep in mind that the
listening audience may include members of the press and representatives
of various governmental authorities, in addition to the expected
participation by industry stakeholders.
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Pass to Sharon. 


® NERC

NORTH AMERICAN ELECTRIC
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Draft 3 — BES Cyber System Information (BCSI)

e 2019-02 Standards Authorization Request (SAR)
e Modifications to:

= CIP-004-X

= CIP-011-X

" Implementation Plan

e Next Steps
e Q&A
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Hello everyone, I’m Sharon Koller from American Transmission Company, here is our agenda for today. We appreciate you taking the time out of you day today to learn about how our Standards Drafting Team has responded to industry’s comments through these proposed modifications to CIP-004 and CIP-011.

As you can see by the agenda, we will start with a refresher of the Standards Authorization Request just to provide context and background on the scope and purpose of this effort. 

Then members of our Standards Drafting Team will walk you through the proposed modifications for Draft 3.  This will give you insight into:
the comments we received from industry,
modifications we have made to address industry concerns, and 
the SDT’s technical rationale and intent behind these proposed modifications. 

We’ll also go through the proposed implementation plan, next steps, and then open it up for Q&A.

Next slide please
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2019-02 - Draft 3 Materials
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The purpose of this project is to clarify the CIP requirements related to BES Cyber System Information (BCSI) access, to allow for alternative methods, such as encryption, to be utilized in the protection of
BCSI.

Dates Consideration of

Comments

Draft 3

CIP-004-X
Clean | Redline to Last Posted | Redline to Last Approved

CIP-011-X
Clean | Redline to Last Posted | Redline to Last Approved Additional Ballot and Non-
binding Poll
Implementation Plan 04/30/21 - 05/10/21
Info
Supporting Documents
Vote

Unofficial Comment Form (Word)

Technical Rationale
CIP-004-X

CIP-011-X

Implementation Guidance
CIP-004-X

CIP-011-X (coming soon)

VRF/VSL Justifications Comment Period

CIP-004-X
Info 03/25/21 - 05/10/21
CIP-011-X

Mapping Document Submit Comments

CIP-004-X

CIP-011-X
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Sharon – drop this link in the chat: https://www.nerc.com/pa/Stand/Pages/Project2019-02BCSIAccessManagement.aspx 


Before we dive in, I’m going to drop a link in the chat of this WebEx because as we go through these slides, the redlines may not always be on the screen, so we want to make sure you have the proposed modifications at your fingertips.  This link will take you to the 2019-02 project page. When you scroll down a little bit, you will see the documents from this posting that I have circled here in red.

If you commented in the last round and have been following the team’s modifications since that round, you may want to open the redline to last posted. That one is going to show you what we proposed last time and how we have since revised the proposal to address your most recent comments.

If you are just joining us, and you are most familiar with what the current enforceable version is and want to see the changes from that version to our proposed draft 3, then you may want to open the redline to last approved.

We have also published mapping documents at the very end there, and these are a side-by-side comparison of what the requirements are today - next to what we are proposing. This also includes the reasoning for each change and could also be helpful to you as we walk through these modifications today.

Next slide please
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2019-02 SAR
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e BES Cyber System Information Access Management SAR
= Approved in August 2019

e Purpose/Goal

Enhance BES reliability by creating increased choice, greater flexibility,
higher availability, and reduced-cost options for entities to manage BCSI

Provide a secure path toward the use of modern third-party data storage
and analysis solutions (aka cloud services)

Enable the CIP Standards to allows for alternative methods, such as
encryption, to be utilized in the protection of BCSI

Clarify CIP-004 and CIP-011 requirements related to both managing access
and protecting BCSI

Allow for methods other than storage location to be used, such as
encryption, while still permitting Registered Entities to define how BCSl is
protected.
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First, I’d like to make an important clarification for our audience. Our SDT is focused on the BCSI requirements, and this effort under project 2019-02 should not be confused with the virtualization effort being managed by the 2016-02 project. While the two efforts may seem similar, they are not the same.

The SAR for this 2019-02 project was approved in August of 2019 and has a narrow scope and a very specific set of objectives to provide a secure path toward the use of modern third-party data storage and analysis solutions (aka cloud services). 

Many of us know constraints within the current enforceable versions of CIP-004 and CIP-011 have served as an encumbrance to the use of solutions like cloud for BCSI, not only making it difficult to use these technologies, but also creating subjectivity and uncertainty when it comes to CIP compliance.  

Our goal is to enable these Standards for the use of cloud, while still maintaining backwards compatibility for entities that are not using cloud – creating increased choice, more options, being able to reduce cost without risking the confidentiality of our BCSI.

It’s no surprise that we are all unique, and each Registered Entity may have different technology needs.  For us to meet these objectives, this means the use of less prescriptive language and more objective-level requirements that open the toolbox so we may each right size our solution to our own organization’s needs, while permitting each of us to decide how we will protect our BCSI.  Because our industry’s BCSI programs may vary, it is important to emphasize that these modifications are not requiring any Registered Entity to use third-party-managed/-owned infrastructure for their BCSI, they are simply enabling the Standards to permit its use in a secure manner through more flexible language and protective methods suited for those technologies.

Next slide please
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Distinction in Purpose
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» CIP-004

= Manage individuals’ access to BCSI
= Where access can be provisioned

e CIP-011

= Protect BCSI from unauthorized access
= Wherever it is located
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In drafting these changes, it was helpful for our team to keep in mind the different yet related purposes of CIP-004 and CIP-011.  This guided us toward a solution where the two compliment each other without creating duplication.
The focus of the BCSI requirements in CIP-004 is managing individuals’ access to BCSI where access can be provisioned, whereas
The focus of CIP-011 is protecting the BCSI itself from unauthorized access no matter where the BCSI is located.  

�Another way to think of this as we go through the specific changes is:

Access management of personnel (authorization, verification, revocation etc.) provides one form of BCSI protection within CIP-004 for the people who should have access to BCSI, and 
Other considerations drive complimentary controls for the BCSI under CIP-011, and the modifications are intended to cause the implementation of controls commensurate with the risk associated to various BCSI attributes like, but not limited to,
the format of the BCSI (hardcopy vs digital), 
the modality of the BCSI (storage, transit, use), 
the place or custody within which the BCSI resides (on premises, off premises) etc.

Depending on each entity’s approach to access management and information protection, you can see how various combinations of these factors would influence which controls align with the solution, so these standards go hand-in-hand.

Now let’s look at some key adjustments and then we will dive into the details and technical reasoning of the draft itself.

Next slide please
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How we meet the SAR
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CIP-004-X
1. BCSI access mgmt consolidated into one requirement
2. “Storage locations” is no longer explicitly stated
3. Changed to “provisioned access to BCSI”
4. Included concept of “obtain and use”
5. Clarified requirements for physical and electronic
CIP-011-X
1. Keeping it simple, yet focused
2. Focus on BCSI that pertains to the Applicable Systems
3. Mitigating the risk of compromising BCSI confidentiality
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Here is how we meet our SAR, beginning with CIP-004.
We have pulled all the BCSI access management-related components out of R4 and R5 and moved them into a single requirement (R6), making it more digestible and clearer.
The term “storage locations” was very prescriptive, when in fact the use of storage locations is merely “one way” how an entity can accomplish compliance, however, that particular way serves as an encumbrance for entities who are wanting to use cloud and some of the advanced security methods like file level rights and permissions. When I described the goal to bring the requirements up to a more objective level, these are the types of constraining terms we had to watch for and adjust.  The requirements should state “what” we must do and not “how” we must do it. That having been said, silence to that prescriptive term does not preclude an entity from continuing to use “storage locations” as the method for provisioned access, just write it into your program.
The type of BCSI access that must be managed in CIP-004 is now “provisioned access”. Regan is going to spend some time explaining how critical this change is, and the value the word “provisioned” brings to the table for all of us.
Obtain and Use – Another critical component to enable the use of third party owned and/or managed solutions. Without it, we create compliance burden or even an impossibility to comply. These words allow strong electronic controls to be deemed comparably effective to physical controls where the BCSI is in the cloud, and that is huge because we cannot put PSPs around the cloud!
Differentiation of provisioned access by BCSI format (physical vs electronic) (hardcopy vs digital) and clarity in the requirements for respective controls based on that BCSI format

Moving into CIP-011
Here too, in draft 3 we’ve heard you, and we kept it simple
The focus on BCSI that pertains to the Applicable Systems resolves any issues of scope creep that had arisen from the last draft, yet still removes those constraints we’ve talked about that get in the way of enabling this for cloud
The shift toward protection and secure handling to mitigate the risk of compromising confidentiality helps assure the right controls are in place where BCSI is off-premises vs on-premises etc.   Again, adding clarity to “what” is required while not prescribing “how”

So, with that, I’m going to turn it over to Regan Plains to take a deep dive into CIP-004-X of our 3rd draft. Regan, it’s all yours.



® NERC Backwards Compatibility for

NORTH AMERICAN ELECTRIC 5
RELIABILITY CORPORATION orage oca Ions

e Addresses hindrance to using cloud

e Less prescriptive language enables other methods (e.g.,
encryption) for access management

e Entities can still use designated storage locations
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Thank you, Sharon.  I am Regan Plain, with Minnkota Power Cooperative.

First, I’d like to address a change requested by some commenters that we did not make in this draft, and that is to revert back to “storage locations.”

The SAR authors identified the current CIP-004 requirements for controlling access to a storage location as the main hindrance to using cloud service providers.  It requires the Registered Entity to work with their cloud service providers to identify all of the locations where their BCSI is stored on the service provider’s cloud-based infrastructure.  Considering that cloud replicates data in multiple data centers in different locations, even world-wide, it would be extremely difficult for entities to identify the storage locations and obtain suitable evidence on an ongoing basis for the CIP-004 authorization, verification, and revocation requirements for all the service provider personnel who may have access to those locations. 

Removing “storage locations” from the requirements provides the needed flexibility for entities to use other technologies and approaches such as encryption as a way to meet the access management requirements for BCSI, no matter where it is located.  

However, this change does not preclude you from continuing to use designated storage locations for BCSI, as you can manage provisioned access to those storage locations. 

Next slide, please.



® NERC

Provisioned Access
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e “provisioned access” is a noun

e Scopes what kind of access CIP-004 R6 requirements pertain to
= Specific mechanisms available and feasible to provision access
= NOT what someone views or hears
" |Intended to provide means to obtain and use BCSI

e All other “access” is considered in CIP-011 program
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The drafting team knew we needed to switch the focus from storage locations to the BCSI itself.  In the first draft, the requirement was to control access to BCSI, period.  We agreed with industry that this was too broad and would make it an unmanageable task.
 
That is why we have since added the very important and necessary word “provisioned” to qualify the kind of access the CIP-004 R6 requirements are, and are not, about.

First, “provisioned access” is a noun.  It is the result of specific actions taken to provide an individual the means to access BCSI (the means being things like physical keys or access cards, credentials to user accounts and associated rights and privileges, encryption keys, etc.). Provisioned access is what the entity must authorize, verify, and revoke. 

“Provisioned access to BCSI” scopes the kind of access we are required to manage, and what we are not.  Although some may consider instances when an individual is merely given, views, or might see BCSI as “access to BCSI”, that is NOT “provisioned access to BCSI”.  An example of this is when an individual is handed a piece of paper during a meeting or sees a whiteboard in a conference room.  Also, R6 only pertains to provisioned electronic or physical access that is specifically intended to provide an individual the means to obtain and use BCSI.  
 
All other “access” should be considered in the entity’s Information Protection Plan for CIP-011.

Next slide, please.
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R6. Each Responsible Entity shall implement one or more documented access management program(s) to authorize, verify, and revoke
provisioned access to fe+BESEyberSystermiermatienBCSI pertaining to the “Applicable Systems” identified in CIP-004-X Table R6 —
Access Management for BES Cyber System Information that collectively include each of the applicable requirement parts in CIP-004-XZ
Table R6 — Access Management for BES Cyber System Information. To be considered access to BCSI in the context of this requirement, an
individual has both the ability to obtain and use BCSI. [Violation Risk Factor: Medium] [Time Horizon: Same Day Operations and Operations
Planning].

e authorize, verify, and revoke provisioned access
e applicable systems
e obtain and use
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As in the previous draft, Requirement R6 contains all of the BCSI-related access management requirements.  
 
To help with the understanding of what the CIP-004 requirements for BCSI are all about, we added that the entity’s access management program must “authorize, verify, and revoke provisioned access to BCSI”.

For Applicable Systems, the team wanted to clarify that the requirements pertain to BCSI about those systems, not just BCSI that resides IN those systems.  However, many commenters did not agree with changing the Applicable Systems column to Applicability, so we reverted the column back and added the clarification to the parent requirement.

The language of “obtain and use” from the ERO CMEP Practice Guide: BES Cyber System Information is added here in direct response to comments to incorporate it into the requirements. To illustrate what this means in the context of CIP-004, an individual who can obtain encrypted BCSI but does not have the encryption keys to be able to use the BCSI does not have provisioned access to the BCSI.

Next slide, please.






® NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

6.1

CIP-004-
Applicab

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

Requirements

Prior to provisioning, Aauthorize

(unless already authorized according to
Part 4.1.)previsioning-afaccasctoBCS
based on need-{uessalready
authorzedaccordingtoRart 411 as
determined by the Responsible Entity,
except for CIP Exceptional

Circumstances:s

6.1.1. Provisioned electronic access to
electronic BCSI; and

6.1.2 Provisioned physical access to
physical BCSI.

Note: Provisioned access is to be
considered the result of the specific
actions taken to provide an
individual{s) the means to access BCSI
e.g., may include physical keys or
access cards, user accounts and

associated rights and privileges,
encryption keys).

CIP-004-X

Table R6 — Access Management for BES Cyber System Information

Measures

Examples of evidence may include, but

are not limited to, HhefoHowie:

individual records or lists that include
who is authorized, the date of the
authorization, and the justification of

business need for the provisioned
ACCess.
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Part 6.1 requires entities to authorize provisioned access.  

Let me draw your attention to the note at the end of the requirement.  Commenters appreciated the explanation included in the Technical Rationale for the previous draft, but wanted something in the requirement itself.  So we added a note to 6.1 to explain what provisioned access means.  

The phrase “Prior to provisioning” was added to eliminate confusion about the expected order of operations.  An individual must be authorized to be given the means to access BCSI BEFORE they are in fact given that means (before the act of actually provisioning that individual’s access). 

From the previous draft, we changed “Authorize provisioning of access” to “authorize provisioned access.”  This was in response to comments to help clarify that the intent was NOT to require the authorizing of the provisioner to do the provisioning, but rather authorizing an individual to be given provisioned access.

As the currently enforceable requirement is written, it is unclear if an entity is required to manage physical access to electronic BCSI, an issue that is compounded when storing BCSI with a cloud service provider.  The CMEP Practice Guide makes it clear that the intent is to manage electronic access to electronic BCSI, and physical access to physical BCSI, so we spelled that out here.  Although, provisioned physical access to a physical location or storage device that contains electronic BCSI is not considered provisioned access to the electronic BCSI, entities should implement appropriate information protection controls to help prevent unauthorized access to BCSI per its information protection program, as required in CIP-011.
 
The measure example includes the information that needs to be included in evidence to show compliance with all aspects of 6.1.
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6.2

CIP-004-
Applicab

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

Requirements

Verify at least once every 15 calendar
months that all individuals with
provisioned access to BCSI:

6.2.1. have an s&-authorizationes

record; and

6.2.2. $sstill need the provisioned
access to perform their current
work functions, -apprep+iate
bacad-an-naadas determined by
the Responsible Entity.

CIP-004-X

Table R6 — Access Management for BES Cyber System Information

Measures

Examples of evidence may include, but
are not limited to, the documentation
of the review that includes all of the
following:

o List of authorized individuals; aad

s List of individuals who have been
provisioned access; asd

s Verification that provisioned
access is appropriate based on
need; and

* Documented reconciliation
actions, if any.
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The changes to 6.2 added clarity as to what the periodic verification entails.  Entities must verify that 1) all individuals who have been provisioned access to BCSI have been authorized for that access, and 2) that what is provisioned is what each individual currently needs to perform work functions.
 
The word “individuals” was added to make it read more clearly, and, ultimately, regardless of whether the access is provisioned on an individual, team, or role basis, the documented evidence must trace back to each individual.

We updated the measures in response to comments by removing the bullets regarding lists of privileges as these were deemed too detailed, and adding documented verification of need.  

The only change made to 6.3 regarding revocation or removal of access since the last draft posting was reverting back to Applicable Systems column.


With that, I will turn it over to John to provide an overview on CIP-011. 


® NERC

CIP-011-X

NORTH AMERICAN ELECTRIC
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e CIP-011-3 R1 Parts 1.3 and 1.4 were deleted.
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The most significant change made to CIP-011 from the prior two postings is the removal of CIP-011 R1 Parts 1.3 and 1.4.  If you recall, those two sub-parts would have required an entity to implement a risk assessment methodology under Part 1.3 and implement one or more electronic technical mechanisms to protect BCSI under Part 1.4 when engaging vendor services to store, utilize, or analyze BCSI.   Industry did not support these sub-requirements in either posting, and as a result, they have been removed.

That being said, the SDT still believes in their value and has made revisions to the Measures in R1 Part 1.2 to reflect these concepts, which we will review in a moment. 


® NERC

T ISR CIP-011-X

RELIABILITY CORPORATION

R1.

M1.

Each Responsible Entity shall implement one or more documented information protection program(s) for BES Cyber System
Information (BCSI) pertaining to “Applicable Systems” identified in CIP-011-X Table R1 — Information Protection Program

that collectively includes each of the applicable requirement parts in CIP-011-X3 Table R1 — Information Protection
Program. [Violation Risk Factor: Medium] [Time Horizon: Operations Planning].

Evidence for the information protection program must include the applicable requirement parts in CIP-011-X3 Table R1 -
Information Protection Program and additional evidence to demonstrate implementation as described in the Measures
column of the table.

Removed “BCSI pertaining to” from the Applicable System
column and added language to R1 parent requirement.
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The CIP-004 revision discussed earlier to revert the “Applicability” column back to “Applicable System” was also made to CIP-011 for the same reason – lack of industry support.  However, he clarification that the requirements pertain to BCSI about those systems, not just BCSI that resides IN those systems was made to the CIP-011 parent requirement as well.     


® NERC CIP-011-X

s ey Requirement R1 Part 1.2.

1.2 —_— L Method(s) to protect and securely Examples of acceptable evidence for
Impact BES Cyber Systems and their handle BCSI to mitigate risks of on-premise BCSI may include, but are
associated: compromising confidentiality. not limited to, the following:

1. EACMS; and s Procedures for protecting and
2. PACS securely handling BCSI, which
include topics such as storage,
Medium Impact BES Cyber Systems security during transit, and use;
and their associated: or
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Requirement R1, Part 1.2, is an objective level requirement focused on protecting and securely handling BES Cyber System Information (BCSI) in order to mitigate risks of compromising confidentiality.  

The reference to different states of information; such as “transit” or “storage” or “use” was removed from the requirement language in order to reduce confusion of Responsible Entities attempting to interpret controls specific to different states of information, limiting controls to said states, overlapping controls between states, and reducing confusion from an enforcement perspective.  By removing this language, methods to protect BCSI becomes explicitly comprehensive. 



® NERC CIP-011-X

ST e Requirement R1 Part 1.2 Cont.

1. EACMS: and *  Records indicating that BCSI is
handled in a manner consistent
with the entity’s documented
procedure(s).

2. PACS

Examples of evidence for off-premise

BCS| may include, but are not limited
to, the following:

» |mplementation of electronic
technical method(s) to protect
electronic BCSI (e.g., data
masking, encryption, hashing,
tokenization, cipher, electronic
key management); or

* |Implementation of physical
technical method(s) to protect
physical BCSI (e.g.. physical lock
and key management, physical

badge management
biometrics, alarm system); or

s Implementation of
administrative method(s) to

protect BCSI (e.g.. vendor

service risk assessments,

business BETEEITIEI'I[S-I.
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Requirement R1, Part 1.2 Measures were revised to reflect examples of acceptable evidence an entity could generate when protecting and securely handling BCSI in a on premise or off premise environment, such as when in the Cloud.  
As mentioned earlier, Measures were revised to reflect the concepts previously contained within Parts 1.3 and 1.4 when an Entity utilizes vendor services for “Off Premises” BSCI storage and analysis.  It may be necessary to implement additional technical, physical or administrative methods in these situations.
The intent of these changes to the Measure is to not drive entities to use the cloud. Just because cloud is there does not mean you are required to use it. 





® NERC

Implementation Plan

NORTH AMERICAN ELECTRIC
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e Effective Date

= 24 months from governmental approval date
= Compliance dates for early adoption of revised CIP standards
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Thank you, John.  Hello, this is Josh Powers from Southwest Power Pool.
 
Based on conversations with the Project 2016-02 drafting team dealing with modifications to CIP standards, and this drafting team’s review of additional entity needs to allow for BCSI, the drafting team determined that 24 months is sufficient time for implementation.  This will allow for budgetary cycles, entities that wish to seek engineering assistance, and time for updating necessary documents.
 
For entities that wish to adopt the BCSI changes earlier, the drafting team’s language in the implementation plan allows for early adoption of the revised CIP standards.  That language within the implementation plan states the following:
“A Responsible Entity may elect to comply with the requirements in CIP-004-X and CIP-011-X following their approval by the applicable governmental authority, but prior to their effective date.  In such a case, the Responsible Entity shall notify the applicable Regional Entities of the date of compliance with the CIP-004-X and CIP-011-X Reliability Standards.  Responsible Entities must comply with CIP-004-6 and CIP-011-2 until that date.” 
 
I will now turn it over to Jordan Mallory as she covers the next steps.


® NERC

Next Steps

NORTH AMERICAN ELECTRIC
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e Final Ballot
= June 2021

e NERC Board of Trustees Adoption
* November 2021
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® NERC

NORTH AMERICAN ELECTRIC
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e Informal Discussion
" Via the Q&A feature
= Chat only goes to the host, not panelists
= Respond to stakeholder questions

e Other

= Some questions may require future team consideration

Please reference slide number, standard section, etc., if applicable

Team will address as many questions as possible

Webinar and chat comments are not a part of the official project record

Questions regarding compliance with existing Reliability Standards should
be directed to ERO Enterprise compliance staff, not the Standard Drafting
Team.
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