Compliance Templates
III.  System Protection and Control

NERC Planning Standards
F.  Special Protection Systems

Introduction
A special protection system (SPS) or remedial action scheme (RAS) is designed to detect abnormal system conditions and take pre-planned, corrective action (other than the isolation of faulted elements) to provide acceptable system performance.  SPS actions, include among others, changes in demand (e.g., load shedding), generation, or system configuration to maintain system stability, acceptable voltages, or acceptable facility loadings.

The use of an SPS is an acceptable practice to meet the system performance requirements as defined under Categories A, B, or C of Table I of the I.A. Standards on Transmission Systems.  Electric systems that rely on an SPS to meet the performance levels specified by the NERC Planning Standards must ensure that the SPS is highly reliable.

Examples of SPS misoperation include, but are not limited to, the following:

1. The SPS does not operate as intended.

2. The SPS fails to operate when required.

3. The SPS operates when not required.

Brief Description
Establish and document Regional review  procedures for special protection system (SPS) installations.

Category
Documentation
Section


III.   System Protection and Control





F.   Special Protection Systems

Standards
S1. 
An SPS shall be designed so that a single SPS component failure, when the SPS was intended to operate, does not prevent the interconnected transmission system from meeting the performance requirements defined under Categories A, B, or C of Table 1 of the I.A Standards on Transmission Systems.

S2. 
The inadvertent operation of an SPS shall meet the same performance requirement (Category A, B, or C of Table I of the I.A Standard on Transmission Systems) as that required of the contingency for which it was designed, and shall not exceed Category C.

S3.
SPS installations shall be coordinated with other protection and control systems.
S4. 
All SPS misoperations shall be analyzed for cause and corrective action.

Measurement
M1.
Each Region whose members use or are planning to use an SPS shall have a documented Regional review procedure to ensure the SPS complies with Regional criteria and NERC Planning Standards .  The Regional review procedure shall include:

1) Description of the process for submitting a proposed SPS for Regional review. 

2) Requirements to provide data that describes design, operation, and modeling of an SPS. 

3) Requirements to demonstrate that the SPS design will meet above SPS Standards S1 and S2.

4) Requirements to demonstrate the proposed SPS will coordinate with other protection and control systems and applicable Regional emergency procedures.

5) Regional definition of misoperation.

6) Requirements for analysis and documentation of corrective action plans for all SPS misoperations.

7) Identification of the Regional group responsible for the Region’s review procedure and the process for Regional approval of the procedure.

8) Determination, as appropriate, of maintenance and testing requirements.

Documentation of the Regional SPS review procedure shall be provided to affected Regions and NERC, on request (within 30 days).

Applicable to
Regions.

Items to be measured
Regional review procedure for assessing SPSs to ensure compliance with NERC Planning Standards and Regional criteria.

Timeframe
On request (within 30 days). 

Levels of Non-Compliance

Level 1

Documentation of the Regional procedure is missing one of the items listed in III.F. M1. 

Level 2

Documentation of the Regional procedure is missing two of the items listed in III.F. M1. 

Level 3

Documentation of the Regional procedure is missing three of the items listed in III.F. M1. 

Level 4

Documentation of the Regional procedure was not provided or is missing four or more of the items listed in III.F. M1. 

Compliance Monitoring Responsibility

NERC.

Reviewer Comments on Compliance Rating

Brief Description
Establish Regional database for SPS installations. 

Category
Data
Section
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F.   Special Protection Systems

Standards
S1. 
 An SPS shall be designed so that a single SPS component failure, when the SPS was intended to operate, does not prevent the interconnected transmission system from meeting the performance requirements defined under Categories A, B, or C of Table 1 of the I.A Standards on Transmission Systems.

S2.
 The inadvertent operation of an SPS shall meet the same performance requirement (Category A, B, or C of Table I of the I.A Standard on Transmission Systems) as that required of the contingency for which it was designed, and shall not exceed Category C.

S3.
SPS installations shall be coordinated with other protection and control systems.

Measurement
M2. 
A Region that has a member with an SPS installed shall maintain an SPS database.  The database shall include the following types of information:

1) Design Objectives – Contingencies and system conditions for which the SPS was designed, 

2) Operation – The actions taken by the SPS in response to disturbance conditions, and

3)
Modeling – Information on detection logic or relay settings that control operation of the SPS.


Documentation of the Regional database or the information therein shall be provided to affected Regions and NERC, on request (within 30 days).

Applicable to
Regions.

Items to be measured
Regional database of SPS installations.

Timeframe
On request (within 30 days).

Levels of Non-Compliance
Level 1

Regional database is missing one of the items listed in III.F. M2.

Level 2

Regional database is missing two of the items listed in III.F. M2.

Level 3

Not applicable.

Level 4

Regional database was not provided or is missing all of the elements listed in III.F. M2.

Compliance Monitoring Responsibility

NERC.

Reviewer Comments on Compliance Rating

Brief Description
Regional assessment of SPS coordination and effectiveness.

Category
Assessment

Section
III.   System Protection and Control





F.   Special Protection Systems

Standards
S1.
An SPS shall be designed so that a single SPS component failure, when the SPS was intended to operate, does not prevent the interconnected transmission system from meeting the performance requirements defined under Categories A, B, or C of Table 1 of the I.A Standards on Transmission Systems.

S2.
 The inadvertent operation of an SPS shall meet the same performance requirement (Category A, B, or C of Table I of the I.A Standard on Transmission Systems) as that required of the contingency for which it was designed, and shall not exceed Category C.

S3.
SPS installations shall be coordinated with other protection and control systems.

Measurement
M3.
A Region shall assess the operation, coordination, and effectiveness of all SPSs installed in the Region at least once every five years for compliance with NERC Planning Standards and Regional criteria.  The Regions shall provide either a summary report or a detailed report of this assessment to affected Regions or NERC, on request (within 30 days).  The documentation of the Regional SPS assessment shall include the following elements:

1) Identification of group conducting the assessment and the date the assessment was performed.

2) Study years, system conditions, and contingencies analyzed in the technical studies on which the assessment is based and when those technical studies were performed.

3) Identification of SPSs that were found not to comply with NERC Planning Standards and Regional criteria.

4) Discussion of any coordination problems found between an SPS and other protection and control systems.

5) Provide corrective action plans for non-compliant SPSs.

Applicable to
Regions.

Items to be Measured
Result of Regional reviews for SPS compliance with NERC Planning Standards and Regional criteria.

Timeframe
On request (with 30 days). 

Levels of Non-Compliance
Level 1

The summary (or detailed) Regional SPS assessment is missing one of the items listed in III.F. M3.

Level 2

The summary (or detailed) Regional SPS assessment is missing two of the items listed in III.F. M3.

Level 3

The summary (or detailed) Regional SPS assessment is missing three of the items listed in III.F. M3.

Level 4
The summary (or detailed) Regional SPS assessment is missing more than three of the items listed in III.F. M3 or was not provided.

Compliance Monitoring Responsibility

NERC.

Reviewer Comments on Compliance Rating

Brief Description
Data for review of SPS installations.

Category
Data

Section
III.   System Protection and Control





F.   Special Protection Systems

Standard
S1.
An SPS shall be designed so that a single SPS component failure, when the SPS was intended to operate, does not prevent the interconnected transmission system from meeting the performance requirements defined under Categories A, B, or C of Table 1 of the I.A Standards on Transmission Systems.

S2.
 The inadvertent operation of an SPS shall meet the same performance requirement (Category A, B, or C of Table I of the I.A Standard on Transmission Systems) as that required of the contingency for which it was designed, and shall not exceed Category C.

S3.
SPS installations shall be coordinated with other protection and control systems.

Measurement
M4.
SPS owners shall maintain a list of and provide data for existing and proposed SPSs as defined in Measurement III.F. S1-S3, M2.  New or functionally modified SPSs shall be reviewed in accordance with the Regional procedures as defined in Measurement III.F. S1-S4, M1 prior to being placed in service.  

Documentation of SPS data and the results of studies that show compliance of new or functionally modified SPSs with NERC Planning Standards and Regional criteria shall be provided to affected Regions and NERC, on request (within 30 days).

Applicable to
SPS owners.
Items to be Measured
SPS data and results of studies that show SPS compliance with NERC Planning Standards and Regional criteria.

Timeframe
On request (within 30 days).

Levels of Non-Compliance
Level 1

SPS data was provided, but was incomplete according to the Regional SPS database requirements for III.F. M2.

Level 2

Results of studies that show compliance of new or functionally modified SPSs with the NERC Planning Standards and Regional criteria were provided, but were incomplete according to the Regional procedures for III.F. M1.

Level 3

Not applicable.

Level 4

No SPS data was provided in accordance with Regional SPS database requirements for III.F. M2, or the results of studies that show compliance of new or functionally modified SPSs with the NERC Planning Standards and Regional criteria were not provided in accordance with Regional procedures for III.F. M1.

Compliance Monitoring Responsibility

Regions.

Reviewer Comments on Compliance Rating

Brief Description
Notification and analysis of SPS misoperations and corrective action plans.

Category
Documentation

Section
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F.   Special Protection Systems

Standard
S4.
All SPS misoperations shall be analyzed for cause and corrective action.

Measurement
M5.
SPS owners shall analyze SPS operations and maintain a record of all misoperations in accordance with Regional procedures in Measurement III.F. S1-S4, M1.  Corrective actions shall be taken to avoid future misoperations.


Documentation of the misoperation analyses and the corrective action plans shall be provided to the affected Regions and NERC, on request (within 90 days).

Applicable to
SPS owners.

Items to be measured
Documentation of SPS misoperations and corrective action plans.

Timeframe
On request (within 90 days of the incident or on request (within 30 days) if requested more than 90 days after the incident). 

Levels of Non-Compliance

Level 1

Documentation of SPS misoperations is complete but documentation of corrective actions taken for all identified SPS misoperations is incomplete.

Level 2

Documentation of corrective actions taken for SPS misoperations is complete but documentation of SPS misoperations is incomplete.

Level 3

Documentation of SPS misoperations and corrective actions is incomplete.

Level 4

No documentation of SPS misoperations or corrective actions was provided.

Compliance Monitoring Responsibility

Regions.

Reviewer Comments on Compliance Rating

Brief Description
Documentation of SPS maintenance and testing  programs.

Category
Documentation

Section
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F.   Special Protection Systems

Standards
S5.
SPS maintenance and testing programs shall be developed and implemented.
Measurement
M6.
SPS owners shall have an SPS maintenance and testing program in place.  This program shall include SPS identification, summary of test procedures, frequency of testing, and frequency of maintenance.  Documentation of the program and its implementation shall be provided to the appropriate Regions and NERC, on request (within 30 days).

Applicable to
SPS owners.

Items to be measured
Documentation of the SPS maintenance and testing program.

Timeframe
On request (within 30 days).
Levels of Non-Compliance
Level 1

Documentation of the maintenance and testing program was provided, but records indicate that implementation was not on schedule.

Level 2

Documentation of the maintenance and testing program was incomplete, but records indicate implementation was on schedule.

Level 3

Documentation of the maintenance and testing program was incomplete, and records indicate implementation was not on schedule.

Level 4

No documentation of the maintenance and testing program or its implementation was provided.

Compliance Monitoring Responsibility

Regions.

Reviewer Comments on Compliance Rating

III.
System Protection and Control

F.
Special Protection Systems

G1.
Complete redundancy should be considered in the design of an SPS with diagnostic and self-check features to detect and alarm when essential components fail or critical functions are not operational. 

G2.
No identifiable common mode events should result in the coincident failure of two or more SPS components. 

G3.
An SPS should be designed to operate only for conditions that require specific protective or control actions. 

G4.
As system conditions change, an SPS should be disarmed to the extent that its use is unnecessary. 

G5.
SPSs should be designed to minimize the likelihood of personnel error, such as incorrect operation and inadvertent disabling.  Test devices or switches should be used to eliminate the necessity for removing or disconnecting wires during testing.

G6.
The design of SPSs both in terms of circuitry and physical arrangement should facilitate periodic testing and maintenance.  Test facilities and test procedures should be designed such that they do not compromise the independence of redundant SPS groups.
G7.
SPSs that rely on circuit breakers to accomplish corrective actions should as a minimum use separate trip coils and separately fused dc control voltages.
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