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A.
Facilities


[Appendix 7A —Telecommunications Between Transmission Service Providers, Transmission Operators, BALANCING Authorities, Interchange Authorities, and Reliability Authorities] 
Requirements

1. Reliable and Secure Telecommunications Networks.  Each  Transmission Service Provider, Transmission Operator, Balancing Authority, Interchange Authority,  and Reliability Authority  shall provide adequate and reliable telecommunications facilities
 internally and with other   Transmission Service Providers, Transmission Operators, Balancing Authorities, Interchange authorities and Reliability Authorities for the exchange of Interconnection and operating information necessary to maintain reliability.  Where applicable, these facilities shall be redundant and diversely routed. The NERC Telecommunications Manager and the Operating Reliability Subcommittee shall determine if each applicant complies with the adequacy, redundancy, reliability and applicability requirements. 
2. Interregional Security Network.  All Reliability authorities,  Transmission Operators, and Balancing Authorities shall participate in the Interregional Security Network as described in Appendix 7A, Section B, “Interregional Security Network,” and provide the Operational Security Information as explained in Policy 4B, “Required Data Exchange.” 
3. Reliability of Telecommunications Facilities. Vital telecommunications facilities shall be managed, alarmed, tested and/or actively monitored. Special attention shall be given to emergency telecommunications facilities and equipment not used for routine communications.
B.
System Operator Telecommunication Procedures

Requirements

4. Telecommunications coordination.  Each Transmission Service Provider, Transmission Operator, Balancing Authority, Interchange  Authority, and Reliability Authority shall provide a means to coordinate telecommunications among the systems in the interconnected region.  This coordination shall include the ability to investigate and recommend solutions to telecommunications problems within the region and with other regions
5. English language standard. Unless agreed to otherwise, English shall be the language for all communications between and among System Operators and System Personnel responsible for the real-time generation control and operation of the interconnected Bulk Electric System. Operations internal to Transmission Service providers, Transmission operators, Balancing Authorities, Interchange Authorities may use an alternate language.
C.
Loss of Telecommunications

Requirements

1. Written instructions.  Each Transmission Service Provider, Transmission Operator, Balancing Authority, Interchange Authority, and Reliability Authority shall have written operating instructions and procedures to enable continued operation of the system during loss of telecommunications facilities.

D.
Security

Requirements

1. NERCnet security. Transmission Operators, Balancing authorities, and Reliability Authorities shall adhere to the requirements set forth in Appendix 7A, Attachment 2 ( NERCnet Security Policy.
{Comment: Can NERCnet be described as a data exchange infrastructure that “houses” the ISN and other applications?  If so, we need to include a listing of all FM entities that are impacted. Also, do we need a tie in to the Cyber Security standard (urgent action)?} 


















� “Participating entity” refers to any system, operating, market or regional entity responsible for ensuring reliable and adequate system operations subject to NERC Operating Policy.





� “Telecommunications facilities” refers to all voice and data, wire and wireless facilities used for the exchange of information.
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