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{Comment: This appendix contains quite a bit of “business practice” material (how to and process) with a few compliance items mixed in.}
A.
NERC Hotline

This telephone network is to be utilized for emergency or near-emergency situations that involve or affect North American Interconnections and when time is a major factor in recognition, prevention, mitigation, or resolution of the emergency.  The network consists of a preset conference call that interconnects Reliability Authority control centers.  Dialing a preset conference telephone number actuates communication between Regions, initiating a conference call among predefined participants. 

B.
NERCnet

Description

NERCnet is a network intended to provide an interregional data exchange infrastructure for entities subject to requirements under the Operating Policies as defined by the NERC Operating Manual. NERC and each applicant shall design the network to support multiple applications, addressing a variety of data exchange requirements, such as the Interregional Security Network, Interchange Distribution Calculator, Reliability Authority Information System, and others. All applicants requesting to use NERCnet shall follow the NERCnet User Application Procedure. (Refer to Attachment 1 of Appendix 7A).

All clients of NERCnet shall agree to the NERCnet Security Agreement as signed by the President of NERC and an officer of the client’s organization. (Refer to Attachment 2 of Appendix 7A.)

The NERC Telecommunications Manager shall be responsible for monitoring network activity and for reviewing, for verifying billing and usage statistics provided by the frame relay vendor. 

Interregional Security Network

The Interregional Security Network (ISN) is a near-real-time data exchange application for the purpose of sharing operational security information. The data exchange requirements are explained in Policy 4B (System Coordination ( Operational Security Information). The ISN is an Inter-Control Center Communications Protocol (ICCP) based application for exchanging operational security data over NERCnet.

ISN nodes reside primarily at Reliability Authority sites. Each  Transmission Operator, Balancing Authority, and Reliability Authority shall be responsible for supplying its data to an ISN node for retrieval by any authorized participant.   Transmission Service Providers, Transmission Operators, Balancing Authorities, Reliability Authorities, and Interchange Authorities shall supply data to and retrieve data from the ISN nodes. (This second sentence seems redundant.)  
Each ISN node shall be responsible for acquiring, installing, and maintaining the ICCP node hardware and database to support the ISN data requirements. All ISN nodes will support the use of the OSI data transport protocol for ISN node to ISN node communications. 

Attachment 1 ( NERCnet User Application Procedure

Implementation and Responsibilities

NERC shall be the authorizing entity for any applications added to NERCnet.  NERC shall advise the Data Exchange Working Group (DEWG) and Telecommunications Working Group (TWG) of any new applications.

Procedures

This procedure shall apply to all new application and requests to add new related network requirements to NERCnet.

1. The User or Sponsoring Group shall submit a completed NERCnet User Application Form to the NERC Telecommunications Manager (see the form below). 

2. If the User or Sponsoring Group has not already completed the NERCnet Security Agreement, the User or Sponsoring Group shall request a copy of the agreement, complete, and return it as appropriate.

3. The NERC Telecommunications Manager shall review the form and determine if the form requires clarification, additional information, or must be resubmitted. Upon approval of the form the NERC Telecommunications Manager shall forward the form to the NERC Operating Reliability Subcommittee  (ORS).

4. ORS shall review the request to determine whether the new application is an appropriate use for NERCnet facilities.

5. If the ORS approves the application, the ORS chair shall sign the form and return it to NERC Telecommunications Manager.

6. The NERC Telecommunications Manager shall notify the requesting User or Sponsoring Group of the approval or denial of the request. 

7. If the application is approved, the NERC Telecommunications Manager shall forward the application form to the NERC DEWG and TWG chairmen for review:

· The DEWG shall review the form and supply the data requirements, i.e.. Data latency, bandwidth requirements, etc., then forward the form to the TWG.

· The TWG shall review the completed form and accompanying documentation to determine the design criteria required for the specific application.  This includes such items as routers, local loop issues, management, and security requirements. 

8. 
“The NERC Telecommunications Manager shall contact the communication vendor to determine the cost, and provide the cost estimate to the NERC User or Sponsoring Group for cost allocation purposes and final authorization to proceed with design implementation. The NERC Telecommunications Manager shall also provide a project schedule for network implementation.”

9. 
The NERC Telecommunications Manager shall oversee the daily activities related to network implementation for the approved application and report progress to the TWG as required.”

NERCnet User Application Form

	Section A – Contact Information

	1. Submitter
	     

	2. Contact name
	     

	3. Mailing Address
	     

	4. Telephone
	     

	5. Fax
	     

	6. e-mail address
	     

	Section B – Application Information

	7. Network Connections needed by (date – M/d/yyyy)
	     

	8. Application active by (date – M/d/yyyy)
	     

	9. Protocol(s) required
	     

	10. Bandwidth -- Normal
	     
	Peak
	     

	Section C – Application/Network Security Application 

	11. Data Confidentiality Agreement signed?
	
 FORMCHECKBOX 
Yes

 FORMCHECKBOX 
No

	12. Is application server or client connected to Local Area Network?
	
 FORMCHECKBOX 
Yes

 FORMCHECKBOX 
No

	13. Is application server or client connected to public Internet?
	
 FORMCHECKBOX 
Yes

 FORMCHECKBOX 
No

	14. How will non-NERCnet uses access the application server (direct connection, dialup, etc.)
	     

	15. Number of users or nodes
	     

	16. Testing and implementation
	     

	17. Attach brief description of the application.


Definitions 

Section A ( Contact Information

1. Enter the identity of the entity making the request 
2. Enter the name of the person who will be the point of contact for this request.

3. Enter the postal address of the contact person

4. Enter the telephone number for the contact person.

5. Enter the fax number for the contact person.

6. Enter the e-mail address for the contact person.

Section B ( Application Information

7. Enter the date when connections to NERCnet are needed. This should reflect the date the connection is needed for testing.

8. Enter the date this application is scheduled to be active, in a production environment.

9. Enter the protocol needed for this application (i.e., TCP/IP, OSI)

10. Enter projected data bandwidth requirements for this application for both normal and peak traffic loads. 

Section C ( Application and Network Security Information

11. If the applicant has not already signed the NERCnet Security Agreement, a copy shall be requested from the NERC Telecommunications Manager, signed, and returned with this application.

12. Indicate whether the server for this application is connected to a Local Area Network..

13. Indicate whether the server for this application is connected (directly or indirectly) to the public Internet.

If yes to either question 12 or 13, please attach a description of any firewall(s) (i.e. router with filters, hardware firewall, etc.) including a general description of the “access rules” enforced by the firewall. Also, please provide a diagram of your internal network showing the protection between the Internet or a Local Area Network and the proposed connection to NERCnet. For security reasons, network and firewall configurations should be supplied in hardcopy only via U.S. Mail. All network and firewall configuration data will be considered confidential. Access to these documents will be on a need to know basis only.

14. Identify how non-NERCnet users of this application will access the application.

15. Identify the intended users of this application (i.e., NERC Reliability Authorities, OASIS Customers, etc.). 
16. Identify any special circumstances required for testing, such as a connection to the application vendor or for implementation. Attach a brief description as appropriate.

17. Attach a brief description of the application. The description should elaborate on items such as any special connection requirements or data exchange requirements. If available, provide a copy of any User’s Manual and any procedures documenting node outage notification guidelines for the application.

Attachment 2 ( NERCnet Security Policy

Policy Statement

The purpose of this NERCnet Security Policy is to establish responsibilities and minimum requirements for the protection of information assets, computer systems and facilities of NERC and other users of the NERC frame relay network known as “NERCnet.” The goal of this policy is to prevent misuse and loss of assets.

For the purpose of this document, information assets shall be defined as processed or unprocessed data using the NERCnet Telecommunications Facilities including network documentation. This policy shall also apply as appropriate to employees and agents of other corporations or organizations that may be directly or indirectly granted access to information associated with NERCnet. 

The objectives of the NERCnet Security Policy are: 

· To ensure that NERCnet information assets are adequately protected on a cost-effective basis and to a level that allows NERC to fulfill its mission.

· Establish connectivity guidelines to establish a minimum level of security for the network.

· To provide a mandate to all Users of NERCnet to properly handle and protect the information that they have access to in order for NERC to be able to properly conduct its business and provide services to its customers.
NERC’s Security Mission Statement

NERC recognizes its dependency on data, information, and the computer systems used to facilitate effective operation of its business and fulfillment of its mission.  NERC also recognizes the value of the information maintained and provided to its members and others authorized to have access to NERCnet.  It is, therefore, essential that this data, information, and computer systems, and the manual and technical infrastructure that supports it, is secure from destruction, corruption, unauthorized access, and accidental or deliberate breach of confidentiality.

Implementation and Responsibilities

This section identifies the various roles and responsibilities related to the protection of NERCnet resources.  

NERCnet User Organizations

Users of NERCnet who have received authorization from NERC to access the NERC network are considered users of NERCnet resources.  To be granted access, users shall complete a User Application Form and submit this form to the NERC Telecommunications Manager. 

 It is the responsibility of NERCnet User Organizations to:

· Use NERCnet facilities for NERC authorized business purposes only.

· Comply with the NERCnet Security policies, standards and guidelines as well as any procedures specified by the data owner.

· Prevent unauthorized disclosure of the data.

· Report security exposures, misuse or non-compliance situations via RAIS or the NERC Telecommunications Manager.

· Protect the confidentiality of all user IDs and passwords.

· Maintain the data they own.

· Maintain documentation identifying the users who are granted access to NERCnet data or applications.

· Authorize users within their organizations to access NERCnet data and applications.

· Advise staff on NERCnet Security Policy.

· Ensure that all NERCnet users understand their obligation to protect these assets.

· Conduct self-assessments for compliance.

User Accountability and Compliance

All users of NERCnet shall be familiar and ensure compliance with the policies in this document.
Violations of the NERCnet Security Policy shall include, but not be limited to any act that:

· Exposes NERC or any user of NERCnet to actual or potential monetary loss through the compromise of data security or damage.

· Involves the disclosure of trade secrets, intellectual property, confidential information or the unauthorized use of data.

· Involves the use of data for illicit purposes, which may include violation of any law, regulation or reporting requirement of any law enforcement or government body. 

NERCnet Security Agreement

Parties

This Agreement is between the NERCnet (North American Electric Reliability Council’s network) Client (“Client”) and the North American Electric Reliability Council (“NERC”).

Purpose

This Agreement is to help ensure the physical and logical security of the NERCnet telecommunications system and its applications and to ensure the proper performance of the applications that will rely on NERCnet for data receipt and delivery.

Premise

1. NERC has established a telecommunications system (NERCnet) to enable the exchange of operating information among Transmission Service Providers, Transmission Operators, Reliability Authorities, Balancing Authorities, and Interchange Authorities. The operating information is critical to ensure the operating security of the Interconnections within NERC.

2. The Client desires to establish and maintain a connection to the NERCnet telecommunications system for the purpose of exchanging operating information with other NERCnet clients.

3. The Client understands that the integrity of the operating information and the NERCnet system are critical to ensure the operating security of the Interconnections within NERC.

Agreements

THEREFORE the parties agree as follows:

1. NERC authorizes connection of the Client to the NERCnet telecommunications system.

2. The Client shall submit its Telecommunications requirements, including data destinations and transmission rates and volume, to NERC for approval and network connection design.

3. The Client shall maintain its connection to NERCnet in accordance with the policies and procedures established and modified from time to time by NERC, including any supplemental procedures established by the Client.  In the event of a conflict between the Client and NERC procedures, NERC procedures will prevail.

4. The Client shall take no action on the NERCnet that will in any way cause data supplied by other clients to be modified.  The Client will ensure that its installation will be designed and operated in a manner that will not compromise the operation of NERCnet.

5. The Client shall take no action that in any way impairs the operability of the NERCnet system itself.

6. The Client shall use NERCnet only for those purposes authorized by NERC.

7. The Client shall allow NERC to periodically review the Client’s connection interface. All connections (physical, logical, or virtual) to the NERCnet Interface to the Wide-Area Network shall be assessed, analyzed, and periodically reviewed by NERC, to ensure proper network utilization and design.

8. NERC shall not knowingly compromise the firewall of the client.

9. Any Client’s NERCnet connection that is judged by NERC to have a negative impact on the security or performance of other Clients’ applications shall be changed to immediately remedy this negative impact. This shall include modification of the Client's physical, logical, or virtual connection or reduction or increase of the Client's transmission rates or volume, as required.   At the Client’s request NERC shall propose a modified design that would support the Client's connectivity needs

10. The Client shall reimburse NERC for all costs associated with the Client’s NERCnet connection according to the cost allocation algorithm established for all NERCnet Clients. 

Non-compliance

A NERCnet Client found not to be in compliance with this Agreement may be prohibited from continuing its connection to NERCnet. This prohibition may remain in effect until NERC determines that the NERCnet Client has resumed compliance with this Agreement.

Terms and Terminations

This Agreement shall commence immediately upon the signatures of an officer of the NERCnet Client’s organization and the President of NERC, and shall remain in effect until terminated by either party. Any NERCnet Client wishing to terminate this Agreement shall notify the President of NERC in writing of its desire to terminate this Agreement. Terminations shall be effective 30 days following acknowledgment of receipt of such written notice. Termination does not excuse the NERCnet Client from holding confidential any Operational Data obtained before the period has passed. Upon termination, the NERCnet Client will be prohibited from access to the NERCnet facilities.  The Client shall be responsible for all costs associated with the termination and removal of its NERCnet connection.  

Governmental Authorities And Other Agencies

This Agreement is subject to the laws, rules, regulations, orders and other requirements, now or hereafter in effect, of all regulatory authorities having jurisdiction over the NERCnet Client. All laws, ordinances, rules, regulations, orders and other requirements, now or hereafter in effect, of governmental authorities that are required to be incorporated in agreements of this character are by this reference incorporated in this Agreement.

General

This Agreement constitutes the entire and only agreement between the Client and NERC and all other prior negotiations, representations, agreements, and understandings are superseded hereby. No agreements altering or supplementing the terms hereof may be made except by means of a written document signed by the duly authorized representatives of the parties.

For NERCnet Client

Signature of Officer
Date

For NERC

Signature of President
Date
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