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NERC Overview
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• Assure the reliability and security of the North American Bulk 
Power System (BPS)
 Develops and Enforces Reliability Standards
 Annually assesses seasonal and long-term reliability
 Monitors the BPS through system awareness
 Educates, trains, and certifies industry personnel

NERC’s Mission
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• NERC defines a reliable BPS as one that is able to meet the 
electricity needs of end-use customers even when unexpected 
equipment failures reduce the amount of available electricity

• This means:
 Adequacy – sufficient resources 
 Security – ability of system to withstand sudden and expected 

disturbances

Defining Reliability
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Reliability History: Key Dates

1965: Northeast blackout
1968: National Electric Reliability Council (NERC) established by

the electric industry
2002: NERC operating policy and planning standards become

mandatory and enforceable in Ontario, Canada
2003: August 14 blackout
2005: U.S. Energy Policy Act of 2005 creates the Electric Reliability Organization

(ERO)
2006: Federal Energy Regulatory Commission (FERC) certifies NERC as the ERO;

Memorandum of Understanding (MOUs) with some Canadian Provinces
2007: North American Electric Reliability Council becomes the North

American Electric Reliability Corporation (still NERC); FERC issues Order  
693 approving 83 of 107 proposed reliability standards; reliability      
standards become mandatory and enforceable                                                          
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• NERC is the Electric Reliability Organization (ERO) 
• Overseen by U.S. and Canadian regulatory authorities (FERC and 

the Canadian Provinces)
 Responsible for developing/enforcing Reliability Standards
 Independent of owners, operators, and users
 Adheres to rules governing standards development, compliance 

enforcement, and budgeting

NERC as ERO
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• Develops and enforces Reliability Standards
• Monitors the BPS
• Assesses adequacy
• Audits owners, operators, and users for preparedness
• Educates and trains industry personnel 

What does NERC do?
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NERC’s Board of Trustees
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• Twelve membership categories:
 Investor-owned utility
 State or municipal utility
 Cooperative utility
 Federal or provincial utility/power marketing administrator
 Transmission dependent utility
 Merchant electricity generator
 Electricity marketer
 Large end-use electricity customer
 Small end-use electricity customer
 Independent system operator/regional transmission organization
 Regional Entity
 Government representative

NERC Membership
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NERC Board and Committees
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NERC Regional Entities
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• NERC delegates certain functions to the Regional Entities
 Compliance monitoring and enforcement
 Organization registration and certification
 Reliability assessments and performance analysis
 Event analysis and reliability improvement
 Training and education
 Situational awareness
 Infrastructure security

• NERC oversees the Regional Entities to ensure transparency, 
predictability, and uniform outcomes

Responsibilities of the Regional Entities
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• NERC and Regional Entities allocate operating costs to load-
serving entities (LSEs): 
 LSEs are owners, operators, and users of the BPS, responsible for 

delivering electricity to retail customers.

• Budgets are approved by FERC each year
 Individual Regional Entity budgets are submitted to NERC 
 NERC reviews each individual budget, and sends to FERC as a 

comprehensive budget for approval

NERC Funding



Standards 101
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• Standards development process depends on active participation 
of stakeholders

• Stakeholder technical expertise is essential to standard 
development process

Stakeholder Accountability
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• Governed by the Rules of Procedure, Appendix 3A:  Standard 
Processes Manual (SPM) - Version 3, effective June 26, 2013

NERC’s Standards Development
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• Prioritizes standards development activities
• Reviews actions to ensure the standards development process is 

followed
• Reviews and authorizes Standard Authorization Requests (SARs)
• Manages progress of SARs and standards development efforts
• Reviews and authorizes drafting new or revised standards and 

their supporting documents
• Makes appointments to standard drafting teams (SDTs)

Standards Committee
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• Standards Committee Process Subcommittee (SCPS)
 Develops, reviews, and maintains processes and procedures that support 

standards development

• Project Management and Oversight Subcommittee (PMOS)
 Works with NERC staff and standard drafting teams (SDTs) to manage the 

timely development and maintenance of a comprehensive set of world-
class standards

Standards Committee Subcommittees
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NERC Standards Development Process
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• Required by American National Standards Institute (ANSI) to 
document the scope and reliability benefit of a proposed project

• Must be accompanied by technical justification 
• SAR can be submitted by anyone at any time
• Postings 
 Informal 
 Formal 

Standard Authorization Requests 
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• Develop an excellent, technically correct standard that helps 
provide an adequate level of reliability and achieves consensus 
 Stay within the scope of the SAR
 Address regulatory directives and stakeholder issues
 Consider Independent Experts’ Review Panel input
 Ensure standard meets criteria for approval

• Develop initial set of Violation Risk Factors (VRFs) and Violation 
Severity Levels (VSLs) and associated reasoning

• Develop Implementation Plan
• Develop supporting documents (optional)
• Outreach 

Roles and Responsibilities of 
Drafting Teams
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• Drafting team chair
• NERC standards developer
• Compliance 
• Subject Matter Experts (SMEs)
• Legal
• FERC staff observers
• Industry observers

Drafting Team Formation and Support
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Stakeholder Consensus Process

Informal Feedback

Consider/Respond 
to Feedback

Post Standard for
Comment/Ballot

Consider/Respond 
to Comments

Final Ballot

Initial/Additional Ballot:
At this step, the standard is either
“new” or significantly changed from
the last version posted for comment/
ballot. The ballot record starts with
no votes and no comments.

Final Ballot:
At this step, there have been no
significant changes to the standard
from the last ballot. The ballot 
record starts with all votes and 
comments from the previous ballot.
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Stakeholder Consensus Process
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• Stakeholder feedback is essential
 Comments (or indication of support of another entity’s comments) must 

be submitted for each negative vote in order for that vote to be counted 
towards consensus 

• The best comments offer suggested replacement language first 
and then support that suggested language with rationale

• If a stakeholder cannot suggest alternate language, he or she 
should still support his or her claim with sound technical 
rationale

Building Consensus with Comments
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• “In Attachments 1, 2, and 3 the six-month requirement for 
notice is too short in many cases. We suggest nine months to 
one year. Six months is not enough time for budgeting and 
construction scheduling.”

• “The Generator Owner (GO) appears to be the logical choice. 
The GO has the access to the equipment records; Generator 
Operator (GOP) may not.”

Concise Sample Comments
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• “Disagree with R2 as written.”
• “Disagree with assigning requirement to the GO.”
• “Definition is a little loose.”

Vague Sample Comments
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Stakeholder Consensus Process

Informal Feedback

Consider/Respond 
to Feedback

Post Standard for
Comment/Ballot

Consider/Respond 
to Comments

Final Ballot

Initial/Additional Ballot:
At this step, the standard is either
“new” or significantly changed from
the last version posted for comment/
ballot.

Final Ballot:
At this step, there have been no
significant changes to the standard
from the last ballot. The ballot 
record starts with all votes and 
comments from the previous ballot.
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Initial/Additional Comment Period 
and Ballot 

• Typically 45-day period 
 45-day comment period 
 10-day ballot 
 These periods may vary due to:
o Waivers necessary to meet regulatory directives or NERC Board deadlines

• Voting
 Must cast a vote for initial and additional ballots. 

• Consideration of Comments
 The drafting team must communicate changes to stakeholders.
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Stakeholder Consensus Process

Informal Feedback

Consider/Respond 
to Feedback

Post Standard for
Comment/Ballot

Consider/Respond 
to Comments

Final Ballot

Initial/Additional Ballot:
At this step, the standard is either
“new” or significantly changed from
the last version posted for comment/
ballot. 

Final Ballot:
At this step, there have been no
significant changes to the standard
from the last ballot. The ballot 
record starts with all votes and 
comments from the previous ballot.



Standards Webpage Tutorial
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Standards Left Navigation
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Locating Standards on 
NERC’s Home Page

• Select Program Areas & Departments
 Select Standards under the drop-down menu
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Locating Reliability Standards

• Select Reliability Standards on the left navigation
 Select the United States jurisdiction
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Locating Reliability Standards 
and Status

• Select the appropriate status in the middle of the page
 Note: This page defaults to the Mandatory Standards Subject to 

Enforcement status
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Locating Reliability Standards 
and Status

• Select “All Reliability Standards” in the middle of the page
 Note: Defaults to the Mandatory Standards Subject to Enforcement status
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Locating a Reliability Standard(s)

• Select the       symbol of the desired standards family 
 i.e., (COM) Communications
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• Select the hyperlinked title of the desired standard

Viewing the Standard
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• Scroll to the bottom of the Standard to see the
version history and enforcement/inactive date data 

Standards Addendum
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Viewing the Project Page/Associated 
Docs for the Standard

• Select the Related Information link associated with the 
desired standard
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Understanding the Related 
Information Page

• Related Links: Development History (project page, 
compliance tools, and related links)

• Related Documents: Implementation Plans and 
associated documents (.pdf)
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One-Stop Shop
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One-Stop Shop
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• Defaults to the Mandatory Standards Subject to Enforcement status

US Effective Dates
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US Effective Dates

• Select the status to see the dates pertinent to the standard
 Note: Clicking the enforcement date will enable viewing of the FERC Order for 

that standard
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Open and Closed Projects
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• View open ballot pools, ballots, and comment periods

Balloting and Commenting
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• Join ballot pools during the 30-day ballot pool window

Joining Ballot Pools
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• View active Reliability Standards Under Development projects

Reliability Standards Development
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• Draft RSAWs

Draft Reliability Standards Audit 
Worksheets (RSAW)
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• Project 2009-02 Real-time Reliability Monitoring and Analysis 
Capabilities 

Draft Reliability Standards Audit 
Worksheets (RSAW)



RELIABILITY | ACCOUNTABILITY55

Archived Reliability Standards 
Under Development

• View closed Reliability Standards Under Development projects
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For More Information
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Standards News/Bulletins
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Standards Tracking Tools
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• Updated on Mondays

Projected Posting Schedule
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• Originally developed to manage project timelines and track 
planned vs. actual development activity

• Maintained by the Project Management and Oversight 
Subcommittee and NERC Standards Developers

• Revamped in 2016

Link to tutorial: http://cc.readytalk.com/play?id=5hlfgh

Purpose of the 
Project Tracking Spreadsheet

http://cc.readytalk.com/play?id=5hlfgh
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Standards Committee 
and Subcommittees
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One-Stop Committee Resource Page
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Resources
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Legal and Regulatory

Shamai Elstein, NERC Senior Counsel
2017 Standards and Compliance Workshop
July 11, 2017
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• The Regulatory Process

Agenda



The Regulatory Process
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Final Action

Proceeding Type:
Adjudication vs. 

Rulemaking

Petition Submitted 
to FERC

RD or RM Docket No. 
Assigned

RD
- Notice of Filing Issued

- 30-Day Public 
Comment

-Intervention required

Delegated Letter Order
issued by Office of 
Electric Reliability

(no adverse comments 
filed)

Formal or Letter Order
issued by the full 

Commission
(adverse comments filed 

or by own election)

RM
- Notice of Proposed 
Rulemaking Issued
- Public Comments 

Requested (~60-days)

Final Rule
issued by the full 

Commission

Reliability Standard Approval
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• Docket types for reliability matters:
 RD - Electric Reliability Standards 
 RM - Rulemaking Proceedings
 RR - ERO Rules and Organizational Filings
 RC - Compliance and Enforcement of Reliability Standards
 NP - Notice of Penalty

FERC Docketing
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• Public comment period set by a Notice of Filing in the Federal 
Register

• Must intervene to be a “party” in an RD docket and appeal
• Decisions issued by:
 Order by the voting Commission if adverse comments filed
 Delegated Letter Order issued by the Director of the Office of Electric 

Reliability if adverse comments not filed

RD Dockets
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• Notice and Comment Rulemaking involves three steps:
 Notice of the proposed rulemaking  (NOPR)
 Comment Period 
o Typically 60 days from publication of NOPR in the Federal Register

 Final Rule
o Rehearing or Clarification
o Order on Rehearing or Clarification

RM Dockets
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FERC Action

• FERC may approve or remand a Reliability Standard
 “The Commission shall remand to the Electric Reliability Organization … a 

proposed reliability standard … that the Commission disapproves in whole 
or in part.” 16 U.S.C. § 824o(d)(4)

• FERC may also direct modifications to a Reliability Standard
 “The Commission … may order the Electric Reliability Organization to 

submit to the Commission a proposed reliability standard or a modification 
to a reliability standard that addresses a specific matter…” 16 U.S.C. §
824o(d)(5)
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Compliance 101
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• Foundational guidance documents
• Annual guidance documents
 Risk-based Compliance Monitoring

• Compliance activities
• Compliance resources

Agenda
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• Energy Policy Act of 2005 – Federal Power Act section 215
• Rules of Procedure (ROP) – Section 400
 NERC oversight of Regional Entities
 Compliance program attributes (audit cycles, independence, 

confidentiality)
 ROP Appendix 4C, Compliance Monitoring and Enforcement Program

• Regional Delegation Agreements (RDA)
 Regional Entities “contract” with NERC
 Regional Entities must adhere to ROP

Foundational Guidance Documents
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• Compliance Monitoring and Enforcement Program (CMEP)
 Outlines Compliance Monitoring processes
 Provides guidance and requirements for each monitoring method

• CMEP also addresses:
 Enforcement actions
 Mitigations of violations
 Remedial Action Directives
 Data retention and confidentiality

Foundational Guidance Documents
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• ERO Enterprise Guidance Documents
 ERO Enterprise Internal Control Evaluation Guide
 Overview of the ERO Enterprise’s Risk-Based CMEP
 ERO Enterprise Guide for Compliance Monitoring

Foundational Guidance Documents
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• Annual ERO Enterprise CMEP Implementation Plan
 Key components and themes
 Risk Elements and areas of focus for the year
 Regional CMEP Implementation Plans
o Region-specific Risk Elements and areas of focus for the year

 Compliance Assessment Reports
o Perform compliance assessment concurrent with event review
o Sample Compliance Assessment Report Template

Annual Guidance Documents
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Risk-based Compliance Monitoring

• Risk-based compliance monitoring and enforcement processes 
resulting from the Reliability Assurance Initiative, “RAI” 

• Focus compliance monitoring on high risks to BPS

• Shift from zero tolerance model to risk-based model

• Emphasis on strength of internal controls relative 
to meeting compliance
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• Risk-Based Compliance Oversight Framework includes
 Assessment of entity’s inherent risk
 Voluntary evaluation of entity’s internal controls 
 Identification and prioritization of system-wide risk elements
 Selection of appropriate CMEP tool for monitoring

• Regional Entities follow ERO Enterprise Guidance Documents
 ERO Enterprise Internal Control Evaluation Guide
 Overview of the ERO Enterprise’s Risk-Based CMEP
 ERO Enterprise Guide for Compliance Monitoring

Risk-based Compliance Monitoring
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Risk-based Compliance Monitoring 
Framework
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• Compliance Monitoring Methods
 Compliance Audits
 Self-Certifications
 Spot Checks
 Self-Reports
 Periodic Data Submittals
 Complaints 
 Compliance Investigations
 Exception Reports

Compliance Activities
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• Audits occur at least once every three years for Balancing 
Authority (BA), Reliability Coordinator (RC), and Transmission 
Operator (TOP)

• Audits of other entities may occur based on entity IRA and 
Compliance Oversight Plan (COP)
 Level of risk informs compliance monitoring tool and interval

• Regional Entities lead compliance audits, NERC, and FERC may 
observe
 Audit team composition and requirements described in CMEP

• Audits based on professional auditing standards 

Compliance Activities: 
Audit
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Compliance Audit Cycle

Audit 
Cycle

Fieldwork

Audit Cycle
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• Pre-audit: 
 Regional Entity performs IRA to determine audit scope
o ICE may be performed 

 Audit team assembled

• Planning: 
 90-day notification letter delivered
 Team develops understanding of entity and makes data requests

• Fieldwork: 
 Actual audit starts, interviewing and testing begins 

• Reporting: 
 Reports include Findings, Recommendations, and Areas of Concern

• Performance Assessment: 
 Regional Entity reviews workpapers, identifies lessons learned, and 

process improvement 

Compliance Audit Cycle
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• Annually, Regional Entities will notify registered entities about 
self-certifying compliance to selected Reliability 
Standard/Requirement
 Refer to Regional Annual CMEP Implementation Plans
 Regional Entities also follow notification process in CMEP

• Registered entities must identify non-compliance when 
identified

Compliance Activities: 
Self-Certifications
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• Regional Entity may conduct a spot check at any time to 
determine compliance with any Reliability 
Standard/Requirement
 Typically narrower scope than an audit
 May result after an event, system disturbance, compliance issue, or to 

ensure mitigation of previous findings
 Regional Entities follow process in CMEP
 May be used in lieu of an audit

Compliance Activities:
Spot Checks
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• Entities should make a self-report once it becomes aware it:
 Has/may have violated a Reliability Standard or Requirement
 The Violation Severity Level of a previously reported violation has changed

• Regional Entities have self-reporting processes entities must 
follow
 Regional Entity makes available self-report forms
 Entity should provide relevant documentation to support filing
 Regional Entity will review information to evaluate compliance and needed 

mitigation

• Exception reporting is required within certain standards
 Similar process as self-report

Compliance Activities: 
Self-Reports and Exception Reports
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• Certain Reliability Standards contain Periodic Data Submittal 
(PDS) requirements 

• NERC and Regional Entities may also identify PDS
• NERC and the Regional Entities notifies entities of PDS 

requirements
 Refer to Annual CMEP Implementation Plan
 Refer to NERC and Regional Entity websites

• NERC and the Regional Entities collect PDS and review for 
compliance

Compliance Activities:
Periodic Data Submittals
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• Entities/third parties may submit a complaint to NERC or a 
Regional Entity

• Complaints may be made through compliance hotlines, emails, 
or other contact methods

• Complaints may trigger spot check or investigation
• Any findings resulting from a complaint are processed similarly 

to an audit finding or spot check finding

Compliance Activities:
Complaints
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• May be triggered by events
• Confirm suspected non-compliance
• Specific scope at onset but scope can change 
• Generally led by Regional Entity staff
 Will always have NERC participation
 Most likely will have FERC observers

• Confidential, unless conducted in response to FERC directive

Compliance Activities:
Compliance Investigations



RELIABILITY | ACCOUNTABILITY93



Compliance Resources
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• NERC and Regional compliance websites
 ERO Enterprise CMEP IP
 Procedure documents
 Timelines and schedules
 Workshops, training, and presentations
 IRA and Internal Control Guidance documents
 ERO Enterprise Compliance Auditor Manual

• Compliance Guidance
 ERO Enterprise-Endorsed Implementation Guidance
 ERO Enterprise-Endorsed Implementation Guidance for Inactive Reliability 

Standards
 CMEP Practice Guides
 Proposed Implementation Guidance

Compliance Resources
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• Compliance Application Notices (CANs)
 Incorporated into RSAWs or stand alone

• Weekly Standards and Compliance Bulletins
• Training
 NERC Standards and Compliance Workshops
 Face-to-face Industry Outreach Events on risk-based activities
 Posted webinars on risk-based CMEP activities
 Regional Entity workshops

• Reliability Standard Audit Worksheets (RSAWs)

Compliance Resources
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Rules of Procedure

Select 
Governance
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Rules of Procedure

Rules of 
Procedure  and 
Appendices in 
Effect
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Compliance and Enforcement 
Home Page

RAI Information
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Risk-Based CMEP Information
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Compliance and Enforcement 
Home Page

CANs, Directives, 
Bulletins, RSAWs, 
Sampling 
Methodology
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Compliance Guidance

Active CANs
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Compliance Guidance
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Compliance Application Notices (CANS)

Active CANs
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Compliance Process Bulletins
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RSAWs

RSAWs 
available by 
Standard
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Compliance and Enforcement 
Home Page

Compliance 
Reference 
Material
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Compliance Resource Documents

AML is no 
longer posted 
as of January 
1, 2015

2017 CMEP 
Implementation 
Plan located 
under 
“Resources”
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Standards Balloting and 
Commenting System (SBS)
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• SBS - https://sbs.nerc.net/
• Via the Balloting and Commenting page

SBS Access

https://sbs.nerc.net/
http://www.nerc.com/pa/Stand/Pages/Balloting.aspx
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• Via the Balloting and Commenting page

SBS Access

http://www.nerc.com/pa/Stand/Pages/Balloting.aspx
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• Select Register

Creating an SBS Account
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• Create an account

Creating an SBS Account
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• Select Create New Account

Creating an SBS Account
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• Username is your email 
address

• Password must be a 
minimum of 8 characters  
long, contain one upper 
case letter, and one 
numeric character.

Creating an SBS Account
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Contributor to Voter or Proxy Role
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• Select Voter or Proxy Role

Request Voter or Proxy Role
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• Select Segment

Request Voter Role
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• Select Entity

Request Voter Role
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• Appendix 3D – Registered Ballot Body (RBB) Criteria
• RBB requests submitted for vetting
 Requestor provides: 
o Name, Entity Name, Segment, Title, Phone Number, Email Address
o Evidence that the entity qualifies for the requested Segment

 Annual Self-selection Process 
 NERC staff may request additional information 

Registered Ballot Body Registration

http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Appendix_3D_BallotBodyCriteria_20131004.pdf
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• Vote
 Affirmative;
 Negative; or
 Abstain.

Ballot Pool Members Responsibility
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• Vote belongs to the company not the individual
• Current voter changes position or leaves the company
 Replacement voter should register to become a voter in the same segment 

as the current voter
 Current and/or replacement voter, or manager should email 

ballotadmin@nerc.net with confirmation on voter replacement

• Current voter is registered in current ballot pools
 SBS will replace current voter with replacement voter

Voter Replacement

mailto:ballotadmin@nerc.net
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• Ballot Type
 ST    - Standard
 NB   - Non-binding Poll
 IMP - Implementation Plan
 DEF - Definition
 OT   - Other

• Ballot Activity
 IN  - Initial
 AB - Additional
 FN - Final

Ballot Type and Activity Type
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Dropdowns
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Voter
• View Ballot Events 
 Open ballot pools and ballots
 Upcoming ballots 

• Ballots Results
 Published ballot results 

(Finalized)

• My Voting Activity
 Join or withdraw from open 

ballot pools
 Delegate/revoke proxy rights
 Vote

• My Voting History
 Ballot pools joined
 Votes cast

Proxy
• View Ballot Events
 Open ballot pools and ballots
 Upcoming ballots 

• Ballots Results
 Published ballot results 

(Finalized)

• My Proxy Activity
 Delegated ballots
 Revoke proxy rights
 Vote

• My Proxy History
 Votes cast

Voter and Proxy View
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• Survey is the electronic comment form
• Social survey – view others comments real-time
Contributor, Voter, Proxy View
• Surveys
 View Surveys
o Submit comments
o Open and closed surveys
o Social survey - comments real-time

 My Survey Activity
o Surveys you submitted comments on

Surveys
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• Submit and View Real-Time Comments 

Submit Comments
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• Purpose of upload document feature
 Provide red-line version of any posted documents 
 Provide supplemental information to support your response to the 

question

• Upload document feature should not be used for providing 
comments in lieu of entering comments directly into the survey
 Up to 25MB file max size
 Executable (*.exe) and Archive (*.zip)  files are not allowed

Upload Document Feature in the 
Survey (commenting)
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The easiest way to reset your 
password

• Select Login
• Continue to next screen

Resetting Password
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• Select ‘Reset Password’
 *Password must be a minimum 

of 8 characters long, contain 
one upper case letter, and one 
numeric character.

• Username is your email 
address

• Confirm email address
• Complete ‘verify icon’
• Submit Query
• Verification email will be 

sent

Resetting Password 
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• Email ballotadmin@nerc.net for Administrative Support
 SBS, RBB, and voter registration questions 
 SBS feedback
(or call 404-446-2560 (Monday – Friday, 8 a.m. - 4 p.m. Eastern).
Please allow 1 - 2 business days for a staff member to respond to your inquiry.) 

• Email EROhelpdesk@nerc.net for NERC IT (Monday – Friday, 8 a.m. - 8 p.m. Eastern)

 Trouble accessing the SBS 
o due to a forgotten password, 
o an error message due to incorrect credentials, or 
o system lock-out

– (Monday – Friday, 8 a.m. - 8 p.m. Eastern)

SBS Support

mailto:ballotadmin@nerc.net
mailto:EROhelpdesk@nerc.net
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• Email sarcomm@nerc.net to
 Submit SAR’s, Interpretations, etc.
 Requests to be added to Standard Drafting Teams Plus distribution lists
 Questions or feedback on
o Standard Processes Manual 
o Documents or links on the Standards page

Other Standards Support

mailto:sarcomm@nerc.net
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