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Presenter
Presentation Notes
Greetings everyone my name is Craig Struck and I’m a Senior Auditor in the NERC Compliance Assurance department.  Today’s webinar will provide information on the NERC Compliance Guidance program in general, but with a strong emphasis on Implementation Guidance.This webinar should prove beneficial to both new and experienced personnel who develop, review, or you use, Implementation Guidance.During this webinar we will highlight enhancements made to the Compliance Guidance program based on feedback NERC received from our industry-wide Compliance Guidance survey conducted in 2019.
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It is NERC’s policy and practice to obey the antitrust laws and to 
avoid all conduct that unreasonably restrains competition. This 
policy requires the avoidance of any conduct that violates, or that 
might appear to violate, the antitrust laws. Among other things, 
the antitrust laws forbid any agreement between or among 
competitors regarding prices, availability of service, product 
design, terms of sale, division of markets, allocation of customers 
or any other activity that unreasonably restrains competition. It is 
the responsibility of every NERC participant and employee who 
may in any way affect NERC’s compliance with the antitrust laws 
to carry out this commitment.

NERC Antitrust

Presenter
Presentation Notes
Before we begin let’s review the NERC Antitrust policy and Public Disclaimer as both of these apply to this webinar.Read slides 2 and 3.
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Participants are reminded that this meeting is public. Notice of 
the meeting was widely distributed. Participants should keep in 
mind that the audience may include members of the press and 
representatives of various governmental authorities, in addition 
to the expected participation by industry stakeholders.

NERC Public Disclaimer

Presenter
Presentation Notes
Read Slide
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• Compliance Guidance Policy
• Program Enhancements
• Development, Review, and Endorsement Process
• Tools & Resources
• Question & Answers
 Submit Your Questions via Chat Feature During Webinar
o Focus is on process, not on Specific Implementation Guidance Documents

Agenda

Presenter
Presentation Notes
The agenda for today’s webinar includes a review of:The NERC Compliance PolicyCompliance Guidance Program EnhancementsThe Implementation Guidance Development, Review, and Endorsement process Key Tools and ResourcesAnd we will end with a live Question and Answer session.Please submit your questions during the webinar using the WebEx Q&A feature.Questions should focus on the Compliance Guidance process and tools, and not on specific Guidance document.
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• Multiple Guidance Documents
 CANs, CARs, Directives, Bulletins, etc.

• Desire to Consolidate Guidance
 Reduce Confusion

• Compliance Guidance Review Team
 Recommendation to NERC BOT
o Finite/Limited Guidance Tools

• NERC BOT Approved CG Policy
• Supporting Tools and Resources Developed

Compliance Guidance Policy

Presenter
Presentation Notes
To begin, let’s talk about what Compliance Guidance is, why we have it, and where it came from.In the early years of mandatory compliance a need was identified for NERC to provide guidance on everything from Compliance Monitoring and Enforcement processes, to definitions of commonly used terminology, to the meanings of words in the Reliability Standards.Over time, this guidance evolved into multiple types of guidance, with multiple names, covering multiple topics; with some meant for industry, and some meant for regional CMEP personnel.This guidance included documents such as Compliance Application Notices (CANs), Compliance Analysis Reports (CARs), Bulletins, and Directives, to name a few.It became too confusing and too hard to manage and there was a strong desire consolidate these guidance documents. To address these issues, in April 2015 the Member Representatives Committee, also known as the MRC, formed the Compliance Guidance Review Team, with the support of the NERC Board of Trustees.The Review Team reviewed the existing guidance documents and made recommendations based on their findings.The Team recommended there be a finite set of compliance guidance documents, and highlighted several principles for these guidance documents.You can read the details of the Teams findings and recommendations in the NERC Compliance Guidance Policy, which we will be reviewing shortly.In November 2015 the NERC Board of Trustees approved the NERC Compliance Guidance Policy.Since the inception of the Compliance Guidance Program NERC has developed a set of supporting Tools and Resources, which we will also be reviewing shortly.
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Compliance Guidance Policy

Compliance 
Guidance

(CG)

CMEP Practice 
Guides

(PG)

Implementation 
Guidance

(IG)

Presenter
Presentation Notes
This diagram illustrates the relationship between Compliance Guidance, CMEP Practice Guides, and Implementation Guidance.As you can see from the diagram, Compliance Guidance consists of both CMEP Practice Guides and Implementation Guidance.We will be reviewing these in more detail over the next several slides.
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• CMEP Practice Guides (PG)
 How CMEP Personnel Execute CMEP Activities
 Developed by ERO Enterprise for ERO Enterprise
o Approved by ERO Enterprise CMEP Management

 Publically Posted
 Current Practice Guides
o Reliability Standard or Topic Specific

– TOP-001-4, IRO-002-5, CIP-007-6, etc.
– Phased Implementation of Reliability Standards
– Annual/Calendar Month Guidelines
– Auditor Deference to Implementation Guidance
– Inverter Based Resources
– BES Cyber Systems 

o 11 Approved / 3 Under Development

Compliance Guidance Policy

Presenter
Presentation Notes
Before we move forward let’s talk about the difference between the terms “ERO” and “ERO Enterprise”.NERC is designated as the Electric Reliability Organization, or ERO, by the Federal Energy Regulatory Commission, also known as FERC.NERC and the six regional entities comprise the ERO EnterpriseFirst we’ll talk about CMEP Practice Guides, then we’ll talk about Implementation Guidance.Practice Guides address how ERO Enterprise CMEP personnel execute their compliance monitoring and enforcement activities. Practice Guides are developed and maintained by the ERO Enterprise, for the ERO Enterprise.However, in some cases, the ERO Enterprise will hold policy discussions with industry stakeholders prior to developing Practice Guides.PG are approved by ERO Enterprise CMEP Management, andPractice Guides are publically posted on the NERC Compliance Guidance webpage for transparency purposes.Practice Guides are Reliability Standard or Topic specific, for example we have current Practice Guides on:Reliability Standards such as: TOP-001-4, IRO-002-5, and CIP-007-6, and onGeneral and Technical topics such asPhased Implementation of Reliability StandardsAnnual/Calendar Month GuidelinesAuditor Deference to Implementation GuidanceInverter Based Resources, andBES Cyber Systems There are currently 11 approved CMEP Practice Guides, with1 CIP and 2 O&P Practice Guides under development
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• Implementation Guidance (IG)
 Examples or Approaches
o Industry “Implement” Reliability Standards

 Developed by Industry for Industry
o Pre-Qualified Organization (PQO)
o Standard Drafting Team (SDT)
o Regional Entity Stakeholder Committees

 Does Not Guarantee Compliance
o Not only way to comply
o Facts, Circumstances, and Configurations

 Industry Vetted
 Endorsed by ERO Enterprise
 Publically Posted

Compliance Guidance Policy

Presenter
Presentation Notes
Now let’s talk about Implementation Guidance.Implementation Guidance is examples or approaches on how an entity COULD “implement” a Reliability Standard.Implementation Guidance is developed by industry for industryIt is developed by three different group structuresThe first is a Pre-Qualified organizationThe second is a Reliability Standards Drafting TeamThe third is a Regional Entity Stakeholder CommitteeLet’s take a moment to discuss each of these groups:Pre-Qualified Organizations are industry stakeholder groups such asNERC Reliability and Security Technical Committee (RSTC)North American Transmission Forum (NATF)North American Generator Forum (NAGF)Edison Electric InstitutePrequalified organizations may develop examples or approaches to address specific issues their members are experiencing.For example the North American Transmission Forum could develop Implementation Guidance to assist their members regarding a specific Transmission Planning standard.  Standard drafting teams may develop implementation guidance while we are developing new standards or revising old standards.During the standards development process there may be times when standard drafting team discussions result in information that may be useful to industry, and Implementation Guidance is the vehicle for sharing that information, as opposed to in the standard itself.Regional entity stakeholder committees are just that; stakeholder committees that are specific to one region. Some examples includeThe MRO Compliance Monitoring and Enforcement Program Advisory Council (CMEPAC)The NPCC Compliance CommitteeThe RF Critical Infrastructure Protection Committee, and theSERC Operating Committee (OC) Following the examples or approaches presented in the Implementation Guidance does not “guarantee” compliance, nor are they the only way to comply The examples provided in the Implementation Guidance are not exclusive, as there are likely other methods for implementing a standard. The ERO Enterprise’s endorsement of an example means registered entities can rely upon the example and be “reasonably” assured that compliance requirements will be met, with the understanding that compliance determinations depend on specific facts, circumstances, and system configurations. ERO Enterprise CMEP staff will give these examples “deference” when conducting compliance monitoring activities, as covered in the CMEP Practice Guide on Auditor Deference.An important element of Implementation Guidance is that it’s vetted by industry prior to being submitted for endorsement.Vetting ensures Implementation Guidance is not developed in a silo and will be useful to industry.Having the ability to vet Implementation Guidance is one of the requirements to become a Pre-Qualified Organization.PQO and Regional Stakeholder Committee Implementation Guidance is vetted amongst their membersStandard Drafting Team Implementation Guidance is vetted during the Standards Balloting ProcessOnce the Implementation Guidance is vetted it can be submitted for EROE review and endorsement.We will be discussing these processes in detail in a few more slides.Let’s take a moment to talk about “Approved” versus “Endorsed”CMEP Practice Guides are “Approved” for use by ERO Enterprise CMEP management, while the examples in Implementation Guidance are “Endorsed” by the ERO Enterprise.Once Implementation Guidance is received it is publically posted on the NERC CG webpage, which we will be reviewing shortly.If your organization would like to see examples or approaches for a specific Reliability Standard, and you’re active in the types of groups previously mentioned, you have the ability to reach out to them and discuss your ideas around potential Implementation Guidance.
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• Implementation Guidance (continued)

 Current Implementation Guidance
o 31 Endorsed

– 20 Critical Infrastructure Protection (CIP)
– 11 Operations & Planning (O&P)

o 2 Under Review
– O&P

o 7 Under Development
o CIP Lessons Learned and FAQ Documents

– Were Accepted as IG

Compliance Guidance Policy

Presenter
Presentation Notes
There are currently 31 ERO Enterprise Endorsed Implementation Guidance documents, which include20 related to Critical Infrastructure Protection (CIP) standards, and11 related to Operations & Planning (O&P) standardsThere are 2 currently in the Review and Endorsement processThere are 7 currently under development that we are aware of.You will see where this information is located during the Tools and Resources review.It should be noted that there were several CIP Lessons Learned and FAQ documents in existence when the Compliance Guidance Program was implemented, and those existing documents were accepted as Implementation Guidance.
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• Experience Gained
 Lessons Learned
 Best Practices
 Improvement Opportunities

• Desire for Industry Input
 Industry Surveys
o Developers
o Reviewers
o Users

• Resulted in Enhanced Process and Tools

Program Enhancements

Presenter
Presentation Notes
Now let’s talk about the enhancements that have been made to the Compliance Guidance Program.Since the Compliance Guidance Policy was approved in late 2015, and implemented in 2016, NERC has gained valuable experience with what works, and what does not work, relative to guidance.We used those Lessons learned and Best practices to develop valuable tools and resources, and to improve the end product.We also identified several improvement opportunities.However, before NERC implemented any changes to the program we wanted to receive feedback from industry.In 2019 we developed and sent three separate Compliance Guidance Surveys to industry; the target audience was the people who developed, reviewed, or used Compliance Guidance.The questionnaires were similar in the fact that they inquired about the key aspects of the program, but solicited differing viewpoints.We received a good response from that survey.We compiled and analyzed the results and used that information to enhance the program.
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• Survey Results – Common Themes
o Transparency/Knowledge of Review and Endorsement Process

– Long Review and Endorsement Times
– Review Criteria

o Differing Viewpoints
– Confusion on Endorsement Decisions

o Duplicative Guidance
– Need for Collaboration

o Usefulness and Clarity
– Differing Formats
– Too Much Theory

o IG Timeliness
o IG Maintenance
o Need for Industry Outreach
o Update Compliance Guidance Webpage
o NERC Assistance During Development

Program Enhancements

Presenter
Presentation Notes
So, what did the survey say?This slide captures some of the common themes from the survey results, which I will speak to. These are not listed in any particular order.One common theme among Developers and Users was the lack of transparency in, or knowledge of, the Review and Endorsement Process.Many felt the process took too long.Others did not understand what the Review Criteria was.Another common theme among Developers was the appearance of Differing Viewpoints from the Reviewers.This led to confusion on why a document wasn’t endorsed, and what revisions were needed to receive endorsement.A common theme among Users was the amount of Duplicative Guidance, and that there was a need for Collaboration among developers.One example is CIP-002-5, which has 8 Implementation Guidance documents.Another common among users was the Usefulness and Clarity of the documents.Each Developer had their own template and it was difficult to find where the most valuable information was located within the Differing Formats.Also, many felt there was Too Much Theory when there looking for examples or approaches.A major theme among the Users was the Timeliness of the Implementation Guidance.Some felt it would be more useful if the Guidance was developed BEFORE it was needed by industry, especially for the standards that have long lead times before becoming mandatory.Another theme among users was around IG Maintenance.Many were not confident that using IG that had not been reviewed or updated recently would be prudent.There were many calls for Industry Outreach on the Compliance Guidance Program.This webinar is a result that input.Another common theme among Developers, Reviewers, and Users was the need for an update to the NERC Compliance Guidance Webpage.Finally, feedback from Implementation Guidance Developers indicated the desire to have some form of NERC Assistance during Development.We pointed out these common themes from the survey because we are going show you where, and why, the Compliance Guidance program was enhanced. Over the remaining slides we are going to discuss the Implementation Guidance Development, Review, and Endorsement process. Then we are going to discuss the tools used throughout the process.
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Development, Review, and 
Endorsement Process

•PQO/SDT
•Tools
•Collaborate
•Vet
•Submit

Develop
•ERO Enterprise 
Task Force

•Tools
•Collaborate
•Recommendation

Review

•ERO Enterprise 
CMEP 
Management

•Review TF 
Recommendation

•Collaborate
•Final Review

Endorse

Presenter
Presentation Notes
Now that we reviewed the Compliance Guidance Policy and the background behind the recent program enhancements, lets talk about the process.This is a high level overview of the Development, Review, and Endorsement process.Each arrow contains key points for that particular process.We will be reviewing each of these in more detail on the following slides. It should be noted that this overview does not include administrative steps around communications, postings, and announcements.Those steps are performed by the NERC Compliance Guidance Coordinator, who is responsible for ensuring Guidance moves through the process efficiently.Now let’s familiarize ourselves with the key points in the process.Looking at the section labeled Develop, it indicates that:Implementation Guidance is developed by a Pre-Qualified Organization or a Standard Drafting Team,Using available tools, Collaborating among Subject Matter ExpertsVetting the Guidance with Industry, thenSubmitting the Guidance for ERO Enterprise Review and Endorsement.



RELIABILITY | RESILIENCE | SECURITY13

Development, Review, and 
Endorsement Process

•PQO/SDT
•Tools
•Collaborate
•Vet
•Submit

Develop
•ERO Enterprise 
Task Force

•Tools
•Collaborate
•Recommendation

Review

•ERO Enterprise 
CMEP 
Management

•Review TF 
Recommendation

•Collaborate
•Final Review

Endorse

Presenter
Presentation Notes
Looking at the section labeled Review, it indicates that:Submitted guidance is reviewed by an ERO Enterprise Task Force,Using available tools, Collaborating among ERO Enterprise Subject Matter Experts, thenMaking an Endorsement Recommendation to Management
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Development, Review, and 
Endorsement Process

•PQO/SDT
•Tools
•Collaborate
•Vet
•Submit

Develop
•ERO Enterprise 
Task Force

•Tools
•Collaborate
•Recommendation

Review

•ERO Enterprise 
CMEP 
Management

•Review TF 
Recommendation

•Collaborate
•Final Review

Endorse

Presenter
Presentation Notes
Looking at the section labeled Endorse, it indicates that:ERO Enterprise CMEP Management reviews the Task Forces Recommendation,Collaborate among themselves, and Subject Matter Experts as needed, to make an endorsement decision, thenSend Endorsement decisions for a final review
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• Development
 Implementation Guidance Training by NERC
o Before Work Begins

 Utilize Development Tools
o Avoid Pitfalls

 Collaborate
o Avoid Duplicative Work
o Leverage Knowledge

 IG Management
o Ensure Guidance Remains Relevant and Useful
o Periodic Review Requirement

 Submit

Development, Review, and 
Endorsement Process

Presenter
Presentation Notes
Now let’s take a look at the details of the overall process, starting with “Development”.The first bullet highlights one of the recent program improvements.NERC is offering to provide basic Implementation Guidance training to Pre-Qualified Organizations and Standard Drafting Teams BEFORE they begin developing guidance.Additionally, when NERC Compliance personnel who are active observers on Standard Drafting Teams can, and have, provided training.This could be especially helpful for groups whose members do not regularly develop Implementation Guidance, such as Reliability Standards Drafting Teams and Regional Entity Stakeholder Committees.It’s important for Guidance Developers to utilize the available Tools,As they assist in avoiding pitfalls and increasing the chance of Endorsement without having to make subsequent revisions.Collaboration is another area that we are now emphasizing.Collaborating with other developers who may be working on closely related Guidance could help in avoiding duplicative work,In addition to leveraging SME knowledge across organizations.IG Management is a now a requirement for all new Implementation Guidance to ensure the Guidance remains relevant and useful.This includes a Periodic Review Requirement.The periodicity and method of review must be addressed in the Guidance document or it will not be endorsed.We realize this may be difficult to do with groups that are only together for a finite period of time, such as a Standard Drafting Team, and we are still working out those details.On a related note, all currently endorsed Implementation Guidance will be reviewed in 2021 for relevancy and will be updated or retired accordingly.The last step of the development process is for the Developer to submit the Guidance for review and endorsement.Guidance is submitted by email using a dedicated email address.The mailbox that the submitted Guidance is sent to is checked several times a week by the NERC Compliance Guidance Coordinator, who then starts the review and endorsement process.
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• Review
 Received by Subject Matter Experts (SME)
 Utilize Review Tools
 Collaborate
o Internal Regional and NERC Departments

– Compliance, Enforcement, Risk

 Vet
o ERO Enterprise Task Forces

– NERC and Regional Representatives
– Operations & Planning Compliance Task Force
– CIP Compliance Task Force

 Recommend
o To ERO Enterprise CMEP Management
o One ERO Enterprise Statement

– Non-Endorsement Recommendations Only

Development, Review, and 
Endorsement Process

Presenter
Presentation Notes
Now let’s take a look at the details of the “Review” process.The Review process starts when the Submitted Guidance, also known as “Proposed” Implementation Guidance, is received by the Compliance Guidance Coordinator who completes all notifications, postings and announcements.The Coordinator provides the “Proposed” Implementation Guidance to appropriate ERO Enterprise CMEP Management and Regional Subject Matter Experts, who are part of a technical Task Force.The SME utilize the available tools to ensure the proposed Guidance meets expected criteria.The SME collaborate with internal Departments, including Compliance, Enforcement, Risk Assessment, and others. The SME will gather potential regional concerns and will openly vet those concerns in front of their regional SME counterparts during Task Force meetings.The Task forces are composed of both NERC and Regional representatives, and include the Operations & Planning Compliance Task Force (OPCTF), and theCIP Compliance Task Force (CCTF)Once the vetting is complete the Task Force develops one overarching Task Force endorsement Recommendation to ERO Enterprise CMEP management.The final Recommendation is generally made based on majority opinion (i.e., 4 of 7 recommend endorsement, 4 of 7 recommend non-endorsement).Additionally, if the Task Force recommends Non-Endorsement, they will develop a high level “one ERO” statement that describes the reason, or reasons, why the Proposed Guidance is not being recommended for endorsement,Including which section(s) of the Development and Review Aid the Guidance conflicts with.It should be noted that the ERO Enterprise does not, and cannot, provide redlines of suggested revisions to Guidance documents.However, the Task Force SME are available to discuss specifics the Guidance Developer upon request.At this point I would like to point out that the internal departmental review, and the ERO Enterprise Task Force collaboration, are recent program improvements and these steps accomplish three things:First, it ensures Proposed IG is not reviewed in a silo, by a single SME, at each region or at NERC.Second, it ensures Proposed IG is reviewed by all relevant departments at each region and at NERC.Third, it ensures all concerns and issues are openly vetted and discussed.
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• Endorsement
 ERO Enterprise CMEP Management
o Receive Task Force Recommendation
o Risk, Performance Management Group (RPMG)

 Collaborate on TF Recommendation
o Openly Discuss Identified Issues

 Endorse or Not Endorse
 Final Review
o NERC Director of Enforcement

 Notify, Post, Announce

Development, Review, and 
Endorsement Process

Presenter
Presentation Notes
Finally, let’s take a look at the details of the “Endorsement” process.ERO Enterprise CMEP Management receives the task forces Recommendation.This management group is named the Risk, Performance Management Group, or RPMG for short.Like the SME Task Forces, this group consists of management representatives’ from NERC and each of the six regions.At this point each RPMG member has been briefed by their SME on the Task Forces Recommendation, the discussions around that recommendation, and any possible remaining concerns.The RPMG collaborates on the Task Forces Recommendation and openly discusses any remaining issues.Upon completion of those discussions a decision is made on whether or not to endorse the Guidance.Like the SME Task Forces, the final endorsement decision is generally made based on majority opinion.If the Guidance document is endorsed it is provided to the NERC Director of Enforcement for a Final Review prior to:Notifying the Developer of the endorsement decision,Posting the document to the “Endorsed Implementation Guidance” section of the Compliance Guidance webpage, andAnnouncing the newly endorsed guidance to industry.NERC Director of EnforcementIt should be noted that the only guidance that receives this final review is guidance that has been endorsed;A final review is not required for non-endorsed guidance.
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• IG Template
• IG Under Consideration/Development Spreadsheet
• PQO/SDT Contact Information
• Non-Endorsed IG Tracking
• IG Development and  Review Aid
• One Stop Shop
• Compliance Guidance Webpage

Tools & Resources

Presenter
Presentation Notes
Finally, now that we reviewed the Compliance Guidance Policy, the background behind the program enhancements, and the process, let’s talk about the available tools and resources.This is the list of Compliance Guidance Tools and Resources that we will be covering in more detail in the following slides.Again, I would like to point out that these tools were recently developed or updated as a result of the Compliance Guidance Survey.The Implementation Guidance tools consist of:An Implementation Guidance Template, The Implementation Guidance Under Consideration or Development spreadsheet,The PQO/SDT Contact Information spreadsheetThe Non-Endorsed Implementation Guidance Tracking spreadsheet,The Implementation Guidance Development and  Review Aid,The Reliability Standards One Stop Shop,And finally, the Compliance Guidance Webpage
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• IG Template
 Survey Results Addressed:
o Usefulness and Clarity
o Differing Formats
o Too Much Theory

 Common Look and Arrangement
o Basic Sections
o Common Sense Flow

 PQO Logo
o Identify Owner
o Acknowledgment of Work

Tools & Resources

Presenter
Presentation Notes
This Template was recently developed as a result of the Compliance Guidance survey, and addresses the Usefulness and Clarity concerns where;Each Developer had their own template and it was difficult to find where the most valuable information was located within the Differing Formats, and where Many felt there was Too Much Theory when there looking for examples or approaches.This is the first time any of you have seen this, and we’re considering this webinar to be the formal rollout of this tool.The hope is that, going forward, all new Implementation Guidance is developed using this Template, or at a minimum, the format of the template.The Template was designed to have a common look and arrangementIt contains what the ERO Enterprise considers the Basic Sections that should be included in Implementation Guidance, And it has a Common Sense Flow that will allow users to easily locate the information they are looking for.Also, there is a placeholder for the developers Logo as part of the encouragement to use the template.This Identifies the Owner and provides Acknowledgment of their WorkIt should be noted that, although NERC is encouraging Pre-Qualified Organizations and Standards Drafting Teams to use this template, we cannot require the use of the template as NERC does not own the guidance documents; the documents are owned by the Developers and they may prefer to use their own templates.Seeing how this is the rollout of this new tool, let’s take a few moments to review the sections of the Template.What were looking at now is the Title Page, It includes information describing the topic of the guidance, including the relevant Reliability Standard and Requirement,As well as the Identification of the Developer of the Guidance.
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• IG Template (continued)

 Title Page
o Descriptive Information
o Logos

 Table of Contents
 Introduction
 Goal/Problem Statement
 Reliability Standard
o Requirement

– Examples

Tools & Resources

Presenter
Presentation Notes
In addition to the Title Page the template includes:A Table of Contents, An Introduction section,A Goal/Problem Statement,And an area for the language of the subject Reliability Standard and Requirement, as well as the specific examples or approaches being offered.The Introduction section is where the developer would provide a brief introduction, or background statement on:the Purpose of the subject Reliability Standard, what aspect of the Purpose does the subject Requirement(s) address, and how the Requirement(s) addresses that aspect. Example topics could include; historical perspectives, relevant FERC orders, related guidance, committees work, standard revisions, how the need for the Implementation Guidance was identified, etc.The Goal or Problem Statement is where the Developer would provide a brief statement to identify the goal of the Implementation Guidance or the problem(s) the Implementation Guidance addresses. Problem statements could speak to reliability challenges, compliance challenges, changing technology, differing viewpoints, etc. The Scope section is where the Developer would provide a brief statement on the scope of the proposed Implementation Guidance. They would state what is included, and what is not included, in the scope of the proposed Implementation Guidance document. This section should include a disclaimer stating that following the Implementation Guidance does not guarantee compliance and is based on precise language of the standard, individual facts, circumstances, system configuration, quality of evidence, etc. The Reliability Standard and Requirement sections is simply a Copy and the Paste of the relevant sections of the subject Reliability Standard for reference. Example sections of the standard could include the Purpose, Applicability, Effective Date, Compliance, etc. In addition to the text of the Requirement, the Requirement section could also provide a detailed description of the issues, or concerns, with the Requirement that the provided examples or approaches will address.The Examples section is where the Developer would provide the detailed examples, methodologies, or approaches that an entity could follow to implement a standard.This section includes placeholders for Additional Requirements and Examples.
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• IG Template (continued)

 Periodic Review
o Ensures Relevance

 Appendices
o Supporting Information

Tools & Resources

Presenter
Presentation Notes
The Periodic Review section is where the Developer would provide a description of how they plan to perform periodic reviews to the guidance would remain current and relevant. These maintenance plans should address, at a minimum:the periodicity of the review, who will perform the review, how the review will be initiated, and what will be reviewed.The Reviews should include items such as revisions to:FERC Orders, FERC Interpretations, Reliability Standard Audit Worksheets (RSAW), Related Endorsed Implementation Guidance, Reliability Standard Implementation Plans, Reliability Standard Guidelines and Technical Basis, Technical Rationale, New technology, NERC Glossary of Terms, And others.The Appendices is where the Developer would house information that is relevant but otherwise should not be included in the body of the Implementation Guidance.Appendices could include items such as:templates, theory, calculations, models, tables, drawings, graphics, good practices, definitions, terminology, glossary, FERC orders, Guideline and Technical Basis, Technical Rationale, IG authors, etc.



RELIABILITY | RESILIENCE | SECURITY22

• IG Under Consideration/Development Spreadsheet
 Survey Results Addressed: 
o Duplicative Guidance
o Need for Collaboration

 Prevent/Reduce Duplicative Work
 Promotes Collaboration

Tools & Resources

Presenter
Presentation Notes
Speak to the bullet points….
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• Pre-Qualified Organization and Standard Drafting Team 
Contact Information
 Survey Results Addressed: 
o Duplicative Guidance
o Need for Collaboration

 Companion Document to IG Under Development

Tools & Resources

Presenter
Presentation Notes
Speak to the bullet points….
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• Non-Endorsed IG Tracking
 Survey Results Addressed: 
o Transparency in Review and Endorsement Process

– Review Criteria

o NERC Assistance During Development
 Lessons learned to Avoid Prior Pitfalls

Tools & Resources

Presenter
Presentation Notes
Speak to the bullet points….
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• IG Development and Review Aid
 Survey Results Addressed: 
o Transparency in Review and Endorsement Process
o Review Criteria

 Used by Developers and Reviewers

Tools & Resources

Presenter
Presentation Notes
Speak to the bullet points….As previously mentioned, since the CG Policy was approved in late 2015, and implemented in 2016, we have gained valuable experience.This Development and Review Aid reflects the Lessons learned, Best practices, and Improvement Opportunities from that experience.
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Tools & Resources

Presenter
Presentation Notes
Discuss Color CodeRed results in Automatic Non-Endorsement.Yellow results in an Increased Likelihood of Non-Endorsement.Green means that non-adherence to multiple Green items, or combinations of Green and Yellow items, could result in an Increased Likelihood of Non-Endorsement.Determinations of non-adherence to Yellow and Green items will be made on a case by case basis based on specific facts and circumstances.Individually review all items in RED.
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Tools & Resources

Presenter
Presentation Notes
Individually review all items in RED.Touch on a couple of items in Yellow and Green.
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Tools & Resources

Presenter
Presentation Notes
Touch on a couple of Yellow and Green items
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• Standards One Stop Shop
 Survey Results Addressed: Duplicative Guidance, IG Timeliness
 Spreadsheet Includes Links to Related Guidance
 Maintained by NERC Standards Department

Tools & Resources

Presenter
Presentation Notes
This tool is maintained by the NERC Standards Department.However, we wanted to cover this valuable tool to for awareness purposes, and because it contains links to Reliability Standard specific Compliance Guidance.Discuss what happens to endorsed guidance even when the current Standard is inactive. For example, if a new standard becomes effective, who is responsible for reviewing and ensuring the guidance still applies. We leave it in the endorsed section on the one-stop shop because it is still acceptable guidance. The question from industry was that the headings in the one-stop shop were confusing. Endorsed guidance will remain in the endorsed section even if the Standard becomes inactive, but it may still apply to the current version.
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• NERC Homepage (www.nerc.com)
 Survey Results Addressed: Update Compliance Guidance Webpage

Tools & Resources

Presenter
Presentation Notes
From the NERC Homepage select Program Areas & Departments from the horizontal menu at the top of the page.
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• NERC Homepage (www.nerc.com)
 Survey Results Addressed: Update Compliance Guidance Webpage

Tools & Resources

Presenter
Presentation Notes
Once Program Areas & Departments is selected a drop down menu will appear.Select Compliance and Enforcement.
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• NERC Compliance Webpage
 Survey Results Addressed: Update Compliance Guidance Webpage

Tools & Resources

Presenter
Presentation Notes
This will bring you to the Compliance & Enforcement page.Once there, select Compliance Guidance from the vertical menu on the left hand side of the page.
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• NERC Compliance Guidance Webpage
 Survey Results Addressed: Update Compliance Guidance Webpage

Tools & Resources

Presenter
Presentation Notes
This will bring you to the Compliance Guidance page.Once there, this is what you will see.I have highlighted the three main sections you should become familiar with. We will now review each of these three sections.
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• NERC Compliance Guidance Webpage
 Key Resources

Tools & Resources

Presenter
Presentation Notes
We start with the Key Resources section in the upper right hand corner of the CG webpage.In this section you will find important program documents and tools; most of which we previously discussed.Simply click on the link and it will open the selected document or tool.
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• NERC Compliance Guidance Webpage
 Implementation Guidance

Tools & Resources

Presenter
Presentation Notes
The next section of the CG webpage we want to discuss is the Implementation Guidance section.Note the red arrows that point to three subsections.The top arrow points to the sub-section titled “ERO Enterprise Endorsed Implementation Guidance”.This is where you will find Implementation Guidance documents that have already been through the Review and Endorsement process and are ready for use, hence the term “ERO Enterprise Endorsed”.The middle arrow points to the sub-section titled “ERO Enterprise-Endorsed Implementation Guidance for Inactive Reliability Standards”.This is where you will find Implementation Guidance documents that have been through the Review and Endorsement process, but the subject Reliability Standards were subsequently retired.In 2021 all ERO Enterprise Endorsed IG will be reviewed to ensure they are still current and relevant.If they are no longer current and relevant they will be retired.The developer may choose to update and resubmit the Implementation Guidance for the current version the Reliability Standard, or simply let it retire.The bottom arrow points to the sub-section titled “Proposed Implementation Guidance”.This is where you will find Implementation Guidance documents that have been submitted to the ERO Enterprise for endorsement, and are currently in the review and endorsement process.If you look at the red vertical ellipse you will notice that the you can expand the Standards family to reveal the related guidance document.The parentheses next to each standard family indicates how many guidance documents related guidance documents there are.For example, the TOP family has the number 3 in parentheses, and you can see there are 3 related guidance documents when the standard family is expanded.Again, simply click on the link and it will open the selected document.Naming Convention
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• NERC Compliance Guidance Webpage
 CMEP Practice Guides

Tools & Resources

Presenter
Presentation Notes
The next section of the CG webpage we want to discuss is the CMEP Practice Guides section.These are used by ERO Enterprise CMEP personnel during Compliance Monitoring activities and are publically posted for transparency purposes.You will notice the second Practice Guide is titled Deference for Implementation Guidance.This Practice Guide basically states that ERO Enterprise CMEP personnel will give “deference” to entities that use ERO Enterprise endorsed Implementation guidance in good faith but it may not have been the correct application based on that entities specific facts, circumstances and system configuration. Again, as with the other documents and tools on the Compliance Guidance webpage, simply click on the link and it will open the selected document or tool.
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Presenter
Presentation Notes
We will now answer questions that have been submitted during the webinar.Again, you may submit your questions using the chat feature. Not on Specific Implementation Guidance DocumentsAfter Q&A Session:This concludes our webinar.NERC thanks you for taking time out of your busy day to attend.This webinar will be publically posted for future reference.Thank you.
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