NERC
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Compliance Guidance

Implementation Guidance

Craig Struck, Senior Auditor
November 18, 2020

RELIABILITY | RESILIENCE | SECURITY

VY

W ; . e
m LIk T o i e 2.
e gt B R

[ 2 L r

= P - o { j ’

— e T 21

“d .
-l i R AT
ey T = .H‘*
o i
o e &—, .
- -1’



Presenter
Presentation Notes
Greetings everyone my name is Craig Struck and I’m a Senior Auditor in the NERC Compliance Assurance department.  
Today’s webinar will provide information on the NERC Compliance Guidance program in general, but with a strong emphasis on Implementation Guidance.
This webinar should prove beneficial to both new and experienced personnel who develop, review, or you use, Implementation Guidance.
During this webinar we will highlight enhancements made to the Compliance Guidance program based on feedback NERC received from our industry-wide Compliance Guidance survey conducted in 2019.



NERC

NERC Antitrust

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

It is NERC’s policy and practice to obey the antitrust laws and to
avoid all conduct that unreasonably restrains competition. This
policy requires the avoidance of any conduct that violates, or that
might appear to violate, the antitrust laws. Among other things,
the antitrust laws forbid any agreement between or among
competitors regarding prices, availability of service, product
design, terms of sale, division of markets, allocation of customers
or any other activity that unreasonably restrains competition. It is
the responsibility of every NERC participant and employee who
may in any way affect NERC’s compliance with the antitrust laws
to carry out this commitment.
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Presenter
Presentation Notes
Before we begin let’s review the NERC Antitrust policy and Public Disclaimer as both of these apply to this webinar.
Read slides 2 and 3.
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NERC Public Disclaimer

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Participants are reminded that this meeting is public. Notice of
the meeting was widely distributed. Participants should keep in
mind that the audience may include members of the press and
representatives of various governmental authorities, in addition
to the expected participation by industry stakeholders.
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Presentation Notes
Read Slide
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NORTH AMERICAN ELECTRIC
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e Compliance Guidance Policy

e Program Enhancements

e Development, Review, and Endorsement Process
e Tools & Resources

e Question & Answers

= Submit Your Questions via Chat Feature During Webinar
O Focus is on process, not on Specific Implementation Guidance Documents
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Presentation Notes
The agenda for today’s webinar includes a review of:
The NERC Compliance Policy
Compliance Guidance Program Enhancements
The Implementation Guidance Development, Review, and Endorsement process 
Key Tools and Resources
And we will end with a live Question and Answer session.
Please submit your questions during the webinar using the WebEx Q&A feature.
Questions should focus on the Compliance Guidance process and tools, and not on specific Guidance document.


NERC

Compliance Guidance Policy

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

e Multiple Guidance Documents
= CANSs, CARs, Directives, Bulletins, etc.

e Desire to Consolidate Guidance E

= Reduce Confusion

e Compliance Guidance Review Team Compliance
= Recommendation to NERC BOT Guidance Policy
O Finite/Limited Guidance Tools November S, 2015

e NERC BOT Approved CG Policy
e Supporting Tools and Resources Developed
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Presentation Notes
To begin, let’s talk about what Compliance Guidance is, why we have it, and where it came from.
In the early years of mandatory compliance a need was identified for NERC to provide guidance on everything from Compliance Monitoring and Enforcement processes, to definitions of commonly used terminology, to the meanings of words in the Reliability Standards.
Over time, this guidance evolved into multiple types of guidance, with multiple names, covering multiple topics; with some meant for industry, and some meant for regional CMEP personnel.
This guidance included documents such as Compliance Application Notices (CANs), Compliance Analysis Reports (CARs), Bulletins, and Directives, to name a few.
It became too confusing and too hard to manage and there was a strong desire consolidate these guidance documents. 
To address these issues, in April 2015 the Member Representatives Committee, also known as the MRC, formed the Compliance Guidance Review Team, with the support of the NERC Board of Trustees.
The Review Team reviewed the existing guidance documents and made recommendations based on their findings.
The Team recommended there be a finite set of compliance guidance documents, and highlighted several principles for these guidance documents.
You can read the details of the Teams findings and recommendations in the NERC Compliance Guidance Policy, which we will be reviewing shortly.
In November 2015 the NERC Board of Trustees approved the NERC Compliance Guidance Policy.
Since the inception of the Compliance Guidance Program NERC has developed a set of supporting Tools and Resources, which we will also be reviewing shortly.


NERC

NORTH AMERICAN ELECTRIC
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Compliance Guidance Policy

Guidance

(CG)

CMEP Practice
Guides

(PG)

Implementation
Guidance

(1G)
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Presentation Notes
This diagram illustrates the relationship between Compliance Guidance, CMEP Practice Guides, and Implementation Guidance.
As you can see from the diagram, Compliance Guidance consists of both CMEP Practice Guides and Implementation Guidance.
We will be reviewing these in more detail over the next several slides.


NERC

NORTH AMERICAN ELECTRIC
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Compliance Guidance Policy

e CMEP Practice Guides (PG)
How CMEP Personnel Execute CMEP Activities
Developed by ERO Enterprise for ERO Enterprise

ERO Enterprise CMEP Practice Guide:
Deference for Implementation Guidance
March 25, 2016

O Approved by ERO Enterprise CMEP Management

In support of successful implementation of and compliance with the NERC Reliability Standards, theElzctric
Reliability Organization (ERQ) Enterprise’ adopted the Compliance Guidance Policy.? The Compliaice
. Guidance Policy outlines the purpose, development, use, and maintenance of guidance for implementing

NERC Reliability Standards. According to the Compliance Guidance Policy, Compliance Guidance includes
Publically Posted T e e e i e

(CMEP) Practice Guides

Purpose
The purpose of this CMEP Practice Guide is to address how ERO Enterprise CMEP staff will provide

. .
deterence 1o ERO Enterprise endorssd Implementation Guidance. ERO Enterprise CMEP staff will follow the
guidance outlined below when a registered entity follows endorsed Implementation Guidance in order to

be compliant with a NERC Reliability Standard.

Considerations for Providing Deference to Implementation Guidance

M M M ‘L During compliance monitoring and enforcement activities, where a registered entity is following ERO
O Reliabilitvy Stanaard or Topic eciITIC Enesree e Tplemeraen Gusie, CMEP Sl il ot ch e o » sl
methed to achieve compliance. Compliance determinations will be made on the basis of the specific facts

CMEP staff will consider the following in making determinations areund compliance with a NERC Reliability
-_— - - ) - - ) - - ) e C . Standard or Requirement:

* The example or approach in the Implementation Guidance is appropriate for the registered entity
based on entity-specific information (e.g., facts, circumstances, system configurations, etc.).

— Phased Implementation of Reliability Standards " T s s e s s o e

registered entity followed the Implementation Guidance.

* If CMEP staff determines the registered entity was found in non-compliance with a NERC
Reliability Standard or Requirement, but in good faith, refied on Implementation Guidance, CMEP

— Annual/Calendar Month Guidelines

The ERD Enterprize cansits of NERE snd the eight Regions! Entities
y iz located on the NERC webiite at:

#The ERD Enterprize Compliance Guidance Poli
[ ce Guidance Policy FINAL Boars iccentes Mou 5 2015 pot
entc

— Auditor Deference to Implementation Guidance

Father than examples of how o implement the stindard.

_ Inverter Based Resou rces RELIABILITY | ACCOUNTABILITY
— BES Cyber Systems

0 11 Approved / 3 Under Development
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Presentation Notes
Before we move forward let’s talk about the difference between the terms “ERO” and “ERO Enterprise”.
NERC is designated as the Electric Reliability Organization, or ERO, by the Federal Energy Regulatory Commission, also known as FERC.
NERC and the six regional entities comprise the ERO Enterprise
First we’ll talk about CMEP Practice Guides, then we’ll talk about Implementation Guidance.
Practice Guides address how ERO Enterprise CMEP personnel execute their compliance monitoring and enforcement activities. 
Practice Guides are developed and maintained by the ERO Enterprise, for the ERO Enterprise.
However, in some cases, the ERO Enterprise will hold policy discussions with industry stakeholders prior to developing Practice Guides.
PG are approved by ERO Enterprise CMEP Management, and
Practice Guides are publically posted on the NERC Compliance Guidance webpage for transparency purposes.
Practice Guides are Reliability Standard or Topic specific, for example we have current Practice Guides on:
Reliability Standards such as:
 TOP-001-4, IRO-002-5, and CIP-007-6, and on
General and Technical topics such as
Phased Implementation of Reliability Standards
Annual/Calendar Month Guidelines
Auditor Deference to Implementation Guidance
Inverter Based Resources, and
BES Cyber Systems 
There are currently 11 approved CMEP Practice Guides, with
1 CIP and 2 O&P Practice Guides under development



NERC

NORTH AMERICAN ELECTRIC Compliance GUidance POIiCy

RELIABILITY CORPORATION

* Implementation Guidance (IG)

= Examples or Approaches NERG Operaing Commitice
gz?szlrl‘::ce Implementation
O Industry “Implement” Reliability Standards I

May 11, 2020

= Developed by Industry for Industry
O Pre-Qualified Organization (PQO)
O Standard Drafting Team (SDT)
O Regional Entity Stakeholder Committees

* Does Not Guarantee Compliance o

Standard Application
O Not only way to comply v -
0 Facts, Circumstances, and Configurations B amacs s o BN i
" |ndustry Vetted

= Endorsed by ERO Enterprise
= Publically Posted
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Presenter
Presentation Notes
Now let’s talk about Implementation Guidance.
Implementation Guidance is examples or approaches on how an entity COULD “implement” a Reliability Standard.
Implementation Guidance is developed by industry for industry
It is developed by three different group structures
The first is a Pre-Qualified organization
The second is a Reliability Standards Drafting Team
The third is a Regional Entity Stakeholder Committee
Let’s take a moment to discuss each of these groups:
Pre-Qualified Organizations are industry stakeholder groups such as
NERC Reliability and Security Technical Committee (RSTC)
North American Transmission Forum (NATF)
North American Generator Forum (NAGF)
Edison Electric Institute
Prequalified organizations may develop examples or approaches to address specific issues their members are experiencing.
For example the North American Transmission Forum could develop Implementation Guidance to assist their members regarding a specific Transmission Planning standard.  
Standard drafting teams may develop implementation guidance while we are developing new standards or revising old standards.
During the standards development process there may be times when standard drafting team discussions result in information that may be useful to industry, and Implementation Guidance is the vehicle for sharing that information, as opposed to in the standard itself.
Regional entity stakeholder committees are just that; stakeholder committees that are specific to one region. 
Some examples include
The MRO Compliance Monitoring and Enforcement Program Advisory Council (CMEPAC)
The NPCC Compliance Committee
The RF Critical Infrastructure Protection Committee, and the
SERC Operating Committee (OC) 
Following the examples or approaches presented in the Implementation Guidance does not “guarantee” compliance, nor are they the only way to comply 
The examples provided in the Implementation Guidance are not exclusive, as there are likely other methods for implementing a standard. The ERO Enterprise’s endorsement of an example means registered entities can rely upon the example and be “reasonably” assured that compliance requirements will be met, with the understanding that compliance determinations depend on specific facts, circumstances, and system configurations. 
ERO Enterprise CMEP staff will give these examples “deference” when conducting compliance monitoring activities, as covered in the CMEP Practice Guide on Auditor Deference.
An important element of Implementation Guidance is that it’s vetted by industry prior to being submitted for endorsement.
Vetting ensures Implementation Guidance is not developed in a silo and will be useful to industry.
Having the ability to vet Implementation Guidance is one of the requirements to become a Pre-Qualified Organization.
PQO and Regional Stakeholder Committee Implementation Guidance is vetted amongst their members
Standard Drafting Team Implementation Guidance is vetted during the Standards Balloting Process
Once the Implementation Guidance is vetted it can be submitted for EROE review and endorsement.
We will be discussing these processes in detail in a few more slides.
Let’s take a moment to talk about “Approved” versus “Endorsed”
CMEP Practice Guides are “Approved” for use by ERO Enterprise CMEP management, while the examples in Implementation Guidance are “Endorsed” by the ERO Enterprise.
Once Implementation Guidance is received it is publically posted on the NERC CG webpage, which we will be reviewing shortly.
If your organization would like to see examples or approaches for a specific Reliability Standard, and you’re active in the types of groups previously mentioned, you have the ability to reach out to them and discuss your ideas around potential Implementation Guidance.


NERC

Compliance Guidance Policy

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

e Implementation Guidance (continued)

= Current Implementation Guidance NERC operating commites -
O 31 Endorsed oo oo i

May 11, 2020

— 20 Critical Infrastructure Protection (CIP)
— 11 Operations & Planning (O&P)

0 2 Under Review
- O&P

0 7 Under Development

O CIP Lessons Learned and FAQ Documents o

Standard Application

— Were Accepted as IG Guide =

PRC-002-2

Implementation Guidance

Clanficanon of Fautt Recoraer (1) Tngger Settng Requrements
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There are currently 31 ERO Enterprise Endorsed Implementation Guidance documents, which include
20 related to Critical Infrastructure Protection (CIP) standards, and
11 related to Operations & Planning (O&P) standards
There are 2 currently in the Review and Endorsement process
There are 7 currently under development that we are aware of.
You will see where this information is located during the Tools and Resources review.
It should be noted that there were several CIP Lessons Learned and FAQ documents in existence when the Compliance Guidance Program was implemented, and those existing documents were accepted as Implementation Guidance.


NERC

Program Enhancements

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

e Experience Gained
" Lessons Learned
= Best Practices
= Improvement Opportunities

e Desire for Industry Input

* |Industry Surveys
0 Developers

O Reviewers
O Users

e Resulted in Enhanced Process and Tools
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Presenter
Presentation Notes
Now let’s talk about the enhancements that have been made to the Compliance Guidance Program.
Since the Compliance Guidance Policy was approved in late 2015, and implemented in 2016, NERC has gained valuable experience with what works, and what does not work, relative to guidance.
We used those Lessons learned and Best practices to develop valuable tools and resources, and to improve the end product.
We also identified several improvement opportunities.
However, before NERC implemented any changes to the program we wanted to receive feedback from industry.
In 2019 we developed and sent three separate Compliance Guidance Surveys to industry; the target audience was the people who developed, reviewed, or used Compliance Guidance.
The questionnaires were similar in the fact that they inquired about the key aspects of the program, but solicited differing viewpoints.
We received a good response from that survey.
We compiled and analyzed the results and used that information to enhance the program.


NERC

NORTH AMERICAN ELECTRIC Program En hancements

RELIABILITY CORPORATION

e Survey Results — Common Themes

0 Transparency/Knowledge of Review and Endorsement Process
— Long Review and Endorsement Times
— Review Criteria

0 Differing Viewpoints

— Confusion on Endorsement Decisions S

O Duplicative Guidance

Survey
Says!

— Need for Collaboration

0 Usefulness and Clarity
— Differing Formats
— Too Much Theory

|G Timeliness

|G Maintenance

Need for Industry Outreach

Update Compliance Guidance Webpage

O O O O O

NERC Assistance During Development
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So, what did the survey say?
This slide captures some of the common themes from the survey results, which I will speak to. These are not listed in any particular order.
One common theme among Developers and Users was the lack of transparency in, or knowledge of, the Review and Endorsement Process.
Many felt the process took too long.
Others did not understand what the Review Criteria was.
Another common theme among Developers was the appearance of Differing Viewpoints from the Reviewers.
This led to confusion on why a document wasn’t endorsed, and what revisions were needed to receive endorsement.
A common theme among Users was the amount of Duplicative Guidance, and that there was a need for Collaboration among developers.
One example is CIP-002-5, which has 8 Implementation Guidance documents.
Another common among users was the Usefulness and Clarity of the documents.
Each Developer had their own template and it was difficult to find where the most valuable information was located within the Differing Formats.
Also, many felt there was Too Much Theory when there looking for examples or approaches.
A major theme among the Users was the Timeliness of the Implementation Guidance.
Some felt it would be more useful if the Guidance was developed BEFORE it was needed by industry, especially for the standards that have long lead times before becoming mandatory.
Another theme among users was around IG Maintenance.
Many were not confident that using IG that had not been reviewed or updated recently would be prudent.
There were many calls for Industry Outreach on the Compliance Guidance Program.
This webinar is a result that input.
Another common theme among Developers, Reviewers, and Users was the need for an update to the NERC Compliance Guidance Webpage.
Finally, feedback from Implementation Guidance Developers indicated the desire to have some form of NERC Assistance during Development.
We pointed out these common themes from the survey because we are going show you where, and why, the Compliance Guidance program was enhanced. 
Over the remaining slides we are going to discuss the Implementation Guidance Development, Review, and Endorsement process. Then we are going to discuss the tools used throughout the process.



NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Development, Review, and
Endorsement Process

*PQO/SDT
eTools

eCollaborate
Vet
eSubmit

12

*ERO Enterprise

*ERO Enterprise CMEP
Task Force Management
*Tools eReview TF

Recommendation
eCollaborate
eFinal Review

eCollaborate
eRecommendation
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Presenter
Presentation Notes
Now that we reviewed the Compliance Guidance Policy and the background behind the recent program enhancements, lets talk about the process.
This is a high level overview of the Development, Review, and Endorsement process.
Each arrow contains key points for that particular process.
We will be reviewing each of these in more detail on the following slides. 
It should be noted that this overview does not include administrative steps around communications, postings, and announcements.
Those steps are performed by the NERC Compliance Guidance Coordinator, who is responsible for ensuring Guidance moves through the process efficiently.
Now let’s familiarize ourselves with the key points in the process.
Looking at the section labeled Develop, it indicates that:
Implementation Guidance is developed by a Pre-Qualified Organization or a Standard Drafting Team,
Using available tools, 
Collaborating among Subject Matter Experts
Vetting the Guidance with Industry, then
Submitting the Guidance for ERO Enterprise Review and Endorsement.


NERC Development, Review, and

RELIABILITY CORPORATION Endorsement Process

*ERO Enterprise
*PQO/SDT *ERO Enterprise CMEP

eTools Task Force Management
«Collaborate *Tools Endorse KEEAL .
o\Vet eCollaborate Recommendation
eSubmit eRecommendation eCollaborate
eFinal Review
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Presentation Notes
Looking at the section labeled Review, it indicates that:
Submitted guidance is reviewed by an ERO Enterprise Task Force,
Using available tools, 
Collaborating among ERO Enterprise Subject Matter Experts, then
Making an Endorsement Recommendation to Management



NERC Development, Review, and

RELIABILITY CORPORATION Endorsement Process

*ERO Enterprise

*PQO/SDT *ERO Enterprise CMEP
eTools Task Force Management
eCollaborate eTools eReview TF

Recommendation
eCollaborate
eFinal Review

eCollaborate
eRecommendation

Vet
eSubmit
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Presentation Notes
Looking at the section labeled Endorse, it indicates that:
ERO Enterprise CMEP Management reviews the Task Forces Recommendation,
Collaborate among themselves, and Subject Matter Experts as needed, to make an endorsement decision, then
Send Endorsement decisions for a final review


NERC Development, Review, and

RELIABILITY CORPORATION Endorsement Process

e Development

" Implementation Guidance Training by NERC
O Before Work Begins

Utilize Development Tools
O Avoid Pitfalls

Collaborate

*POO/SDT

. . . =Toaols

O Avoid Duplicative Work DIV (o]0 Qi ~Collaborate
=\fat

O Leverage Knowledge “Subrmit

|G Management
0 Ensure Guidance Remains Relevant and Useful

O Periodic Review Requirement
Submit
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Now let’s take a look at the details of the overall process, starting with “Development”.
The first bullet highlights one of the recent program improvements.
NERC is offering to provide basic Implementation Guidance training to Pre-Qualified Organizations and Standard Drafting Teams BEFORE they begin developing guidance.
Additionally, when NERC Compliance personnel who are active observers on Standard Drafting Teams can, and have, provided training.
This could be especially helpful for groups whose members do not regularly develop Implementation Guidance, such as Reliability Standards Drafting Teams and Regional Entity Stakeholder Committees.
It’s important for Guidance Developers to utilize the available Tools,
As they assist in avoiding pitfalls and increasing the chance of Endorsement without having to make subsequent revisions.
Collaboration is another area that we are now emphasizing.
Collaborating with other developers who may be working on closely related Guidance could help in avoiding duplicative work,
In addition to leveraging SME knowledge across organizations.
IG Management is a now a requirement for all new Implementation Guidance to ensure the Guidance remains relevant and useful.
This includes a Periodic Review Requirement.
The periodicity and method of review must be addressed in the Guidance document or it will not be endorsed.
We realize this may be difficult to do with groups that are only together for a finite period of time, such as a Standard Drafting Team, and we are still working out those details.
On a related note, all currently endorsed Implementation Guidance will be reviewed in 2021 for relevancy and will be updated or retired accordingly.
The last step of the development process is for the Developer to submit the Guidance for review and endorsement.
Guidance is submitted by email using a dedicated email address.
The mailbox that the submitted Guidance is sent to is checked several times a week by the NERC Compliance Guidance Coordinator, who then starts the review and endorsement process.


NERC Development, Review, and

RELIABILITY CORPORATION Endorsement Process

e Review
= Received by Subject Matter Experts (SME)
= Utilize Review Tools

= Collaborate
O Internal Regional and NERC Departments
— Compliance, Enforcement, Risk
= Vet

O ERO Enterprise Task Forces
— NERC and Regional Representatives

=ERD Enterprize
Tazk Force

=Tigols
=Collaborate
*Recommendation

— Operations & Planning Compliance Task Force
— CIP Compliance Task Force

= Recommend
O To ERO Enterprise CMEP Management
O One ERO Enterprise Statement

— Non-Endorsement Recommendations Only
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Now let’s take a look at the details of the “Review” process.
The Review process starts when the Submitted Guidance, also known as “Proposed” Implementation Guidance, is received by the Compliance Guidance Coordinator who completes all notifications, postings and announcements.
The Coordinator provides the “Proposed” Implementation Guidance to appropriate ERO Enterprise CMEP Management and Regional Subject Matter Experts, who are part of a technical Task Force.
The SME utilize the available tools to ensure the proposed Guidance meets expected criteria.
The SME collaborate with internal Departments, including Compliance, Enforcement, Risk Assessment, and others. 
The SME will gather potential regional concerns and will openly vet those concerns in front of their regional SME counterparts during Task Force meetings.
The Task forces are composed of both NERC and Regional representatives, and include the 
Operations & Planning Compliance Task Force (OPCTF), and the
CIP Compliance Task Force (CCTF)
Once the vetting is complete the Task Force develops one overarching Task Force endorsement Recommendation to ERO Enterprise CMEP management.
The final Recommendation is generally made based on majority opinion (i.e., 4 of 7 recommend endorsement, 4 of 7 recommend non-endorsement).
Additionally, if the Task Force recommends Non-Endorsement, they will develop a high level “one ERO” statement that describes the reason, or reasons, why the Proposed Guidance is not being recommended for endorsement,
Including which section(s) of the Development and Review Aid the Guidance conflicts with.
It should be noted that the ERO Enterprise does not, and cannot, provide redlines of suggested revisions to Guidance documents.
However, the Task Force SME are available to discuss specifics the Guidance Developer upon request.
At this point I would like to point out that the internal departmental review, and the ERO Enterprise Task Force collaboration, are recent program improvements and these steps accomplish three things:
First, it ensures Proposed IG is not reviewed in a silo, by a single SME, at each region or at NERC.
Second, it ensures Proposed IG is reviewed by all relevant departments at each region and at NERC.
Third, it ensures all concerns and issues are openly vetted and discussed.





NERC Development, Review, and

RELIABILITY CORPORATION Endorsement Process

e Endorsement

= ERO Enterprise CMEP Management
O Receive Task Force Recommendation
O Risk, Performance Management Group (RPMG)

= Collaborate on TF Recommendation

=ERD Enterprise
CMEF
MManagement

O Openly Discuss ldentified Issues
= Endorse or Not Endorse

=Review TF
Recommendation

=Collaborate

=Final Review

= Final Review
O NERC Director of Enforcement

= Notify, Post, Announce
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Finally, let’s take a look at the details of the “Endorsement” process.
ERO Enterprise CMEP Management receives the task forces Recommendation.
This management group is named the Risk, Performance Management Group, or RPMG for short.
Like the SME Task Forces, this group consists of management representatives’ from NERC and each of the six regions.
At this point each RPMG member has been briefed by their SME on the Task Forces Recommendation, the discussions around that recommendation, and any possible remaining concerns.
The RPMG collaborates on the Task Forces Recommendation and openly discusses any remaining issues.
Upon completion of those discussions a decision is made on whether or not to endorse the Guidance.
Like the SME Task Forces, the final endorsement decision is generally made based on majority opinion.
If the Guidance document is endorsed it is provided to the NERC Director of Enforcement for a Final Review prior to:
Notifying the Developer of the endorsement decision,
Posting the document to the “Endorsed Implementation Guidance” section of the Compliance Guidance webpage, and
Announcing the newly endorsed guidance to industry.
NERC Director of Enforcement
It should be noted that the only guidance that receives this final review is guidance that has been endorsed;
A final review is not required for non-endorsed guidance.



NERC

Tools & Resources

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

e |G Template

e |G Under Consideration/Development Spreadsheet
e PQO/SDT Contact Information

e Non-Endorsed IG Tracking

e |G Development and Review Aid

e One Stop Shop

e Compliance Guidance Webpage
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Finally, now that we reviewed the Compliance Guidance Policy, the background behind the program enhancements, and the process, let’s talk about the available tools and resources.
This is the list of Compliance Guidance Tools and Resources that we will be covering in more detail in the following slides.
Again, I would like to point out that these tools were recently developed or updated as a result of the Compliance Guidance Survey.
The Implementation Guidance tools consist of:
An Implementation Guidance Template, 
The Implementation Guidance Under Consideration or Development spreadsheet,
The PQO/SDT Contact Information spreadsheet
The Non-Endorsed Implementation Guidance Tracking spreadsheet,
The Implementation Guidance Development and  Review Aid,
The Reliability Standards One Stop Shop,
And finally, the Compliance Guidance Webpage


NERC

NORTH AMERICAN ELECTRIC TOOIS &- Resou rces

RELIABILITY CORPORATION

* |G Template

= Survey Results Addressed:
0 Usefulness and Clarity

O Differing Formats
0 Too Much Theory 1060
= Common Look and Arrangement
O Basic Sections Implementation Guidance Title

Reliability Standard and Requirement
Reliability Standard and Requirement (If Needed)

0 Common Sense Flow

Date
DELETE AFTER READING: PQO and SDT are strongly encouraged to reference the Implementation

. P QO L g Guidance Development and Review Afdhere prior to developing IG documents

O ldentify Owner
0 Acknowledgment of Work
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This Template was recently developed as a result of the Compliance Guidance survey, and addresses the Usefulness and Clarity concerns where;
Each Developer had their own template and it was difficult to find where the most valuable information was located within the Differing Formats, and where 
Many felt there was Too Much Theory when there looking for examples or approaches.
This is the first time any of you have seen this, and we’re considering this webinar to be the formal rollout of this tool.
The hope is that, going forward, all new Implementation Guidance is developed using this Template, or at a minimum, the format of the template.
The Template was designed to have a common look and arrangement
It contains what the ERO Enterprise considers the Basic Sections that should be included in Implementation Guidance, 
And it has a Common Sense Flow that will allow users to easily locate the information they are looking for.
Also, there is a placeholder for the developers Logo as part of the encouragement to use the template.
This Identifies the Owner and provides Acknowledgment of their Work
It should be noted that, although NERC is encouraging Pre-Qualified Organizations and Standards Drafting Teams to use this template, we cannot require the use of the template as NERC does not own the guidance documents; the documents are owned by the Developers and they may prefer to use their own templates.
Seeing how this is the rollout of this new tool, let’s take a few moments to review the sections of the Template.
What were looking at now is the Title Page, 
It includes information describing the topic of the guidance, including the relevant Reliability Standard and Requirement,
As well as the Identification of the Developer of the Guidance.




NERC

NORTH AMERICAN ELECTRIC OOIS &- Resources

RELIABILITY CORPORATION

Table of Contents

L d IG Template (continued)
= Title Page =

Rty Starciand

B e X
Caamgle 1

O Descriptive Information e

Exameie 1

Ean

O Logos o
= Table of Contents

O T T "R A

Appendax

- Introduction
] Provide a brief introduction\background statement on the purpose of the subject Reliability Standard,
n r O u C I O n what aspect of the purpose does the subject Requirement(s) address, and how the Requirement(s)
addresses that aspect. Example topics could include; historical perspectives, relevant FERC orders, related

guidance, committees work, standard revisions, how the need for the Implementation Guidance was
identified, etc.

= Goal/Problem Statement GonlPrlen Sstement
Pravide a brief problem statement, as applicable, to identify the goal of the Implementation Guidance or

the problem(s] the Implementation Guidance addresses. Problem statements could speak to reliability
challenges, compliance challenges, changing technology, differing viewpoints, ete.

. ofe
| Scope
Provide a brief statement on the scope of the proposed Implementation Guidance. State what is included,

and what is not included, in the scope of the proposed Implementation Guidance document. This section
should include a disclaimer stating that following the Implementation Guidance does not guarantes
compliance and is based on precise language of the standard, individual facts, circumstances, system

O R e q u i re m e nt configuration, quality of evidence, etc.

Reliability Standard
Copy and the Paste the relevant sections of the subject Reliability Standard as applicable. Example
E I sections could include the Purpose, Applicability, Effective Date, Compliance, etc.
Xxamples Requrement x
Copy and the Paste the subject Requirement
Provide = detailed description of the issues\concerns with the Requirement that the proposed IG will
address

Example 1
Provide detailed examples, methodalogies, or approaches that an entity could fellow and would
generally lead to compliance with the Requirement (dependent upon individual facts, circumstances,
and system configuration).

Example 2

Provide detailed examples, methodologies, or approaches that an entity could follow and would
generally lead to compliance with the Requirement (dependent upon individual facts, circumstances,
and system configuration).

Requirement X
Copy and the Paste the subject Requirement
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In addition to the Title Page the template includes:
A Table of Contents, 
An Introduction section,
A Goal/Problem Statement,
And an area for the language of the subject Reliability Standard and Requirement, as well as the specific examples or approaches being offered.
The Introduction section is where the developer would provide a brief introduction, or background statement on:
the Purpose of the subject Reliability Standard, 
what aspect of the Purpose does the subject Requirement(s) address, 
and how the Requirement(s) addresses that aspect. 
Example topics could include; historical perspectives, relevant FERC orders, related guidance, committees work, standard revisions, how the need for the Implementation Guidance was identified, etc.
The Goal or Problem Statement is where the Developer would provide a brief statement to identify the goal of the Implementation Guidance or the problem(s) the Implementation Guidance addresses. 
Problem statements could speak to reliability challenges, compliance challenges, changing technology, differing viewpoints, etc. 
The Scope section is where the Developer would provide a brief statement on the scope of the proposed Implementation Guidance. 
They would state what is included, and what is not included, in the scope of the proposed Implementation Guidance document. 
This section should include a disclaimer stating that following the Implementation Guidance does not guarantee compliance and is based on precise language of the standard, individual facts, circumstances, system configuration, quality of evidence, etc. 
The Reliability Standard and Requirement sections is simply a Copy and the Paste of the relevant sections of the subject Reliability Standard for reference. 
Example sections of the standard could include the Purpose, Applicability, Effective Date, Compliance, etc. 
In addition to the text of the Requirement, the Requirement section could also provide a detailed description of the issues, or concerns, with the Requirement that the provided examples or approaches will address.
The Examples section is where the Developer would provide the detailed examples, methodologies, or approaches that an entity could follow to implement a standard.
This section includes placeholders for Additional Requirements and Examples.
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L d IG Template (continued) o ' e

= Periodic Review S

e
aet syt cerfguraten)

O Ensures Relevance o DIy

remain
e vl peefor the revierw, how the neview wil be inftisted, and what will e reviewed, Reviews should
oA g uod skons & b FERE Oircers, FERT Belablity

dletins ard

‘Standard Aucit Worksheets (RAAW), Endon
Dinectives,

n Ap pen dices i e
O Supporting Information

and Techrical Basis,

Appendices

The appendices should be used to house informaticn that is relevant but otherwise should not be
included in the body of the Implementation Guidance. Appendices could inchude templates, theory,
eabeulations, models, tables, drawings, graphics, pood practices, definitions, terminalogy, glossary, white
papers, FERC orders, Guideline and Technical Basis, Technacal Rationale, IG authors, etc.

Appendix — Sources and Resources
Consider using a list of hyperlinks in the Appendices for publically available supparting/reference
documents, ard anly indlude actual documents in the Appendices for non-publically available
supporting/reference documents,

Appendix X

Appendiz X
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The Periodic Review section is where the Developer would provide a description of how they plan to perform periodic reviews to the guidance would remain current and relevant. 
These maintenance plans should address, at a minimum:
the periodicity of the review, 
who will perform the review, 
how the review will be initiated, 
and what will be reviewed.
The Reviews should include items such as revisions to:
FERC Orders, 
FERC Interpretations, 
Reliability Standard Audit Worksheets (RSAW), 
Related Endorsed Implementation Guidance, 
Reliability Standard Implementation Plans, 
Reliability Standard Guidelines and Technical Basis, 
Technical Rationale, 
New technology, 
NERC Glossary of Terms, 
And others.
The Appendices is where the Developer would house information that is relevant but otherwise should not be included in the body of the Implementation Guidance.
Appendices could include items such as:
templates, 
theory, 
calculations, 
models, 
tables, 
drawings, 
graphics, 
good practices, 
definitions, 
terminology, 
glossary, 
FERC orders, 
Guideline and Technical Basis, 
Technical Rationale, 
IG authors, 
etc.
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* |G Under Consideration/Development Spreadsheet

= Survey Results Addressed:
O Duplicative Guidance

O Need for Collaboration

= Prevent/Reduce Duplicative Work

= Promotes Collaboration

Implementation Guidance Under Consideration or Development - Last Updated 10/30/2020

Pre-Qualified Organization / Standard Drafting Team

Reliability Standard / Requirement(s)

Topic f Additional Information

ETA [ Status*

Western Interconnection Compliance Forum (WICF)

CIP-002-6, Attachment 1, IRC 2.5 and 2.12

Station/substation containing multiple monitoring and control systems, and transmission systems associated
with multiple Control Centers.

Under Development - Q3 2021

Project 2019-02 Standard Drafting Team CIP-004-7 Cyber Security — Personnel & Training | Implementation Guidance for Reliability Standard CIP-004-7 03- 042021

EnergySec CIP-005 R1, CIP-007 R1 The use of software defined networking in CIP environments Under Development - Q1/Q2 2021
Project 2019-03 Standard Drafting Team CIP-005 Cyber Security Supply Chain Risks Q12021

Project 2019-03 Standard Drafting Team CIP-010 Cyber Security Supply Chain Risks 012021

Project 2019-03 Standard Drafting Team CIP-013 Cyber Security Supply Chain Risks Q12021

Project 2019-02 Standard Drafting Team CIP-011-3 Cyber Security — Information Protection | Implementation Guidance for Reliability Standard CIP-011-3 03- 042021
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Speak to the bullet points….
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e Pre-Qualified Organization and Standard Drafting Team
Contact Information
= Survey Results Addressed:

O Duplicative Guidance
O Need for Collaboration

= Companion Document to IG Under Development

Pre-Qualified Organization (PQO) Contact Infermation - Last Updated 11/4/2020

Alternate Contact Information Additional Information

Pra-cus o / Drafting Team Primary Contact Information

Public Power [APPA} Name: Nathan Mitchell Mame: [, Pattersen American Public Power Assoclation

23

Email: nmitchell@publicpawer.org
Phone: |202) 467-2000

Emall: dpatterson@publicpower.org
Phone: (202) 467-2900

2451 Crystal Drive, Suite 1000
Arlington, VA 22202, USA
Phane: (202) 8672900
https://www.publicpower.org/

Canadian Electricity Association [CEA)

Edison Electric Institute {EEI)

Electric Power Supply Assoclation (EPSA]

Electricity Consumers Resource Councll [ELCON)

Name: Leah Michalopulas
£mail: michalopulos@electricity.ca
Phone: (613) 230-9263

Name: Andrea Koch
Email: akech@eei.org
Phone: (202) 508-5000

Name;: Nancy Bagot
Email: nbagot@epsa.org
Phone: (202) 628-8200

Name: Travis Fisher
Ermail: tfisher@elcon.org
Phone: (202) 3029953

Name: Michael Powell
Emall: powell@elactricity.ca
Phone: (613) 230-9263

Name: Mark Gray
Email: mgray@eei.org
Phone: (202) 508-5000

Name:
Email:
Phone:

Mame: Charles Acquard
Ernail: cacquard @eleon.org
Phone: (202) 682-1390

Canadian Electricity Association
275 Slater Street, Suite 1500
Ottawa, Ontario

Canada K1P SHS

Phone: (613) 220-9263
https:/felectricity.cal

Edison Electric Institute

701 Pennsylvania Avenue, N.W.
‘Washington, D.C. 20004-2696
Phone: (202) S08-5000
https:/fwww.eel.ong/pages/default.aspx
Electric Power Supply Association

1401 New York Avenue, NW, Suite 950
'Wazhington, DC 20005-2110

Phone: (202) 628-8200

https:/fepsa.arg/

Electricity Consumers Reseurce Council
1101 K Street. NW. Suite 700
washington, D.C. 20005

Phane: (202) 682-13%0

elcon@elcon.org

https://elcon.org/
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e Non-Endorsed IG Tracking
= Survey Results Addressed:

24

O Transparency in Review and Endorsement Process

Review Criteria

O NERC Assistance During Development

= Lessons learned to Avoid Prior Pitfalls

= Last Updated 10/30/2020

implementation Guidance Title

Additional information

Date
Announced

CIP-002-6 and CIP-011-2 Cloud Salutions and Enerypling BCSI
[NERC RSTC)

The ERD Enterprise declined ta endorse this proposed Implementation Guidance document because several points of concern have been identified. First, the
proposed guidance is too prescriptive. missing necessary elements of the requirement, and provides inaccurate statements that are contrary to the current
language of the standards. This in turn could mislead an entity into a possible noncompliance (e.g. shared compliance responsibilities, initial timeframe for
personnel revocations, ete ). In addition, the propesed guidance has an "Evidence Example” tabile in which it preseribes that all listed artifacts are necessary
to demonstrate compliance. While these elements may be appropriate to d 3
requirements and/or entity specific facts and circumstances. Lastly, the ERO Enterprise highlighted numerous other issues which will be shared with the RSTC
for them to address prior to resubmitting for future ERQ Enterprise endorsement

all the artifacts may not be consistent with the

10/30/2020

2020

CIP-00&-6 Incident Reparting and Response Planning (2018-02 |The ERG Enterprise declined to endorse this propesed implementation Guidance document because there are several concerns within the document which 10/30/2020
S0T) resulted in the guide not receiving an unanimous vate to endorse. To summarize the concerns, the guide is clearer than the previous version submitted;

henareuer, some staterments are net appropsiate for Img 1 These vy be viewsd 2 an ERO Enterprise audit approach andfor

directing CMEP staff decision making. in conclusion. the ERO Enterprise is not planning on endorsing the guidance: however, we will be providing detailed

to the drafters.

CIP-D10-2 Configuration Change & ing The ERO Enterprise declined to endarse this proposed Implementation Guidance document because in its current state, the proposed guidance does not align | 10/30/2020
((MRO CMEPAC) with criterion outlined in the Imp Guidance D L ald, namely it is overly broad, large, has misleading statements that could lead an entity

to & possible nencompliance, and sttempts to be all encompassing. Furthermaore, there are several references to obsolete technologies and tools not fully

vetted by the ERO Enterprise that could potentially lead entities into operational, as well as compliance, issues. Lastly, there were numerous other issues

highlighted by the ERQ Enterprise. These details will be sent to the creators of the guidance document to be addressed for future consideration of ERO

endorsement,
MOD-025-2 Verification and Data Regorting of Generator Real  |The ERO Enterprise declined to endorse this proposed Implementation Guidance document because it does not appear to provide useable examples of 10/30/2020
and Reactive Power Capability and Synchronous Condenser campliance and repeats the Standard in order to interpret it. The given example at the back lacks detailed engineering analysis. and the mention of “use other
Reactive Power Capability (MRD CMERAC) data sources” does not explain how to conduct the Real and Reactive Power capability tests.
TPL-007-4 Transmission System Planned Performance for The LRO Enterprise declined to endorse this prop d d because it does not provide specific approaches ar examples for | 10/30/2020
Geamagnetic Disturbance Events (0C) the requirements addressed
CIP-005-6, R2.4 and R1.5, Vendor Remote Access [NATF) The ERO Enterprise declined to endorse this proposed Implementation Guidance document because there are created definitions that could mislead entities 3/10/2020

into possible non-compliance. The IG includes an incorrect statement that the methad does not need to be able to distinguish between vendor remote access

sessions and non-vendor remote access sessions, which directly conflicts with the Reliability Standard.
CIF-010-2, R4, Transient Cyber Assets (MATF) The ERO Enterprise declined to endorse this proposed Implementation Guidance document because some issues remain from the 2017 non-endorsement. 3/10/2020

Some of the examples or approaches te compliance need to be fusther refined. Models should be referenced as examples rather than definitions to aveid

entity confusion. I1G could mislead an entity to not consider all 3 sub-parts of Attachment 1, Section 1.2 as part of 8 solution,
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* |G Development and Review Aid
= Survey Results Addressed:
O Transparency in Review and Endorsement Process
O Review Criteria
= Used by Developers and Reviewers

NORTH RICAN ELECTRIC
RELIABILITY CORPORATION

Implementation Guidance Development and Review Aid —

October 2020 —

Implementation Guidance (IG) provides a means for industry’ to develop examples or approaches to illustrate how registered entities could
comply with a Standard. Examples provided in IG are not exclusive, as there are likely other methods for implementing efforts to comply with a
Standard. The ERC Enterprise’s endorsement® of an example means the ERO Enterprise CMEP staff will give these examples deference when
conducting compliance monitoring activities. Registered entities can rely upon the example and be reasonably assured that compliance
reqguirerments will be met with the understanding that compliance determinations depend on facts, circumstances, and systern configurations.

In order to ensure |G documents are beneficial to industry Pre-Qualified Organizations (PQ0O) and Standard Drafting Teams (SDT) should
consider developing IG before it is needed by industry. Additionally, in order to reduce the amount of IG documents addressing the same or
closely related issuss the PQO and SDT* should consider collaborating with other PQO and SDT contacts who may be developing similar
guidance. Proactively notifying NERC of IG under development, or under consideration for development, will ensure the 16 Under
Development/Consideration Tracking spreadsheet remains current and useful. POQO and SDT are encouraged to utilize the ERO Enterprise
Implementation Guidance Template when developing or revising Implementation Guidance.

Proposed 1G should consider items in the table below to red risk of ndor:

! Pre-Qualified Organizations {POO) and Standard Drafting Teams (SDT)
# The ERD Enterpriss the and app s only. The ERO Enterprise endorsement does not include supparting documentation or links included in 16 sppandices such s

white pagers, theary, Backgraund, history, FAQL ete.
A The BOT Approved Camplisncs Guidanes Policy, Faatnate 7, states “The drafting team can and shauld reach out e industry for assistance, s needed”

RELTABILITY | RESTLIENCE | SECURITY
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Speak to the bullet points….
As previously mentioned, since the CG Policy was approved in late 2015, and implemented in 2016, we have gained valuable experience.
This Development and Review Aid reflects the Lessons learned, Best practices, and Improvement Opportunities from that experience.
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Color Code Key:
Automatic Non-Endorsement

Multiple Occurrences/Severity of Occurrences could lead to Non-Endorsement

Implementation Guidance Development Aid
Items for Consideration v

Ensure I1G does not conflict with, or change, the Purpose or Applicability of the Reliability Standard.

Ensure |G does not conflict with, or change, the meaning or intent of the Requirement and Measure.

Ensure |G does not include language that attempts to describe an audit approach.

Ensure I1G does not conflict with, or contradict, FERC or ERO Enterprise documents such as FERC Orders, FERC Interpretations,
Reliability Standard Audit Worksheets (RSAW), Endorsed Implementation Guidance, Compliance Bulletins and Directives,
Reliability Standard Implementation Plans, Reliability Standard Guidelines and Technical Basis, NERC Glossary of Terms, etc.
Ensure I1G does not make the Reliability Standard and Requirement less restrictive.

6.| Ensure IG does not lead the entity to believe there are additional compliance obligations that are not specifically required by the
subject Reliability Standard and Requirement.

7.| Ensure IG does not skip steps or stop short of complying, and addresses the entire Requirement in sufficient detail.

el Ed il

n

s

Ensure |G provides specific examples or approaches to compliance.
9.| Ensure IG is not a whitepaper, position paper, concept paper, FAQ, or technical reference document.

10. | Ensure the body of the |G document only includes specific examples or approaches to compliance and does not include
supporting/reference information that should be housed in the Appendices. NOTE: Appendices could include templates, theory,
calculations, models, tables, drawings, graphics, good practices, definitions, terminology, glossary, white papers, FERC orders,
Guideline and Technical Basis, Technical Rationale, IG authors, etc.

11.| Ensure IG is not region specific, such as guidance for a Regional Reliability Standard.

12.| Ensure IG includes a plan for PQO/SDT periodic reviews and updates to ensure guidance remains current and valid. Reviews
should include elements such as updates or revisions to items such as FERC Qrders, FERC Interpretations, Reliability Standard

[

Implementation Guidance Development Aid v2.0 - Nowember 2020
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Discuss Color Code
Red results in Automatic Non-Endorsement.
Yellow results in an Increased Likelihood of Non-Endorsement.
Green means that non-adherence to multiple Green items, or combinations of Green and Yellow items, could result in an Increased Likelihood of Non-Endorsement.
Determinations of non-adherence to Yellow and Green items will be made on a case by case basis based on specific facts and circumstances.
Individually review all items in RED.
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Audit Worksheets (RSAW), ERO Endorsed 1G, Compliance Bulletins and Directives, Reliability Standard Implementation Plans,
Reliability Standard Guidelines and Technical Basis, Technical Rationale, new technology, NERC Glossary of Terms, etc.
13, ERO Enterprise Implementation Guidance Template

14,
1%,

16.

17.

18.
139,

20. | Consider using language that is dlear, condise, and complete, and focuses on the quality (not quantity) of subject material.

21.| Consider the Applicability of the subject Reliability Standard and Requirement, and if the guidance is written in a manner that is
useful to all applicable registered functions.

22.| Consider using the specific language of the subject Reliability Standard and Requirement rather than attempting to explain the
criteria (i.e. the Requirement) using different verbiage, when possible.

23.| Ensure the IG does not reference inactive Reliability Standards or use terminology that was used in previous versions of a
Reliability Standard, and are no longer in use in the subject version of the subject Reliability Standard.

24.| Ensure IG correctly references footnotes, citations, illustrations, table numbers, Attachments, Addendums, Appendices,

Etc.

25. | Consider the reliability, credibility, validity of external sources being cited. MOTE: IG should be standalone documents and should
not rely on external sources.

Ensure the latest version web site links, resources, etc. is being referenced.

Consider eliminating, or limiting, the use of embedded documents if used.

Consider spelling out, or defining, acronymes during their initial use.

Consider using illustrations such as diagrams, sample records, flowcharts, templates, etc.

HERE

miplementation Guidance Development Aid v2.0 - October 2020
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Individually review all items in RED.
Touch on a couple of items in Yellow and Green.
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30.| Consider the value of developing 1G that addresses Reliability Standards and Requirements that are subject to near future
retirement or revision.

31.| Consider including a disclaimer that following the IG does not guarantee compliance.

32.| Standard Drafting Teams (5DT) should write clear compliance expectations into the Reguirements of the Reliability Standard, and
not in 1G (Applicable to SDT only).

33.| Consider reaching out to NERC Compliance staff here with questions that arise during development.

34. | Consider reaching out to NERC Compliance staff here regarding a preliminary review of proposed IG prior to formal submittal.
35. | Consider reaching out to MERC Standards Program Contacts here with questions regarding standard revisions or development, as
needed.

mplem entation Guidance Development Ald v2.0 - October 2020
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e Standards One Stop Shop

= Survey Results Addressed: Duplicative Guidance, IG Timeliness
= Spreadsheet Includes Links to Related Guidance
= Maintained by NERC Standards Department

RSAWSs
. Board . . . (Enforceable
. Standard Effective Date Inactive . Public Notes FERC Orders ~ . .
Status ) Adopted . Implementation Plan Related Documents Standards Lessons Learned Compliance Guidance
Version of Standard Date (Date Issued)
B & B g g -
Errats spproved by the SC on 1272013
See alza CIP VS Effective Dates here under Key
Inactive P-002-5 alzTi2013 Throg 1212612016 Implementation Plan Rezources: itk Bt CIP Versian 5 Transtion Pragram
http:fiwew. nere. comipalClIP age st Transition-
Program.asps
Mandatory
- Interpretation of CIP-002-5.1for Erergy Sector
SIS Implementation Flan .
Subject to LIP-002-0.13 TH2iZ06 1zizvz0ls Interpretation Securiy Consonium EnergySec] Bt 21208
Enforcement
Filed and
Pending CP-nnz-f | 542020 implementatien Plan
Regulatory
Approval
Inactive P-005-5 12M6I2003 102010 BI302016 Implementation Plan ety il BSaw
Inactive CIP-0035-33 THmizn3 GI30Z016 Implementation Plan BSaw
Inactive P-003-5 2etzom:z BI3012016 Implementation Plan ez LIP Yersion 5 Transition Program
‘wlith the approvsl of CIP-003-7 and its assacisted
Implementation Plan, entities will not be required to
implement CIP-003-6, Requirement RZ, Attachment 1, ’
Inactive CIP-003-5 2nzfzos THrzos 1z3rzoa Implementation Plan Sections 2 and 3. Instead, entities willimplement CIP- Siz2002015: Compliance Guidance Updates
003-7, Requirement RZ, Attachment 1Sections 2 and
FonJanuary 1, 2020, See Implementation Flan for CIP-
003-7.
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This tool is maintained by the NERC Standards Department.
However, we wanted to cover this valuable tool to for awareness purposes, and because it contains links to Reliability Standard specific Compliance Guidance.
Discuss what happens to endorsed guidance even when the current Standard is inactive. For example, if a new standard becomes effective, who is responsible for reviewing and ensuring the guidance still applies. We leave it in the endorsed section on the one-stop shop because it is still acceptable guidance. The question from industry was that the headings in the one-stop shop were confusing. Endorsed guidance will remain in the endorsed section even if the Standard becomes inactive, but it may still apply to the current version.
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e NERC Homepage (www.nerc.com)
= Survey Results Addressed: Update Compliance Guidance Webpage

NERC

Account Log-In/Register | Contact Us
NORTH AMERICAN ELECTRIC
RELIABILITY CORRPORATION

About NERC Governance Committees Program Areas & Departments Standards Initiatives Filings & Orders Newsroom

The vision for the Electric Reliability Organization Enterprise, which is comprised of NERC and the six Regional Entities, is
a highly reliable and secure North American bulk power system. Our mission is to assure the effective and efficient
reduction of risks to the reliability and security of the grid.

RELIABILITY | RESILIENCE | SECURITY

resiines v
P APPA, E-ISAC Partner on Cybersecurity Summit » cCancel to Address Senior Canadian Electricity Executives
MNovember 13, 2020 November 02, 2020 Standards Reliability Risk Management
P Robb to Participate in New England-Canada Business Council Conference »  ERO Enterprise Further Extends Self-Logging Program Expansion and Reliability Assessment & Compliance
HNovember 09, 2020 Deferment of On-Site Activities Performance Analysis o
October 27, 2020 System Operator Certification and
P Collaboration, Coordination Key to Success in Addressing Risks Board of Trustees (Continuing Education
MNovember 05, 2020 » Statement on FERC's October Open Meeting Action
October 15, 2020
Newsroom Archives | ? Follow on Twitter @NERC_Official | Follow on LinkedIn View All Events

NERC's Standards program ensures the reliability of the bulk power E-ISAC gathers security information, coordinates incident The Reliability A t and Perfi Analysis program assesses,
system by developing quality reliability standards in a timely manner management, and communicates mitigation strategies with measures and investigates historic trends and future projections to
that are effective, clear, consistent and technically sound. stakeholders within the electricity industry, across interdependent improve bulk power system reliability.

sectors, and with government partners.
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From the NERC Homepage select Program Areas & Departments from the horizontal menu at the top of the page.
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e NERC Homepage (www.nerc.com)
= Survey Results Addressed: Update Compliance Guidance Webpage

NERC

Account Log-In/Register | Contact Us
NORTH AMERICAN ELECTRIC
RELIABILITY CORRPORATION

About NERC i Standards Initiatives Filings & Orders Newsroom

jic Reliability Organization Enterprise, which is comprised of NERC and the six Regional Entities, is
csment & Performance Analysis ecure North American bulk power system. Our mission is to assure the effective and efficient
Management . reliability and security of the grid.

Syster Operator Certification & Credential Maintenance Program

RELIABILITY | RESILIENCE | SECURITY

ez b ows

P APPA, E-ISAC Partner on Cybersecurity Summit » Cancel to Address Senior Canadian Electricity Executives
MNovember 13, 2020 November 02, 2020 Standards Reliability Risk Management
P Robb to Participate in New England-Canada Business Council Conference »  ERO Enterprise Further Extends Self-Logging Program Expansion and Reliability Assessment & Compliance
HNovember 09, 2020 Deferment of On-Site Activities Performance Analysis o
October 27, 2020 System Operator Certification and
» Collaboration, Coordination Key to Success in Addressing Risks Board of Trustees Continuing Education
November 05, 2020 » Statement on FERC's October Open Meeting Action
October 15, 2020
Newsroom Archives | g Follow on Twitter @NERC_Official | Follow on LinkedIn View All Events

NERC's Standards program ensures the reliability of the bulk power E-ISAC gathers security information, coordinates incident The Reliability A t and Perfi Analysis program assesses,
system by developing quality reliability standards in a timely manner management, and communicates mitigation strategies with measures and investigates historic trends and future projections to
that are effective, clear, consistent and technically sound. stakeholders within the electricity industry, across interdependent improve bulk power system reliability.

sectors, and with government partners.
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Once Program Areas & Departments is selected a drop down menu will appear.
Select Compliance and Enforcement.
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e NERC Compliance Webpage
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About NERC Governance

Committees Program Areas & D it

Filings & Orders

Tools & Resources

= Survey Results Addressed: Update Compliance Guidance Webpage

Account Log-In/Register | Contact Us

Newsroom

‘One-Stop Shop (Compliance Monitoring &

ent Program)

Ci i Analysis and if i
‘Compliance Hotline

ERO Enterprise Program Alignment
Process

Regional Audit Reports of Registered
Entities

Risk-Based Compliance Monitoring and
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Compliance & Enforcement
NERC’s compliance efforts are comprised of key activities.

Compliance Menitoring is the process used to assess, investigate, evaluate, and audit in
order to measure compliance with NERC Reliability Standards. Standards are developed,
adopted, and approved through the Reliability Standards Development program and
placed into effect pursuant to FERC orders or to applicable authorities in other North
American jurisdictions. This statutery responsibility is set forth in section 215(e) of the
Federal Power Act as well as 18 C.F.R. §39.7.

Compliance Enforcement is the process by which NERC issues sanctions and ensures
mitigation of confirmed violations of mandatory NERC Reliability Standards. As part of
these efforts, NERC can also issue directives to immediately address and deter new or
further violations, irrespective of their presence or status (i.e., confirmed or alleged).
Sanctioning of confirmed viclations is determined pursuant to the NERC Sanction
Guidelines and is based heavily upon the Violation Risk Factors and Violation Severity
Levels of the standards requirements violated and the violations” duration. Entities found in
violation of any standard must submit a mitigation plan for approval by NERC and, once
approved, must execute this plan as submitted

Regional Entity Compliance Monitoring and Enforcement Programs NERC relies on the
Regional Entities to enforce the NERC Reliability Standards with bulk power system owners,
operators, and users through approved regional delegation agreements. Regional Entities
are responsible for menitoring compliance of the registered entities within their regional
boundaries, assuring mitigation of all violations of approved Reliability Standards and
assessing penalties and sanctions for failure to comply.

Regional hearing processes are available to resolve contested violations or penalties or
sanctions. If resolution cannot be achieved at the regional level, NERC maintains an
appeals process to hear disputes.

Registered entities or other relevant industry stakeholders can repert any perceived
inconsistency in the methods, practices, or tools of two or more Regional Entities through
the Consistency Reporting Tool located on the ERO Enterprise Program Alignment
Process page.

Who Must Comply?
All bulk power system owners, operators, and users must comply with NERC-approved
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NERC Enforcement
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Presentation Notes
This will bring you to the Compliance & Enforcement page.
Once there, select Compliance Guidance from the vertical menu on the left hand side of the page.
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achieved and demonstrated. For many standards, this is straightforward. For others, a variety of approaches may achieve the same
objective.

In November 2015, the NERC Board of Trustees approved the Cempliance Guidance Policy, located under Key Resources. Compliance
Guigance unger the Compliance Guidance Policy includes two types:

+ Implementation Guidance, which provides examples for implementing  standard; and
- CMEP Practice Guides, which provide dirsction to ERO Enterprise CMEP Staff on approsches 1o cary out compliance
monitoring and enforcement activities.

Implementation Guidance is Geveloped by industry and vemsd through pre-q In order for zn )
become pre-qualified, a member of that orgenization must submit an application to the Compliance and Certification Committee.
Vetted examples can then be submitted to the ERC Enterprise for endorsement, and, if endorsed, the ERO Enterprise would give the
example deference during CMEP activities with consideration of facts and circumstances. Implementation Guidance would not
prescribe the only approach te implementing a standard and entities may choose alternative approaches that better fit their
situztion. Draft Implementation Guidance will be posted below while it is being considersd for ERO Enterprise endorssment. Once
the Implementation Guidance is endorsed, it will be moved to the ERO Enterprise-Endorsed Implementation Guidance section. Draft
Implementation Guidance that does not receive ERQ Enterprise endorsement will be removed.

CMEP Practice Guides are developed solely by the ERO Enterprise to reflect the independent, objective professional judgment of
ERO Enterprise CMEP stsff, and, at times, may be inivated following policy discussions with industry stakeholders. Following
they are posted for y on the NERC website.

For additional information, please contact com

nceguidance @nerc.net.
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Presentation Notes
This will bring you to the Compliance Guidance page.
Once there, this is what you will see.
I have highlighted the three main sections you should become familiar with. 
We will now review each of these three sections.
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Presentation Notes
We start with the Key Resources section in the upper right hand corner of the CG webpage.
In this section you will find important program documents and tools; most of which we previously discussed.
Simply click on the link and it will open the selected document or tool.
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e TOP-010-1(i) R3 and IRO-018-1(i) R2 - RTA Quality of Analysis (0C)
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3 TOP-001-4 and [RO-002-5 Data Exchange Infrastructure and Testing (OC) - 2020
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Presentation Notes
The next section of the CG webpage we want to discuss is the Implementation Guidance section.
Note the red arrows that point to three subsections.
The top arrow points to the sub-section titled “ERO Enterprise Endorsed Implementation Guidance”.
This is where you will find Implementation Guidance documents that have already been through the Review and Endorsement process and are ready for use, hence the term “ERO Enterprise Endorsed”.
The middle arrow points to the sub-section titled “ERO Enterprise-Endorsed Implementation Guidance for Inactive Reliability Standards”.
This is where you will find Implementation Guidance documents that have been through the Review and Endorsement process, but the subject Reliability Standards were subsequently retired.
In 2021 all ERO Enterprise Endorsed IG will be reviewed to ensure they are still current and relevant.
If they are no longer current and relevant they will be retired.
The developer may choose to update and resubmit the Implementation Guidance for the current version the Reliability Standard, or simply let it retire.
The bottom arrow points to the sub-section titled “Proposed Implementation Guidance”.
This is where you will find Implementation Guidance documents that have been submitted to the ERO Enterprise for endorsement, and are currently in the review and endorsement process.
If you look at the red vertical ellipse you will notice that the you can expand the Standards family to reveal the related guidance document.
The parentheses next to each standard family indicates how many guidance documents related guidance documents there are.
For example, the TOP family has the number 3 in parentheses, and you can see there are 3 related guidance documents when the standard family is expanded.
Again, simply click on the link and it will open the selected document.
Naming Convention
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Type Title Date Stendands Famity
= CMEP Practice Guide Phased Implementation Completion Percentages 32472017
=3 CMEP Practice Guide: Deferance for Implementation Guidance 5202016
(=] CMEP Practice Guide TOP-001-4 and IR0-002-5 Redundznt and Diversely Routed 711/2018 TOR
i3 CMEP Practice Guide Information to be Considered by CMEP Staff Regarding Inverter-Based Resources V1.1 3/15/2019
[~ CMEP Practice Guide Calendar Month Annuzl 4/19/2019
= CMEP Practice Guide BES Cyber System Information 4/26/2019 P
=1 CMEP Practice Guide Evaluation of Facility Ratings and System Operating Limits B/17/2020 FAC
= CMEP Practice Guide TOP-002-4, R6, R7 Determination of Provisions of Operating Plans 7/15/2020 TOR
=3 CMEP Practice Guide Regarding Inverter-Based Resources F5/2020
= CMEP Practice Guide - CIP-002-5.12 R1 - Generation Segmentation S/15/2020 e
= CMEP Practice Guide - CIP-007-5 R1 Part 1.1 - SWCHost 5/15/2020 P
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Presentation Notes
The next section of the CG webpage we want to discuss is the CMEP Practice Guides section.
These are used by ERO Enterprise CMEP personnel during Compliance Monitoring activities and are publically posted for transparency purposes.
You will notice the second Practice Guide is titled Deference for Implementation Guidance.
This Practice Guide basically states that ERO Enterprise CMEP personnel will give “deference” to entities that use ERO Enterprise endorsed Implementation guidance in good faith but it may not have been the correct application based on that entities specific facts, circumstances and system configuration. 
Again, as with the other documents and tools on the Compliance Guidance webpage, simply click on the link and it will open the selected document or tool.
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Presentation Notes
We will now answer questions that have been submitted during the webinar.
Again, you may submit your questions using the chat feature. 
Not on Specific Implementation Guidance Documents

After Q&A Session:
This concludes our webinar.
NERC thanks you for taking time out of your busy day to attend.
This webinar will be publically posted for future reference.
Thank you.



	Slide Number 1
	NERC Antitrust
	NERC Public Disclaimer
	Agenda
	Compliance Guidance Policy
	Compliance Guidance Policy
	Compliance Guidance Policy
	Compliance Guidance Policy
	Compliance Guidance Policy
	Program Enhancements
	Program Enhancements
	Development, Review, and Endorsement Process
	Development, Review, and Endorsement Process
	Development, Review, and Endorsement Process
	Development, Review, and Endorsement Process
	Development, Review, and Endorsement Process
	Development, Review, and Endorsement Process
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Tools & Resources
	Slide Number 37

