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List of Changes

Instructions tab
e Row?2

= Changed Version5.0 to 6.0

Level 1 tab
e ColumnE
= Addedcolumn “Response Due Date” for use by Region
e Procurement Detail tab request

= Revisedto state “during the audit period for highand/or mediumimpact BES CyberSystems”
in the beginning of the request.

= Added “*Future use with CIP-013-2: Include procurements for EACMS and PACS associated with
high and/or medium impact BES Cyber Systems.”

e CIP-TFE-L1-01
= Added“and any TFE terminated during the audit period”
= Added“TFE ID number” to item (6)

e CIP-002-R1-L1-05
= Added“(limited to BES applicability)”

e CIP-002-R1-L1-05

= Revised “that were excluded from identification as BES Cyber Assets including supporting
explanations” to “that were determined to not meet the BES Cyber Asset definition. Include
supporting explanations for resulting determination.”

e CIP-002-R1-L1-08
= Newlevel1lRequestID
e CIP-002-R1-L1-09

= New lLevell RequestID
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e C(CIP-003-R1-L1-01

= Added “at leastonce every 15 calendar months during the audit period”
e (CIP-003-R2-L1-01

= Added “that address the required sections in Attachment 1”
e C(CIP-003-R2-L1-02

= Revisedto “For assets containing low impact BES Cyber Systems, provide evidence the
reinforcement of cyber security practices occurred at least once every 15 calendar months.”

e (CIP-004-R4-L1-02
= NewlevellRequestID
e (CIP-004-R4-L1-03
= Newlevell RequestID
e (CIP-004-R4-L1-04
= NewlevellRequestID
e C(CIP-005-R1-L1-03
* Added “Electronic Access Point and each”
= Removed “type” and “Cyber Asset on the CA tab”
= Added “within ESP(s) listed onthe ESP tab”
e (CIP-005-R2-L1-02
= AddedR3to columnC “Requirement” reference
e C(CIP-005-R3-L1-01
= Newlevell RequestID
e CIP-006-R1-L1-02
= Added“(ifany)”
e (CIP-007-R2-L1-01

= Added “For each applicable CyberAsset that is updateable and for which a patching source
exists, include the identification of a source or sources that are tracked for the release of cyber
security patches.”

e (CIP-007-R4-L1-01

= Added“Include identification of what security events have been determined to necessitate an
alert.”

e CIP-007-R5-L1-02
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* Added “of”
= Removed “the”
= Added”, and”
= Removed “inventory of”
= Added“all identifiedandinventoried”
e (CIP-007-R5-L1-03
= Replaced “that” with “of identifying”
= Removed“any” and “are identified”
e (CIP-008-R1-L1-01
= Added“R2, R3, R4” to column C “Requirement” reference
e CIP-008-R2-L1-01
= Removed “providedin the response to CIP-008-R1-L1-01"
= Added“developed pursuantto CIP-008 R1”
e CIP-008-R3-L1-01

= Replaced “showing” with “that the following was completed no later than 60 calendar days
after the change”

e (CIP-008-R3-L1-02
= Removed
e CIP-009-R1-L1-01
= Added“R2, R3” to column C “Requirement” reference
e C(CIP-009-R2-L1-01
= Removed “providedin the response to CIP-009-R1-L1-01"
= Added“developed pursuantto CIP-009 R1”
e (CIP-009-R2-L1-02

=  Replaced “and that” with “at leastonce every 15 calendar months during the audit period to
ensure”

e CIP-009-R2-L1-03
= Removed “providedin the response to CIP-009-R1-L1-01"
= Added“developed pursuantto CIP-009 R1 for high impact BES Cyber Systems”

= Added “of testingeach recovery plan at leastonce every 36 calendar months during the audit
period through an”
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CIP-009-R3-L1-01
= Added “that the following was completed no laterthan 90 calendar days after”
CIP-009-R3-L1-02

= Replaced “showing” with “that the following was completed no later than 60 calendar days
after the change”

CIP-009-R3-L1-03
=  Removed
CIP-013-R2-L1-01

= Added“vendors” and parenthesisaround “(persons, companies, or other organizations)”

Sample Sets L2 tab

ColumnA

= Updated Sample Set naming convention to reference Source Tab-Level 2-sequence number,
e.g., RM-L2-01

= AllSample Set ID references were updated on associated Source Tabs and Level 2 Request IDs
Personnel-1L2-01

= NewSample Set ID for Level 2 Request ID CIP-004-R2-1L2-01

Personnel-L2-02 (Version 5 Sample Set ID SS-004-R2-L2-01)

= Associated with new Level 2 Request ID CIP-004-R2-L2-02

Personnel-L2-03 (Version 5 Sample Set ID SS-004-R4-L2-01)

= Revised Population Filtering Instructions (column E) to use newly added column: "Was Access
Authorized During the Audit Period?" column = 'TRUE'

= Removed “"Date(s) ElectronicAccess Authorized", "Date(s) Unescorted Physical Access
Authorized", and "Date(s) Access to storage locations for BES Cyber System Information
Authorized" columns = date(s) during audit period”

SS-004-R4-12-02

* Removeddue to addition of CIP-004-R4-L1-02 and CIP-004-R4-L1-03
SS-004-R4-12-03

* Removeddue to addition of CIP-004-R4-11-04

Personnel-L2-04 (Version 5 Sample Set ID SS-004-R5-12-01)

= Updated Population Filtering Instructions (column E) to use revised column titles on Personnel
tab
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= Removed “"Date(s) ElectronicAccess Authorized" column and/or "Date(s) Unescorted Physical
Access Authorized" column = not blank”

= Added"Authorized Electronic Access" columnand/or "Authorized Unescorted Physical Access'
column = 'TRUE'

= Descriptionadded “with eitherauthorized electronicaccess or authorized unescorted physical
access”

e Personnel-L2-05 (Version 5 Sample Set ID SS-004-R5-12-02)

Updated Population Filtering Instructions (column E) to use revised column titles on Personnel
tab

Removed “"Date(s) Electronic Access Authorized" column and/or "Date(s) Unescorted Physical
Access Authorized" column = not blank”

Added" "Authorized Electronic Access" column and/or "Authorized Unescorted Physical
Access" column = 'TRUE"”

= Descriptionadded “with eitherauthorized electronicaccess or authorized unescorted physical
access”

e CA-L2-01, CA-L2-02, CA-L2-03, CA-L2-04, CA-L2-05, CA-L2-07, CA-L2-08, CA-L2-09, CA-L2-10, CA-L2-
12, CA-L2-13, CA-L2-14, CA-L2-15, CA-L2-16

= Addedto PopulationFiltering Instructions “"Date of Deactivation from a Production
Environment, if Deactivated During the AuditPeriod" = blank”

e CA-L2-02 (Version5 Sample Set ID SS-005-R1-1L2-03)

VNN /)

= Corrected typos in Population Filtering Instructions (“of” changed to “or”, “is” removed with
ESP Identifierinstruction)

e CA-L2-04 (Version 5 Sample Set ID SS-005-R2-12-01)

= Level 2 RequestIDs CIP-005-R2-L2-02 and CIP-005-R2-L2-03 removed from column B
e CA-L2-05 (Version5 Sample Set ID SS-005-R2-12-02)

= Level 2 RequestIDs CIP-005-R2-L2-04 and CIP-005-R2-L2-05 removed from column B
e CA-L2-06

= NewSampleSet ID for Level 2 Request ID CIP-005-R3-12-01
e CA-L2-07 (Version5 Sample Set ID SS-006-R1-12-01)

= Removed “PACS associated with high impact BCS or mediumimpact BCS with ERC” from
column C

e CA-L2-09 (Version5 Sample Set ID SS-007-R1-1L2-01)

= Level 2 RequestIDs CIP-007-R4-12-02, CIP-007-R4-12-03, and CIP-007-R5-L2-04 removed from
column B
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= Addedto Population FilteringInstructions ““Connected to a Network Viaa Routable Protocol”
= ‘TRUE"”

= Added “routable” to Description
CA-L2-11

= NewSampleSet ID created for Level 2 Request IDs CIP-007-R4-L2-02, CIP-007-R4-L2-03, and
CIP-007-R5-L2-04 (due to changes with CA-L2-09)

CA-L2-14 (Version 5 Sample Set ID SS-010-R1-12-01)
= Corrected typo in Population Filtering Instructions (“Function” changed to “Classification”)
CA-L2-15 (Version 5 Sample Set ID SS-010-R1-L2-02)
= Corrected typo in Population Filtering Instructions (“Function” changed to “Classification”)

= Addedto Population Filtering Instructions “Future Use (CIP-010-4): "Cyber Asset Classification"
column ="'BCA' OR 'EACMS' OR 'PACS"

= Addedto Description “Future use with CIP-010-4 includes associated EACMS and PACS.”
CA-L2-16 (Version 5 Sample Set ID SS-010-R2-12-01)

= Corrected typo in Population Filtering Instructions (“Function” changed to “Classification”)
CA-L2-17 (Version 5 Sample Set ID SS-010-R3-1L2-01)

= Corrected typo in Population Filtering Instructions (“Function” changed to “Classification”)
Procurement-L2-01 (Version 5 Sample Set ID SS-013-R2-12-01)

= Addedto Applicable Systems column “Future Use: High impact BCS and associated: EACMS and
PACS; Medium impact BCS and associated: EACMS and PACS”

SS-DATE-03

= Revised Descriptionto “Date for baseline configurations”

Level 2 tab

ColumnD

= AllSample Set ID references updated to match updated naming conventions

ColumnF “Sample Set Evidence Request”

= AllSample Set ID references updated to match updated naming conventions

Column G “Sample Set Index Numbers & Date”

= AddedSS-DATE informationto be populatedin this columnfor applicable Level 2 Request IDs
CIP-004-R2-12-01

=  Removed“R2 Part 2.3” from column C
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= Revisedto, “For each individual in Personnel-L2-01, who had initial access granted during the
audit period, provide:

o Evidence that training was provided prior to access beinggranted; and

o Evidence of the training content providedto the individual (e.g., learning management
systemrecords, list of modules used for training, etc.).”

e CIP-004-R2-L2-02
= New Level 2 RequestID for CIP-004-6 R2 Part 2.3
e CIP-004-R4-L2-02
= Removeddue to addition of CIP-004-R4-L1-02
e CIP-004-R4-L2-03
* Removeddue to addition of CIP-004-R4-L1-03
e CIP-004-R4-12-04
= Removeddue to addition of CIP-004-R4-L1-04
e CIP-004-R5-L2-05

= Added “If extenuating operating circumstances were invoked for any of the samples, provide
documentation of the circumstances, includingthe specificend date, and evidence the
passwords to shared accounts knownto the userwere changed within 10 calendar days
followingthe end of the extenuating operating circumstance.”

e CIP-004-R5-L2-06

= Added“If extenuatingoperating circumstances were invoked for any of the samples, provide
documentation of the circumstances, includingthe specificend date, and evidence the
passwords to shared accounts known to the userwere changed within 10 calendar days
followingthe end of the extenuating operating circumstance.”

e CIP-005-R2-L2-01
=  Added“R2 Part 2.2” and “R2 Part 2.3” to column C

= Added CIP-005-R2-L2-02 and CIP-005-R2-L2-03 evidence requestsintocolumn F as items (2)
and (3)

e CIP-005-R2-L2-02 (Version5RequestID)
= Removed

e CIP-005-R2-L2-03 (Version5RequestID)
* Removed

e CIP-005-R2-L2-02 (Version5RequestID CIP-005-R2-1L2-04)
* Added“R2 Part 2.5” to column C
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= Added CIP-005-R2-L2-05 evidence requestintocolumn F as item (2)
e CIP-005-R2-L2-05 (Version5RequestID)
* Removed
e C(CIP-005-R3-L2-01
= NewRequestID (forfuture use with CIP-005-7)
e CIP-006-R3-L2-01
* Removed “that”
= Added “occurred at least once every 24 calendar months”
e C(CIP-007-R1-L2-01
= Added“a referenceto an approved TFE coveringthis Cyber Asset or the”

= Added“If the Cyber Asset has no provision fordisabling or restricting logical ports, provide
supportingevidence.”

e CIP-007-R2-L2-01

= Removed “1. Identification of source(s) tracked for release of cyber security patches,”
e CIP-007-R4-L2-02, CIP-007-R4-L2-03, and CIP-007-R5-L2-04

= Updated to reference new Sample Set CA-L2-11
e CIP-007-R5-L2-05

= Added“or 3. Areference to an approved TFE coveringthis Cyber Asset.”
e CIP-010-R1-L2-01

= Added “or the most recent version”
e CIP-010-R1-L2-04

= Added “prior to the change” and “followingthe change”
e CIP-010-R1-L2-06

= Added “3. Provide documentation if a method to verify the identity (Part1.6.1) or the integrity
(Part 1.6.2) of a software source was not available.”

e CIP-010-R3-L2-01

= Revisedto “For each vulnerability assessment conducted during the audit period that is
applicable to each Cyber Assetin Sample Set CA-L2-10, provide: 1. Evidence a paper or active
vulnerability assessment was conducted at least once every 15 calendar months. [Part 3.1] 2.
Documented results of the assessmentand action plan(s) to remediate or mitigate
vulnerabilities identified during the assessment, including the planned date of completingthe
action plan and execution status of any remediation or mitigation action items. [Part 3.4]”
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e CIP-010-R3-L2-02

= Revisedto “For each active vulnerability assessment conducted during the audit period that is
applicable to each Cyber Assetin Sample Set CA-L2-14, provide: 1. Areferenceto an approved
TFE coveringthis Cyber Asset [Part 3.2]; or 2. Evidence an active vulnerability assessment was
conducted at least once every 36 calendar months, in accordance with Part 3.2.1; and 3.
Results of the testing, inaccordance with Part 3.2.2. 4. Documented results of the assessment
and action plan(s) to remediate or mitigate vulnerabilities identified during the assessment,
includingthe planned date of completingthe action plan and execution status of any
remediation or mitigation action items. [Part 3.4]”

e CIP-010-R3-L2-03

= Revisedto “For each CyberAsset in Sample Set CA-L2-17, provide: 1. Evidence an active
vulnerability assessment was performed priorto addingthe Cyber Assetto a production
environment. [Part 3.3] 2. If the addition of the Cyber Assetto a production environmentwasa
like replacement of the same type of Cyber Asset with a baseline configuration that modeled
an existing baseline configuration of the previous or other existing Cyber Asset, provide
evidence that the baseline configuration of the Cyber Asset beingadded modeled the baseline
configuration of an existing Cyber Asset. [Part 3.3] 3. If the addition of the Cyber Asset to a
production environment was performed during a CIP Exceptional Circumstance, provide the
identification of the CIP Exceptional Circumstance. [Part 3.3] 4. Documented results of the
assessmentand action plan(s) to remediate or mitigate vulnerabilitiesidentified during the
assessment, including the planned date of completingthe action planand execution status of
any remediation or mitigation action items. [Part 3.4]”

Sample Sets Table tab

e Worksheetupdated to reflect changes in Sample Set ID (including naming conventions)

BES Assets tab
e ColumnK
= Title Revisedto “Accessible Viaa Routable Protocol — Low Impact”
e ColumnlL
= Title Revisedto “External Routable Connectivity - High/Medium Impact”
e ColumnsP,Q,R,S, T
= Updated to match Sample SetID changes

CA tab
e ColumnsAC, AD, AE, AF, AG, AH, Al, AJ, AK, AL, AM, AN, AO, AP, AQ, AR, AS
= Updated to match Sample SetID changes
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ESP tab
e ColumnG
= Added column for “Were modifications made to ESP during audit period?”
=  Pull-down optionrestricted to “TRUE” or blank
e ColumnH

= Updated to match Sample SetID change

EAP tab
e ColumnG
= Added column for “Were modifications made to EAP during audit period?”
= Pull-down option restricted to “TRUE” or blank
e ColumnsHandl
= Updated to match Sample SetID changes
PSP tab
e ColumnskK, L, M, N
= Updated to match Sample SetID changes
TCA tab
e Columnsl,J,K, L, M
= Updated to match Sample SetID changes
RM tab
e ColumnsGandH
= Updated to match Sample SetID changes
BCSI tab
e ColumnE
= Updated to match Sample SetID change
Personnel tab

e ColumnN
= Titlerevisedto “Authorized Electronic Access”
= Pull-down option restricted to “TRUE” or blank
e ColumnO

= Titlerevisedto “Authorized Unescorted Physical Access”

Evidence Request Tool (ERT) v5.0 to v6.0 Change List
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= Pull-down optionrestricted to “TRUE” or blank
e ColumnP

= Titlerevisedto “Authorized Access to storage locations for BES Cyber System Information
Access”

=  Pull-down option restricted to “TRUE” or blank

e ColumnQ
= Addedcolumn for “Was Access Authorized during the Audit Period?”
=  Pull-downoptionrestrictedto “TRUE” or blank

e ColumnsR,S,T,U,V,W,X,Y,Z
= Updated to match Sample SetID changes

Reuse_Disposal tab
e ColumnsFandG

= Updated to match Sample SetID changes

CSItab
e Columnsl,J,K, L, M
= Updated to match Sample SetID changes

Procurement tab

e ColumnC
o Addedcolumn for “Vendor”

e ColumnN

o Updated to match Sample SetID change

User Guide
e Changed Version5.0t0 6.0
e Table of Contents:
e Updated fieldto reflect current page number and header titles
e Chapter2:
= Removed “Note”
= Addedadditional information related to general requests:

o Theserequestsare informative forseveral Requirements and not scopedto specific
Requirements.
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- The TFE RequestID requests necessary evidence associated with any active Technical
Feasibility Exceptions.

- The CEC RequestID will provide information on CIP Exceptional Circumstances
associated with applicable Requirements.

- The SRP RequestID isintendedto provide CMEP staff an overview of tools and
technology used in support of CIP compliance (e.g., tabulated list of tools associated
with Standards and Requirementsin scope).

- The EOL RequestID isintended to inform CMEP staff of an entity’s technologiesand
possible areas of risk associated with security protections.

= Added after Initial Evidence Request Required in RSAW and NERC Evidence Request
Spreadsheet, “Note: On the Level 1 tab, there isa “For use by Region” column for annotating
Response Due Dates. Regions may eitheruse this column to indicate the due date for Request
IDs and completion of the Detail tabs or annotate the due dates in alternate methods, such as
withinthe ANL. The Responsible Entity should work with their Region(s) for clarification or
exceptionsto use of this column.”

e Chapter3:

= Relatedto Bulk Electric System (BES) Assets section:
o Added“- Low Impact”
o Removed “?”
o Addedlow impact
o Added “-High/Medium Impact”
o Added “high and/or mediumimpact”
o Added“(s)”
o Removed “that is”
o Removed “of the Responsible Entity”
o Added “separated by commas”

= Relatedto Cyber Asset (CA) section:
o Added “remote access (e.g.,”
o Removed “or”
o Added”, authenticated vendor-initiated remote connection)”
o Replaced “covers” with “lists Cyber Asset(s) applicable to”
o Added “use this columnto”

o Replaced “entity with compliance responsibility for this” with “entity(ies) associated with
the”
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o Removed “If this response isapplicable to only one registered entity”
o Added “Otherwise”
o Removed “of the registered entity”
o Added “separated by commas”
o Removed “Use Alt+Enter to break lines of test in a single cell.”
= Relatedto Low CA section:
o Replaced “covers” with “lists BES Cyber Asset(s) applicable to”
o Added “use this columnto”

o Replaced “entity with compliance responsibility for this” with “entity(ies) associated with
the”

o Removed “If this response is applicable to only one registered entity”
o Added “Otherwise”
o Removed “of the registered entity”
o Added “separated by commas”
o Removed “Use Alt+Enter to break linesof test in a single cell.”
= Relatedto Electronic Security Perimeter (ESP) section:
o Added:
Were modifications made to ESP during audit period?

This column contains a pull-down list. TRUE should be selected if this ESP experienced
modifications during the audit period (e.g., major architectural changes in the network
or CyberAssetsincluded within). Otherwise leave blank.

= Relatedto Electronic Access Point (EAP) section:
o Added:
Were modifications made to EAP during audit period?

This column contains a pull-down list. TRUE should be selected if this EAP experienced
modifications duringthe audit period (e.g., changes inthe external network
connection, added or removed during the audit period). Otherwise leave blank.

= Relatedto Personnelsection:
o Removed “Provide one row for each person with applicable access during the audit period”

o Added “If an individual had any of the followingapplicable access(es) duringthe audit
period, provide one row for that individual”

o Removed “Note: If the applicable individuals are provisioned access more than once,
include themall in the same row. Use Alt+Enter to break lines of textina single cell.”
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o Revised “Dates Electronic Access Authorized” to “Authorized Electronic Access”
o Added “This column contains a pull-down list. TRUE should be selected if”
o Removed?”, include all date(s) when electronicaccess was authorized”

o Removed “Use Alt+Enter to break lines of text ina single cell. Note: If an individual’s
electronicaccess was authorized before the audit period, all date(s) when electronicaccess
was authorized should be reported in a single cell, or alternatively, confirm access was
authorized before the audit period.”

o Revised “Dates Unescorted Physical Access Authorized” to “Authorized Unescorted
Physical Access”

o Added “This column contains a pull-down list. TRUE should be selected if”
o Removed®”, include all date(s) when unescorted physical access was authorized”

o Removed “Use Alt+Enter to break lines of text ina single cell. Note: If an individual’s
unescorted physical access was authorized before the audit period, all date(s) when
unescorted physical access was authorized should be reported in a single cell, or
alternatively, confirm access was authorized before the audit period.”

o Revised “Dates Access to storage locations for BES Cyber System Information Authorized”
to “Authorized Access to storage locationsfor BES Cyber System Information”

o Added “This column contains a pull-down list. TRUE should be selected if”

o Removed”, include all date(s) when access to storage locations for BES Cyber System
Information was authorized”

o Removed “Use Alt+Enter to break lines of text ina single cell. Note: If an individual’s access
to designated BCSI storage locations was authorized before the audit period, all date(s)
when access to BCSI storage locations was authorized should be reported in a single cell, or
alternatively, confirm access was authorized before the audit period.”

- Added:

Was Access Authorized During the Audit Period?

This column contains a pull-down list. TRUE should be selected if any of the following
access(es) were authorized for this individual during the audit period (e.g., initial
access, newly acquired additional access):

e electronicaccessto a highimpact, or mediumimpact with ERC, BES Cyber System
or associated EACMS or PACS;

e unescorted physical access to a high impact, or medium impact with ERC, BES
Cyber System or associated EACMS or PACS; or

e access to designated storage locations, whether physical or electronic, for BES
Cyber System Information.
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If the individual did not have any applicable access authorized during the audit period
(e.g.,access was authorized prior to the audit period), leave this column blank.

= Relatedto Procurement section:
o Added:
Vendor

Identify the vendor(s) associated with this procurement. If multiple vendors are
associated with the procurement, use Alt+Enter to break lines of text in a single cell.

=  Replaced “is for” with “included”
e Chapter4:

= (Capitalized “Request”
e Chapter5:

= (Capitalized “Request”

* Added “& Dates”

= Added“and associated sample setdate ranges, where applicable to the RequestID”

Evidence Request Tool (ERT) v5.0 to v6.0 Change List 15



	List of Changes
	Instructions tab
	Level 1 tab
	Sample Sets L2 tab
	Level 2 tab
	Sample Sets Table tab
	BES Assets tab
	CA tab
	ESP tab
	EAP tab
	PSP tab
	TCA tab
	RM tab
	BCSI tab
	Personnel tab
	Reuse_Disposal tab
	CSI tab
	Procurement tab
	User Guide


