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This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Spreadsheet Notice of Penalty in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count  Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 WECC2016016686 Yes  Yes Yes     Yes    Category 1: 3 years; Category 2 
– 12: 2 years 

2 WECC2017017207 Yes Yes Yes Yes     Yes Yes   Category 1: 3 years; Category 2 
– 12: 2 years 

3 WECC2017016991   Yes Yes       Yes  Category 2 – 12: 2 years 
4 WECC2017017204   Yes Yes      Yes   Category 2 – 12: 2 years 

5 WECC2017017208 Yes Yes Yes Yes     Yes Yes   Category 1: 3 years; Category 2 
– 12: 2 years 

6 WECC2017017206   Yes Yes      Yes   Category 2 – 12: 2 years 
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https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/CEII%20Justification%20Document.pdf
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NERC Violation ID Reliability 
Standard Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery Mitigation  

Completion Date 

Date Regional Entity 
Verified Completion of 
Mitigation  

WECC2016016686 CIP-002-5.1 R1; 
P1.2 

High Lower 7/1/2016 (when the Standard 
became mandatory and 
enforceable) 

5/11/2017 (Mitigation Plan 
completion) 

Self-Report 
 

5/11/2017 6/1/2017 

Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 
 

On December 16, 2016, the entity submitted a Self-Report stating that, , it was in noncompliance with CIP-002-5.1 R1.  
 
Specifically, the entity reported it started its BES Asset analysis utilizing CIP Version 5 criteria in November 2014. The most comprehensive data sources for the entity’s asset characteristics were identified 
and used to categorize the BES Assets. The first entity-approved CIP-002-5.1 BES Cyber System list was published May 12, 2015 to align with the entity’s CIP Version 5 transition project. During the entity’s 
November 2016 CIP-002-5.1 BES Cyber System review, a new preferential data source was identified and used to re-categorize the Low Impact Bulk Electric System (BES) Cyber Systems (LIBCS) at a 
substation to Medium Impact BES Cyber Systems (MIBCS). Upon evaluation of the change, it was determined that the BES Asset information used to initially categorize the LIBCS was unclear and 
incomplete which resulted in the incorrect impact rating for the BES Cyber Systems at that substation. The entity had categorized the BES Cyber System at the substation as LIBCS because the initial CIP-
002-5.1 analysis determined there were only  lines, with connections to two other substations (weighted value of ) at the substation, when actually the substation had  lines, 
with connections to four other transmission assets (weighted value of ). Additionally, the substation had  ties to two different entities. Therefore, BES Cyber Systems should have been 
identified as MIBCS. The data for all other previously identified BES Cyber Systems was then compared and found to be consistent and did not yield any additional change to impact ratings.  The newly 
categorized MIBCS did not have External Routable Connectivity (ERC). 
 
After reviewing all relevant information, WECC determined that the entity failed to correctly identify each of its MIBCS as defined by CIP-002-5.1 R1 sub-part 1.2.  Consequently, the entity did not apply 
the applicable CIP requirements to the MIBCS without ERC which it was required to have in place to comply with several other CIP Standards and Requirements. 
 
The root causes of the violation were less than adequate procedures, documents, and records to ensure proper evaluation of BES Assets. Specifically, the entity utilized an evaluation process that relied on 
outdated information and a manual review, which resulted in the entity overlooking critical information needed for identifying and categorizing the impact rating of a BES Cyber System. 
 
WECC determined that this issue began on July 1, 2016, when the Standard and Requirement became mandatory and enforceable, and ended on May 11, 2017, when the entity completed its Mitigation 
Plan. 
 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to correctly identify each of its 
MIBCS as defined by CIP-002-5.1 R1 sub-part 1.2.  
 
The MIBCS in scope had no ERC. The number of CIP requirements applicable to MIBCS without ERC is limited. However,  had no additional controls to detect or prevent this violation from occurring or 
compensate for the potential harm.  Nevertheless, no harm is known to have occurred. 
 

Mitigation 
 

To mitigate this violation, the entity: 
 
1) updated its CIP-002 BES Cyber System list to include the reclassification of the BES Cyber System in scope, and obtained CIP senior management signature; 
2) updated its BES Cyber Systems Identification process to incorporate the accurate data source for CIP-002 identification; 
3) confirmed compliance or identified deficiencies with other applicable CIP Standards that require mitigation; and 
4) mitigated all CIP compliance deficiencies resulting from the identification of the MIBCS without ERC, which included patch management, baseline configuration, and cyber vulnerability assessments.   
 

Other Factors 
 

WECC reviewed  internal compliance program (ICP) and considered it to be a neutral factor in the penalty determination.   
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WECC considered  CIP-002-5.1 R1 compliance history in determining the disposition track. WECC considered  CIP-002-5.1 R1 compliance history to be an aggravating factor in the disposition 
determination.   
 

 

 


















