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Statement of Findings Underlying the Violations 

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement Agreement, 
by and between ReliabilityFirst and the Entity. The details of the findings and basis for the penalty are 
set forth in the Settlement Agreement and herein. This Notice of Penalty filing contains the basis for 
approval of the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC 
BOTCC).   

In accordance with Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7 (2019), NERC provides 
the following summary table identifying each violation of a Reliability Standard resolved by the 
Settlement Agreement.  
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The cause of this violation was a failure to implement sufficient controls, processes, and 
procedures. 

ReliabilityFirst determined that this violation posed a minimal risk to the reliability of the BPS. 
Attachment 4e includes the facts regarding the violation that ReliabilityFirst considered in its risk 
assessment. 

The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the 
Mitigation Plan is included as Attachment 4f. 

The Entity certified that it had completed all mitigation activities. ReliabilityFirst verified that the 
Entity had completed all mitigation activities as of . Attachments 4g and 4h provide 
specific information on the Entity’s certification and ReliabilityFirst’s verification of the Entity’s 
completion of the activities, respectively. 

RFC2017018760 

ReliabilityFirst determined that six of the Entity’s employees had access to a shared drive holding 
BCSI without corresponding authorization records. 

The root causes were ineffective controls, processes, and procedures; and insufficient training. 

ReliabilityFirst determined that this violation posed a moderate risk to the reliability of the BPS. 
Attachment 4i includes the facts regarding the violation that ReliabilityFirst considered in its risk 
assessment. 

The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the 
Mitigation Plan is included as Attachment 4j. 

The Entity certified that it had completed all mitigation activities. ReliabilityFirst verified that the 
Entity had completed all mitigation activities as of . Attachments 4k and 4l 
provide specific information on the Entity’s certification and ReliabilityFirst’s verification of the 
Entity’s completion of the activities, respectively. 

CIP-004-6 R5 

RFC2017017152 
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ReliabilityFirst determined that the Entity violated CIP-006-6 R1. The Entity’s employee who had 
unescorted physical access privileges into a particular PSP entered said PSP through a locked 
door. The physical access control for the PSP was malfunctioning. The card reader denied the 
employee’s access because it read the wrong card. The employee did not realize that access was 
denied and was able to open the door despite being denied access.  

The cause of this violation was malfunctioning equipment due to lack of maintenance. 

ReliabilityFirst determined that this violation posed a minimal risk to the reliability of the BPS. 
Attachment 7m includes the facts regarding the violation that ReliabilityFirst considered in its risk 
assessment. 

The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the 
Mitigation Plan is included as Attachment 7n. 

The Entity certified that it had completed all mitigation activities. ReliabilityFirst verified that the 
Entity had completed all mitigation activities as of . Attachments 7o and 7p 
provide specific information on the Entity’s certification and ReliabilityFirst’s verification of the 
Entity’s completion of the activities, respectively. 

CIP-007-3a R3   

RFC2016016341 

ReliabilityFirst determined that the Entity did not evaluate a security patch for applicability within 
the appropriate timeframe as required by CIP-007-3a R3. 

The cause of this violation was insufficient process. The Entity’s patching process did not account 
for off-cycle or out of band patches. 

ReliabilityFirst determined that this violation posed a moderate risk to the reliability of the BPS. 
Attachment 8a includes the facts regarding the violation that ReliabilityFirst considered in its risk 
assessment. 

The Entity submitted its mitigation activities to address the referenced violation. A list of the 
mitigation activities is in the Settlement Agreement, included as Attachment 1.  
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The cause of this violation was insufficient procedures. 

ReliabilityFirst determined that this violation posed a minimal risk to the reliability of the BPS. 
Attachment 15a includes the facts regarding the violation that ReliabilityFirst considered in its 
risk assessment. 

The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the 
Mitigation Plan is included as Attachment 15b. 

The Entity certified that it had completed all mitigation activities. ReliabilityFirst verified that the 
Entity had completed all mitigation activities as of . Attachments 15c and 15d 
provide specific information on the Entity’s certification and ReliabilityFirst’s verification of the 
Entity’s completion of the activities, respectively. 

RFC2017018761  

ReliabilityFirst determined that the Entity did not follow proper procedures for connecting a 
Transient Cyber Asset (“TCA”) within a protected ESP.  

The cause of this violation was inadequate training. 

ReliabilityFirst determined that this violation posed a minimal risk to the reliability of the BPS. 
Attachment 15e includes the facts regarding the violation that ReliabilityFirst considered in its 
risk assessment. 

The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the 
Mitigation Plan is included as Attachment 15f. 

The Entity certified that it had completed all mitigation activities. ReliabilityFirst verified that the 
Entity had completed all mitigation activities as of . Attachments 15g and 15h 
provide specific information on the Entity’s certification and ReliabilityFirst’s verification of the 
Entity’s completion of the activities, respectively. 

CIP-011-2 R1  

RFC2017017838  
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5. There was no evidence of any attempt to conceal a violation nor evidence of intent to do so;

6. The violations RFC2017018708, RFC2017017778, RFC2017017568, RFC2017018261,
RFC2017017152, RFC2017017547, RFC2017018166, RFC2017018857, RFC2016016343, 
RFC2017017777, RFC2017017839, RFC2018020386, RFC2017016888, RFC2016016384, 
RFC2017017840, RFC2017018307, RFC2017018498, RFC2018019048, RFC2017018285, 
RFC2017018761, and RFC2017017838 posed a minimal and not a serious or substantial risk to 
the reliability of the BPS; 

7. The violations RFC2017018760, RFC2018019570, RFC2017017304, RFC2016016341,
RFC2018019469, RFC2018020086, RFC2019021564, RFC2017017546, RFC2017017765, 
RFC2018019647, and RFC2017017836 posed a moderate and not a serious or substantial risk to 
the reliability of the BPS 

8. The violations RFC2016016342 and RFC2017017548 posed a serious and substantial risk to the
reliability of the BPS; and

9. There were no other mitigating or aggravating factors or extenuating circumstances that would
affect the assessed penalty.

After consideration of the above factors, ReliabilityFirst determined that, in this instance, the penalty 
amount of four hundred fifty thousand dollars ($450,000) is appropriate and bears a reasonable relation 
to the seriousness and duration of the violations.  

Statement Describing the Assessed Penalty, Sanction, or Enforcement Action Imposed6 

Basis for Determination 

Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction Guidelines 
and the Commission’s July 3, 2008, October 26, 2009 and August 27, 2010 Guidance Orders,7 the NERC 
BOTCC reviewed the violations on February 4, 2020 and approved the resolution between ReliabilityFirst 
and the Entity. In approving the resolution, the NERC BOTCC reviewed the applicable requirements of 
the Commission-approved Reliability Standards and the underlying facts and circumstances of the 
violations at issue. 

6 See 18 C.F.R. § 39.7(d)(4). 

7 N. Am. Elec. Reliability Corp., “Guidance Order on Reliability Notices of Penalty,” 124 FERC ¶ 61,015 (2008); N. Am. Elec. Reliability Corp., 
“Further Guidance Order on Reliability Notices of Penalty,” 129 FERC ¶ 61,069 (2009); N. Am. Elec. Reliability Corp., “Notice of No Further 
Review and Guidance Order,” 132 FERC ¶ 61,182 (2010). 
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In reaching this determination, the NERC BOTCC considered the factors listed above. 

For the foregoing reasons, the NERC BOTCC approved the resolution and believes that the assessed 
penalty of four hundred fifty thousand dollars ($450,000) is appropriate for the violations and 
circumstances at issue, and is consistent with NERC’s goal to promote and ensure reliability of the BPS. 

Pursuant to 18 C.F.R. § 39.7(e), the penalty will be effective upon expiration of the 30-day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon 
final determination by FERC. 

Request for Confidential Treatment 

For the reasons discussed below, NERC is requesting nonpublic treatment of certain portions of this 
filing pursuant to Sections 39.7(b)(4) and 388.113 of the Commission’s regulations. This filing contains 
sensitive information regarding the manner in which the Entity has implemented controls to address 
security risks and comply with the CIP standards. As discussed below, this information, if released 
publically, would jeopardize the security of the Bulk Power System and could be useful to a person 
planning an attack on Critical Electric Infrastructure. NERC respectfully requests that the Commission 
designate the redacted portions of the Notice of Penalty as non-public and as Critical Energy/Electric 
Infrastructure Information (“CEII”), consistent with Sections 39.7(b)(4) and 388.113, respectively.8 

a. The Redacted Portions of this Filing Should Be Treated as Nonpublic Under Section
39.7(b)(4) as They Contain Information that Would Jeopardize the Security of the Bulk
Power System if Publicly Disclosed

Section 39.7(b)(4) of the Commission’s regulations states: 

The disposition of each violation or alleged violation that relates to a Cybersecurity Incident or that 
would jeopardize the security of the Bulk Power System if publicly disclosed shall be nonpublic unless 
the Commission directs otherwise. 

Consistent with its past practice, NERC is redacting information from this Notice of Penalty according to 
Section 39.7(b)(4) because it contains information that would jeopardize the security of the BPS if 
publicly disclosed. NERC has previously filed dispositions of CIP violations on a nonpublic basis because 

8 18 C.F.R. § 388.113(e)(1). 
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of this regulation. 9 Nonpublic treatment of redacted information, including the identity of the Entity 
and other details of the violations, depends on: 1) the nature of the CIP violations; 2) whether 
mitigation is complete; 3) the extent to which the disclosure of the Entity’s identity would be useful to 
someone seeking to cause harm; 4) whether an audit has occurred since the violations; 5) whether the 
violations were administrative or technical in nature; and 6) the length of time that has elapsed since 
the filing of the Notice of Penalty.10  

The redacted information in this Notice of Penalty includes details that could lead to identification of 
the Entity, and information about the security of the Entity’s systems and operations, such as specific 
processes, configurations, or tools the Entity uses to manage their cyber systems. As the Commission 
has previously recognized, information related to CIP violations and cyber security issues, including the 
identity of the Entity, may jeopardize BPS security, asserting that “even publicly identifying which 
entity has a system vulnerable to a ‘cyber attack’ could jeopardize system security, allowing persons 
seeking to do harm to focus on a particular entity in the Bulk-Power System.”11  

Consistent with the Commission’s statement, NERC is treating as nonpublic the identity of the Entity 
and any information that could lead to its identification.12 Information that could lead to the 
identification of the Entity includes the Entity’s name, its NERC Compliance Registry ID, and 
information regarding the size and characteristics of the Entity‘s operations.  

NERC is also treating as nonpublic any information about the security of the Entity’s systems and 
operations.13 Details about the Entity’s systems, including specific configurations or the tools/programs 
it uses to configure, secure, and manage changes to its BES Cyber Systems, would provide an adversary 
relevant information that could be used to perpetrate an attack on the Entity and similar entities that 
use the same systems, products, or vendors.  

b. The Redacted Portions of this Filing Should Also be Treated as CEII as the Information
Could be Useful to a Person Planning an Attack on Critical Electric Infrastructure

9 In response to recent Freedom of Information Act requests, the Commission has directed public disclosure regarding the disposition of 
CIP violations. See, e.g., Freedom of Information Act Appeal, FOIA No. FY18-75 (August 2, 2018); FOIA No. FY19-19 Determinations on 
Docket Nos. NP14-32 and NP14-41 (February 28, 2019). In those cases, the Commission directed public disclosure of the identity of the 
registered entity; the Commission did not disclose other details regarding the CIP violations. 
10 FOIA No. FY19-30, Second Notice of Intent to Release (June 13, 2019). 
11  Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval and Enforcement 
of Electric Reliability Standards, Order No. 672, 2006-2007 FERC Stats. & Regs., Regs. Preambles ¶ 31,204 at P 538 (Order No. 672). 

12 See the next section for a list of this information. 
13 See below for a list of this information.  
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In addition to the provisions of Section 39.7(b)(4), the redacted information also separately qualifies 
for treatment as CEII under Section 388.113 of the Commission’s regulations. CEII is defined, in 
relevant part, as specific engineering, vulnerability, or detailed design information about proposed or 
existing critical infrastructure (physical or virtual) that: (1) relates details about the production, 
generation, transmission, or distribution of energy; and (2) could be useful to a person planning an 
attack on critical infrastructure. As discussed above, this filing includes vulnerability and design 
information that could be useful to a person planning an attack on the Entity’s critical infrastructure. 
The incapacity or destruction of the Entity’s systems and assets would negatively affect national 
security, economic security, and public health and safety. For example, this Notice of Penalty includes 
the identification of specific cyber security issues and related vulnerabilities, as well as details 
concerning the types and configurations of the Entity’s systems and assets. The information also 
describes strategies, techniques, technologies, and solutions used to resolve specific cyber security 
issues.  

In addition to the name of the Entity, the following information has been redacted from this Notice of 
Penalty: 

1. BES Cyber System Information, including security procedures; information related to BES Cyber
Assets; individual IP addresses with context; group of IP addresses; Electronic Security Perimeter
diagrams that include BES Cyber Asset names, BES Cyber System names, IP addresses, IP address
ranges; security information regarding BES Cyber Assets, BES Cyber Systems, Physical Access
Control Systems, Electronic Access Control and Monitoring Systems that is not publicly available;
and network topology diagrams, etc.

2. The names of The Entity’s vendors and contractors.
3. The NERC Compliance Registry number of the Entity.
4. The registered functions and registration dates of the Entity.
5. The names of the Entity’s facilities.
6. The names of the Entity’s assets.
7. The names of the Entity’s employees.
8. The names of departments that are unique to the Entity.
9. The sizes and scopes of the Entity’s operations.
10. The dates of Compliance Audits of the Entity, as those dates are included in schedules publicly

posted by the Regional Entities.
11. The dates of Self-Reports submitted while preparing for Compliance Audits.
12. The Entity’s compliance history.

Under Section 388.113, NERC requests that the CEII designation apply to the redacted information 
in Items 1-2 for five years from this filing date, April 30, 2020.  Details about the Entity’s operations, 
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networks, and security should be treated and evaluated separately from its identity to avoid 
unnecessary disclosure of CEII that could pose a risk to security.  NERC requests that the CEII 
designation apply to the redacted information from Items 3-9 for three years from this filing date, 
April 30, 2020.  NERC requests the CEII designation for three years to allow for several activities that 
should reduce the risk to the security of the BPS.  Those activities include, among others: 

1. Compliance monitoring of the Entity to ensure sustainability of the improvements described in
this Notice of Penalty; and

2. Remediation of any subsequent violations discovered through compliance monitoring by
ReliabilityFirst.

The Entity should be less vulnerable to attempted attacks following these activities.  After three years, 
disclosure of the identity of the Entity may pose a lesser risk than it would today.   

Attachments to be Included as Part of this Notice of Penalty 

The attachments to be included as part of this Notice of Penalty are the following documents: 

1. Settlement Agreement by and between ReliabilityFirst and the Entity executed 
, included as Attachment 1;

2. Record documents for the violation of CIP-002-5.1 R1 included as Attachment 2:

A. The Entity’s Self-Report (RFC2017018708);

B. The Entity’s Mitigation Plan designated as RFCMIT013479 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated 

3. Record documents for the violation of CIP-004-6 R2, included as Attachment 3:

A. The Entity’s Self-Report (RFC2017017778);

B. The Entity’s Mitigation Plan designated as RFCMIT012999 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated 

4. Record documents for the violations of CIP-004-6 R4, included as Attachment 4:

A. The Entity’s Self-Report (RFC2017017568);

B. The Entity’s Mitigation Plan designated as RFCMIT012980 submitted ;
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C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

E. The Entity’s Self-Report (RFC2017018261);

F. The Entity’s Mitigation Plan designated as RFCMIT013213-1 submitted ;

G. The Entity’s Certification of Mitigation Plan Completion dated ;

H. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

I. The Entity’s Self-Report (RFC2017018760);

J. The Entity’s Mitigation Plan designated as RFCMIT013443 submitted ;

K. The Entity’s Certification of Mitigation Plan Completion dated ;

L. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

5. Record documents for the violation of CIP-004-6 R5, included as Attachment 5:

A. The Entity’s Self-Report (RFC2017017152) submitted  ;

B. The Entity’s Self-Report (RFC2017017152) submitted ;

C. The Entity’s Mitigation Plan designated as RFCMIT012807-1 submitted ;

D. The Entity’s Certification of Mitigation Plan Completion dated ;

E. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

6. Record documents for the violation of CIP-005-5 R2, included as Attachment 6:

A. The Entity’s Self-Report (RFC2018019570);

B. The Entity’s Mitigation Plan designated as RFCMIT013868 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

7. Record documents for the violations of CIP-006-6 R1, included as Attachment 7:

A. The Entity’s Self-Report (RFC2017017304);

B. The Entity’s Mitigation Plan designated as RFCMIT012854 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

E. The Entity’s Self-Report (RFC2017017547);
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F. The Entity’s Mitigation Plan designated as RFCMIT012890 submitted ;

G. The Entity’s Certification of Mitigation Plan Completion dated ;

H. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

I. The Entity’s Self-Report (RFC2017018166);

J. The Entity’s Mitigation Plan designated as RFCMIT013214 submitted ;

K. The Entity’s Certification of Mitigation Plan Completion dated ;

L. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

M. The Entity’s Self-Report (RFC2017018857);

N. The Entity’s Mitigation Plan designated as RFCMIT013482 submitted ;

O. The Entity’s Certification of Mitigation Plan Completion dated ;

P. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

8. Record documents for the violations of CIP-007-3a R3, included as Attachment 8:

A. The Entity’s Self-Report (RFC2016016341);

B. ReliabilityFirst’s Verification of Mitigating Activities Completion dated ;

C. The Entity’s Self-Report (RFC2016016342);

D. The Entity’s Mitigation Plan designated as RFCMIT012397-1 submitted ;

E. The Entity’s Certification of Mitigation Plan Completion dated ;

F. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

9. Record documents for the violations of CIP-007-6 R2, included as Attachment 9:

A. The Entity’s Self-Report (RFC2016016343), submitted ;

B. The Entity’s Self-Report (RFC2016016343) submitted ;

C. The Entity’s Mitigation Plan designated as RFCMIT012609 submitted ;

D. The Entity’s Certification of Mitigation Plan Completion dated ;

E. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

F. The Entity’s Self-Report (RFC2017017777);

G. The Entity’s Mitigation Plan designated as RFCMIT013020 submitted ;

H. The Entity’s Certification of Mitigation Plan Completion dated ;
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I. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

J. The Entity’s Self-Report (RFC2017017839);

K. The Entity’s Mitigation Plan designated as RFCMIT013016 submitted ;

L. The Entity’s Certification of Mitigation Plan Completion dated ;

M. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

N. The Entity’s Self-Report (RFC2018020386);

O. ReliabilityFirst’s Verification of Mitigating Activities Completion dated ;

10. Record documents for the violations of CIP-007-6 R4, included as Attachment 10:

A. The Entity’s Self-Report (RFC2017017548);

B. The Entity’s Mitigation Plan designated as RFCMIT012983 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

E. The Entity’s Self-Report (RFC2018019469);

F. The Entity’s Mitigation Plan designated as RFCMIT013708 submitted ;

G. The Entity’s Certification of Mitigation Plan Completion dated ;

H. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

I. The Entity’s Self-Report (RFC2018020086);

J. The Entity’s Mitigation Plan designated as RFCMIT014196 submitted ;

K. The Entity’s Certification of Mitigation Plan Completion dated ;

L. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

M. The Entity’s Self-Report (RFC2019021564);

N. The Entity’s Mitigation Plan designated as RFCMIT014560 submitted ;

O. The Entity’s Certification of Mitigation Plan Completion dated ;

P. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

11. Record documents for the violation of CIP-007-6 R5, included as Attachment 11:

A. The Entity’s Self-Report (RFC2017016888);

B. The Entity’s Mitigation Plan designated as RFCMIT012746 submitted ;

NERC Notice of Penalty 
The Entity  
April 30, 2020       
Page 33 

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

12. Record documents for the violation of CIP-009-6 R1, included as Attachment 12:

A. The Entity’s Self-Report (RFC2016016384);

B. The Entity’s Mitigation Plan designated as RFCMIT012374 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

13. Record documents for the violations of CIP-010-2 R1, included as Attachment 13:

A. The Entity’s Self-Report (RFC2017017546);

B. The Entity’s Mitigation Plan designated as RFCMIT012908 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

E. The Entity’s Self-Report (RFC2017017765);

F. The Entity’s Mitigation Plan designated as RFCMIT013013 submitted ;

G. The Entity’s Certification of Mitigation Plan Completion dated ;

H. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

I. The Entity’s Self-Report (RFC2017017840);

J. The Entity’s Mitigation Plan designated as RFCMIT013022-1 submitted ;

K. The Entity’s Certification of Mitigation Plan Completion dated ;

L. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

M. The Entity’s Self-Report (RFC2017018307);

N. The Entity’s Mitigation Plan designated as RFCMIT013267 submitted ;

O. The Entity’s Certification of Mitigation Plan Completion dated ;

P. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

Q. The Entity’s Self-Report (RFC2018019647);

R. The Entity’s Mitigation Plan designated as RFCMIT013784-1 submitted ;

S. The Entity’s Certification of Mitigation Plan Completion dated ;
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T. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

14. Record documents for the violations of CIP-010-2 R3, included as Attachment 14:

A. The Entity’s Self-Report (RFC2017017836);

B. The Entity’s Mitigation Plan designated as RFCMIT013048 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

E. The Entity’s Self-Report (RFC2017018498);

F. The Entity’s Mitigation Plan designated as RFCMIT013394-1 submitted ;

G. The Entity’s Certification of Mitigation Plan Completion dated ;

H. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

I. The Entity’s Self-Report (RFC2018019048);

J. The Entity’s Mitigation Plan designated as RFCMIT013546 submitted ;

K. The Entity’s Certification of Mitigation Plan Completion dated ;

L. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

15. Record documents for the violations of CIP-010-2 R4, included as Attachment 15:

A. The Entity’s Self-Report (RFC2017018285);

B. The Entity’s Mitigation Plan designated as RFCMIT013252 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;

D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

E. The Entity’s Self-Report (RFC2017018761);

F. The Entity’s Mitigation Plan designated as RFCMIT013445 submitted ;

G. The Entity’s Certification of Mitigation Plan Completion dated ;

H. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;

16. Record documents for the violation of CIP-011-2 R1, included as Attachment 16:

A. The Entity’s Self-Report (RFC2017017838);

B. The Entity’s Mitigation Plan designated as RFCMIT013012 submitted ;

C. The Entity’s Certification of Mitigation Plan Completion dated ;
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D. ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;
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Notices and Communications: Notices and communications with respect to this filing may be addressed 
to the following: 

*Persons to be included on the Commission’s
service list are indicated with an asterisk. NERC
requests waiver of the Commission’s rules and
regulations to permit the inclusion of more than
two people on the service list.

Robert V. Eckenrod* 
Vice President and General Counsel 
ReliabilityFirst Corporation 
3 Summit Park Drive, Suite 600 
Cleveland, OH 44131 
Rob.Eckenrod@rfirst.org 
216-503-0683 Phone

Kristen M. Senk* 
Managing Enforcement Counsel 
ReliabilityFirst Corporation 
3 Summit Park Drive, Suite 600 
Cleveland, OH 44131 
kristen.senk@rfirst.org 
216-503-0669 Phone

Thomas L. Scanlon* 
Counsel 
ReliabilityFirst Corporation 
3 Summit Park Drive, Suite 600 
Cleveland, OH 44131 
tom.scanlon@rfirst.org 
216-503-0658 Phone

Edwin G. Kichline* 
Senior Counsel  
North American Electric Reliability Corporation 
1325 G Street NW 
Suite 600 
Washington, DC 20005 
(202) 400-3000
(202) 644-8099 – facsimile
edwin.kichline@nerc.net

Alexander Kaplen* 
Associate Counsel  
North American Electric Reliability Corporation 
1325 G Street NW 
Suite 600 
Washington, DC 20005 
(202) 400-3000
(202) 644-8099 – facsimile
alexander.kaplen@nerc.net
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Conclusion 

NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with its rules, 
regulations, and orders. 

Respectfully submitted, 

/s/ Alexander Kaplen 
Edwin G. Kichline 
Senior Counsel  
Alexander Kaplen 
Associate Counsel 
North American Electric Reliability 
Corporation 
1325 G Street NW 
Suite 600 
Washington, DC 20005 
(202) 400-3000
(202) 644-8099 - facsimile
edwin.kichline@nerc.net
alexander.kaplen@nerc.net

cc: The Entity 
ReliabilityFirst Corporation 

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



Attachment 1 

Settlement Agreement by and between ReliabilityFirst and 
the Entity executed  

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



Violation ID Nos. RFC2017018708, et al.  Page 1 of 80 

In re:  

NERC Registry ID No.  

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Violation ID Nos.:   

RFC2017018708 (CIP-002-5.1 R1) 
RFC2017017778 (CIP-004-6 R2) 
RFC2017017568 (CIP-004-6 R4) 
RFC2017018261 (CIP-004-6 R4) 
RFC2017018760 (CIP-004-6 R4) 
RFC2017017152 (CIP-004-6 R5) 
RFC2018019570 (CIP-005-5 R2) 
RFC2017017304 (CIP-006-6 R1) 
RFC2017017547 (CIP-006-6 R1) 
RFC2017018166 (CIP-006-6 R1) 
RFC2017018857 (CIP-006-6 R1) 
RFC2016016341 (CIP-007-3a R3) 
RFC2016016342 (CIP-007-3a R3) 
RFC2016016343 (CIP-007-6 R2) 
RFC2017017777 (CIP-007-6 R2) 
RFC2017017839 (CIP-007-6 R2) 
RFC2018020386 (CIP-007-6 R2) 
RFC2017017548 (CIP-007-6 R4) 
RFC2018019469 (CIP-007-6 R4) 
RFC2018020086 (CIP-007-6 R4) 
RFC2019021564 (CIP-007-6 R4) 
RFC2017016888 (CIP-007-6 R5) 
RFC2016016384 (CIP-009-6 R1) 
RFC2017017546 (CIP-010-2 R1 Part 1.1) 
RFC2017017765 (CIP-010-2 R1) 
RFC2017017840 (CIP-010-2 R1) 
RFC2017018307 (CIP-010-2 R1) 
RFC2018019647 (CIP-010-2 R1) 
RFC2017017836 (CIP-010-2 R3) 
RFC2017018498 (CIP-010-2 R3) 
RFC2018019048 (CIP-010-2 R3) 
RFC2017018285 (CIP-010-2 R4) 
RFC2017018761 (CIP-010-2 R4) 
RFC2017017838 (CIP-011-2 R1) 

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



















Violation ID Nos. RFC2017018708, et al.   Page 10 of 80 

[SIGNATURE PAGE TO FOLLOW]5 

[REMAINDER OF PAGE INTENTIONALLY LEFT BLANK] 

  

                                                 
5 An electronic version of this executed document shall have the same force and effect as the original. 

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



























Violation ID Nos. RFC2017018708, et al. Page 22 of 80 

management.  Workforce management includes effective training to ensure 
personnel understand and follow processes and procedures. 

Regarding the second instance, failed to change a password for a shared 
account within 30 days after an employee who knew the password to the account 
voluntarily resigned.  The shared account provided access to which is an 

 server for  assets.  The violation was discovered during an 
internal review. 

The major contributing factor to the second instance was insufficient management 
and training, which implicates the management practice of workforce management.  

maintained a procedure regarding password changes; however, responsible 
personnel were not aware of the procedure due to a breakdown in knowledge 
transfer as former responsible personnel transitioned to new roles.  Workforce 
management includes promoting awareness and providing training to impart skills 
and knowledge to enable personnel to perform specific reliability and resilience 
functions. 

The first instance started on December 9, 2016, when failed to initiate removal 
of remote access capabilities and ended on January 10, 2017, when access was 
revoked.    The second instance started on January 8, 2018, when failed to 
change the password to the shared account and ended on January 30, 2018, when 

changed the password. 

ReliabilityFirst determined that the violation posed a minimal risk to the reliability 
of the bulk power system based on the following factors.13  This violation has the 
potential to lead to misoperation or instability in the BES by allowing individuals 
to access BES Cyber Systems when said individuals should no longer have such 
access.  However, the risk was mitigated by the following factors.  Regarding both 
instances, the individuals voluntarily left the entity on good terms, thus reducing 
the likelihood that they would use remaining access in a way that would 
compromise the BES.  Regarding the first instance, the potential risk was also 
reduced because the individual’s physical access was promptly terminated, and the 
individual needed physical access to exploit the remaining cyber access.  The entity 
verified, by reviewing access logs, that the individual did not use remote access 
capabilities after he left the entity.  Regarding the second instance, although the 
password for the shared account had not been changed, had removed all of 
the employee’s electronic and physical access.   

Mitigating Actions for RFC2017017152 

On April 12, 2017, submitted to ReliabilityFirst a Mitigation Plan to address 
the violation of CIP-004-6 R5.  See RFCMIT012807-1, Attachment 23.  On April 
12, 2017, ReliabilityFirst accepted the Mitigation Plan. 

13 CIP-004-6 R5 has a VRF of “Medium” pursuant to the VRF Matrix.  According to the VSL Matrix, this issue 
warranted a “Lower” VSL. 
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compliance with the reliability standards and retaining a vendor to conduct a 
thorough evaluation of the entity’s security posture, and ReliabilityFirst seeks to 
encourage such endeavors.  No harm is known to have occurred. 

Mitigating Actions for RFC2018019570 

 On June 13, 2018 submitted to ReliabilityFirst a Mitigation Plan to address 
the subject noncompliance with CIP-005-5 R2.  See Mitigation Plan 
RFCMIT013868, Attachment 27.  On July 12, 2018, ReliabilityFirst accepted the 
Mitigation Plan. 

 In the Mitigation Plan, committed, in part, to take the following actions by 
August 15, 2018.  The entity corrected the vulnerable configuration  

immediately to avoid misuse of the vulnerable configuration.  As an 
additional mitigating activity verified that a similar condition did not exist on 
any other .   

 On August 15, 2018,  certified to ReliabilityFirst that it completed this 
Mitigation Plan as of August 3, 2018.  See Certification of Mitigation Plan 
Completion, Attachment 28.15  On February 7, 2019, ReliabilityFirst verified  
completed the Mitigation Plan on August 3, 2018.  See Mitigation Plan Verification 
for RFCMIT013868, Attachment 29. 

F. CIP-006-6 R1 (RFC2017017304, RFC2017017547, RFC2017018166, and 
RFC2017018857) 

 CIP-006 ensures that a Responsible Entity manages physical access to BES Cyber 
Systems by specifying a physical security plan in support of protecting BES Cyber 
System against compromise that could lead to misoperation or instability in the 
BES. 

 A violation of CIP-006 R1 has the potential to affect the reliable operation of the 
BES by providing the opportunity to physically access Cyber Assets that are not 
protected by the implementation of a physical security plan. 

 CIP-006-6 R1 states: 

R1. Each Responsible Entity shall implement one or more documented physical 
security plan(s) that collectively include all of the applicable requirement 
parts in CIP-006-6 Table R1-Physical Security Plan. 

Part 1.1 Define operational or procedural controls to restrict physical 
access. 

                                                 
15 The certification indicates that the Mitigation Plan was completed on August 15, 2018, but the evidence submitted 
with the certification demonstrates that the Mitigation Plan was completed on August 3, 2018. 
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Part 1.2 Utilize at least one physical access control to allow 
unescorted physical access into each applicable Physical 
Security Perimeter to only those individuals who have 
authorized unescorted physical access. 

Part 1.3 Where technically feasible, utilize two or more different 
physical access controls (this does not require two 
completely independent physical access control systems) to 
collectively allow unescorted physical access into Physical 
Security Perimeters to only those individuals who have 
authorized unescorted physical access. 

Part 1.4 Monitor for unauthorized access through a physical access 
point into a Physical Security Perimeter. 

Part 1.5 Issue an alarm or alert in response to detected unauthorized 
access through a physical access point into a Physical 
Security Perimeter to the personnel identified in the BES 
Cyber Security Incident response plan with 15 minutes of 
detection. 

Part 1.6 Monitor each Physical Access Control System for 
unauthorized physical access to a Physical Access Control 
System. 

Part 1.7 Issue an alarm or alert in response to detected unauthorized 
physical access to a Physical Access Control System to the 
personnel identified in the BES Cyber Security Incident 
response plan within 15 minutes of the detection. 

Part 1.8 Log (through automated means or by personnel who control 
entry) entry of each individual with authorized unescorted 
physical access into each Physical Security Perimeter, with 
information to identify the individual and date and time of 
entry. 

Part 1.9 Retain physical access logs of entry of individuals with 
authorized unescorted physical access into each Physical 
Security Perimeter for at least ninety calendar days. 

Part 1.10 Restrict physical access to cabling and other 
nonprogrammable communication components used for 
connection between applicable Cyber Assets within the 
same Electronic Security Perimeter in those instances when 
such cabling and components are located outside of a 
Physical Security Perimeter. 
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required tasks.35  The additional instance was caused by technical issues and, 
similar to the initial instance, insufficient training and guidance.   

 This violation implicates the management practice of workforce management.  
Workforce management was involved because the new SME should have been 
trained and better equipped to complete the patching tasks. 

 The violation started on June 22, 2018, after the deadline passed to install the 
patches that were evaluated in May, 2018, and ended on July 20, 2018, after the 
remainder of the patches were installed.  The additional instance started on August 
14, 2018, when the entity failed to apply two patches and ended on September 6, 
2018, when the patches were applied. 

 ReliabilityFirst determined that the violation posed a minimal risk to the reliability 
of the bulk power system based on the following factors.36  Failing to install patches 
on PACS could lead to exploitation of a known vulnerability and a breakdown of 
system security.  Here, the risk was mitigated by the following factors.  First, the 
entity discovered the issue through detective controls and recurring compliance 
meetings and diligently monitored and worked to resolve the issue, thereby 
reducing the risk.  Second, the application of layered security,  

 served to further mitigate the risk.  No harm 
is known to have occurred. 

Mitigating Actions for RFC2018020386 

 On August 29, 2018,  submitted to ReliabilityFirst Mitigating Activities to 
address the violation of CIP-007-6 R2.  ReliabilityFirst accepted the Mitigating 
Activities. 

 For its mitigation,  committed to take the following actions.  First,  
verified completion of the May, 2018, patch cycle.  Second,  corrected the job 
aid associated with patching.  Third, the new SME completed the entity’s NERC 
onboarding process.  Fourth,  published the formal NERC onboarding process, 
which will now be utilized for all incoming SMEs completing NERC-related tasks. 

 On April 2, 2019, ReliabilityFirst verified  completed these Mitigating 
Activities on August 24, 2018.  See Mitigating Activities Verification for 
RFC2018020386, Attachment 66. 

I. CIP-007-6 R4 (RFC2017017548, RFC2018019469, RFC2018020086, and 
RFC2019021564) 

 CIP-007 ensures that Responsible Entities define select technical, operational, and 

                                                 
35 Technical issues encountered by the new SME resulted in some PACS instability; however, no failures of physical 
access controls were discovered.   
36 CIP-007-6 R2 has a VRF of “Medium” pursuant to the VRF Matrix.  According to the VSL Matrix, this issue 
warranted a “Moderate” VSL. 
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procedural requirements in support of protecting BES Cyber Systems against 
compromise that could lead to misoperation or instability in the BES. 

 A violation of CIP-007 R4 has the potential to affect the reliable operation of the 
BES by impeding a Registered Entity’s ability to detect and investigate 
unauthorized access, reconnaissance, and other malicious activity on BES Cyber 
Systems.   

 CIP-007-6 R4 states: 

R4. Each Responsible Entity shall implement one or more documented 
process(es) that collectively include each of the applicable requirement 
parts in CIP-007-6 Table R4-Security Event Monitoring. 

Part 4.1 Log events at the BES Cyber System level (per BES Cyber 
System capability) or at the Cyber Asset level (per Cyber 
Asset capability) for identification of, and after-the-fact 
investigations of, Cyber Security Incidents that includes, as 
a minimum, each of the following types of events: 

4.1.1. Detected successful login attempts; 

4.1.2. Detected failed access attempts and failed login 
attempts; 

4.1.3. Detected malicious code. 

Part 4.2 Generate alerts for security events that the Responsible 
Entity determines necessitates an alert, that includes, as a 
minimum, each of the following types of events (per Cyber 
Asset or BES Cyber System capability): 

4.2.1. Detected malicious code from Part 4.1; and 

4.2.2. Detected failure of Part 4.1 event logging. 

Part 4.3 Where technically feasible, retain applicable event logs 
identified in Part 4.1 for at least the last 90 consecutive 
calendar days except under CIP Exceptional Circumstances. 

Part 4.4 Review a summarization or sampling of logged events as 
determined by the Responsible Entity at intervals no greater 
than 15 calendar days to identify undetected Cyber Security 
Incidents. 

Description of Violation and Risk Assessment for RFC2017017548 

 On ,  submitted a Self-Report to ReliabilityFirst stating that, as a 
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RFCMIT012374, Attachment 90. 

L. CIP-010-2 R1 (RFC2017017546, RFC2017017765, RFC2017017840, 
RFC2017018307, and RFC2018019647) 

 CIP-010 safeguards the reliability of the BES by preventing and detecting 
unauthorized changes to BES Cyber Systems by specifying configuration change 
management and vulnerability assessment requirements in support of protecting 
BES Cyber Systems from compromise that could lead to misoperation or instability 
in the BES. 

 A violation of CIP-010 R1 has the potential to affect the reliable operation of the 
BES by permitting a change to be implemented that could adversely affect system 
security. 

 CIP-010-2 R1 states: 

R1. Each Responsible Entity shall implement one or more documented 
process(es) that collectively include each of the applicable requirement 
parts in CIP-010-2 Table R1-Configuration Change Management. 

Part 1.1 Develop a baseline configuration, individually or by group, 
which shall include the following items: 

1.1.1 Operating system(s) (including version) or firmware 
where no independent operating system exists; 

1.1.2 Any commercially available or open-source 
application software (including version) 
intentionally installed; 

1.1.3. Any custom software installed; 

1.1.4. Any logical network accessible ports; and 

1.1.5. Any security patches applied. 

Part 1.2 Authorize and document changes that deviate from the 
existing baseline configuration. 

Part 1.3 For a change that deviates from the existing baseline 
configuration, update the baseline configuration as 
necessary within 30 calendar days of completing the change. 

Part 1.4 For a change that deviates from the existing baseline 
configuration: 
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 On October 19, 2018,  certified to ReliabilityFirst that it completed this 
Mitigation Plan as of October 16, 2018.  See Certification of Mitigation Plan 
Completion, Attachment 109.  On November 19, 2018, 2018, ReliabilityFirst 
verified  completed the Mitigation Plan on October 18, 2018.  See Mitigation 
Plan Verification for RFCMIT013784-1, Attachment 110. 

M. CIP-010-2 R3 (RFC2017017836, RFC2017018498, and RFC2018019048) 

 CIP-010 safeguards the reliability of the BES by preventing and detecting 
unauthorized changes to BES Cyber Systems by specifying configuration change 
management and vulnerability assessment requirements in support of protecting 
BES Cyber Systems from compromise that could lead to misoperation or instability 
in the BES. 

 A violation of CIP-010 R3 has the potential to affect the reliable operation of the 
BES by inhibiting Registered Entities’ ability to identify potential vulnerabilities in 
their cyber security programs. 

 CIP-010-2 R3 states: 

R3. Each Responsible Entity shall implement one or more documented 
process(es) that collectively include each of the applicable requirement 
parts in CIP-010-2 Table R3-Vulnerability Assessments. 

Part 3.1 At least once every 15 calendar months, conduct a paper or 
active vulnerability assessment. 

Part 3.2 Where technically feasible, at least once every 36 calendar 
months: 

Part 3.2.1 Perform an active vulnerability assessment in 
a test environment, or perform an active 
vulnerability assessment in a production 
environment where the test is performed in a 
manner that minimizes adverse effects, that 
models the baseline configuration of the BES 
Cyber System in a production environment; 
and 

Part 3.2.2 Document the results of the testing and, if a 
test environment was used, the differences 
between the test environment and the 
production environment, including a 
description of the measures used to account 
for any differences in operation between the 
test and production environments. 

Part 3.3 Prior to adding a new applicable Cyber Asset to a production 
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new module was programmed using a SME’s corporate computer, which  
intended to designate as a TCA.  However, the laptop was never included on the 
list of authorized TCAs.  A  at the  

 discovered the non-compliance on October 23, 2017.     

 The major contributing factor to this violation was inadequate training.  The SME 
was not aware of the TCA program and procedures.  This implicates the 
management practice of workforce management, which includes the need to 
effectively train personnel to minimize preventable mistakes. 

 The violation started on October 20, 2017, when the TCA procedure was not 
followed and ended on December 19, 2017, after  remediated the issue. 

 ReliabilityFirst determined that the violation posed a minimal risk to the reliability 
of the bulk power system based on the following factors.70  Introducing a TCA to a 
CIP environment without following proper procedures could lead to the 
propagation of malware within the ESP and a corresponding adverse effect on the 
BES.  The risk was mitigated by the short duration of the connection as well as the 
fact that the laptop had up-to-date virus and patching controls.  An after-the-fact 
baseline confirmed that there was no adverse impact to the BES.  This violation 
was really a documentation issue because the TCA was supposed to be on the 
authorized TCA list. 

Mitigating Actions for RFC2017018761 

 On December 14, 2017,  submitted to ReliabilityFirst a Mitigation Plan to 
address the violation of CIP-010-2 R4.  See RFCMIT013445, Attachment 128.  On 
January 10, 2018, ReliabilityFirst accepted the Mitigation Plan. 

 In the Mitigation Plan,  committed to take the following actions by December 
22, 2017.  First,  conducted training for all  SMEs on the 
TCA process.  Second,  prepared a retroactive change order to explain the work 
performed and update the documentation.  Immediate containment action involved 
submitting this change order and running a new baseline to verify that the new 
module did not make any adverse changes.  This process included the creation of a 
test rack that was used to install the new module by resetting it back to the original 
factory settings. 

 On January 17, 2018,  certified to ReliabilityFirst that it completed this 
Mitigation Plan.  See Certification of Mitigation Plan Completion, Attachment 
129.  On April 11, 2018, ReliabilityFirst verified  completed this Mitigation 
Plan as of February 6, 2018.  See Mitigation Plan Verification for RFCMIT013445, 
Attachment 130. 

                                                 
70 CIP-010-2 R4 has a VRF of “Medium” pursuant to the VRF Matrix.  According to the VSL Matrix, this issue 
warranted a “Severe” VSL. 
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Record documents for the violation of CIP-002-5.1 R1 

 
2.a The Entity’s Self-Report (RFC2017018708); 
2.b The Entity’s Mitigation Plan designated as RFCMIT013479 submitted  

; 
2.c The Entity’s Certification of Mitigation Plan Completion dated ; 
2.d ReliabilityFirst’s Verification of Mitigation Plan Completion dated  
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ReliabilityFirst

November 21, 2017

Self Report

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

  No Documents

Additional Documents

Size in BytesFrom Document Name Description

Page 4 of 4 11/21/2017

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 





ReliabilityFirst

January 03, 2018

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.

 8Page 2 of 01/03/2018
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Anthony Jablonski  

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date: August 27, 2018 
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Record documents for the violation of CIP-004-6 R2 
 

3.a The Entity’s Self-Report (RFC2017017778); 
3.b The Entity’s Mitigation Plan designated as RFCMIT012999 submitted ; 
3.c The Entity’s Certification of Mitigation Plan Completion dated ; 
3.d ReliabilityFirst’s Verification of Mitigation Plan Completion dated  
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ReliabilityFirst

Self Report

 was a 
.

5/9/2017- Inactivation of   to all  employees
that were provided the  based on the 

.  The
 does not contain the 

 that were granted .

Mitigating Activities:
Description of Mitigating

Activities and Preventative
Measure:

Mitigating Activities:
Employee who had the physical access granted had an active PRA.  The
removal of   from the  employees as well as
unescorted physical access to the one employee who received it, brought us
back into compliance with CIP-004-6 R2.2.

Preventive Measures:
The  has since created a job aide for changing and
creating .  In addition, a 
to explain the behind definitions will be created.

Date Mitigating Activities
Completed:

Impact and Risk Assessment:

Description of Potential and
Actual Impact to BPS:

Potential: potential risk was severe due to ,  employees could
have been potentially granted unauthorized access.

Actual: actual risk minimal because of those  employees only one
employee was granted unauthorized access

Minimal

Severe

Actual Impact to BPS:

Potential Impact to BPS:

Risk Assessment of Impact to
BPS:

Everyone had a current PRA (Personnel Risk Assessment) conducted so the
risk of them doing harm is low.  They did not have the proper training to enter
due to , but we did not give access to someone without conducting
a background check.

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

  No Documents

Additional Documents

Size in BytesFrom Document Name Description
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Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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Plan Details

Milestone 1- Inactivate  for all  employees as well as physical access removal
from one employee.  The inactivation of the   and the physical access removal from
the employee who entered the PSP on 3 separate occasions brought us back into compliance with CIP-004-6 R2.
P2.2.  A report has been generated to support that all  employees had   revoked.
Milestone 2- Ensure the process for changing and creating a is documented and requires an
independent verification of changes.  This error occurred in part, due to a lack of job aides existing to ensure a

understood the process behind changing and creating   A job aide has
since been created, it will provide clear and concise instructions to  performing such
changes, 

.

Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

July 06, 2017Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

05/09/20171. Inactivation of the

and physical access
removal

Revoke the 
 for 

employees who
received it due to a

05/09/2017 No

07/06/20172. Process for
changing and
creating a

 is
documented and
requires an
independent
verification of
changes

A process did not
exist prior to this
occurrence.  The job
aide will provide
instructions to

 to ensure
changes/additions to

 meet
programming and

 of 
.  The

independent review
will serve as an
additional control to
ensure changes to

No
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Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

 are
correct.

Additional Relevant Information
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Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

 has not identified any additional risk to the BES.  Everyone had a current Personnel Risk Assessment
(PRA) conducted so the risk of them doing harm is low.  They did not have the proper training to enter due to
coding error, but we did not give access to someone without conducting a PRA.

Prevention

In order to address future BES reliability risk  has taken several steps to both address the violation identified
in this mitigation plan and to prevent possible reoccurrences of this violation.  The removal of 

 to all  employees and removal of physical access to one employee brought  back into a
compliant state with CIP-004-6 R2. P2.2.  In addition, a job aide has been created for  to
follow when creating and changing  that includes an independent review of the changes.  This will
ensure changes/creations of  are valid and meet the programming and  of

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date:  
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