
Attachment 4 
 

Record documents for the violation of CIP-003-3 R6 
 

4.a The Entity’s Self-Report (RFC2017017568); 
4.b The Entity’s Mitigation Plan designated as RFCMIT012980 submitted ; 
4.c The Entity’s Certification of Mitigation Plan Completion dated ; 
4.d ReliabilityFirst’s Verification of Mitigation Plan Completion dated ; 
4.e The Entity’s Self-Report (RFC2017018261); 
4.f The Entity’s Mitigation Plan designated as RFCMIT013213-1 submitted  

; 
4.g The Entity’s Certification of Mitigation Plan Completion dated ; 
4.h ReliabilityFirst’s Verification of Mitigation Plan Completion dated  

; 
4.i The Entity’s Self-Report (RFC2017018760); 
4.j The Entity’s Mitigation Plan designated as RFCMIT013443 submitted  

; 
4.k The Entity’s Certification of Mitigation Plan Completion dated ; 
4.l ReliabilityFirst’s Verification of Mitigation Plan Completion dated  
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ReliabilityFirst

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst

Plan Details

1.	Milestone 1 will provide evidence showing access has been revoked for   1 and 2.
2.	Milestone 2 will show that a disciplinary action has been taken to correct the employee behavior.
3.	Milestone 3: Update procedures to indicate that the leader must approve reassignment of  
4.	Milestone 4: Update job aid to identify  as NERC-CIP asset when assigning to the owner.

Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

July 28, 2017Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

05/03/2017Revoke Access Evidence showing
access has been
revoked for 

 1 and 2.

05/03/2017 No

06/14/2017Disciplinary Action Disciplinary Action 06/14/2017 No

07/28/2017Job aid Update Update job aid to
identify  as
NERC-CIP asset
when assigning to
the owner.

No

07/28/2017Procedure update Update procedures
to indicate that the
leader must approve
reassignment of 

No

Additional Relevant Information
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ReliabilityFirst

Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

By implementing the mitigation plan proposed in section D,  will minimize similar issues. The disciplinary
action is designed to correct the employee's behavior.

Prevention

By completion of the mitigation plan  will minimize similar issues. The disciplinary action is designed to
correct the employee's behavior.

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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Verification of Mitigation Plan Completion 

Milestone 1:  Revoke Access.  

File 1, “RFC2017017568 Certification Package”,   1 and 2 access removal as evidence 

showing access has been revoked for   1 and 2. 

Milestone # 1 Completion verified.  

  

Milestone 2:    

File 1, “RFC2017017568 Certification Package”, Disciplinary Action Email as evidence of an 

email by Employee Relation stating a corrective action was taken June 14, 2017, for the employee. 

Milestone # 2 Completion verified.  

  

Milestone 3:  Job aid Update.  

File 1, “RFC2017017568 Certification Package”,   as evidence 

that shows an update has been made for a job aid stating that  will be identified as a NERC-

CIP asset when assigning to the owner.  also provided an email communication as evidence 

an email was sent to subject matter experts that the   job aid has been 

modified/updated. 

Milestone # 3 Completion verified.  

  

Milestone 4:  Procedure update.  

File 1, “RFC2017017568 Certification Package”, Leader Approve of   as evidence 

that shows an update has been made for a job aid stating that the leader must approve reassignment 

of the   It was noted in the mitigation plan that a procedure will be updated. However, 

 made the update to the job aid.  also provided an email communication as evidence 
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an email was sent to subject matter experts that the   aid has been 

modified/updated. 

Milestone # 4 Completion verified.  

 

The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date:  
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ReliabilityFirst

August 22, 2017

Self Report

access qualifications and the 1 removal of access for the employee that no
longer required access.

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

Document Name Description Size in BytesFrom

Additional Documents

Description of
Entitlements.docx

This file contains description of entitlements noted in
this violation.

13,052Entity
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ReliabilityFirst

October 17, 2017

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst

October 17, 2017

Relevant information regarding the identification of the violation(s):

This potential non-compliance was identified by  during the Q2   On 03/01/2017, prior to the
identification of this potential non-compliance,  documented and updated its  process to address
process gaps when bulk loading employees access records.
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ReliabilityFirst

October 17, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

missing qualification

08/01/2017Update the 
Request for access
SWI

Update the 
Request for access
SWI to require
validation that users
are loaded into

 prior to
performing bulk load

08/01/2017 No

08/30/2017Conduct a 
 of

access

Conduct a 
 

for the  employees
with missing
authorization records
and remove any
inappropriate access

08/04/2017 No

Additional Relevant Information
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ReliabilityFirst

October 17, 2017

Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

The potential impact to the BES is Lower because  users gained access without the proper qualifications.  The
actual impact is low due to compensating controls of the  that worked as designed to catch any inaccurate
access.  Additionally, users maintained all qualification required to have access to the BCSI.  
removed access to the users without proper qualification along with conducting an off-cycle  to validate if
access was needed for each employee identified in this potential non-compliance.

Prevention

The completion of the Mitigation Plan as outlined and implemented will help to ensure that during user access
bulk uploads all users access is provisioned properly and that all users access has a corresponding authorization
record.

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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credentials to have the provisioned access. After identification, the subject matter expert proposed 

2 definitive paths in order to revoke access. 

Milestone # 3 Completion verified  

  

Milestone 4:  Remove access. 

Proposed Completion Date: July 21, 2017 

Actual Completion Date: July 21, 2017 

File 1, “RFC2017018261 Certification Package”, Remove access- RFC2017018261, Pages 1 

through 4, shows an email from the subject matter expert with included screen grabs showing that 

the access had been removed due to the lack of required qualifications. 

Milestone # 4 Completion verified  

  

Milestone 5:  Update the  Request for access SWI. 

Proposed Completion Date: August 1, 2017 

Actual Completion Date: August 1, 2017 

File 1, “RFC2017018261 Certification Package”, SWI-Template, Pages 1 through 9, show the 

updated template (8-1-2017) and the email communication that went out to affected staff per this 

change of process/ procedure per this milestone. 

Milestone # 5 Completion verified  

  

Milestone 6:  Conduct a  Review of access. 

Proposed Completion Date: August 30, 2017 

Actual Completion Date: July 21, 2017 
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File 1, “RFC2017018261 Certification Package”, Remove Access-RFC2017018261, Pages 1 

through 4, shows the entity SME response to removing access with the users access that needs to 

be removed. 

Milestone # 6 Completion verified  

 

The Mitigation Plan is hereby verified complete. 

 

 

 
 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date: November 28, 2017 
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ReliabilityFirst

Self Report

order to ensure that the individuals with active electronic access or unescorted
physical access have authorization records. This process supports CIP004 R4
Part 4.2

Incident description
2017 Q3  process identified that  users had access to share drive that
holds the BCIS but the authorization record were not found in  Further
investigation showed that these  as
well, were marked for removal, and the supervisors were communicated to
remove the access. The Supervisors for  users had requested a revocation in

 based on the 2017 Q1 results.  While  system records
indicates that the requests were completed and access was revoked, the

he  users still had access to the shared drives
for which access was requested to be revoked. This implies that 
workflow was closed without the  process confirming that the access to
the shared drive was revoked.

In addition to the  users from Q1, the  results for 2017 Q3,
indicated  users as provisioned in  different from what the 
results expected. These were treated as a regular outcome of the 
process that required follow-up and correction. The revocation process was
immediately followed and corrected by the Supervisors.

*What is the problem?
2017 Qtr3  revealed that users identified to be removed in
2017Q1  process continued to have access to the shared drives
(designated storage locations).
As ked as designed but authorization records for such
access did not exist, this has been recorded as a violation of CIP-004- R4 P4.1
- "Process to authorize based on need, as determined by the Responsible
Entity,except for CIP Exceptional Circumstances:
4.1.3. Access to designated storage locations, whether physical or electronic,
for BES Cyber System Information.".

*Root Cause of Possible Violation:
As per the  & RCA performed on 10/31/2017, the root cause was identified
to be Lack of validation of removal of access when identified during the 
process.

*How was the violation discovered?
On 09/29/2017, while concluding 2017 Q3   determined
that 6 users discrepancies from Q1  process remained unresolved in
Q3.

*Explain how is it determined that the Noncompliance is related to
documentation, performance, or both.

On examining the root causes listed above, it was determined that
noncompliance is related to a gap in the currently defined  Process.
The Supervisor closed the  revocation of access ticket without
checking for evidence of revocation. The process  SWI needs
to be updated and recirculated to the users involved with access management.

*Timeline:
09/29/2017 - 2017 Q3  completed.
09/29/2017 - Access management analyst reported  users with access to
shared drives and no valid  record.  showed access revoked.
These users had been repeatedly been an issue since Q1.
10/31/2017 -  RCA was performed to understand the sequence of events
in the  process and it was identified that there was a gap in the
process. The process did not require evidence of access revocation prior to
closing an  tickets.
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ReliabilityFirst

December 01, 2017

Self Report

Mitigating Activities:
Description of Mitigating

Activities and Preventative
Measure:

Corrective Actions:
Access for these  users have been revoked since identification of this issue.

Mitigating and Preventive measures:
Update the  process to include validation of the removal of access.

Date Mitigating Activities
Completed:

Impact and Risk Assessment:

Description of Potential and
Actual Impact to BPS:

Potential Impact
Potential impact of users having access to these could be severe as the share
drive includes the BCSI relevant to process, procedures, and programs.

Actual Impact
The users with access to shared drives that needed to be revoked, were 
personal who had background clearance and were trained in NERC CIP
standards prior to being granted access via  The revocation process
did not get concluded for these users since the Supervisor closed the 
ticket to revoke access without evidence.

Minimal

Severe

Actual Impact to BPS:

Potential Impact to BPS:

Risk Assessment of Impact to
BPS:

The risk was measured as low because all of the users with access to the
share drive had a valid PRA and had a valid training record.

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

  No Documents

Additional Documents

Size in BytesFrom Document Name Description
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ReliabilityFirst

December 14, 2017

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst

December 14, 2017

Results of the RCA: (What is the root cause?)

As per the  & RCA performed 10/31/2017, the root cause was identified to be Lack of validation of removal of
access when identified during the  process.

Relevant information regarding the identification of the violation(s):

On 09/29/2017, while concluding 2017 Q3   determined that users discrepancies from Q1
 process remained unresolved in Q3.
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ReliabilityFirst

December 14, 2017

Plan Details

Milestone 1 - Access for these  users to be revoked for the shared drives to correct current access requirements

Access for these  users have been revoked since identification of this issue. The Supervisors were contacted
and requested to remove access (outside of  and monitor that the action was taken, including emailing an
evidence to the account management team for each discrepancy resolved.

Milestone 2 - Update the  process to include validation of the removal of access
Review and update process  process for Access removal request.  process will include validation
of removal actions. The team that executes quarterly  process is team of  members. This team has
incorporated the validation of removal in current practice (in order to complete Q4  process). However, it
will be formalized by end of December.

Milestone 3 - Communicate the  process to include validation of the removal of access
Communicate the update to the  process to the set of Supervisors responsible for managing the access
authorizations.

Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

January 10, 2018Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

11/29/20171. Access for these 
users to be revoked
for the shared drives

Contact the
Supervisors of all 
users to revoke
access to the shared
drive per the 
results.

11/29/2017 No

01/10/20182. Update the
 process to

include validation of
the removal of
access

Review and update
process 
process for Access
removal request.

 process will
include validation of
removal actions. The
team that executes
quarterly 
process is team of 
members. This team

No
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ReliabilityFirst

Confidential Non-Public Information December 14, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

has incorporated the
validation of removal
in current practice (in
order to complete Q4

 process).
However, it will be
formalized by end of
December.

01/10/20183. Communicate the
updated 
process

Communicate the
update to the team
responsible for
managing the access
authorizations.

No

Additional Relevant Information

 9Page 7 of 12/14/2017

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



ReliabilityFirst

December 14, 2017

Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

 has not identified any risk to the BES.  The risk was measured as low because all of the users with access to
the share drive had a valid HR clearance as  employees and had a valid NERC CIP training record.
Validation of removal has been incorporate in current practice and will be tested while performing the  for
Q4.

Potential impact of users having access to these could be severe as the share drive includes the BCSI relevant to
process, procedures, and programs.

These include revocation of access for 6 users whose roles have undergone a change and hence access is no
longer needed to the shared drive, and an update of the  process to ensure revocation was successfully
performed before  tickets are closed in the future.

Prevention

 will prevent such occurrences in the future by updating the gap in the  process itself. Currently, an
 ticket can be closed by the Supervisor without reviewing access revocation evidence. In the updated

process, an evidence would need to be provided as a backup to close an  ticket. This would prevent an
occurrence whereby  shows no access, while the user continued to have access in the shared drive.

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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Actual Completion Date: January 18, 2018 

File 1, “RFC2017018760 Certification Package”, Milestone 3- Submit, Page 2 shows an email 

with an attached process which was sent to 6 email addresses. 

File 2, “RFC2017018760 Milestone 3 Submit”, Page 2, shows the email that was sent in regards to 

the updated process. 

Milestone # 3 Completion verified.   

 

 

The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date: March 12, 2018 
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Attachment 5 
 

Record documents for the violation of CIP-004-6 R5 
 

5.a The Entity’s Self-Report (RFC2017017152) submitted ; 
5.b The Entity’s Self-Report (RFC2017017152) submitted ; 
5.c The Entity’s Mitigation Plan designated as RFCMIT012807-1 submitted  

; 
5.d The Entity’s Certification of Mitigation Plan Completion dated ;  
5.e ReliabilityFirst’s Verification of Mitigation Plan Completion dated   
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ReliabilityFirst

February 27, 2017

Self Report

Risk Assessment of Impact to
BPS:

Electric System assets as a result of this potential violation.

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

  No Documents

Additional Documents

Size in BytesFrom Document Name Description

Page 3 of 3 02/27/2017
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March 01, 2017

Self Report

  No Documents
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ReliabilityFirst

April 12, 2017

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst

April 12, 2017

Plan Details

Milestones below show the detailed actions  is undertaking to mitigate the violation.

Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

May 23, 2017Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

01/11/2017Instance 1- Hold 
Security / Vendor
Meeting

Go through all
leader's 
employees managed
to determine if all
employees still
working on 
account

01/11/2017 No

01/11/2017Instance 1- Revoke
access

Revoke NERC
Access

01/10/2017 No

01/11/2017Instance 1- Training Retrain leaders on
non-EE deactivation
process

01/11/2017 No

03/08/2017Instance 2- Milestone
1

 will update the
System Access
Control Procedures
shared account
inventory to reflect
the current shared
account inventory.

03/16/2017 No

03/08/2017Instance 2- Milestone
2

A procedure will be
developed by  to
include a check list
for transitioning
SMEs between the
roles.

03/23/2017 No

05/23/2017Instance 2- Milestone
3

Will perform quality
check across all
BCAs to see if there
are other similar
occurrences (Extent

No
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ReliabilityFirst

April 12, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

of condition)

Additional Relevant Information
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April 12, 2017

Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

The risk to the BES is determined to be minimum because both the terminations were volunteer separations.
Review of logs shows no activity from respective IDs after the separation date.

Prevention

By completion of the mitigation plan  will minimize similar issues by updating the System Access Control
Procedures shared account inventory to reflect the current shared account inventory and the procedure will be
developed by   to include a check list for transitioning SMEs between roles.

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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Milestone #1 Completion Verified. 

  

Milestone 2:  Instance 1- Revoke access.  

File 1, “RFC2017017152 Certification Package- Submit (ZIP File Folder)”, Instance 1 –Milestone 

2- Submit(File Name), Pages 2 through 7, show how  CIP environment is labeled in order 

to provide evidence and explanation into the requests to revoke access according to Milestone 2 

and to demonstrate that no access/access events occurred during the time of this potential 

noncompliance. Pages 8 through 11 provide tickets for access revocation as required by Milestone 

2. 

Milestone #2 Completion Verified.  

  

Milestone 3:  Instance 1- Training. 

File 1, “RFC2017017152 Certification Package- Submit (ZIP File Folder)”, Instance 1 –Milestone 

3 –Submit (File Name), Page 2 of 14, provides an email with attachments that was delivered to 

affected employees in order to reinforce the revocation process.  Page 3 of 14, shows the process 

workflow for the revocation of access while Pages 5 through 12, walk a user through the steps of 

how to formally request and/or remove access via their enterprise business system. 

Milestone # 3 Completion Verified. 

  

Milestone 4:  Instance 2- Milestone 1 

File 1, “RFC2017017152 Certification Package- Submit (ZIP File Folder)”, Instance 2 –Milestone 

1 –Submit (File Name), Pages 7 and 8, illustrate the update to the System Access Control 

Procedures shared account inventory as specified by this milestone.  Page 12 shows the revision 

history of this update from January 30, 2017, which specifies these changes and their location 

within the document. 

Milestone #4 Completion Verified. 
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Milestone 5:  Instance 2- Milestone 2  

File 1, “RFC2017017152 Certification Package- Submit (ZIP File Folder)”, Instance 2 –Milestone 

2 –Submit (File Name), Pages 2 through 5, show the checklist for transitioning SMEs required by 

this milestone. 

Milestone # 5 Completion Verified. 

  

Milestone 6:  Instance 2 -Milestone 3.  

File 2, “Instance 2- Milestone 3- Submit-New (Zip File Folder)”, Instance 2- Milestone 3 – Submit 

–New (File Name),  Pages 15 through 265, show the extent of condition analysis performed in 

regard to access revocation when employees have changed roles, or left the company. 

Milestone # 6 Completion Verified. 

 

 

The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date: June 22, 2017 
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Attachment 6 
 

Record documents for the violation of CIP-005-5 R2 
 

6.a The Entity’s Self-Report (RFC2018019570); 
6.b The Entity’s Mitigation Plan designated as RFCMIT013868 submitted ; 
6.c The Entity’s Certification of Mitigation Plan Completion dated ;  
6.d ReliabilityFirst’s Verification of Mitigation Plan Completion dated   
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June 13, 2018

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst

June 13, 2018

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

08/15/2018
 

 

No

Additional Relevant Information
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Milestone 6:   

Proposed Completion Date: December 6, 2017 

Actual Completion Date: November 20, 2017 

File 2, “  Certification Package Updated,” Milestone 6 – Submit at Pages 2 and 
3, contains a signed attestation, which includes a statement explaining that  

   

Milestone # 6 Completion verified.  

 

Milestone 7:   

Proposed Completion Date: January 30, 2018 

Actual Completion Date: January 30, 2018 

File 2,  Certification Package Updated,” Milestone 7 – Submit at Pages 2 
through 12, shows that the entity  

    
     

Milestone # 7 Completion verified.  

 

Milestone 8:   . 

Proposed Completion Date: June 25, 2018 

Actual Completion Date: June 25, 2018 

File 2, “ Certification Package Updated,” Milestone 9 – Submit at Pages 2 
through 8, contains: (a) pre- and post-  and  

  

Milestone # 8 Completion verified.  

 

Milestone 9:   

Proposed Completion Date: June 28, 2018 
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Actual Completion Date: June 22, 2018 

File 2, “  Certification Package Updated,” Milestone 10 – Submit at Pages 2 
through 11, shows the updated program, which includes  

  The same file at Pages 12 and 13 shows the email sent out regarding the 
updates along with contact information if staff had questions or concerns.    

Milestone # 9 Completion verified.  

 

Milestone 10:  Create a process for . 

Proposed Completion Date: July 3, 2018 

Actual Completion Date: August 3, 2018  

File 2, “  Certification Package Updated,” Milestone 11 – Submit at Pages 2 
through 10, contains a process diagram, a standard work instruction, and emails communica t ing 
the diagram and standard work instruction.  File 2,  Certification Package 

Updated,” Milestone 10 – Submit at Pages 2 through 14, shows an updated program, which 
includes   

 

Milestone # 10 Completion verified.  

 

Milestone 11:    

Proposed Completion Date: July 30, 2018 

Actual Completion Date: July 5, 2018 

File 2, “  Certification Package Updated,” Milestone 11 – Submit at Pages 2 
through 15, shows the standard work instruction that was updated to reflect revocation of access 

after 120 days of consecutive non-use. 

Milestone # 11 Completion verified.  

 

Milestone 12:  Perform risk assessment on . 
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Proposed Completion Date: August 6, 2018 

Actual Completion Date: July 20, 218 

File 2, “  Certification Package Updated,” Milestone 13 – Submit at Pages 2 

through 5, contains documents evidencing the entity’s risk assessment of  
 

Milestone # 12 Completion verified.  
 
 

Milestone 13:  Deploy   

Proposed Completion Date: August 13, 2018 

Actual Completion Date: July 23, 2018 

File 2, “  Certification Package Updated,” Milestone 14 – Submit at Pages 2 
through 37, shows the approved change order requests for the  

   
   

Milestone # 13 Completion verified.  

 

 

Milestone 14:  Communicate updated and newly created process(es).   

Completion Date: August 15, 2018 

Actual Completion Date: August 3, 2018 

File 2, “  Certification Package Updated”, Milestone 7 – Submit, Milestone 10 – 
Submit, Milestone 11 – Submit, and Milestone 12 – Completion Report, contain the relevant 

communications and/or records of communications. 

Milestone # 14 Completion verified.  

 

The Mitigation Plan is hereby verified complete. 
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Anthony Jablonski  
Manager, Risk Analysis & Mitigation 
ReliabilityFirst Corporation 

Date: February 7, 2019 
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Attachment 7 
 

Record documents for the violations of CIP-006-6 R1 
 

7.a The Entity’s Self-Report (RFC2017017304); 
7.b  The Entity’s Mitigation Plan designated as RFCMIT012854 submitted ; 
7.c  The Entity’s Certification of Mitigation Plan Completion dated ;  
7.d  ReliabilityFirst’s Verification of Mitigation Plan Completion dated ;  
7.e  The Entity’s Self-Report (RFC2017017547);  
7.f  The Entity’s Mitigation Plan designated as RFCMIT012890 submitted ;  
7.g  The Entity’s Certification of Mitigation Plan Completion dated ;  
7.h  ReliabilityFirst’s Verification of Mitigation Plan Completion dated  

; 
7.i  The Entity’s Self-Report (RFC2017018166);  
7.j  The Entity’s Mitigation Plan designated as RFCMIT013214 submitted  

;  
7.k  The Entity’s Certification of Mitigation Plan Completion dated ; 
7.l  ReliabilityFirst’s Verification of Mitigation Plan Completion dated  

;  
7.m  The Entity’s Self-Report (RFC2017018857);  
7.n  The Entity’s Mitigation Plan designated as RFCMIT013482 submitted  

; 
7.o  The Entity’s Certification of Mitigation Plan Completion dated ;  
7.p  ReliabilityFirst’s Verification of Mitigation Plan Completion dated   
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March 17, 2017

Self Report

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

  No Documents

Additional Documents

Size in BytesFrom Document Name Description

Page 4 of 4 03/17/2017
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ReliabilityFirst

May 01, 2017

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.

 12Page 2 of 05/01/2017

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 









ReliabilityFirst

May 01, 2017

Plan Details

Corrective Actions:
A PSP Door and Alarm Study (Milestone 1) was conducted on 02/10/2017 covering the  PSP doors at 
and benchmarking other industrial sites to identify common equipment and human performance issues and
resolutions. The study included an inventory of all  PSP door hardware, examination of all maintenance
performed and re-examination of past violations regarding access control. The results of the study led to a two
phased approach to implementing PSP door security operations, maintenance and testing for the   PSP
doors:
•	Phase 1:  most problematic doors
•	Phase 2: Remaining  doors

Four PSP doors providing alternate access to  PSPs (ie. Not the primary entrance) were identified as high
failure PSP doors during the Door and Alarm Study. These alternate access doors were temporarily roped off on
02/13/2017 with "Emergency Use Only" signs posted in an effort to reduce the high alarm volumes that consume

 security resources (Milestone 2).

Preventive Actions:
•	Define, document and communicate PSP Program roles and responsibilities to include Physical Security
Program Owner accountability and business unit/vendor responsibilities as they relate to PSP operations and
maintenance (Milestone 3).
•	Develop Functional Requirements Document (FRD) to address business, functional, non-functional and
stakeholder requirements for PSP doors and door hardware located in industrial security environments (Milestone
4).
•	Develop a detailed pre-specification for PSP single door and double door design types. Pre-specifications will
cover the door and associated door hardware for PSP doors located in industrial security environments (Milestone
5).
•	Develop and execute a Pilot security operations and maintenance test plan for phase one PSP doors based on
functional requirements and industrial design pre-specifications. Pilot Test Plan encompasses two standards: A
PSP Single Door standard and PSP Double Door standard (Milestone 6).
•	Conduct Test of One on PSP Single Door and PSP Double Door (Milestone 7) with the expected outcome of a
'Go-No Go' determination for implementing the Phase One PSP Door Replacement Plan for the  PSP doors
and/or door hardware at  (Milestone 8) and Phase Two PSP Door Replacement Plan for the remaining 
PSP doors and/or door hardware at  (Milestone 9).

Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

July 31, 2017Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

02/10/2017Milestone 1 Conduct PSP Door
and Alarm Study.
Study was conducted

02/10/2017 No
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ReliabilityFirst

May 01, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

on all  PSP doors
at  and
included an inventory
of all  PSP
door hardware,
examination of all
maintenance
performed and re-
examination of past
violations regarding
access control. Other
industrial sites were
benchmarked as part
of the study to
identify common
equipment and
human performance
issues and
resolutions. A two
phased approach will
be taken to provide a
comprehensive
industrial security
approach for 

 PSP doors:
-	Phase 1:  most
problematic doors
-	Phase 2: Remaining

 doors

02/13/2017Milestone 2 Temporarily Block
Off High Failure PSP
Doors.

 PSP doors
providing alternate
access to 
PSPs (ie. Not the
primary entrance)
were identified as
high failure PSP
doors in the Door
and Alarm Study.
These alternate
access doors have
been temporarily
roped off and
"Emergency Use

02/13/2017 No
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ReliabilityFirst

May 01, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

Only" signs were
posted in an effort to
reduce the high
alarm volumes that
consume 
security resources.

04/05/2017Milestone 4 Develop Functional
Requirements
Document (FRD).
FRD will address
business, functional,
non-functional and
stakeholder
requirements for PSP
doors and door
hardware located in
industrial security
environments.

04/05/2017 No

04/09/2017Milestone 6 Develop Pilot Test
Plan.
Develop and execute
a Pilot security
operations and
maintenance test
plan for phase one
PSP doors based on
functional
requirements and
industrial design pre-
specifications. Pilot
Test Plan
encompasses two
standards: A PSP
Single Door standard
and PSP Double
Door standard.

04/10/2017 No

04/10/2017Milestone 5 Develop PSP Door
Pre-specifications.
Develop a detailed
pre-specification for
PSP single door and
double door design

04/08/2017 No
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May 01, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

types. Pre-
specifications will
cover the door and
associated door
hardware for PSP
doors located in
industrial security
environments.

04/26/2017Milestone 7 Conduct Test of One
on PSP Single Door
and PSP Double
Door.
Expected outcome is
a 'Go-No Go'
determination for
implementing Phase
One PSP Door
Replacement Plan
and following Phase
Two PSP Door
Replacement Plan.

No

05/31/2017Milestone 3 Define and
Document PSP
Program Roles and
Responsibilities.
Define, document
and communicate
PSP Program roles
and responsibilities
to include Physical
Security Program
Owner accountability
and business
unit/vendor
responsibilities as
they relate to PSP
operations and
maintenance.

No

06/30/2017Milestone 8 Implement Phase
One PSP Door
Replacement Plan.
Implement phase
one replacement

No
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May 01, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

plan for the  PSP
doors and/or door
hardware at 

07/30/2017Milestone 9 Implement Phase
Two Rollout.
Implement phase
replacement plan for
the remaining
PSP doors and/or
door hardware at

No

Additional Relevant Information

 12Page 10 of 05/01/2017

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



ReliabilityFirst

May 01, 2017

Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

 PSP doors providing alternate access to  PSPs (ie. Not the primary entrance) were identified as high
failure PSP doors during the Door and Alarm Study. These alternate access doors were temporarily roped off on
02/13/2017 with "Emergency Use Only" signs posted in an effort to reduce the high alarm volumes that consume

 security resources (Milestone 2).

Prevention

Successful completion of the Mitigation Plan as laid out in Section D will minimize the probability of 
incurring further access control failures associated with the  PSP doors and door hardware located at 

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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Milestone 2:  Temporarily Block Off High Failure PSP Doors.  PSP doors providing alternate 

access to  PSPs (i.e. Not the primary entrance) were identified as high failure PSP doors 

in the Door and Alarm Study. These alternate access doors have been temporarily roped off and 

"Emergency Use Only" signs were posted in an effort to reduce the high alarm volumes that 

consume  security resources.  

Proposed Completion Date: February 13, 2017 

Actual Completion Date: February 13, 2017  

File 1, “RFC2017017304 Submission” Milestone 2 Submit, Page, 2, shows a positive result of the 

entities’ mitigation plan and actions taken after incident discovery. This document shows the 

number of nuisance alarms in which were generated prior to containment and countermeasures 

were effectively implemented. It shows the numbers in the thousands dropping to double digits 

almost immediately and then to the single digits within roughly 60 days’ time. 

Milestone # 2 Completion verified  

  

Milestone 3:  Define and Document PSP Program Roles and Responsibilities. Define, document 

and communicate PSP Program roles and responsibilities to include Physical Security Program 

Owner accountability and business unit/vendor responsibilities as they relate to PSP operations 

and maintenance. 

Proposed Completion Date: May 31, 2017 

Actual Completion Date: June 8, 2017 

File 1, “RFC2017017304 Submission”, Milestone3 Submit, Pages 2 through 6, illustrate the RACI 

model in which the entity created in order to identify responsibilities related to PSP Programs.  

Milestone # 3 Completion verified  

  

Milestone 4:  Develop Functional Requirements Document (FRD). FRD will address business, 

functional, non-functional and stakeholder requirements for PSP doors and door hardware located 

in industrial security environments. 

Proposed Completion Date: April 5, 2017 
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Actual Completion Date: April 5, 2017 

File 1, “RFC2017017304 Submission”, Milestone 4 Submit, Page 2, shows the functional 

requirements document which addresses stakeholder requirements residing within industrial 

security environments. 

Milestone # 4 Completion verified  

  

Milestone 5:  Develop PSP Door Pre-specifications Develop a detailed pre-specification for PSP 

single door and double door design types. Pre-specifications will cover the door and associated 

door hardware for PSP doors located in industrial security environments.  

Proposed Completion Date: April 10, 2017 

Actual Completion Date: October 13, 2017 

File 1, “RFC2017017304 Submission”, Milestone 5 Submit, Pages 2 through 7, are an updated 

version of the entity  Access control hardware specifications. This document 

sets forth the entity standard based upon door classification as to what door specifications need to 

be followed and/ or addressed according to company policy and procedure. This Latest revision is 

effective October 13, 2017. 

Milestone # 5 Completion verified  

  

Milestone 6:  Develop Pilot Test Plan. Develop and execute a Pilot security operations and 

maintenance test plan for phase one PSP doors based on functional requirements and industrial 

design pre-specifications. Pilot Test Plan encompasses two standards: A PSP Single Door standard 

and PSP Double Door standard.  

Proposed Completion Date: April 10, 2017 

Actual Completion Date: April 8, 2017 

File 1, “RFC2017017304 Submission”, Milestone 6 Submit, Pages 6 through 10, illustrate the pilot 

door test plan after the implementation of new hardware. This test plan proposed a specified and 

expected outcome to determine if the door passed/ failed. Based on Pages 7 through 10, it shows 

the expected outcome vs. the actual outcome and the remediation’s if expected outcome was not 

obtained and/or failed. 
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Milestone # 6 Completion verified  

 

Milestone 7:  Conduct Test of One on PSP Single Door and PSP Double Door. Expected outcome 

is a 'Go-No-Go' determination for implementing Phase One PSP Door Replacement Plan and 

Following Phase Two PSP Door Replacement Plan.  

Proposed Completion Date: April 26, 2017 

Actual Completion Date: April 26, 2017 

File 1, “RFC2017017304 Submission”, Milestone 7 Submit, Pages 2 through 6, illustrate the actual 

door test plan after the implementation of new hardware. This test plan proposed a specified and 

expected outcome to determine if the door passed/ failed. Based on Pages 7 through 10, it shows 

the expected outcome vs. the actual outcome and the remediation’s if expected outcome was not 

obtained and/or failed. 

Milestone # 7 Completion verified  

 

Milestone 8:  Implement Phase One PSP Door Replacement Plan. Implement Phase on 

replacement plan for the  PSP doors and/or door hardware at  

Proposed Completion Date: June 30, 2017 

Actual Completion Date: June 30, 2017 

File 1, “RFC2017017304 Submission”, Milestone 8 Submit, Pages 2 through 6, shows the first 

phase of the door replacement plan in regards to this milestone. 

Milestone # 8 Completion verified  

 

Milestone 9:  Implement Phase Two Rollout. Implement phase replacement plan for the remaining 

 PSP doors and/or door hardware at  

Proposed Completion Date: October 13, 2017 

Actual Completion Date: September 29, 2017  
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File 1, “RFC2017017304 Submission”, Milestone 9 Submit, Page 4, shows the phase 2 

replacement implementation including start and completion dates. As indicated by this milestone. 

Milestone # 9 Completion verified  

 

The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date: December 5, 2017 
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Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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Milestone # 1 Completion verified. 

  

Milestone 2:  Verify alarming functionality.  

File 1, “RFC2017017547 Certification Package”, Milestone 2 Submit, Pages 2 through 7, show 

the testing results of the door functionality after repair and prior to placing the door back into 

service.  

Milestone # 2 Completion verified.  

  

Milestone 3:  Discipline two contract employees.   

File 1, “RFC2017017547 Certification Package”, Milestone 3 Submit, Page 1, is a description of 

the disciplinary action that was taken while Page 2 is a signed attestation stating that disciplinary 

action was taken.  

Milestone # 3 Completion verified. 

  

Milestone 4:  Perform Alternate Measures. 

File 4, “RFC2017017547 Updated Milestone 4, 5 and 6”, Milestone 4 Submit update Pages 1 

through 9,  and information provided via teleconference show the alternate measures log along 

with a description of how/ what these alternate measures are and how they were carried out.  

 

 The blanks within the evidence are also part of this mitigation plan and the entity did take 

immediate corrective actions for security officers who did not complete the logs as required.  

Milestone #4 Completion verified. 

   

Milestone 5:  Conduct Physical walk down of PSP. 

File 4, “RFC2017017547 Updated Milestone 4, 5 and 6”, Milestone 5 submit update, Pages 2 

through 27, show the updated tampering verification log which was discussed in detail via a 

teleconference with entity staff in regards to ensuring that they are/ were checking for signs of 
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physical and electronic tampering. Since the teleconference the entity has changed its procedures 

and policies in order to reflect the checks for electronic and physical checks when in regards to 

tampering. 

Milestone # 5 Completion verified. 

  

Milestone 6:  Review all  barrier logs for March 2017.  

File 4, “RFC2017017547 Updated Milestone 4, 5 and 6”, Milestone 6 submit update, Pages 2 

through 45, provide Q&A responses from RF to entity in regards to this mitigation plan as well as 

the testing log with additional callouts that were discussed via teleconference with the entity. The 

entity has provided additional callouts as to the blank areas in the logs and have since made 

corrections to their documentation in order to account for items that are not applicable (N/A) 

instead of leaving them blank and incomplete. This evidence provides account for their door testing 

sequence and the previous teleconference provided insight into how this testing is conducted. 

Milestone # 6 Completion verified.  

  

Milestone 7:  Reinforcement of procedures. 

File 1, “RFC2017017547 Certification Package”, Milestone 7 Submit, Pages 2 and 3, show the 

training topics and the attendees of the training required by milestone 7. 

Milestone # 7 Completion verified. 

 

The Mitigation Plan is hereby verified complete. 

 

 
 

Date:  
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Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 
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ReliabilityFirst

August 07, 2017

Self Report

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

  No Documents

Additional Documents

Size in BytesFrom Document Name Description
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ReliabilityFirst

September 08, 2017

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.

 8Page 2 of 09/08/2017

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 









ReliabilityFirst

September 08, 2017

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

tampering of the
cyber asset hardware
occurred since the
exposure on May 25

07/27/2017Update 
procedures

Update and
disseminate 
procedures to
address NERC CIP
requirements for
cyber assets

07/27/2017 No

08/18/2017Verify no tampering
of the software

Determine baselines
and review 

("  logs to
verify that no
tampering of the
cyber asset software
occurred during the
period May 25, 2017
through June 19,
2017

08/18/2017 No

11/17/2017Update records
documents

The records
documents, which
entail plans and
schematics, will be
updated to include

 to
prevent 
access.

No

Additional Relevant Information
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ReliabilityFirst

September 08, 2017

Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

The risk is minimal since the area that was exposed has been fixed by blocking the  
as of the end of the day on June 19, 2017.  The access to this PSP is controlled by

badge access.  Therefore, compensating controls are in place that would have prevented a greater impact to the
BES.

Prevention

By updating and disseminating  procedures to address NERC CIP requirements for cyber asset, including
informing  the initial Agenda has been updated to include a checklist item "Potential NERC/CIP
Impact (Y/N).  (If yes, complete Construction Checklist "  The addition of this item now
brings attention to this area and any new construction/remodeling projects are now aware of the requirement and
projects will contain contingencies if NERC CIP requirements for cyber assets are involved directly or indirectly.

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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Actual Completion Date: May 25, 2017 

File 1, “RFC2017018166 Certification Package”, Milestone 1- Submit, Pages 2 through 6, show 

the results of the physical walk-down to verify that there was no tampering of assets physically. 

Milestone # 1 Completion verified. 

Milestone 2:  Update  procedures. 

Proposed Completion Date: July 27, 2017 

Actual Completion Date: July 27, 2017 

File 1, “RFC2017018166 Certification Package”, Milestone 2- Submit, Pages 2 through 20, 

provide documentation particularly a checklist (Page 3 section 7)  in regards to contacting 

 and a cyber SME in the event that a PSP and or adjacent location will be 

affected. In addition, new instruction for notifying construction managers was sent out to affected 

parties to notify them of procedural changes in this regard. 

Milestone # 2 Completion verified. 

Milestone 3:  Verify no tampering of the software. 

Proposed Completion Date: August 18, 2017 

Actual Completion Date: August 18, 2017 

File 1, “RFC2017018166 Certification Package”, Files 3- Submit, Page 5 through 116, shows the 

 results of the affected assets showing that no deviation from the existing baseline existed. 

Milestone # 3 Completion verified. 

Milestone 4:  Update records documents.  

Proposed Completion Date: November 17, 2017 

Actual Completion Date: November 6, 2017 

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



File 1, “RFC2017018166 Certification Package”, Milestone 4- Submit, Page 2, shows the 

architectural drawing showing  in order to prevent access as 

determined by this milestone in regards to updating the records and documents. 

Milestone # 4 Completion verified.  

 

The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date: November 28, 2017 
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ReliabilityFirst

December 14, 2017

Self Report

preventive maintenance on the door immediately following the incident,
including degreasing the lock that was preventing it from falling into correct
locking mechanism and ensuring the latch was functioning as required
following the incident.

 such doors exist at the  To check extent of
condition, reviewed the alarm logs for all  doors
since last inspection of the doors to ensure that no forced entry alarm had
been recorded from any of the doors. It was confirmed this was the only
incident of such a nature.

What is the problem?
A malfunctioning door at  opened despite an invalid
access by the card read for door # 
The user had authorized unescorted physical access, since the user entry into
the PSP was not logged, this has been recorded as a violation of CIP-006- R1
P1.8 - "Log (through automated means or by personnel who control entry)
entry of each individual with authorized unescorted physical access into each
Physical Security Perimeter, with information to identify the individual and date
and time of entry."

Root Cause of Possible Violation:
As per the  & RCA performed on 12/08/2017, the door locking mechanism
malfunctioned and did not secure the lock in the desired place due to lack of a
maintenance program

How was the violation discovered?
On 11/28/2017, the  (  at the 
received an Invalid Access Attempt and an immediate second alarm for Forced
entry from card reader #  Further investigation by the physical security
team, determined valid unescorted access for the employee but a
malfunctioning door that did not lock into place allowing for forced entry alarm.

Explain how is it determined that the Noncompliance is related to
documentation, performance, or both.
On examining the root causes listed above, it was determined that
noncompliance is related to the door malfunctioning i.e. technical problem, due
to lack of a maintenance program at the  

Timeline:
1.	28  November 2016 - the  (  at the 

 received an Invalid Access Attempt and an immediate second
alarm for  Forced entry from card reader #
2.	28 December 2016 - A member of the Security team, reviewed the 2 alarms
on video and then reached on-site to discuss incident with employee who had
triggered the alarm to confirm authorized unescorted access card of the
employee , and an invalid Fob swiped by the employee instead of the valid

 card in error.
3.	28 December 2016 - This member of the security team, examined the door
locking magnetic bars and noticed they were not latching as required. He
performed a degreasing of the lock and ensured the locking mechanism
worked securely before leaving the site.

Mitigating Activities:
Description of Mitigating

Activities and Preventative
Measure:

Corrective (Immediate) Activities:
An immediate corrective maintenance on door with card reader #  was
performed following the incident to ensure the door's locking mechanism was
working as required. It was checked and corrected to secure entry.

Mitigating Activities:
To Counter the invalid access alarms as a false occurrence, due to multiple
cards (such as key fobs and access cards together), a broadcast
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ReliabilityFirst

December 14, 2017

Self Report

communication will be circulated to all  Employees by 12/15/2017 to
ensure they carry their door access cards separate from other readable
electronic chips that might cause an Invalid Access Attempt alarms.

Alarm log for forced-in and forced-out instances for all   doors was
reviewed for similar forced entry alarms to ensure no malfunctioning of the
door mechanism could have caused a potential insecure unlogged entry into
the PSP. The logs were reviewed since the last reported inspection performed
at the door. No such incident was identified in this review.

Preventative Measures:
To ensure that the doors functions as required, a maintenance contract with a
service provider for all  doors located in the  will be
finalized by 12/31/2017. This maintenance would include maintenance and
repair to avoid malfunctioning of the doors, including the locking mechanism.

Once the maintenance contract is finalized, the details of the contract would be
entered into a  WO to monitor the Project Management of the
execution of the contract for all doors.

A SWI for the maintenance program of the doors will be created.

Date Mitigating Activities
Completed:

Impact and Risk Assessment:

Description of Potential and
Actual Impact to BPS:

Actual Impact
Since the user had authorized unescorted access granted to the PSP, his entry
into the door did not cause any risk. The door logs were also reviewed since
last inspection to check for similar forced alarm entries. Post review, it was
confirmed that there are no alarms since last inspection.

Potential Impact
Potential impact of a forced entry alarm to a PSP was low since the user had
authorized unescorted access and was a daily worker in the 

Minimal

Minimal

Actual Impact to BPS:

Potential Impact to BPS:

Risk Assessment of Impact to
BPS:

The risk assessed to the BES is low based on access level of the employee
who triggered the alarm and a review of all alarm logs at 
to determine no such incident that been recorded for door malfunctioning
causing a forced door alarm since last inspection performed on the doors in
December 6, 2017.

Additional Entity Comments:

CommentFrom User Name

Additional Comments

  No Comments

Additional Documents
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ReliabilityFirst

December 14, 2017

Self Report

  No Documents

Size in BytesFrom Document Name Description
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ReliabilityFirst

Confidential Non-Public Information January 09, 2018

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst

January 09, 2018

Violation(s)

This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2017018857 11/28/2017 CIP-006-6 R1.

Each Responsible Entity shall implement one or more documented physical security plan(s) that collectively include
all of the applicable requirement parts in CIP-006-6 Table R1 – Physical Security Plan.

Brief summary including the cause of the violation(s) and mechanism in which it was identified:

On November 28, 2017 at approximately, 4:41 PM, the  (  at the 
received an "Invalid Access Attempt" and an immediate second alarm for "Forced entry" from card reader #
(Door of  PSP).

 immediately responded to these alarms and when the physical security team reached onsite they confirmed
that employee ID that had triggered the invalid access attempt was a  employee with
authorized unescorted access to the area. However, the employee was carrying multiple cards along with his

 door access card, the card reader read FOB for his gym access. The card reader denied access and
alerted an Invalid access to the  This indicates that the card reader was working as required and the Invalid
access attempt alert was appropriate. Despite denied access, the door could be pulled open by the employee,
who did not realize the access was denied. This triggered the second alarm at  for Forced entry.
On investigation by the security personnel, the door's locking mechanism was malfunctioning and was not locking
into place. The employee was therefore able to pull open the door despite a denied access with the Key FOB.
The security personnel who attended to the alarm had seen a video preview of the employee to confirm the
incidents causing the alarm. He performed a preventive maintenance on the door immediately following the
incident, including degreasing the lock that was preventing it from falling into correct locking mechanism and
ensuring the latch was functioning as required following the incident.

  such doors exist at the  To check extent of condition, 
reviewed the alarm logs for all  doors since last inspection of the doors to ensure that no forced entry

alarm had been recorded from any of the doors. It was confirmed this was the only incident of such a nature.
What is the problem?
A malfunctioning door at  opened despite an invalid access by the card read for door # 
The user had authorized unescorted physical access, since the user entry into the PSP was not logged, this has
been recorded as a violation of CIP-006- R1 P1.8 - "Log (through automated means or by personnel who control
entry) entry of each individual with authorized unescorted physical access into each Physical Security Perimeter,
with information to identify the individual and date and time of entry."
Root Cause of Possible Violation:
As per the  & RCA performed on 12/08/2017, the door locking mechanism malfunctioned and did not secure
the lock in the desired place due to lack of a maintenance program
Explain how is it determined that the Noncompliance is related to documentation, performance, or both.
On examining the root causes listed above, it was determined that noncompliance is related to the door
malfunctioning i.e. technical problem, due to lack of a maintenance program at the  
*Timeline:
1.	28  November 2016 - the  (  at the  received an Invalid Access
Attempt and an immediate second alarm for  Forced entry from card reader #
2.	28 December 2016 - A member of the Security team, reviewed the 2 alarms on video and then reached on-site
to discuss incident with employee who had triggered the alarm to confirm authorized unescorted access card of
the employee , and an invalid Fob swiped by the employee instead of the valid  card in error.
3.	28 December 2016 - This member of the security team, examined the door locking magnetic bars and noticed
they were not latching as required. He performed a degreasing of the lock and ensured the locking mechanism
worked securely before leaving the site.
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Relevant information regarding the identification of the violation(s):

On 11/28/2017, the  (  at the  received an Invalid Access Attempt
and an immediate second alarm for Forced entry from card reader #  Further investigation by the physical
security team, determined valid unescorted access for the employee but a malfunctioning door that did not lock
into place allowing for forced entry alarm.
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Plan Details

Mitigating Activity:
Milestone 1: Review alarm log for forced-in and forced-out instances for all   doors. Purpose of this
milestone is to verify that the similar condition did not exist on any other door. The review was performed for the
period of last inspection to current date. All the doors were found functioning without any issues. This review was
performed by  analyst in  The evidence will be review of logs for all the PSP
doors in 

Preventative activities: The milestones below directly address the root cause and help reduce the risk of such
occurrences in future.

Milestone 2: A SWI for the maintenance program of the doors will be created. Purpose of this SWI is to help the
assignee of the WO to perform the work.

Milestone 3: The WO is a required artifact to perform any and all the jobs in  In order to
 the mitigation,  will create a recurring Work Order (WO) in  for monthly maintenance of all

PSP doors. Purpose of this milestone is to ensure that every month a WO is assigned by the system (no human
interaction) without a failure. The assignee will perform the work and will have to close the WO otherwise 
will create an automatic escalation.

Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

January 12, 2018Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

12/13/2017Review alarm log for
forced-in and forced-
out instances for all

  doors.

Purpose: Ensure that
a similar condition
does not exist on any
other door.

Evidence: An excel
sheet with review
from 

12/13/2017 No

12/21/2017Develop SWI for the
maintenance
program of the doors

Purpose: Help the
assignee of the WO
to perform the work.

Evidence: A newly
created SWI

12/21/2017 No

 9Page 6 of 01/09/2018

NON-PUBLIC AND  
CONFIDENTIAL INFORMATION 

HAS BEEN REMOVED  
FROM THIS PUBLIC VERSION

 



ReliabilityFirst

January 09, 2018

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

01/12/2018Create a recurring
Work Order (WO) in

 for monthly
maintenance of all
PSP doors

Purpose: Ensure that
WO is issued and
Preventive
Maintenance is
performed. The SWI
noted in last
milestone is
reviewed/provided as
Pre-Specification
with monthly WO.

Evidence: A recurring
 Work Order

No

Additional Relevant Information
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Reliability Risk

Reliability Risk

While the Mitigation Plan is being implemented, the reliability of the bulk Power System may
remain at higher Risk or be otherwise negatively impacted until the plan is successfully completed. To the extent
they are known or anticipated : (i) Identify any such risks or impacts, and; (ii) discuss any actions planned or
proposed to address these risks or impacts.

Based on the review of logs of all the doors  does not see any risk or a negative impact as all other doors
functioned without a failure. All the processes and procedures for alarming, alerting  and
performing an immediate preventive maintenance worked as designed.

Prevention

A monthly preventive maintenance will reduce the risk of occurrence of similar issues in future.

Describe how successful completion of this plan will prevent or minimize the probability further violations of the
same or similar reliability standards requirements will occur

This activity was completed on 12/08/2017.
Communicate to all the employees in the  advising them to carry the door access key separate from other
access cards or key fobs. Purpose of this milestone to raise the awareness that the non  "electronically
readable" cards/fobs may create noise when used along with  door access card.

Describe any action that may be taken or planned beyond that listed in the mitigation plan, to prevent or minimize
the probability of incurring further violations of the same or similar standards requirements
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Milestone 3:  Create a recurring Work Order (WO) in  for monthly maintenance of all 

PSP doors.  

Proposed Completion Date: January 12, 2018 

Actual Completion Date: December 16, 2017  

File 3, “RFC2017018857 Additional Data on request”, Milestone 3- Submit Page 3, shows the 

tasks created until April in order to maintain the doors as required by this milestone.  Page 2 shows 

the configuration of that  work order showing its frequency and frequency units.  

Milestone # 3 Completion verified.  

The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date: March 10, 2018 
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Attachment 8 
 

Record documents for the violations of CIP-007-3a R3 
 

8.a  The Entity’s Self-Report (RFC2016016341); 
8.b  ReliabilityFirst’s Verification of Mitigating Activities Completion dated  

; 
8.c  The Entity’s Self-Report (RFC2016016342); 
8.d  The Entity’s Mitigation Plan designated as RFCMIT012397-1 submitted  

; 
8.e  The Entity’s Certification of Mitigation Plan Completion dated ; 
8.f  ReliabilityFirst’s Verification of Mitigation Plan Completion dated  
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Milestone 4:   Patching compliance-  were conducted by Business Unit that included 

all employees involved in patching by October 5, 2016. 

File 2, “Mitigating Activities”, MA 3a) Patch Management Program Compliance Stand- FINAL, 

Pages 1 through 3, show the topics covered by the entity in their  meetings. 

File 2, “Mitigating Activities”, MA 3b)  –  PMP  Meeting Sign-

in sheet, Page 1 shows the  departments sign in sheet for the previously mentioned stand-

down. 

File 2, “Mitigating Activities”, MA 3c)  20161006064118581, Page 1, shows the  

facility sign in sheet for the previously mentioned  

File 2, “Mitigating Activities”, MA 3d) Network Eng – Oct5 NERC CIP patching  sign 

in sheet, Page 1, shows the  sign in sheet for the previously mentioned stand-

down. 

File 2, “Mitigating Activities”, MA 3e)  patching  Page 1, shows the  department 

sign in sheet for the previously mentioned  

Milestone #4 Completion verified. 

  

The Mitigating Activities is hereby verified complete. 

 

 

 

 

Kristen Senk 

Senior Counsel  

ReliabilityFirst Corporation 

Date:  
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Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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 (  process (  NERC-CIP asset change control process
for new assets).
&#8195;
Table 1 Timeline
Date	Event
May 2008	              System Installation
May 2008 -           September 2015	Administrative Software packages installed
10/20/15	              go live
7/1/16	              v5 goes live
7/16/16	              Identification of issue
7/16/16	              Started review of Patch Source and applicable patches
7/16 - 7/29/16	       All other packages and Operating System were patched during monthly patch cycle.
9/29/16	               Completed review of Patch Source and applicable patches
10/10/16	               Installed patches
10/24/16	               Knowledge share
12/07/2016	       Effectiveness Review
3/07/2017	       Extent of Condition review of patch sources

Relevant information regarding the identification of the violation(s):

During a Mock Audit, the  SME was discussing their patch sources. They were in the process of
removing software that was not essential to their system.  team members were in the audience listening to
this discussion when they realized that they have some of the same software and that it was not covered by 
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Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

12/07/2016Effectiveness Review Group review of the
taken mitigation
activities.

12/07/2016 No

03/07/2017Extent of Condition
review of patch
sources

 review of current
patch sources

02/28/2017 No

03/31/2017Software Disposition Split the 
software packages,
Operating Systems,
etc. into two
categories

No

06/30/2017Software Verification Verify that the
remaining software is
needed

No

07/14/2017Remove software
that is not needed

Remove the
unneeded software

No

07/31/2017Determine patch
source and update
as necessary

For software with a
business reason not
covered by 
identify a new patch
source and update
(or mitigate) as
necessary.

No

Additional Relevant Information

Milestone Activity	Completion Date
Revise patch source	09/09/2016
Evaluate patch sources	09/29/2016
Install required patches	10/11/2016
Knowledge share	10/24/2016
Effectiveness Review	12/07/2016
Extent of Condition review of patch sources	3/07/2017
Software Disposition 	3/31/2017
Software Verification	6/30/2017
Remove software that is not needed	7/14/2017
Determine patch source and update as necessary	7/31/2017
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Verification of Mitigation Plan Completion 

Milestone 1:  Revise patch source template. 

File 1, “RFC2016016342 Certification Package”, Milestone 1 Evidence, Pages 3 through 33, show 

the affected patch source documents with the applicable changes highlighted and bookmarked. 

Page 2 summarizes the work order used to make the changes, showing completion on September 

9, 2016. 

Proposed Completion Date: September 9, 2016 

Actual Completion Date: September 9, 2016 

 

Milestone # 1 Completion verified.  

  

Milestone 2:  Evaluate patch new sources. 

File 1, “RFC2016016342 Certification Package”, Milestone 2 Evidence, Pages 3 through 78, show 

the identification and assessment of patches for the newly identified applications. The date of 

assessment is shown as September 29, 2016. 

Proposed Completion Date: September 29, 2016 

Actual Completion Date: September 29, 2016 

 

Milestone # 2 Completion verified.  

   

Milestone 3:  Install required patches. 

File 1, “RFC2016016342 Certification Package”, Milestone 3 Evidence, Page 5, shows 

completion of patching on October 2, 2016. Pages 6 and 7, show details of the changes made to 

the installed software.  

Proposed Completion Date: October 11, 2016 
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Actual Completion Date: October 2, 2016 

 

Milestone # 3 Completion verified.  

  

Milestone 4:  Knowledge sharing session. 

File 1, “RFC2016016342 Certification Package”, Milestone 4 Evidence, Pages 2 through 8, show 

a slide deck used at a meeting of SMEs held on October 24, 2016. Page 9, shows the attendee sign-

in for that meeting. 

Proposed Completion Date: October 24, 2016 

Actual Completion Date: October 24, 2016 

 

Milestone # 4 Completion verified.   

  

Milestone 5:  Effectiveness review. 

File 1, “RFC2016016342 Certification Package”, Milestone 5 Evidence, Page 1, documents an 

effectiveness review held with  and RF staff at the  offices on December 7, 2016. Follow-

up meetings were held with  staff as documented on Pages 3 through 8. A final follow-up 

with  and RF staff was held on a conference call on February 24, 2017. 

Proposed Completion Date: December 7, 2016 

Actual Completion Date: December 7, 2016 

 

Milestone # 5 Completion verified.  

  

Milestone 6:  Extent of Condition review of patch sources. 
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File 1, “RFC2016016342 Certification Package”, Milestone 6 Evidence. Page 2, contains 

attestations of completion of an extent-of-condition review by all affected  asset types, with 

the latest completion date of February 28, 2017. While use of attestations as evidence of work 

completed is considered weak, this evidence us supported by more detailed evidence in Milestone 

7. 

Proposed Completion Date: March 7, 2017 

Actual Completion Date: September 29, 2016 

 

Milestone # 6 Completion verified.  

  

Milestone 7:  Software disposition. 

File 1, “RFC2016016342 Certification Package”, Milestone 7 Evidence, Pages 2 and 3, show the 

list of software known by  not to be included in   patch report. Pages 4 through 

40, contain the list of software for each class of asset that  is unsure of.  states that this 

list was submitted to  for review.  response is evidenced in Milestone 8. No date is 

included in these reports. However, File 1, “RFC2016016342 Certification Package”, Milestone 

8 Evidence Page 2, shows opening of a case with  support on March 7, 2017 with this 

information. 

Proposed Completion Date: March 31, 2017 

Actual Completion Date: March 7, 2017 

 

Milestone # 7 Completion verified.  

  

Milestone 8:  Software verification. 

File 1, “RFC2016016342 Certification Package”, Milestone 8 Evidence, Pages 2 through 5, show 

a ticket opened with  support to identify information about the packages that were listed as 

“unknown” in Milestone 7. Pages 43 through 125, show  evaluation of  response to 

the questions about whether the software was needed and if so, was it included in   
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patch summary. No dates are included in the evidence. However, File 1, “RFC2016016342 

Certification Package”, Page 4, of Milestone 9 Evidence shows initiation of a work order to 

remove software identified by this process as not needed on July 5, 2017. 

Proposed Completion Date: June 30, 2017 

Actual Completion Date: July 5, 2017 

 

Milestone # 8 Completion verified.  

  

Milestone 9:  Remove software that is not needed. 

File 1, “RFC2016016342 Certification Package”, Milestone 9 Evidence, Pages 3 and 4, show a 

ticket created to remove software identified as not needed. That software is listed on Page 3. PDF 

Pages 6 through 1157, show a baseline taken after package removal. Examination of a small 

sample of software shows that the software in the list was removed. Page 6, shows the baseline 

date of July 24, 2017. 

Proposed Completion Date: July 14, 2017 

Actual Completion Date: July 24, 2017 

 

Milestone # 9 Completion verified.  

  

Milestone 10:  Determine patch source and update as necessary. 

File 1, “RFC2016016342 Certification Package”, Milestone 10 Evidence, Pages 2 through 554, 

shows a detailed patch source listing for each applicable system. This patch list shows changes 

identified by the process in Milestones 7-9. For example, a patch source list from October 2016 

shows  software as having  as a patch source whereas the list provided for this 

Milestone shows  as the patch source. No date is provided in the PDF. However, the PDF 

itself shows a creation date of July 31, 2017. 

Proposed Completion Date: July 31, 2017 
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Actual Completion Date: July 31, 2017 

 

Milestone # 10 Completion verified.   

 

The Mitigation Plan is hereby verified complete. 

 

 
 

 

Tony Purgar 

Manager, Risk Analysis & Mitigation 

ReliabilityFirst Corporation 

Date:  
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