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This filing contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in 
this filing and provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 RFC2018019429 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

2 RFC2018019430 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

3 RFC2019021624 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

4 RFC2019021567 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

5 RFC2019021568 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

6 TRE2019020991 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

7 TRE2017018207 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

8 TRE2017018211 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

9 TRE2017018672 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

10 TRE2018019173 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

11 WECC2018019934 Yes Yes Yes Category 2 – 12: 2 years 

12 WECC2016016680 Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 years 

13 WECC2017017296 Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 years 

14 WECC2018019704 Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 years 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018019429  CIP‐010‐2  R1      7/1/2016  12/14/2018  Self‐Report  Completed 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021624  CIP‐004‐6  R5      12/15/2018  1/29/2019  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On May 24, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐004‐6 R5.  
On December 14, 2018, a contractor working on a project under the direction of an entity project leader voluntarily separated from the entity upon completion of assigned work.  The assigned project 
leader was aware of the separation; however, the assigned administrative leader was unaware of the separation.  The administrative leader was responsible for, inter alia, initiating removal of the 
contractor’s ability for access within 24 hours of the separation. 
 
Upon learning of the separation on January 29, 2019, the administrative leader initiated removal of the contractor’s ability for access.  The entity had previously implemented a detective control to 
identify late access revocations, but in this case, it did not discover the noncompliance until February 4, 2019.  The detective control was designed to   

  In this case,   
  An employee who regularly reviews NERC‐related revocation records flagged this particular revocation for further investigation as a possible noncompliance. 

 
During the course of the engagement, the contractor was not provisioned physical access or an identification badge, thus no physical access revocation was necessary.  The contractor had been 
provisioned the ability for Interactive Remote Access to Bulk Electric System (BES) Cyber System Information (BCSI) and numerous assets and systems.  Examples of the contractor’s remote access abilities 
included:  

 
The root cause of this noncompliance was a lack of communication between the assigned project leader and the assigned administrative leader regarding the contractor’s employment status.  Further, the 
entity did not have any controls that would trigger or facilitate such communication. 
 
This noncompliance involves the management practices of planning and workforce management.  The entity was relying on contractors as part of the above‐referenced project, and it needed to identify 
and plan for risks associated with such engagements and more effectively manage those risks.  One way to achieve this is through proper workforce management.  Workforce management includes the 
development and implementation of clear, thorough, and executable processes, procedures, and controls that are designed to minimize the frequency of human factor issues, such as neglecting to 
communicate a contractor’s last day of work to appropriate personnel who are responsible for initiating the removal of contractor access to BES Cyber Systems. 
 
This noncompliance started on December 15, 2018, after the entity failed to initiate removal of a contractor’s ability for access within 24 hours of separation and ended on January 29, 2019, when the 
entity initiated the removal. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk of this noncompliance is 
that an individual could exploit or misuse remaining access and cause corresponding harm to the BPS.  The risk was not minimal in this case because of the duration of the noncompliance, the scope of the 
contractor’s remote access abilities, roles, and privileges, and the entity’s lack of preventative controls.  Further, the entity’s primary detective control failed   

  The risk was not serious or substantial in this case because this noncompliance involved a trusted contractor who voluntarily separated from the entity on 
good terms upon completion of assigned work.  The entity reviewed its records and verified that the contractor did not use or attempt to use remote access capabilities during the period of this 
noncompliance.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
involved different issues and causes.  Further, the current noncompliance posed only a moderate risk to the BPS, is not indicative of a systemic issue, and was self‐identified and corrected. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) revoked the contractor’s access;  
2) reviewed access logs to verify that no unauthorized access to the BES Cyber Systems took place; 
3) reviewed access revocation responsibilities with appropriate personnel and required said personnel to retake training; 
4) conducted a stand‐down to reinforce understanding of, and compliance with, CIP‐004 R5 requirements, and the stand‐down included leadership from business units involved in the project; 
5) clarified with appropriate personnel the importance of entering specific and accurate information into the system; 
6) issued a “required read” to all pertinent supervisors that reinforced their responsibility for timely management of access for all administrative reports and for proactively establishing lines of 

communications necessary to accomplish this task; and 
7) added a standing bullet item to the weekly project update template for projects identified as having a NERC‐related impact to review/discuss “upcoming changes in contractor status.” 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2019020991 CIP-004-6 R4; 4.1 and 
4.2  (the “Entity”) 

07/01/2016 01/22/2020 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from , Texas RE determined that the Entity, as a 
, was in noncompliance with CIP-004-6, R4.  Specifically the Entity did not have sufficient evidence, consistent with the Entity’s implemented documented access 

management program, for authorization records for vendor personnel with electronic access pursuant to CIP-004-6, R4.1. Additionally, the Entity did not verify at least once each calendar quarter 
(Q4 of 2016 to Q4 of 2017) that individuals with active electronic access or unescorted physical access have authorization records pursuant to CIP-004-6, R4.2. There were two different vendor 
providers involved with this issue.   

The root cause of this noncompliance was that the Entity erroneously believed that vendor-authorized personnel lists satisfied CIP-004-6 R4.1, and was erroneously treating this vendor’s list as the 
authorization records for its quarterly verification under CIP-004-6, R4.2.  

This noncompliance started on July 1, 2016, when the standard became effective, and ended on January 22, 2020, when the Entity submitted evidence that showed that the electronic access of the 
second of the two vendors was revoked.  

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The potential risk of unauthorized access to into a Physical Security 
Perimeter or  to  physical or electronic designated storage locations for BES Cyber System Information is that the unauthorized access could be used to compromise the physical security of BES Cyber 
Systems, and ultimately impact the reliability and security of the bulk power system. The potential risk from failing to regularly verify that individuals with active electronic access or unescorted 
physical access have the proper authorization records is that an Entity may fail to discover that an unauthorized individual provisioned themselves access.  However, the risk of these noncompliances 
was reduced by the following factors. Upon creating proper authorization records for contract personnel with electronic access, the Entity did not discover any contract personnel who had been 
granted access who should not been given access. Additionally, the Entity has a relatively small footprint .  No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) created authorization records for contract personnel with electronic access for the first vendor;
2) decommissioned the SCADA EMS system of the first vendor and revoked electronic access for personnel of the first vendor;
3) revoked the second vendor’s electronic access so that vendor only has view-only access; and
4) provided sufficient evidence for CIP-004-6, Part 4.2.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017018207 CIP-007-6 R1 (the “Entity”)  07/01/2016  02/12/2018  Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted per an existing multi-region registered entity agreement from , Texas RE determined that the Entity, as a  
was in noncompliance with CIP-007-6 R1.  Specifically, the Entity did not enable only logical network accessible ports that have been determined to be 

needed for individual Cyber Assets associated with the Entity’s energy management system, which is identified as a High Impact BES Cyber System. Furthermore, the Entity did not document the 
justification for UDP ports determined to be needed at one of its generating facilities, which contains a Medium Impact BES Cyber System.  

The root cause of the noncompliance was an insufficient process for compliance with CIP-007-6 R1. Regarding the Control Center, the Entity mistakenly believed controlling ports and service at the 
Electronic Security Perimeter (ESP) was acceptable to meet compliance with this requirement, and the Entity failed to enable only logical network accessible ports on the individual Cyber Assets.  For 
the issue at the , the Entity had not completed the documentation and justification of UDP ports by the effective date of the Entity’s identification of that facility as an asset containing 
a Medium Impact BES Cyber System.  

This noncompliance started on July 1, 2016, when the Reliability Standard became enforceable, and ended on February 12, 2018, when the Entity verified only logical network accessible ports 
determined to be needed are enabled.  

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  A failure to disable enabled logically accessible network ports that 
are not needed unnecessarily increases the attack surface of the affected Cyber Asset.  For example, an attack on a Physical Access Control System can compromise the implemented physical security 
protections an entity has deployed, either by allowing unauthorized individuals to enter a Physical Security Perimeter (PSP) or by preventing authorized individuals from entering a PSP when needed. 
Regarding the energy management system BES Cyber System, the Entity’s portfolio includes a  

, although the Entity stated that .  The specific generating facility at issue is a 
 with a ,  and the asset is associated with a Medium Impact BES Cyber System.   

However, the risk of this noncompliance was lessened by several factors.  To begin, regarding the energy management system BES Cyber System, while the Entity was not justifying and 
documenting ports at the Cyber Asset level, they were documenting and justifying TCP and UDP ports at the ESP level  and used methods to deter, detect, and prevent malicious code at the ESP 
boundary.  Further, with regards to the generating facility issue, the Entity is also using endpoint security software for whitelisting.   No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) deployed a  to verify only logical network accessible ports determined to be needed are enabled;
2) documented a justification for UDP Ports/Services for the substation location;
3) to prevent reoccurrence, ensured continued compliance with NERC CIP-007-6 R1 requirements by maintaining an automated compliance tracking system that, on a quarterly basis, automates

scheduled tasks to review and validate the ports/services inventory;  and
4) to prevent reoccurrence, ensured all unsupported/unpatchable Cyber Assets at the generating facility location are monitored by cloud-native endpoint security software.

Texas RE has verified completion of all mitigating activities. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017018211 CIP-006-6 R1; P1.2, P1.3  (the “Entity”)  07/01/2016  07/01/2019 Compliance Audit Completed 
Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted per an existing multi-region registered entity agreement from , Texas RE determined that the Entity, as a  
 was in noncompliance with CIP-006-6 R1. Specifically, the Entity failed to, where technically feasible, utilize sufficient physical access controls to collectively 

allow unescorted physical access into Physical Security Perimeters (PSPs) to only those individuals who have authorized unescorted physical access for PSPs associated with the Entity’s energy 
management system BES Cyber System.  

The first instance of noncompliance involves PSPs at the Entity’s  location, which are associated with the Entity’s  BES Cyber System. The Entity stored BES 
Cyber Assets (BCAs), which were used as operator workstations, in locked cabinets,  with each cabinet considered by the Entity to be a PSP.  However, on June 26, 2017, during the Compliance Audit, 
the Entity’s personnel discovered that the electronic locks for these cabinets failed intermittently, allowing access to the BCAs without the use of physical access controls.  During the same day that 
the issue was discovered, the Entity secured the cabinets using keyed physical locks, and on June 27, 2017, the electronic locks were corrected to function as intended.  In addition, keyboards and 
mice connected to the BCAs extended beyond the cabinets and were physically accessible without the use of physical access controls.  Because the keyboards and mice required the use of a badge 
and pin code to interact with the attached BCAs, the Entity’s personnel mistakenly believed that this configuration was compliant with CIP-006-6 R1.  During November 2017, the Entity began the 
process of constructing a single PSP enclosing all of the BCAs at issue, which was commissioned on July 1, 2019, ending the noncompliance.  

The second instances of noncompliance involves a PSP at a different location, which is associated with the same BES Cyber System.  A cabinet PSP, which housed switches, firewalls, and  BCAs,  at 
the  backup Control Center had an aperture, potentially allowing access to the network cables inside the PSP without the use of physical access controls.  During the Compliance 
Audit, a metal plate was installed over the aperture, ending this instance of noncompliance.  

The root cause of the noncompliance was an insufficient process for compliance with CIP-006-6 R1. Regarding, the  location, the root cause was that the Entity’s personnel mistakenly 
believed that it was permitted for the keyboards and mice to extend beyond the PSP cabinets because of the controls required for the keyboards and mice to control the BCAs at issue.  In addition, 
the locks for the cabinets at the  location had been wired to fail to an unlocked state, instead of failing to a secure state.  Finally, the aperture on the  PSP had been intended for 
a fan to be installed but was unintentionally omitted.  

This noncompliance started on July 1, 2016, when CIP-006-6 R1 became enforceable, and ended on July 1, 2019, when the new PSP for the  location was commissioned. 
Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. These instances could have allowed unauthorized physical access 

to the Entity’s  BES Cyber System.  The Entity’s portfolio includes  
 although the Entity stated that .  At the start of the noncompliance, the BES 

Cyber System was identified as a Medium Impact BES Cyber System subject to CIP-006-6 R1, Part 1.2, but it became a High Impact BES Cyber System subject to Part 1.3 during the noncompliance.   

However, the risk posed by this issue was reduced by the following factors. First, the Entity possessed other controls that reduced the impact posed by these issues. Regarding the  location, 
the Entity implemented monitoring and alarms that would have detected unauthorized access inside the cabinets,  as well as security guards and badge readers to allow only corporate employees 
and contractors access to all corporate areas, including the  location.  Further, although of the Entity’s employees who were not authorized had potential physical access to the 
keyboards and mice that extended beyond the PSP area,  the keyboards were equipped with a card reader in order to function, which would have prevented unauthorized access to control the BCAs 
at issue.  Regarding the backup Control Center location, the Compliance Audit noted that multiple layers of physical controls were used, including fencing, electronic gates, security guards, and badge 
or fingerprint readers, which reduced the possibility of unauthorized access.   The aperture in the backup Control Center PSP was raised off the ground, and the Compliance Audit only indicated that 
the aperture permitted physical access to certain network cabling.  Second, although the duration of the noncompliance was three years, the Entity began mitigating these issues shortly after they 
were discovered. The  location locks and backup Control Center location aperture were mitigated before the end of the Compliance Audit.  Similarly, the Entity began the process of 
constructing a new PSP around the  BCAs at issue in November 2017. No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) constructed a new PSP for the  location;
2) prior to constructing the new PSP, corrected the locks for the cabinets at the  location and rewired them to remain locked in case of an equipment failure;
3) installed a metal plate to cover the aperture at the top of the  PSP;  and
4) provided training regarding physical security controls. 

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017018672 CIP-010-2 R3; P3.1, P3.3 (the “Entity”)  7/1/2016 3/23/2018 Compliance Audit Completed 
Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from , Texas RE determined that the Entity, as a , was 
in noncompliance with CIP-010-2 R3. In particular, the Entity did not conduct a paper or active vulnerability assessment for each applicable BES Cyber System at least once every 15 calendar months, 
as required by Part 3.1, and did not perform an active vulnerability assessment of  new applicable Cyber Assets before adding them to a production environment, as required by Part 3.3. 

Regarding CIP-010-2 R3, Part 3.1, the Entity did not document vulnerability assessment results for Cyber Assets located at  containing Medium Impact BES Cyber 
Systems when the Entity performed vulnerability assessments during February and March 2017. During February and March 2018, the Entity revised its documented vulnerability assessments to 
include the Cyber Assets at issue, ending the noncompliance. Regarding Part 3.3, on July 1, 2016 and on September 13, 2016, the Entity added  Cyber Assets to its Control Center production 
environment without first performing an active vulnerability assessment. On March 23, 2018, the Entity documented a subsequent active vulnerability assessment that included the Cyber Assets at 
issue, ending the noncompliance. 

The root cause of this issue is that the Entity did not have a sufficient process for compliance with CIP-010-2 R3. Regarding Part 3.1, different personnel managed the Cyber Assets at issue than the 
personnel who were responsible for documenting the vulnerability assessment, and the Entity’s documented process and form did not clearly instruct personnel to address the omitted Cyber 
Assets. Regarding Part 3.3, the Entity’s process did not make personnel aware of the requirement to complete an active vulnerability assessment before placing the Cyber Assets at issue into a 
production environment. 

This noncompliance started on July 1, 2016, when CIP-010-2 R3 became enforceable and also when the Entity added  Cyber Assets to its Control Center production environment without first 
performing an active vulnerability assessment, and ended on March 23, 2018, when the Entity completed the required paper or active vulnerability assessments for the Cyber Assets at issue. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The risk posed by failing to perform a vulnerability assessment is 
that the Entity would not be aware of the vulnerabilities of a Cyber Asset in use in its production environment. The instance regarding CIP-010-2 R3, Part 3.1 affected  firewalls classified as Electronic 
Access Control and Monitoring Systems (EACMS) and  BES Cyber Assets located at  containing Medium Impact BES Cyber Systems. The instance regarding Part 3.3 
affected  BES Cyber Assets, including  operator consoles, and  firewalls classified as EACMS, located at the Entity’s primary Control Center, which is used to control the Entity’s  

 and is associated with a High Impact BES Cyber System. However, the risk posed by this issue was reduced by the following factors. First, the Entity’s  
. The Entity’s  

. The Entity does not  
. Second, regarding Part 3.1, the noncompliance appears to be, in part, a documentation issue. In particular, the Cyber Assets at issue were included in some 

portions of the Entity’s vulnerability assessment, including the Entity’s scan of open discovered ports, but those Cyber Assets were not listed on other portions of the Entity’s vulnerability assessment 
documentation where, for example, password complexity was reviewed. When the required vulnerability assessments were documented, no issues were detected. Third, regarding Part 3.3, other 
controls reduced the risk posed this issue. In particular, during the period of noncompliance, the Entity did complete a paper vulnerability assessment, including reviews of network discovery scans 
and security configuration controls, which identified potential vulnerabilities for the Cyber Assets at issue. In addition, the Compliance Audit did not note any missed security patches for the Cyber 
Assets at issue. No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) revised the vulnerability assessments for  assets to include the previously omitted Cyber Assets;
2) performed an active vulnerability assessment for the Control Center Cyber Assets;
3) revised the Entity’s written processes for conducting paper or active vulnerability assessments; and
4) created a recurring training requirement and provided training to applicable personnel.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery Mitigation Completion 

Date 
TRE2018019173 CIP-007-6 R1; 1.1  

 (“the Entity”) 
 07/01/2016 01/16/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from , Texas RE determined the Entity, as a , was in noncompliance with CIP-007-6, R1.  
Specifically, the Entity did not enable only logically network accessible ports that have been determined to be needed for  sampled Cyber Assets, and did not document a business need for  
sampled Cyber Assets. 

The root cause of the noncompliance was insufficient communication from the compliance specialist to the technology and transmission teams, and a lack of NERC CIP training for the technology 
team.  

This noncompliance started on July 1, 2016, when CIP-007-6, R1 became enforceable, and ended on January 16, 2018, when the Entity updated the list of ports with associated justifications. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). The failure to adequately document enabled ports has the 

potential to affect BPS reliability by providing an opportunity for the installation of unauthorized network traffic into an Electronic Security Perimeter (ESP) over a port that is not adequately monitored 
for malicious traffic.  However, several factors limited the risk associated with this issue in the current circumstances.  First, the Entity deployed methods to deter, detect, or prevent malicious code. 
Additionally, for some of the Cyber Assets, the Entity had a host-based firewall. Further, threat detection is running at every ESP perimeter.  Finally, the Entity has a relatively  

.   No harm is 
known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) expanded its CIP-007-6 R1 ports and service worksheet to include a “justification” column to further detail the need for logical ports and services;
2) enabled only logically network accessible ports that have been determined to be needed;  and
3) held trainings for all affected SMEs.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2018019934 CIP-010-2 R1: P1.1; 
P1.3; P1.4 

  7/1/2016 5/21/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible or confirmed violation.) 

During a Compliance Audit conducted  determined that the entity, as a  
, was in potential noncompliance with CIP-010-2 R1 Parts 1 subpart 1.1.1, 1.3, and 1.4. 

Specifically, regarding Part 1.1, between, July 1, 2016 and March 15, 2018, the entity initiated a firmware upgrade on some of its Substation System Protection and Automation devices classified as 
BES Cyber Assets (BCAs). One version out of  of BCAs firmware (or .7%) and one version out of three versions of  classified as Electronic Access Control or 
Monitoring System (EACMS) firmware (or 33%) were left off the initial baseline but were recorded in a different engineering change management system  than the system originally 
used  to develop the baselines. A comparison of the entity’s  systems uncovered a previously unidentified version of BCA firmware. All versions in production were 
approved and authorized when recorded in , but a single version was overlooked during development of the BCA baseline. The scope included  BCA and  EACMS.  This issue began 
on July 1, 2016 when the Standard and Requirement became mandatory and enforceable and ended on May 21, 2018 when the entity updated the baseline configurations to include the firmware, 
for a total of 690 days of noncompliance.   

Regarding Part 1.3, between July 1, 2016 and January 5, 2018, the entity had  firmware baseline configuration changes affecting  different BCA configuration baselines that were not 
updated within the required 30 calendar days after completion of the change. The scope included  BCAs associated with the Medium Impact BES Cyber System (MIBCS) located at  different 
substations, and  Protected Cyber Assets (PCAs) associated with  MIBCS at  substation. This issue began on July 1, 2016 when the Standard and Requirement became mandatory and 
enforceable and ended on ended on May 21, 2018 when the entity updated the baseline configurations for the  firmware changes, for a total of 690 days of noncompliance. 

Regarding Part 1.4, the entity had eight occurrences of changes that lacked sufficient documentation or evidence of the review and verification of the impact to the CIP-005 and CIP-007 cyber 
security controls due to changes that deviated from the existing baselines.  The scope included  Cyber Assets, including PCAs, EACMS, and Physical Access Control Systems (PACS), of which  
were associated with MIBCS and  were associated with High Impact BES Cyber Systems (HIBCS). This issue began on July 1, 2016 when the Standard and Requirement became mandatory and 
enforceable and ended on January 25, 2018 when the entity verified and documented that the required security controls were not affected, for a total of  574 days of noncompliance. 

The root cause of these issues was attributed to a manual process for updating baseline configuration documentation and a lack of management oversight to ensure infrequently performed tasks 
were executed accurately. Specifically, the sustainment of spreadsheet baselines was prone to human error and lacked data input validation. 

Risk Assessment This issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In these instance, the entity failed to develop baseline configurations 
which included the firmware where no independent operating system exits for  BCA and  EACMS as required by CIP-010-2 R1 Part 1.1; for a change that deviated from the existing baseline 
configuration, update the baseline configuration as necessary within 30 calendar days of completing the changes for  Cyber Assets, as required by CIP-010-2 R1 Part 1.3; and for a change that 
deviated from the existing baseline configuration, prior to the change, determine required cyber security controls in CIP-005 and CIP-007 that could be impacted by the change, following the change 
verify the quired cyber security controls were not adversely affected, and document the results of the verification for  Cyber Assets, as required by CIP-010-2 R1 Part 1.4.   

Failing to have correct documented baselines could have resulted in a prolonged system restoration of the Cyber Assets had they needed to be restored or rolled back to a recommended and 
secured configuration. Additionally, the lack of baseline configuration information could have caused the entity to not know whether recommended security levels had been implemented on a Cyber 
Asset, whether changes to configurations were appropriate for the existing system state or whether changes would have an effect on other system protective measures.  Lastly, failing to verify the 
CIP-005 and CIP-007 security controls that could possibly be affected before and after the changes could have resulted in inoperability issues with Cyber Assets hardware, software, and applications 
which could have affected the reliability and security of the BES.  

However, Part 1.1 was purely an administrative error between the engineering change management system and the CIP-010 R1 baseline development process documentation. Additionally, as 
compensation, the affected Cyber Assets had all other baseline configuration protective measures applied, were protected with electronic and physical access controls and monitor and were 
updated with the most recent firmware to ensure operational integrity and security.  No harm is known to have occurred.  

WECC determined the entity had no prior relevant instances of noncompliance. 

Mitigation To mitigate these issues, the entity has: 

1) updated and documented all baseline configurations for the affected Cyber Assets;
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2016016680 CIP-007-3a R:5; 
R5.2 

  2/15/2016 7/8/2016 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On December 14, 2016, the entity submitted a Self-Report stating that, as  
, it was in noncompliance with CIP-007-3a R5.   

Specifically, on July 8, 2016, during a review of the CVA of eight switches classified as CCAs, a vulnerability was identified.  As part of this review, the results of the CVA scan showed a successful login with 
the default account and password combination.  The default account was removed from the CCAs upon implementation, so the expected result was a login failure.  However, the entity identified two 
configuration errors to the Access Control Server (ACS) classified as an Electronic Access Control and Monitoring System (EACMS).  In the first error the ACS allowed access to the CCAs to  

 because the access policy that was applied to the CCAs was configured in a manner such that if a , it would continue instead 
of rejecting the access, and for the second error the ACS allowed access to the CCAs  because the wrong access policies were being applied to 
the CCAs.  The CCAs were not in the correct “device type” that would allow the correct access policy to be applied.   

  These issues were localized to only the CCAs installed within the   This issue began on February 15, 2016 when access authentication 
controls should have been enforced and ended on July 8, 2016, when the entity corrected the authentication errors, for a total of 144 days of noncompliance.  

The root cause of this issue was attributed to the entity not appropriately implementing its test procedures on the affected Cyber Assets  as required by CIP-007-3a R1. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to adequately implement its polity to 
minimize and manage the scope and acceptable use of administrator, shared, and other generic account privileges including factory default accounts as required by R5.2.    

Such failures could have resulted in inoperability of Cyber Assets should a program, port, or software not be compatible between one or more assets that could lead to a loss of operating or monitoring 
within the Energy Management System; unauthorized access and exposure to critical systems with the entity’s Control Centers with the intent to compromise, disrupt or misuse the entity’s infrastructure; 
and access to switches by personnel within the ESP (authorized or unauthorized) could expose the entire configurations of these devices, thus providing topology, accounts, logging device access accounts, 
etc. exposing the entity's infrastructure details. 

However, as compensation, the entity utilized two-factor authentication  to gain access to the ESP where the CCAs were located.  
Additionally, the 

entity confirmed that no unauthorized access was gained to the CCAs in scope during the noncompliance. No harm is known to have occurred. 

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  Due to the root cause, and timing of the entity’s prior noncompliance, the current violation is not 
indicative of a systemic or programmatic issue. 

Mitigation To remediate and mitigate this violation, the entity has: 
1) corrected the ACS rule on the CCAs in scope to , which included testing to ensure authentication was working as expected;
2) held a meeting as part of its internal compliance program with the personnel involved to determine cause and discuss lessons learned;
3) updated the ; and
4) modified its ACS test procedures to include testing of access to downstream devices using various passwords, including defaults and blank.  This updated process will be used on all new

installations to validate that no default or blank passwords exist prior to being put into production.

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2017017296 CIP-007-3a R2: 
R2.1; 
R2.2 

  5/8/2016 3/23/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On DATE, the entity submitted a Self-Report stating that, as  it 
was in noncompliance with CIP-007-3a R2. 

Specifically, as part of the upgrade of its Energy Management System (EMS) supervisory control and data acquisition (SCADA) system, the entity added new Cyber Assets and upgraded existing Cyber 
Assets in its production environment.  During the review and validation of documentation and evidence associated with the upgrade, and a subsequent Cyber Vulnerability Assessment (CVA), the entity 
identified for  of those Cyber Assets, that the ports and services were not correctly documented as part of their baseline configurations.  The Cyber Assets were in both the primary and backup Control 
Centers.  This issue began on May 8, 2016, when ports and services were not appropriately enabled or disabled on the Cyber Assets in scope and ended on March 23, 2017, when the entity appropriately 
accounted for the ports and services, for a total of 320 days of noncompliance. 

The root cause of this issue was attributed to the entity not appropriately implementing its test procedures on the affected Cyber Assets  as required by CIP-007-3a R1. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to enable only those ports and services 
required for normal and emergency operations and disable other ports and services, including those used for testing purposes, prior to production use of all Cyber Assets inside the ESP, as required by CIP-
007-3a R2.1 and R2.2.

Such failures could have resulted in inoperability of Cyber Assets should a program, port, or software not be compatible between one or more assets that could lead to a loss of operating or monitoring 
within the Energy Management System; unauthorized access and exposure to critical systems with the entity’s Control Centers with the intent to compromise, disrupt or misuse the entity’s infrastructure; 
and access to switches by personnel within the ESP (authorized or unauthorized) could expose the entire configurations of these devices, thus providing topology, accounts, logging device access accounts, 
etc. exposing the entity's infrastructure details. 

However, as compensation, the entity utilized two-factor authentication to a  to gain access to the ESP where the CCAs were located.  The  
 Additionally, the 

entity confirmed that no unauthorized access was gained to the CCAs in scope during the noncompliance. No harm is known to have occurred. 

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  Due to the root cause, and timing of the entity’s prior noncompliance, the current violation is not 
indicative of a systemic or programmatic issue. 

Mitigation To remediate and mitigate this violation, the entity has: 
1) updated its baselines and ports and services documentation for the Cyber Assets in scope;
2) disabled or removed unnecessary ports on the Cyber Assets in scope;
3) updated its configuration management database to include applicable port changes to the Cyber Assets in scope;
4) identified all applicable Cyber Assets in its baseline configuration;
5) implemented a change control template to specifically address adding new device class and changing an existing device class;
6) created a visual add to help users spot the difference between the change workflows and to aid in choosing he correct one; and
7) conduced an in-depth Cyber Asset owner training focusing on all aspects of the Cyber Asset life cycle.

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2018019704 CIP-007-3a R1:   5/8/2016 7/6/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On Date , the entity submitted a Self-Report stating that, as , it 
was in noncompliance with CIP-007-3a R1.   

On May 8, 2016, the entity did not appropriately implement its test procedures on the Cyber Assets identified in R5 (WECC2016016680) and R2 (WECC2017017296) noncompliance mentioned herein, (  
total), to ensure that new Cyber Assets and significant changes to existing Cyber Assets within the Electronic Security Perimeter (ESP) did not adversely affect existing cyber security controls, as required 
by CIP-007-3a R1, which was the root cause of R5 and R2.  On July 6, 2017, the entity completed validation testing, for a total of 425 days of noncompliance.   

The root cause of this issue was attributed to the entity utilized the wrong revision of its testing procedure.  Specifically, the entity had a process document in place that included testing changes in a test 
environment for any existing devices.  The entity also had a process for adding a new device.  The entity used the add a new device process by accident instead of using the change to existing device 
process. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to implement its test procedures when 
its added new Cyber Assets within the ESP to ensure they do not adversely affect existing cyber security controls, as required by CIP-007-3a R1.     

Such failures could have resulted in inoperability of Cyber Assets should a program, port, or software not be compatible between one or more assets that could lead to a loss of operating or monitoring 
within the Energy Management System; unauthorized access and exposure to critical systems with the entity’s Control Centers with the intent to compromise, disrupt or misuse the entity’s infrastructure; 
and access to switches by personnel within the ESP (authorized or unauthorized) could expose the entire configurations of these devices, thus providing topology, accounts, logging device access accounts, 
etc. exposing the entity's infrastructure details. 

However, as compensation, the entity utilized two-factor authentication to a jump host to gain access to the ESP where the CCAs were located.   
 Additionally, the 

entity confirmed that no unauthorized access was gained to the CCAs in scope during the noncompliance. No harm is known to have occurred.

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  Due to the root cause, and timing of the entity’s prior noncompliance, the current violation is not 
indicative of a systemic or programmatic issue. 

Mitigation To remediate and mitigate this violation, the entity has: 
1) updated test process documentation to include the steps necessary to complete a change control processes for testing prior to a planned change to existing device(s) within the device class.

This addresses existing devices and helps to mitigate CIP-007 in this instance and CIP-010-2 R1.4 and R1.5. There is also a process for new devices and when upgrading an existing device class,
to confirm any substantial changes to the information in the change management database. The change control to add a new device class must be complete prior to adding the first device
associated with that device class. This process also helps meet compliance for existing devices;

2) updated its test templates to include the required steps for testing new devices or changes to existing devices;
3) developed a change control template for new device class types;
4) held training with key business areas to kick off the updated processes;
5) added weekly change control meetings to it schedule to review and discuss change control templates for CIP Changes; and
6) upgrade its Energy Management System using the updated processes and templates.

WECC has verified the completion of all mitigation activity. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document.  

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6  Category 7 Category 8 Category 9 Category 10  Category 11  Category 12  CEII PROTECTION (YEARS) 

1  RFC2018020074 Yes Yes Yes Yes Yes 
Category 1: 3 years; Category  2-12: 
2 years  

2  RFC2019021593 Yes Yes Yes Yes Yes Yes 
Category 1: 3 years; Category  2-12: 
2 years  

3  RFC2018019698 Yes Yes Yes Yes Yes 
Category 1: 3 years; Category  2-12: 
2 years  

4  SERC2017018736 Yes Yes Yes Yes 
Category 1: 3 years; Category 2 – 12: 
2 year  

5  TRE2017018201 Yes Yes Yes Yes Yes 
Category 1: 3 years;  Category 2 – 
12: 2 year  

6  TRE2018019269 Yes Yes Yes Yes Yes 
Category 1: 3 years;  Category 2 – 
12: 2 year  

7  TRE2018019270 Yes Yes Yes Yes Yes 
Category 1: 3 years;  Category 2 – 
12: 2 year  

8  WECC2016016714 Yes Yes Yes Category 2 – 12: 2 year 

9  WECC2018020723 Yes Yes Yes Category 2 – 12: 2 year 

10  WECC2019022617 Yes Yes Yes Category 2 – 12: 2 year 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018020074  CIP‐010‐2  R1      10/30/2017  4/26/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On July 13, 2018, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐010‐2 R1.  The entity identified two separate 
occasions where it did not complete security controls testing on baseline configuration changes before implementing those changes. 
 
First, on October 30, 2017, a storage analyst submitted a change to update custom‐developed scripts used for certain   transfers on four servers classified as Bulk Electric 
System Cyber Assets (BCA).  The storage analyst performing the change indicated within the change request that the updates to the custom‐developed scripts constituted a baseline configuration change 
to custom software.  The identification of a baseline configuration change requires Security Controls Testing (SCT) to ensure changes to Cyber Assets will not unexpectedly impact the security of the 
system.  The storage analyst correctly identified the need to perform SCT and added the appropriate SCT tasks to the change request, but the SCT tasks were not performed. The change was implemented 
in the production environment without conducting the required SCT pre‐change scans and post‐change scans to ensure the established security controls had not been adversely affected. The entity 
attributed the error to ineffective training and inadequate procedures. The entity did not perform the overdue SCT testing until April 26, 2018. 
 
Second, on April 25, 2018, a cyber‐security engineer submitted a change request to  on two servers used as one of the entity’s   

 systems which are    Similar to the first incident on October 30, 2017, the cyber security engineer 
correctly identified the need to perform SCT and added the appropriate tasks to the ticket, but the pre‐change SCT tasks were not performed and the change was implemented in the production 
environment.  Post‐change SCT scans were conducted to ensure the security controls identified in CIP‐005 and CIP‐007 had not been adversely affected, and the entity performed a review of target 
systems baseline configuration scan taken from the previous day. The entity attributed the error to ineffective training and inadequate procedures. 
 
This noncompliance involves the management practices of workforce management, work management, and implementation. Workforce management is involved because entity employees were not 
properly trained to execute the internal process for change management. Implementation management is involved because the entity employees failed to execute internal processes while implementing 
system changes due to ineffective internal controls. 
 
The root cause of this noncompliance was an ineffective work procedure that resulted in the entity not performing SCT tasks before a change was implemented in the production environment. That poor 
work procedure is combined with ineffective training of entity employees tasked with performing SCT tasks. 
 
This noncompliance started on October 30, 2017, when the first instance began where the entity implemented the baseline configuration change without completing the required SCT, and ended on April 
26, 2018, when the entity finished completing the post‐change SCT scans on all impacted baseline configuration changes. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this instance of 
noncompliance is that a change could be implemented that could have adversely affected system security and the BPS without having undergone security controls testing.  This risk was mitigated in this 
case by the following factors. First, there were only two changes missed. Second, the entity maintained an effective security posture due to its defense‐in‐depth approach and production monitoring. The 
entity’s configuration management process detects drifts from the known baseline for a particular CIP Cyber Asset and alerts the support teams for investigation, those drifts are tracked and monitored to 
ensure timely resolution, and those resolutions are documented. That process helped discover these missed changes, but did not discover the first instance because the security control testing scans were 
not properly executed in the first instance. ReliabilityFirst notes that subsequent testing and review performed by the entity confirmed that there were no adverse effects on security controls for either 
instance.  No harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) completed technical updates to the IT Service Management tool to centralize and enhance security controls testing processes; 
2) updated procedural documentation, including process flow diagrams, procedures, and work‐level instructions; and 
3) developed and implemented education and training, ensuring all process participants have been educated on procedural changes implemented within IT Service Management tool. 
 
Since the first instance occurred in October 2017, the entity has made significant improvements to its configuration management process, including the implementation of a new   environment 
and automating the monitoring and alerting for configuration drifts.  Because of this automation, a post‐scan now occurs overnight, every day, outside of the SCT process. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021593  CIP‐010‐2  R1      10/19/2018  10/19/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On May 21, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐010‐2 R1.  On October 19, 2018, the entity 
inadvertently patched 12 different   servers which were under CIP‐scope.  The change was part of an internal “patching initiative” which was planned, however, these specific servers were not intended 
to be patched on the day it occurred. The entity had patched roughly 85% of the platform, and the   servers which were inadvertently patched on October 19, 2018, were the remaining 15% which were 
scheduled to be patched by the end of November, 2018. While the 12   servers were inadvertently patched on October 19, 2018, the servers were meant to have these patches implemented at a later 
date. 
 
The inadvertent patching occurred at approximately 10:30 am. Later that day, at approximately 1:53 pm, the entity created an emergency change ticket to document what happened and to update the 
baseline based on the patch implementation. The inadvertent implementation occurred during a review of the patching initiative. Instead of using the reporting function to review what   servers had 
been patched, an entity employee inadvertently implemented the patching function, resulting in the noncompliance. The patching function was incorrectly applied to both the active and redundant 
database clusters which caused all database connections to fail until the servers were returned to service.  

 
 

 
The root cause of this noncompliance was a latent error in design in the patch management application which made it possible for an employee to accidentally initiate the patching function instead of the 
reporting function without a second confirmation step. 
 
This noncompliance involves the management practices of asset and configuration management and implementation. Asset and configuration management is involved because the entity failed to 
properly implement a patch series resulting from an insufficient patch management tool. Implementation management is involved because the entity failed to properly execute a staged patch 
implementation plan due to an insufficient patch management tool. 
 
This noncompliance started at 10:30 am on October 19, 2018, when the entity inadvertently implemented patching on 12   servers and ended on October 19, 2018 at 1:53 pm, when the entity executed 
its emergency change ticket. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The potential risk posed by failing to 
properly authorize a change here was that the change would be installed incorrectly, thus causing an operational outage.   

 
  The risk is partially reduced because the patches were tested, approved, and scheduled for implementation. The only issue is that an entity employee inadvertently 

implemented the patches before they were authorized to be implemented. Further reducing the risk, the patches had already been applied to approximately 85% of the scheduled devices already without 
issue. The entity promptly identified, assessed, and corrected this noncompliance.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because while the result of the prior 
noncompliance was arguably similar, the prior noncompliance arose from a different cause. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
1) implemented a quick stop‐gap to prevent reoccurrence; 
2) reviewed the self‐report with the CIP Senior Manager; 
3) developed a long‐term locking solution.   

 
 

4) implemented a long‐term locking solution; 
5) updated work level instructions and process documentation to reflect the locking solution; 
6) developed a control to validate lock status; and 
7) tested the control to validate lock status.  The entity also created a quarterly report that shows that the systems are locked. The entity implemented a control to review the report on a periodic basis 

to ensure the feature is being used appropriately and to reduce the risk of reoccurrence. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018019698  CIP‐005‐5  R2   
    7/1/2016  4/17/2018  Compliance Audit  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

 ReliabilityFirst determined that the entity,  , was in noncompliance with 
CIP‐005‐5 R2 identified during a Compliance Audit  .  During the Compliance Audit, ReliabilityFirst reviewed the firewall configuration files utilizing NP‐
View.  ReliabilityFirst noticed that a particular firewall group, consisting of two network hosts, permitted access using   and   directly into the Electronic 
Security Perimeter (ESP) without the use of an Intermediate System.  Access requires the use of Interactive Remote Access; therefore, the entity should not have had firewall configurations that permit 
direct access into the ESP for   and   
 
The root cause of this noncompliance was the entity’s misunderstanding of the requirement.  The entity mistakenly believed an Intermediate System was not required based on its network configuration.  
This root cause involves the management practice of workforce management, which includes providing training, awareness, and education to employees. 
 
This noncompliance started on July 1, 2016, when the entity was required to comply with CIP‐005‐5 R2 and ended on April 17, 2018, when the entity corrected the issue by changing its network 
configurations. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by not utilizing an 
Intermediate System in this case was that it allowed devices to have direct access into the ESP, which introduces an additional attack vector.  The risk is not minimal in this case based on the fact that the 
issue was identified at audit and the amount of time that the issue persisted.  The risk is not serious in this case based on the following factors.  First, this issue was present on only two network hosts, 
indicating that this was an isolated issue.  Second, the two network hosts at issue were physically located in a secure area (  which protected them behind multifactor physical 
protection controls.  Third, the two network hosts resided logically within a  .  Therefore, even if they were compromised, an 
unauthorized individual would still need to bypass other security controls in place such as the entity’s use of  .  No 
harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) developed and implemented a better understanding of Interactive Remote Access to ensure that those with Interactive Remote Access to applicable Cyber Assets, understand the NERC glossary 

definition of Interactive Remote Access, how this term relates to CIP‐005‐5 R2, and what approach the entity must take to be in full compliance; and 
2) developed and implemented change to Interactive Remote Access system currently in place to ensure that Interactive Remote Access does not allow for direct access to an applicable Cyber Asset in 

the set‐up room or anywhere else. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018736 CIP-010-2 R1, 
P1.2 

  07/01/2016 8/31/2019 Self-Report 
 

Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On November 30, 2017, the Entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-010-2 R1, P1.4.  SERC determined that this instance was more 
appropriately addressed under CIP-010-2 R1, P1.2.  The Entity did not implement one or more documented process that included authorizing and documenting changes that deviated from the existing 
baseline configuration. 
 
On August 7, 2017, an Entity manager conducted a post-work verification and discovered  protective relays that had actual configurations inconsistent with existing documented baseline configurations 
(Instance 1).  
 
The Entity conducted an extent-of-condition assessment by reviewing  devices at  sites, which resulted in the identification of  additional protective relays with the same issue.  Thus, a total of  
relays were affected.  

  
 
On August 3, 2017 and August 17, 2017, during an annual documentation compliance review of all  the Entity discovered  switches that 
were classified as PCAs with  erroneously enabled, which was not consistent with the documented baseline configuration.  Additionally, on November 4, 2017, during the same annual 
documentation compliance review, the Entity discovered switches that were classified as PCAs with  service erroneously enabled, which was not consistent with the 
documented baseline configuration and not authorized. 
 
On March 15, 2018, the Entity submitted a Scope Expansion (Instance 2). On December 14, 2017, while conducting commissioning activities at a construction site on a  

, the Entity identified another  at a different site that did not have an accurate documented baseline configuration record.  A documented baseline record existed for the old version of the 
firmware, but not for the new version that was installed.  The Entity did not properly tie the baseline record to the  being installed with the updated firmware version during commissioning.  
 
The Entity conducted an extent-of-condition assessment by reviewing all assets deployed within its asset management system to confirm firmware versioning.  The Entity identified  

 (one active and one inactive) that were commissioned without recording a baseline.   
 
On September 5, 2018, the Entity submitted a Scope Expansion (Instance 3).  On July 20, 2018, while reviewing baseline configurations for Cyber Assets involved with the first Scope Expansion, the Entity 
discovered inconsistencies between installed firmware for Cyber Assets and their associated baseline documentation records.  The Entity had not recorded point release firmware versions as part of the 
baseline record.  
 
This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable, and ended on August 31, 2019, when the Entity completed it mitigation.  
 
The cause of these instances of noncompliance was management oversight.  Management failed to ensure that its configuration management process included a step to verify correct baseline 
configurations.   

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to authorize and document changes that 
deviated from the existing baseline configuration could have led to security administration errors decreasing cyber defenses and harming grid security.  However, in all instances, the Cyber Assets did not 
have External Routable Connectivity or dial-up connectivity, and all Cyber Assets were placed within physically secure areas and Electronic Security Perimeters.  Additionally, none of the instances involved 
a facility containing high impact BCSs.  Furthermore, the Entity had malware detection, alerting and logging in place, and, the internal controls allowed for same day discovery of the problem, permitting a 
quick resolution.  No harm is known to have occurred.  
 
SERC determined that the Entity’s CIP-010-2 R1 compliance history should not serve as a basis for aggravating any penalty.  The prior instance of noncompliance was ten years ago and before a CIP 
program overhaul required by CIP Version 5, which does not demonstrate a programmatic failure.   

Mitigation 
 

To mitigate this noncompliance, the Entity:   
 
1) modified the configuration documentation to clarify verification activities for the protective relays; 
2) modified the configuration management process to include a step to validate configuration against baseline configuration documentation; 
3) configured  per device baseline configuration documentation; 
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4) trained personnel on the updated configuration document; 
5) upgraded  to an existing baseline; 
6) performed an assessment to determine extent-of-condition; 
7) reinforced CIP change management roles and processes via training;   
8) determined the point release versions of firmware in scope of the issue; 
9) provided awareness to affected personnel of the issue; and  
10) identified and created needed BuildIDs to reestablish proper configuration for the devices.  
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Texas Reliability Entity, Inc. (Texas RE) FFT CIP 

NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation Completion 
Date 

TRE2017018201 CIP-004-6 R4  (the 
“Entity”) 

07/01/2016 09/06/2016 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit per an existing multi-region registered entity agreement from , Texas RE determined that the Entity, as a 
 was in noncompliance with CIP-004-6 R4.  Specifically, although CIP-004-6 R4, Part 4.1 required the Entity to implement a process to authorize access based on need, 

as determined by the Entity, as of August 25, 2016, there were accounts for access to software that controls group policy settings for BES Cyber Assets at the Entity’s Control Center and for which 
no documented approvals could be found.  

The root cause of the noncompliance was uncorrected legacy configurations upon conversion to a NERC CIP System that occurred one month prior to identifying the issue. 

This noncompliance started on July 1, 2016, when the Reliability Standard became enforceable, and ended on September 6, 2016, the date by which all  accounts had either been approved or 
revoked. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The risk posed by this noncompliance arises from allowing multiple 
unauthorized individuals the ability to access software that controls access to BES Cyber Assets.  Those unauthorized individuals could potentially compromise BES Cyber Assets and negatively affect 
the BPS.  In particular, .  The 
Entity’s portfolio includes a generating capacity of approximately .  However, the majority of the  accounts were approved 
after the Entity discovered the issue, most within a day of that discovery.  No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) reviewed the need for the access to the accounts at issue, and revoked access for those accounts that did not need access;  and
2) implemented quarterly access reviews to track, log, and to maintain the periodic reviews and related documentation.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation Completion 
Date 

TRE2018019269 CIP-007-6 R2; R2.2; 
R2.3 (“the Entity”) 

10/06/2016  12/13/2017  Self-Report  Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation. 

On February 24, 2018, the Entity submitted a Self-Report to Texas Reliability Entity, Inc. (Texas RE), under an existing Multi-Region Registered Entity (MRRE) agreement, stating that, as a 
, it was in noncompliance with CIP-007-6 R2.  During a subsequent Compliance Audit conducted , additional evidence of the 

noncompliances was collected.  Specifically, the Entity failed to implement one or more documented processes that collectively include each of the applicable requirement parts in CIP-007-6, 
Table R2, Parts 2.2, and 2.3.     

On February 24, 2018, the Entity Self-Reported six separate instances where it had failed to evaluate security patches, in accordance with Table R2, Part 2.2, and/or apply the patches, in accordance 
with Table R2, Part 2.3.  In the first two instances, a  update was not evaluated and the appropriate security patches were not applied, in accordance with Tables 2.2 
and 2.3.   These two instances of noncompliance ran concurrently, the longest of which occurred from October 6, 2016, until May 23, 2017.   The third instance occurred when a security update was 
assessed as necessary for the  but not applied within 35 calendar days, in accordance with Part 2.3.   The third instance occurred from March 23, 2017, until May 23, 2017.   In the fourth and fifth 
instances, the Entity failed to recognize that an update for  was for the purpose of security, and failed to subsequently apply the security update.   These two instances of 
noncompliance ran concurrently from September 11, 2017 until December 13, 2017.   In the sixth instance, a newer version of was assessed as a necessary security update, but was not applied 
within 35 calendar days, in accordance with Part 2.3.   The sixth instance occurred from March 23, 2017, until November 4, 2017.  

The root cause of these instances of noncompliance was inadequate procedural controls.  First, there was a lack of specificity in the procedure identifying the necessary activity after an evaluation 
occurs in accordance with Part 2.2.   Second, there was insufficient peer and management review of each security patch evaluation conducted, and a lack of detail in the evidence maintained to show 
compliance with Part 2.3 and 2.3.   

These instances of noncompliance began on October 6, 2016, when the first instance of noncompliance occurred, and continued concurrently until December 13, 2017, when the last instance was 
mitigated. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The risk to the BPS is that the Entity’s failure to evaluate and 
install patches, in accordance with CIP-007-6 R2, Parts 2.2 and 2.3, could lead to network instability and vulnerabilities that would affect both the primary and backup Control Center.  However, this 
risk is lessened by the fact that, although the Entity had not evaluated and/or applied patches for numerous Cyber Assets within the required timeframe in the six instances outlined by the Self-
Report, the noncompliance was limited in scope as the auditors did not identify any additional instances of noncompliance.    Further offsetting the risk is the fact that none of the Entity’s 
are contracted as Blackstart resources, and none are impacted by Remedial Action Scheme (RAS) operations.    

The size of this Entity supports the categorization of these noncompliances as moderate risk. 

 No harm is known to have 
occurred.   

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) completed the required evaluations in accordance with Part 2.2, and installed the required patches in accordance with Part 2.3;
2) revised its security patch evaluation and management process to provide better instruction and guidance and to include peer and Compliance Coordinator review of patching process;
3) added steps to applicable procedures to require that details (Screenshots) of each patch assessment is attached to each change ticket to ensure that evidence of compliance is maintained;  and
4) conducted a patching workshop to provide staff with additional training on reviewing and assessing patching protocols and data. 

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2018019270 CIP-010-2 R1 
(“the Entity”) 

07/01/2016 03/24/2018 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation. 

On February 24, 2018, the Entity submitted a Self-Report to Texas Reliability Entity (Texas RE), under an existing Multi-Region Registered Entity (MRRE) agreement, stating that, as a r 
 it was in noncompliance with CIP-010-2 R1.  During a subsequent Compliance Audit conducted , additional instances of noncompliance with CIP- 

010-2 R1 were identified.  Specifically, the Entity failed to implement one or more documented processes that collectively include each of the applicable requirement parts in CIP-010-2, Table R1,
Parts 1.1, 1.3 and 1.4.

Self-Report: 
Part 1.3: 
On February 24, 2018, the Entity Self-Reported four separate instances where it had failed to update the baseline configuration for Electronic Access Control or Monitoring System (EACMS) for 
Medium-Impact Bulk Electric System (BES) Cyber Assets (BCAs) within 30 days of the updates, in accordance with CIP-010-2 R1.3.  On July 1, 2016, the operating system for the Entity’s 

, an EACMS for a Medium-Impact BES Cyber System, was changed to a different feature release.  This change occurred without commensurate documentation in the baseline-
tracking document within 30 calendar days, as required by CIP-010-2 R1.3.  The proper documentation occurred on September 16, 2016.  This instance of noncompliance occurred for 77 days.  The 
Entity further Self-Reported that, in separate instances, electronic ports were opened on the , and electronic ports were opened on the , both EACMS for 
Medium-Impact BES Cyber Systems, without commensurate documentation in the baseline-tracking document within 30 days of the port changes. Each instance was eventually properly documented, 
ending the noncompliance.  These instances occurred from July 5, 2017 to August 5, 2017 (31 days), and June 5, 2017 to February 14, 2018 (8 months, and 9 days), respectively. 

Compliance Audit: 
Table R1, Part 1.1: 
During a Compliance Audit subsequent to the Entity’s Self-Report, Texas RE determined that the baseline for a  workstation, a Medium-Impact Cyber Asset, was not developed by July 1, 2016, 
as required by the Standard’s Implementation Plan.  This occurred due to a failure in the data collection functionality of the .  The failure in the tool was identified and 
corrected by the Entity, and the baseline was developed on July 6, 2016.  This noncompliance occurred for 5 days. 

Table R1, Part 1.3: 
During the Compliance Audit, Texas RE also discovered an additional instance of noncompliance with Part 1.3. Texas RE determined that on November 27, 2016, a software update occurred on a 

 workstation, a Medium-Impact Cyber Asset, without the required update to the baseline within 30 calendar days.  This instance also occurred due to a failure in the data collection functionality 
of the .  The failure in the tool was identified and corrected by the Entity, and the baseline was updated in accordance with CIP-010-2 R1, Table 1.3.  The update to the Cyber 
Asset’s baseline was due on December 27, 2016 and occurred on April 18, 2017.  This noncompliance occurred for 3 months, and 22 days. 

Table R1, Part 1.4: 
During the Compliance Audit, Texas RE also determined that the Entity possessed a procedure for compliance with CIP-010-2 R1, but failed to maintain documentation to indicate compliance with 
the standard for any of their BCAs, as required in Table 1.4.   The noncompliance began July 1, 2016, the effective date of the standard, and continued until March 24, 2018, when the Entity began 
attaching a document to change tickets to indicate that controls were verified in accordance with the standard.  These instances of noncompliance occurred for 1 year, 8 months, and 23 days.  

The root cause of these instances of noncompliance was inadequate procedural controls.  First, there was a lack of specificity in the procedure regarding the version of software updates completed 
in the Entity’s baseline tracking process. Second, there was a lack of software tools within the Entity’s baseline tracking process that would scan for, and identify, open ports that are not accounted 
for in the Entity’s baseline tracking spreadsheet.  

The longest of the above instances of noncompliance began on July 1, 2016, when CIP-010-2 became effective and enforceable, and ended March 24, 2018, when the Entity began attaching a 
document to change tickets to indicate that controls were verified in accordance with Table 1.4. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  

With regard to the Entity’s noncompliances with CIP-010-2, Table 1.1 and 1.3, the potential harm to the reliability of the BPS that could derive from an Entity’s failure to develop, or timely update, a 
baseline is that the Entity might rely on inaccurate information when conducting a reconciliation of baseline changes and that a BCA may not receive the appropriate updates. However, this risk is 
offset by the fact that the subject BCA received the appropriate updates, and that the noncompliance was limited to a failure in maintaining documentation to show compliance.  Further mitigating 
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the risk is the fact that, with regard to the Entity’s noncompliances with CIP-010-2, Table 1.1 concerning the  workstation, the noncompliance lasted just 5 days, and affected only a single BCA 
at a Medium-Impact location. 

With regard to the Entity’s noncompliance with CIP-010-2, Table 1.4, the risk to the BPS is that the Entity’s failure to assess the security controls in CIP-005 and CIP-007, could lead to network instability 
and vulnerabilities that would affect both the primary and backup Control Center.  However, this risk is lessened by the fact that the Entity provided evidence that it had a procedure in place during 
the period of noncompliance, but was unable to provide commensurate documentation for the security assessments conducted before the February 2018 patch cycle.   

The size of this Entity supports the categorization of these noncompliances as moderate risk. 

 Further 
offsetting the risks identified above is the fact that none of the Entity’s  are contracted as Blackstart resources, and none are impacted by Remedial Action Scheme (RAS) operations.  

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) developed and updated baselines to address noncompliances with Tables 1.1 and 1.3, and completed assessments for compliance with Table 1.4;
2) developed a tool to perform a comparison of the  scans run and the baseline list of approved ports to better identify deviations from the baseline of approved ports;
3) added steps to applicable procedures to verify that the version on the baseline documentation accurately reflects what is installed on the system, and for management review of change

requests; and
4) revised the change request system to auto-generate sub-tasks for application updates.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2016016714 CIP-007-6 R2: P2.1; 
P2.2; P2.3 

  7/1/2016 4/12/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of 
this document, each noncompliance at issue is 
described as a “noncompliance,” regardless of its 
procedural posture and whether it was a possible,  
or confirmed violation.) 

On December 8, 2016, the entity submitted a Self-Report stating, as a , 
it had a potential noncompliance with CIP-007-6 R2.  Specifically, the entity had several issues during its implementation of CIP Version 5.  Regarding R2 Part 2.1, the entity failed to identify patch sources 
associated with  software/firmware applications between July 1, 2016 and April 12, 2017. Regarding R2 Part 2.2, the entity failed to evaluate security patches on five separate occasions from  
different sources for applicability at least once every 35 calendar days since the last evaluation between July 1, 2016 and October 26, 2016. Regarding R2 Part 2.3, the entity failed to either apply an 
applicable patch, create dated mitigation plan, or revise an existing mitigation plan, for  Cyber Assets between July 1, 2016 and January 24, 2017.  The scope of these issues included  BES Cyber 
Assets,  Electronic Access Control or Monitoring Systems (EACMS), and  Protected Cyber Assets (PCAs) associated the High Impact BES Cyber System (HIBCS) located at the primary and backup 
Controls Centers.  The aggregate of these issues began July 1, 2016, when the Standard and Requirement became mandatory and enforceable and ended on April 12, 2017, when the entity evaluated 
all security patches for applicability, for a duration of 286 days (noncontiguous). 

The root cause was attributed to management not allocating enough resources and time to complete compliance with is transition to CIP Version 5.  Specifically, the entity’s management did not 
adequately monitory its transition to identity resource or implementation issues along the way. 

Risk Assessment  These violations posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In these instances, for CIP-007-6, the entity failed 1) to identify 
patch sources associated with  software/firmware applications as required by R2 Part 2.1; 2) to evaluate security patches on five separate occasions from  different sources for applicability at least 
once every 35 calendar days since the last evaluation as required by R2 Part 2.2; and 3) to either apply an applicable patch, create dated mitigation plan, or revise an existing mitigation plan, for  
Cyber Assets as required by R2 Part 2.3.  The scope of these issues included  BES Cyber Assets,  EACMS, and  PCAs associated the HIBCS located in the primary and backup Controls Centers. 

These failures could have permitted vulnerabilities to remain unidentified, available, and open to exploit by malicious actors, who could potentially gain control over Cyber Assets and bulk power 
system facilities and adversely impact BES reliability.  However, the Cyber Assets resided in a secure Electronic Security Perimeter, within a secured Physical Security Perimeter behind multiple layers 
of firewalls, anti-malware and monitory systems, two factor authentication for remote access and intrusion protection systems. No harm is known to have occurred.  

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty because the previous relevant compliance history consisted of one minimal risk issue in 2011 
and not indicative of a broader issue. 

Mitigation To remediate and mitigate this noncompliance, the entity has: 
1) performed patch evaluations for the patch sources that had not been evaluated for the Cyber Assets in scope;
2) added the missing patch sources to the patch source list and begin patch assessment for those sources;
3) implemented the  Cyber Assets in scope into the patching process and began the patch assessment  for those Cyber Assets;
4) created a revised tracking, reporting, and alerting process to provide better visibility and notice regarding the compliance deadlines;
5) ensured all instances of missing patch sources had been identified;
6) ensured all the BES Cyber Assets were included in the patching program;
7) identified and documented additional control(s) that resolved the root cause:

a. development of scheduler tool to ensure tasks are created on a timely basis, the evaluation of standards are consistent, and multiple evaluators are assigned to provide redundancy, and
continual improvement of that process;

b. monitoring of patch management process via a SharePoint tool and continual improvement of that process;
c. daily monitoring of software via its configuration management database which correlates to the identified patch source. As patches are implemented this monitoring ensures that all

assets are upgraded, and all are patched to the same version;
d. automated the manual baseline checks using its configuration management database;

8) identified and updated any CIP-007 review processes or procedures that needed updating based on new controls identified;
9) trained personnel to monitor for performance using the revised tracking, reporting, and alerting process; and
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10) performed formal training of personnel on identification of patch sources, patch assessment, mitigation, and installation processes.  
 
WECC has verified the completion of all mitigation activity.  
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2018020723 CIP-010-2 R1: 
P1.1 

 
 

 7/1/2016 1/24/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On November 21, 2018, the entity submitted a Self-Report stating, as a  
, it had a potential noncompliance with CIP-010-2 R1.  Specifically, for  EACMS associated with the HIBCS located in the primary Control Center, the entity did not establish a system baseline 

configuration that satisfied the Part 1.1 sub-parts 1.1.1, 1.1.2, 1.1.3, and 1.1.4. This issue began on July1, 2016, when the Standard and Requirement became mandatory and enforceable and ended on 
January 24, 2017, when the entity established a baseline configuration on   EACMS, for a duration of 208 days.   

The root cause was attributed to system interactions not considered or identified.   Specifically,  EACMS  incorporated in the entity’s CIP Version 5 implementation project; however, the role of  
EACMS with regards to the other components of CIP were not understood, and the entity lacked internal controls and processes to detect the omission. 

Risk Assessment  WECC determined this violations posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to document a baseline 
configuration on  EACMS associated with the HIBCS that included sub-parts 1.1.1, 1.1.2, 1.1.3, and 1.1.4 as required by CIP-010-2 R1 Part 1.1. 

Such failure could have resulted in unauthorized system modifications to the HIBCS within the entity’s Control Center which could have led to undetected malware infection or other successful intrusion 
into the network locations of the modified system. However, as compensation  EACMS  protected in an established demilitarization zone; had up to date anti-malware and security patches, was 
being monitored, and required authentication for interactive user access.   No harm is known to have occurred.  

WECC determined the entity had no prior relevant instances of noncompliance. 

Mitigation To remediate and mitigate this noncompliance, the entity has:  
1) established a baseline configuration for   EACMS in scope;
2) updated its BES Cyber Asset on-board and change management procedure and templates to add check/review steps; and
3) updated its BES Cyber Asset inventory processes to improve the ability to detect BES Cyber Asset classification errors and improve oversight.  This new process clarifies that the CIP Program

Manager will create a BES Cyber Systems list and will send it to the CIP Senior Manager for approval, instead of a sending a Cyber Asset inventory list for approval.

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2019022617 CIP-010-2 R2: P2.1  
 

 8/6/2016 5/24/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of 
this document, each noncompliance at issue is 
described as a “noncompliance,” regardless of its 
procedural posture and whether it was a possible,  
or confirmed violation.) 

On December 9, 2019, the entity submitted a Self-Report stating, as a  
, it had a potential noncompliance with CIP-010-2 R2.  Specifically, on three separate occasions, the entity failed to monitor at least once every 35 calendar days for changes to the baseline 

configuration for  EACMS associated with the HIBCS located in the primary Control Center.  

The first occurrence began on August 6, 2016, when the Standard and Requirement became mandatory and enforceable and ended on January 24, 2017, when the entity updated the baseline 
configuration on   EACMS, for a duration of 172 days. The second occurrence began on March 1, 2017, 36 days after the previous monitoring and ended on April 12, 2017, when the entity 
updated the baseline configuration on  EACMS, for a duration of 43 days.  The third occurrence began on May 18, 2017, 36 days after the previous monitoring and ended on May 24, 2017, when 
the entity updated the baseline configuration on  EACMS, for a duration of seven days.  

The root cause of these issues was attributed to system interactions not considered or identified. Specifically,  EACMS  incorporated in the entity’s CIP Version 5 implementation project; 
however, the role of  EACMS with regards to the other components of CIP were not understood, and the entity lacked internal controls and processes to detect the omission. 

Risk Assessment  WECC determined this violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed on three separate 
occasions to monitor at least once every 35 calendar days for changes to the baseline configuration for  EACMS associated with the HIBCS 

Such failure could have allowed changes to the baseline configuration to be undetected which could have exposed vulnerabilities or disruption to the entity’s operations. However, as compensation  
EACMS  protected in an established demilitarization zone; had up to date anti-malware and security patches, was being monitored, and required authentication for interactive user access. No harm 
is known to have occurred. 

WECC determined the entity had no prior relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity has:  
1) implemented a programmatic, scheduled baseline configuration evaluation for  EACMS in scope.  This implementation also addresses the entity’s need to perform a baseline

configuration evaluations on any irregularly powered-on Cyber Asset;
2) updated its BES Cyber Asset on-board and change management procedure and templates to add check/review steps; and
3) updated its BES Cyber Asset inventory processes to improve the ability to detect BES Cyber Asset classification errors and improve oversight.  This new process clarifies that the CIP Program

Manager will create a BES Cyber Systems list and will send it to the CIP Senior Manager for approval, instead of a sending a Cyber Asset inventory list for approval.

WECC has verified the completion of all mitigation activity. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFTs in this posting and provided the justifications 
that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document.  

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 RFC2019021276 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category  2-12: 2 years 

2 RFC2019021272 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category  2-12: 2 years 

3 RFC2019021051 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category  2-12: 2 years 

4 RFC2019021273 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category 2 – 12: 2 year 

5 RFC2019021274 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 12: 2 year 

6  SERC2017018750 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 12: 2 year 

7  WECC2015015220 Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 12: 2 year 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021276  CIP‐004‐6  R4      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐004‐6 R4. 
 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System Cyber System 
Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline management 
tool. This is an automated non‐interactive process without any end‐user involvement. One of the file share locations was designated as a BCSI repository/storage location, and the other one was not. Both 
fileshares did not have the proper permissions for BCSI required under CIP‐004‐6 R4. 
 
The root cause of this noncompliance was that the entity did not have a process in place to manage fileshares with BCSI resulting in a failure to appropriately restrict access to the fileshares. Secondarily, 
the entity did not perform any application structure reviews to assess the data flow of BCSI before the entity introduced the fileshares into the production environment. 
 
This noncompliance involves the management practices of workforce management and information management. Workforce management is involved because the entity failed to sufficiently train 
employees on the process to manage fileshares involving BCSI. Information management is involved because the entity failed to identify and assess BCSI. 
 
This noncompliance started on February 1, 2018, when the entity uploaded BCSI to the two impacted fileshares without proper permission restrictions and ended on December 7, 2018, when the entity 
corrected the permissions on the two fileshares. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that unauthorized parties could potentially access BCSI which could in turn lead to alteration or misuse of the information.  The risk is not minimal because of the long approximately ten month duration. 
The risk is minimized because the fileshares were stored on a restricted   Domain separate from the entity Corporate Domain with access limited to only   
Staff via multi‐factor authentication. Further minimizing the risk, the BCSI was part of a system‐to‐system process   which is an 
automated non‐interactive process without any end‐user involvement. (The entity concluded that there was no evidence that the fileshare data was known outside of the baseline management tool 
administrator who was authorized for BCSI access. Accessing the data requires multi‐factor authentication.) No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  The entity also performed an extent of condition on all 

NERC CIP Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access; 
2) sent on a weekly basis, tasks to subject matter experts to remediate fileshares with “Everyone permissions”.  This weekly review will report any instance of a file share configured with “OPEN” 

permissions and requires the subject matter expert to remediate this level of access; 
3) performed an extent of condition to review data protections of existing Bulk Electric System Cyber System Information (BCSI) repositories to identify unprotected data within the repositories.  The 

entity will separately report any findings; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following:  incorporate changes and verify accuracy of the BCSI repository inventory; ensure 

access permissions and data protections are in place for each BCSI repository; and communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate access permissions when commissioning new systems to verify that the systems containing BCSI have the proper access restrictions in place as 
part of the evaluation process. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021272  CIP‐004‐6  R4      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐004‐6 R4.    
 

 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System Cyber System 
Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline management 
tool. This is an automated non‐interactive process without any end‐user involvement. One of the file share locations was designated as a BCSI repository/storage location, and the other one was not. Both 
fileshares did not have the proper permissions for BCSI required under CIP‐004‐6 R4. 
 
The root cause of this noncompliance was that the entity did not have a process in place to manage fileshares with BCSI resulting in a failure to appropriately restrict access to the fileshares. Secondarily, 
the entity did not perform any application structure reviews to assess the data flow of BCSI before the entity introduced the fileshares into the production environment. 
 
This noncompliance involves the management practices of workforce management and information management. Workforce management is involved because the entity failed to sufficiently train 
employees on the process to manage fileshares involving BCSI. Information management is involved because the entity failed to identify and assess BCSI. 
 
This noncompliance started on February 1, 2018, when the entity uploaded BCSI to the two impacted fileshares without proper permission restrictions and ended on December 7, 2018, when the entity 
corrected the permissions on the two fileshares. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that unauthorized parties could potentially access BCSI which could in turn lead to alteration or misuse of the information.  The risk is not minimal because of the long approximately ten month duration. 
The risk is minimized because the fileshares were stored on a restricted   Domain separate from the entity Corporate Domain with access limited to only   
Staff via multi‐factor authentication. Further minimizing the risk, the BCSI was part of a system‐to‐system process   which is an 
automated non‐interactive process without any end‐user involvement. (The entity concluded that there was no evidence that the fileshare data was known outside of the baseline management tool 
administrator who was authorized for BCSI access. Accessing the data requires multi‐factor authentication.) No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  The entity also performed an extent of condition on all 

NERC CIP Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access; 
2) sent on a weekly basis, tasks to subject matter experts to remediate fileshares with “Everyone permissions”.  This weekly review will report any instance of a file share configured with “OPEN” 

permissions and requires the subject matter expert to remediate this level of access; 
3) performed an extent of condition to review data protections of existing Bulk Electric System Cyber System Information (BCSI) repositories to identify unprotected data within the repositories.  The 

entity will separately report any findings; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following:  incorporate changes and verify accuracy of the BCSI repository inventory; ensure 

access permissions and data protections are in place for each BCSI repository; and communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate access permissions when commissioning new systems to verify that the systems containing BCSI have the proper access restrictions in place as 
part of the evaluation process. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021051  CIP‐011‐2  R1      8/10/2016  4/13/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On January 30, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐011‐2 R1. 
 
On April 12, 2018, an entity   analyst emailed a link to a “Confidential Special Handling: CIP” document to a director in 
the   Department. The director realized the two files, an   and a  , were being stored on a SharePoint site that was not a Bulk Electric System (BES) Cyber System Information 
(BCSI) Repository and reported the potential incident the same day. The documents had been stored on this site since their initial posting on August 10, 2016. 
 
On April 13, 2018, the entity moved the documents to an area designated as a BCSI Repository. 
 
This noncompliance involves the management practices of workforce management and information management. The root cause is that an accessible, secure storage location was not readily available 
and easily known for this particular activity, and a list of BCSI locations was not routinely communicated as part of normal training activities. 
 
This noncompliance started on August 10, 2016, when the entity first posted the CIP files to a SharePoint site that was not a BCSI repository and ended on April 13, 2018, when the entity moved the files 
to a BCSI repository. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed is that the content of 
these files could be used along with other access and information to gain unauthorized access to an Electronic Security Perimeter (ESP). The risk is not minimal because of the almost two year duration of 
this noncompliance. The risk is lessened because the files were stored on a   site. (Access from the corporate domain would require two‐factor authentication and 
authorized access into the   domain.) Access to this site is controlled through   security and requested and approved through the entity’s access management 
tool. Only individuals on the   access list could access the files. Of the two files posted, an   and a  , the   file was password protected and only three employees had the password. 

. Additionally, the entity’s defense in depth model 
was in place protecting the BCSs/ESPs whose information was improperly stored during the time the files were posted and includes:  (a) intrusion detection and prevention systems (IDS/IPS) monitoring of 
ESPs; (b) advanced monitoring intrusions from the external internet; (c) host IPS and antivirus protecting against potentially malicious software; (d) two‐factor authentication is enabled which provides for 
stronger access controls; and (e) firewalls and other security tools securing the network perimeter.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) moved the documents to a designated BES Cyber System Information (BCSI) Repository; 
2) required the employee involved to take additional Information Protection Training in addition to the yearly NERC CIP training; 
3) performed an extent of condition review to review documents that are Confidential Special Handling and Confidential Special Handling: CIP to ensure that they are stored in BCSI repositories within 

entity  ; 
4) added an   technical Preventive Control preventing BCSI documentation from being transferred outside of the entity by email or by using a USB drive.  The 

control is managed by the entity’s   team.  When a user plugs in any removable media to an entity user’s laptop or computer, a scan is performed of the removable 
media.  If any files contain a classification of “Confidential Special Handling: CIP” a warning is presented to the user saying “You are attempting to copy NERC CIP data to removable storage” and the 
user must attest the contents are being transferred to an approved encrypted storage device or the transfer action is cancelled.  For emails being sent outside of the entity email domain, if the email 
content contains a classification of “Confidential Special Handling: CIP” and the email is not encrypted, then the email is deleted at the email gateway perimeter and a message is sent to the sender 
that the email was blocked. 

5) implemented a new detective control to evaluate BCSI repositories and BCSI (labeled as “Confidential Special Handing: CIP” or “Confidential Special Handling”) that exist outside of designated BCSI 
repositories on a quarterly basis to achieve the following:  (i) Incorporate changes and verify accuracy of the BCSI repository inventory; and (ii) ensure entity Confidential Special Handling: CIP 
documents are places in a BCSI repository.  This control will examine the whole entity   environment to ensure BCSI data is properly protected; and 

6) improved awareness of   BCSI repositories and associated protective measures through the following actions:  (i)   Operations Compliance personnel will provide repository 
updates and best practices real‐time during key   meetings (all‐hands meetings, quarterly staff/leads meetings, quarterly safety meetings, etc.); and (ii) Distribution of BCSI 
repository updates and protective measures on a periodic basis to   personnel and users with access to   BCSI repositories. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021273  CIP‐011‐2  R1      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐011‐2 R1.    
 

 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment (CVA) results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System (BES) Cyber 
System Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline 
management tool. This is an automated non‐interactive process without any end‐user involvement. 
 
This incident had been occurring since February 1, 2018 based on the date of timestamps of the files in the two fileshares. The entity failed to adhere to its NERC CIP Information Protection Program and 
did not "protect and secure handle BES Cyber System Information, including storage, transit, and use". 
 
This noncompliance involves the management practices of asset and configuration management, work management, and information management. The root cause of this incident was that no procedures 
were in place to ensure the fileshares with BCSI were appropriately restricted when the application was developed and the file shares were created. There were also no application architectures reviews 
completed that considered the data flows of BCSI before the application was introduced into production. 
 
This noncompliance started on February 1, 2018, when the entity first had two fileshares containing BCSI with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device) and 
ended on December 7, 2018, when the permissions on the two devices were corrected. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that the content of these files could be used along with other access and information to harm BES Cyber Assets. The risk is not minimal because of the long approximately ten month duration. The risk is 
lessened because the fileshares existed on a restricted   domain that is separate from the entity corporate domain with access limited to entity   personnel. 
Access from the corporate domain would require two‐factor authentication and authorized access into the   domain.   

 The entity confirmed that there is no evidence the fileshare data was known outside of the baseline 
management tool administrator who was authorized for BCSI access. No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  An extent of condition was performed on all NERC CIP 

Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access 
2) sent tasks on a weekly basis to subject matter experts to remediate fileshares with “Everyone permissions”.  This control is a weekly review of a   scan that reports any instance of a file share 

configured with “OPEN” permissions and requires the subject matter expert to remediate this level of access.  There are file shares that allow “OPEN” permissions meaning these access permissions 
have been set to “Everyone” instead to designating proper access for those who need it; 

3) performed an extent of condition review to review data protections of existing BCSI repositories within the entity   to identify unprotected data within those repositories; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following: (i) Incorporate changes and verify accuracy of the BCSI repository inventory; (ii) Ensure 

access permissions and data protections are place for each BCSI repository; and (iii) Communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate BCSI data when commissioning new systems.  This control will be modified to verify that any destinations for BCSI data leaving the system are also 
properly protected.  This control will prevent future occurrences of BCSI data being passed to unprotected destinations. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021274  CIP‐011‐2  R1      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐011‐2 R1. 
 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment (CVA) results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System (BES) Cyber 
System Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline 
management tool. This is an automated non‐interactive process without any end‐user involvement. 
 
This incident had been occurring since February 1, 2018 based on the date of timestamps of the files in the two fileshares. The entity failed to adhere to its NERC CIP Information Protection Program and 
did not "protect and secure handle BES Cyber System Information, including storage, transit, and use". 
 
This noncompliance involves the management practices of asset and configuration management, work management, and information management. The root cause of this incident was that no procedures 
were in place to ensure the fileshares with BCSI were appropriately restricted when the application was developed and the file shares were created. There were also no application architectures reviews 
completed that considered the data flows of BCSI before the application was introduced into production. 
 
This noncompliance started on February 1, 2018, when the entity first had two fileshares containing BCSI with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device) and 
ended on December 7, 2018, when the permissions on the two devices were corrected. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that the content of these files could be used along with other access and information to harm BES Cyber Assets. The risk is not minimal because of the long approximately ten month duration. The risk is 
lessened because the fileshares existed on a restricted   domain that is separate from the entity corporate domain with access limited to entity   personnel. 
Access from the corporate domain would require two‐factor authentication and authorized access into the   domain.   

 The entity confirmed that there is no evidence the fileshare data was known outside of the baseline 
management tool administrator who was authorized for BCSI access. No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  An extent of condition was performed on all NERC CIP 

Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access 
2) sent tasks on a weekly basis to subject matter experts to remediate fileshares with “Everyone permissions”.  This control is a weekly review of a   scan that reports any instance of a file share 

configured with “OPEN” permissions and requires the subject matter expert to remediate this level of access.  There are file shares that allow “OPEN” permissions meaning these access permissions 
have been set to “Everyone” instead to designating proper access for those who need it; 

3) performed an extent of condition review to review data protections of existing BCSI repositories within the entity   to identify unprotected data within those repositories; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following: (i) Incorporate changes and verify accuracy of the BCSI repository inventory; (ii) Ensure 

access permissions and data protections are place for each BCSI repository; and (iii) Communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate BCSI data when commissioning new systems.  This control will be modified to verify that any destinations for BCSI data leaving the system are also 
properly protected.  This control will prevent future occurrences of BCSI data being passed to unprotected destinations. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2015015220 CIP-005-3 R2: 
R2.1; 
R2.4 

 
 

 1/1/2011 12/21/2017 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

During a Compliance Audit conducted , WECC determined the entity, as a , had a potential 
noncompliance with CIP-005-3 R2.1 and R2.4.  Specifically, during the configuration review of  Electronic Access Points (EAPs) the auditors found several access rules which were configured to allow any 
IP traffic from specific critical networks to any other network on the EAP, including identified ESPs. These rules superseded other explicit and implicit "deny all" rules applied on the specific critical 
network interfaces and as required by CIP-005-3 R2.1 did not provide the required explicit access permissions.  

Additionally, where external interactive access into an ESP had been enabled, the entity did not implement strong procedural or technical controls at the access points to ensure authenticity of the 
accessing party as required by CIP-005-3 R2.4.  Specifically,  the entity  demonstrated strong technical controls for authenticating into the ESP while outside of the entity’s networks. However, it 
did not include workstations connecting from within the entity’s non-ESP networks. Instead, the entity mistakenly considered its use of a common access card to access its Physical Security Perimeters 
(PSPs) as one factor for ensuring authenticity of accessing party into the ESP and the login credentials of said party as a second factor, during external interactive access. The root cause of this issue was 
attributed to the entity not consulting with all departments involved in the task to ensure compliance prior to configuring the firewall rules, as well as an alternative implementation of its technical 
controls to its PSP access points rather than ESP access points.   

These issues began on January 1, 2011, when the entity should have implemented explicit access permissions to the ESP at all EAPs and ended on December 21, 2017, when the entity completed 
mitigating activities, for a total of 2,547 days of noncompliance. 

Risk Assessment  WECC determined this violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System. In the first instance, for  EAPs, the entity failed to 
include in its processes and mechanisms, the use of an access control model that denied access by default, such that explicit access permissions must be specified as required by CIP-005-3 R2.1, and in the 
second instance, failed to implement strong procedural or technical controls at the EAPs to ensure authenticity of the accessing party where external interactive access into six ESPs had been enabled as 
required by CIP-005-3 R2.4.  

The failure of R2.1 could have provided paths into the ESP that could have been exploited to gain unauthorized access and the failure of R2.4 could have provided attackers with additional vectors to gain 
unauthorized access.  However, WECC confirmed, the entity provided adequate controls for network segmentation and an applicable access control list for each protected network at the affected ESPs, via 
a  that was placed in front of the .  Specifically, the entity asserted it had implemented  VLAN segmentation controls such as vendor best-practices that were followed for the 
configuration of all  to resist VLAN hopping including; , , and having , which disables VLAN tagging.  
Nevertheless, no harm is known to have occurred. 

The entity has no relevant prior compliance history with this or similar Standards and Requirements. 

Mitigation To mitigate R2.1 of this violation, the entity has: 
1. changed the access list rules on the two access points in scope of R2.1;
2. removed the firewall rules that allowed workstations to access systems directly; and
3. reviewed final network design with Compliance to ensure all applicable requirements are being met and have sufficient documentation.

To mitigate R2.4 of this violation, the entity has: 
1. implemented a jump server cluster which serves as Electronic Access Control or Monitoring System that requires dual-factor authentication for access to interactive remote access to the CCAs in the

ESPs in scope.  Workstations in the PSP but outside the ESP will no longer have access to CCAs in the ESP without first authenticating through the jump server; and
2. provided a Reliability Compliance Manager for addressing concerns with interpretation of Standards and Requirements, as well as attending compliance workshops and providing regular training to

its subject matter experts.
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document.   

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 NPCC2017017393 Yes Yes Yes Yes Categories 3 – 4: 2 years  Categories 
6, 8: 3 years 

2 NPCC2017018524 Yes Yes Yes Yes Yes Categories 3 – 4: 2 years  Categories 
1, 6, 8: 3 years 

3 RFC2019021271 Yes Yes Yes Yes Yes Category 1: 3 years; Category 2-12: 
2 years 

4 SERC2017017956 Yes Yes Yes Category 2 – 12: 2 year 

5 SPP2017017045 Yes Yes Yes Yes Category 2 – 12: 2 year 

6 SERC2017018864 Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

7 SERC2017018104 Yes Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

8 SERC2017017282 Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

9 TRE2017017085 Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

10 WECC2018019824 Yes Yes Yes Category 1: 3 years; Category 2 – 
12: 2 years 

11 WECC2017017931 Yes Yes Yes Yes Yes Category 1: 3 years; Category 2 – 
12: 2 years 

12 WECC2017017932 Yes Yes Yes Yes Yes Category 1: 3 years; Category 2 – 
12: 2 years 

13 WECC2017017933 Yes Yes Yes Yes Yes Category 1: 3 years; Category 2 – 
12: 2 years 

14 WECC2018019684 Yes Yes Category 2 – 12: 2 years 

15 WECC2018019686 Yes Yes Category 2 – 12: 2 years 

16 WECC2014014394 Yes Yes Yes Yes Category 1: 3 years; Category 2 – 
12: 2 years 
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NERC Violation ID Reliability Standard Req. Entity Name NCR ID Noncompliance 
Start Date Noncompliance End Date Method of Discovery Future Expected Mitigation Completion Date 

NPCC2017017393 CIP-010-2 R1.  
 

 

 07/01/2016 01/25/2017 Self-Report Completed 

Description of the Noncompliance (For 
purposes of this document, each 
noncompliance at issue is described as 
a “noncompliance,” regardless of its 
procedural posture and whether it 
was a possible, or confirmed 
violation.) 

On April 11, 2017,  (the entity) submitted a Self-Report stating that as a , it discovered an issue of 
CIP-010-2 R1. 

 
The noncompliance started on July 1, 2016, when the entity failed to identify a reporting server within its Electronic Security Perimeter (ESP) as a High Impact Protected Cyber Asset (PCA) and failed 
to establish a CIP-010-2 R1 baseline. The noncompliance ended on January 25, 2017, when the device was accurately classified as a Protected Cyber Asset and all appropriate CIP-010-2 
requirements were implemented. 

 
On November 16, 2016 during preparations for the entity’s annual CIP-010 R3 Critical Vulnerability Assessment (CVA), a NERC compliance supervisor discovered that a documented baseline did not 
exist for the Patch Management (PM) reporting server known as  The  is a reporting server used to produce reports of PM activities 
by merging data from the PM database into the  database. During an onboarding of  and numerous other systems, staff incorrectly categorized as a non-NERC asset. 
Specifically, staff failed to consider where  resided inside the ESP. The asset should have been classified as a Protected Cyber Asset. 

 
The root cause of this noncompliance was deficient training resulting in the  staff and  teams’ failure to complete a full assessment of the . 
This instance of noncompliance implicates the management practices of workforce management and asset and configuration management. Workforce management is implicated because the staff 
entrusted with evaluating the  were not properly trained to make a complete assessment of the BES Cyber Asset. Asset and configuration management is involved because the  
was improperly inventoried. 

Risk Assessment The noncompliance posed a moderate risk to the reliability of the bulk power system.  The risk posed by this noncompliance is that such failure could allow changes to the baseline to be 
undetected which could create exposure and vulnerabilities or disruption to the operations and control Cyber Assets, resulting in damage of equipment; potential data exfiltration; compromise of 
physical access points; power cycling; or shutting down of equipment. The risk is partially reduced because the asset resides within the ESP with all other required physical and electronic access 
controls (e.g., logging, patching, signature updates, etc.) and no dial-up system or direct connections to the internet. Additionally, the only function of the asset was to retrieve information and 
produce reports as opposed to controlling the BES. 

 
No harm is known to have occurred. 

 
NPCC considered the entity's compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate the noncompliance, the entity: 
 

1. commissioned  as a NERC Protected Cyber Asset; 
2. developed transition guidance for compliance teams; 
3. developed commissioning guidance; 
4. trained individuals on transition guidance; and 
5. trained individuals on commissioning guidance. 
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NERC Violation ID Reliability Standard Req. Entity Name NCR ID Noncompliance 
Start Date Noncompliance End Date Method of Discovery Future Expected Mitigation Completion Date 

NPCC2017018524 CIP-010-2 R1.  
 

 

 01/26/2017 05/25/2017 Self-Report Completed 

Description of the Noncompliance (For 
purposes of this document, each 
noncompliance at issue is described as 
a “noncompliance,” regardless of its 
procedural posture and whether it 
was a possible, or confirmed 
violation.) 

On October 26, 2017,  (the entity) submitted a Self-Report stating that as a  it had discovered on 
May 9, 2017 it was in noncompliance with CIP-010-2 R1. 

 
The noncompliance began on January 26, 2017, when the entity failed to determine, verify and document required cyber security controls in CIP-005 and CIP-007 that could be impacted by a 
change prior to the making the change, and ended on May 25, 2017, the date the entity validated the security controls. 

 
On January 26, 2017, the Entity's  implemented a change, specifically patches that deviated from the baseline configuration without first analyzing and documenting 
the required cyber security controls in CIP-005 and CIP-007 that could be impacted by the change. The patches of January 26, 2017 were installed to an Electronic Access Control Monitoring System 
(EACMS) associated with a High Impact BES Cyber System. On May 9, 2017, the Entity’s  discovered the noncompliance and acquired additional details. The patches were 
implemented by an internal  who erroneously relied on previous patch management experience to determine that no security controls’ tests were necessary prior to 
applying the patches. 

 
The Entity's CIP-010 procedure in place at the time provided an area to input a list of cyber security controls from CIP-005 and CIP-007 which could be impacted by the change. However, the 
procedure on which the  relied was merely a restatement of CIP-010-5 R1.4.1. The procedure required listing cyber security controls that could be impacted by the 
change and testing to ensure the identified security controls were not adversely impacted. The procedure required both be documented in the change order ticket. However, the procedure lacked 
specific details or guidance on how to accomplish these tasks, and it lacked expectations if personnel determined no security controls could be impacted. 

 
The root cause of this noncompliance is ineffective internal processes resulting in the  failing to analyze and document the impacts of a patch on cyber security 
controls. First, the  were performing patching without an actionable procedure or tool to aid in the process. Second, the  misapplied 
CIP-010-2 R1 and did so based on personal experience. This noncompliance involves the management practices of implementation management and workforce management. Implementation 
management is involved because the Entity did not construct processes which are capable of effective implementation of modifications. Workforce management is involved because the 

 were not properly trained that baseline configuration requirements are not discretionary rules but binding rules. 
Risk Assessment The noncompliance posed a moderate risk to the reliability of the bulk power system. The risk posed by implementing changes (such as patches) without completing the requisite change 

management activities, including testing security controls, is that the change could introduce vulnerabilities in the system; adversely impacting system-to system communications, and/or system 
functionality. The risk is partially reduced because there are multiple layers of security controls including multi-factor authentication and firewall threat detection services protecting the EACMS in 
question.  

. Thus, the risk posed to the bulk-power system was moderate. No harm is known to have occurred. 
 

NPCC considered the entity's compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate the issue, the entity: 

1. executed Cyber Security Controls Validation; 
2. met with the teams to discuss compliance expectations; 
3. improved Domain Controller CIP-010 Part 1.4 and 1.5 procedure and implemented ; 
4. conducted training on the Domain Controller procedure; 
5. implemented improved change control process that requires cyber security controls validation to be completed prior to sign off; 
6. implemented dashboard task to ensure that cyber security controls testing is completed on schedule; and 
7. implemented the new cyber security controls test plan. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021271  CIP‐007‐6  R4      10/18/2016  10/18/2018  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 25, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐007‐6 R4.  On October 
18, 2018, an analyst   identified two Bulk Electric System (BES) Cyber Assets (BCAs) that were improperly configured for logging. The 
BCAs were  .  Further investigation revealed that the two BCAs were deployed in an Electronic Security Perimeter (ESP) without proper security logging configurations on 
October 18, 2016. 
 
The root cause of this noncompliance was a lack of procedural adherence.  The entity had previously implemented a procedure describing tasks that needed to be completed when a BCA is connected to 
an ESP.  The tasks included ensuring and verifying that BCAs are properly configured for logging.  Here, entity personnel failed to complete those tasks when the affected assets where connected to an 
ESP. 
 
This noncompliance involves the management practices of workforce management and implementation.  Workforce management was involved because an entity can minimize the frequency of this type 
of noncompliance by ensuring that employees are properly trained and capable of carrying out tasks associated with maintaining the reliability and resilience of the Bulk Power System (BPS).  
Implementation was involved because an entity should have sufficient controls to ensure BPS reliability and resilience while deploying BCAs. 
 
This noncompliance started on October 18, 2016, when the entity improperly configured logging for the affected assets and ended on October 18, 2018, when the entity discovered and corrected the 
issue. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the BPS based on the following factors.  Failing to log events and generate alerts could impede 
an entity’s ability to detect and investigate unauthorized access, reconnaissance, and other malicious activity on BES Cyber Systems.  The risk was not serious and substantial in this case because the 
affected assets were being monitored by anti‐malware software and an intrusion detection system.  Further, authentication events were being logged by   that were being monitored   

.  However, the risk was not minimal in this case because of the duration of the noncompliance (i.e., over two years) and the lack of appropriate detective controls 
that could have assisted in identifying and resolving this issue earlier.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
involve different facts, circumstances, and/or causes. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) correctly configured logging for the two assets that were not logging; 
2) manually reviewed other cyber assets to confirm all are configured properly and logging; 
3) confirmed the pertinent plan as required for adding cyber assets  ; 
4) created and prioritized a request in quarterly planning to continue   in the CIP environment, which assigns critical resources to move work forward; 
5) completed the process of adding assets   to the entity’s CIP environment and designated them as CIP cyber assets; 
6) implemented   functionality for logging and active list auto‐update; 
7) trained analysts on the new   process that automatically adds   to the active list once logs are received; and 
8) confirmed implementation of the automated function of added   to the active list. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017956 CIP-010-2 R1, 
P1.4, 
P1.5 

 
 

 07/01/2016 08/22/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

During a Compliance Audit conducted from , SERC determined that the Entity, as a  
, was in noncompliance with CIP-010-2 R1, P1.4 (P1.4.1 and P1.4.2) and P1.5. The Entity did not identify and verify the CIP-005 and CIP-007 required 

cyber security controls that could be impacted by baseline changes (P1.4).  Additionally, the Entity did not properly test the baseline change in a non-production environment to ensure the CIP-005 and 
CIP-007 required cyber security controls were not adversely affected (P1.5).  

During on-site audit interviews, for high impact Bulk Electric System (BES) Cyber Assets (BCAs), the Entity asserted that the only controls verified were the  required elements of the baseline listed in 
CIP-010-2, P1.1, including (i) operating system; (ii) commercially available or open-source application software intentionally installed; (iii) custom software installed; (iv) logical network accessible ports; 
and (v) security patches applied. The Entity’s Change Management Configuration process required the use of a  script to determine any adverse effects on the CIP-005 and CIP-007 security 
controls, which included listening ports and services, software versions,  (security patch) IDs, operating system version, user account information, and output from the  

. However, this approach was only applicable to Cyber Assets running the .  The test documentation confirmed that a pre and post-update 
scan of Windows-based Cyber Assets was performed.  For network and appliance-based Cyber Assets, the Entity’s Technicians developed test forms specific to each type of change and determined 
necessary controls to ensure that the CIP-005 and CIP-007 security controls were not adversely affected before and after testing baseline changes. The  script collected the data required for the 
baseline documentation of the updated Cyber Asset, along with, the  baseline analysis.  While there was some overlap between the baseline data collected by the  script and 
the applicability of that data to the CIP-005 and CIP-007 security controls, verification of the expected deviation in the baseline did not constitute testing of CIP-005 and CIP-007 security controls, as 
required by CIP-010-2 R1, P 1.4 (P1.4.1 and P1.4.1), and P1.5.  Additional sample test documentation demonstrated that network and communications device testing was performed by running an external 
map scan of the updated device, coupled with, before-and-after comparisons of the device’s configuration file.  

The Entity also failed to provide evidence of security controls verification for medium impact BCAs (P1.4.3).  Additionally, the Entity did not include identification of CIP-005 and CIP-007 security controls in 
the sample test records that could have been affected by the update and only made reference to the execution of the  script and tool (P1.4.1). The Entity failed to submit evidence that it 
identified (P1.4.1) and performed verification on the production Cyber Assets where the update was applied (P1.4.2; P1.4.3). Moreover, there was no evidence that testing verified that the anti-malware 
control was properly functioning or that logging and alerting was still functional following the implementation of the update in the test environment (P1.5).  

This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable, and ended on August 22, 2018, when the Entity revised its Configuration Change Management 
program and provided training on the Configuration Change Management program.  

The root cause was a procedural deficiency.  The Entity’s Configuration Change Management Program did not include a process to identify and test required security controls. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). The Entity’s failure to demonstrate that it could identify and 

test/verify the necessary security controls could permit a change to alter or disable existing security controls.  It could also reintroduce default accounts and/or passwords without the Entity’s knowledge, 
making the network and Cyber Assets potentially vulnerable to exploit. However, the Entity’s procedure did require the Entity’s personnel to monitor and compare the existing baseline configurations to 
the post change configurations and look for any anomalies, which does cover some of the cyber security controls in its data collection. The Entity has layered defense in depth, which includes multiple 
external firewalls separating the secure network from the outward facing internet, real-time configuration monitoring and alerting, and intrusion detection systems. The Entity secured all Cyber Assets 
with a monitored Electronic Security Perimeter, which was within a secured and monitored Physical Security Perimeter. No harm is known to have occurred. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation  To mitigate this noncompliance, the Entity: 

1) revised its CIP-10-2 Configuration Change Management Program to describe the use of  rule sets and process to document and test clearly defined security controls applied per each asset
group and added additional language to describe controls documentation for assets where utilizing  policy-based testing was not technically feasible; and

2) provided additional training to inform teams responsible for performing changes to systems on what controls were being tested and how tested was performed by .
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

SPP2017017045 
 

CIP-005-5 R1, 
P1.3 

 
 

 
 

07/01/2016 11/17/2017 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

During a Compliance Audit conducted from , SPP RE Audit staff determined that the Entity, as a  
, was in in noncompliance with CIP-005-5 R1, P1.3.  The Entity did not document inbound and outbound access permissions, including the 

reason for granting access, and deny all other access by default.  
 
During the onsite audit sampling, SPP RE identified  inbound and outbound firewall rules from the primary to the back-up Control Centers that were overly permissive and without justification for being 
present.  In total, the Entity’s primary Control Center had  rules, while the back-up Control Center had .  Additionally, within the primary Control Center firewall as well as the back-up Control Center 
firewall, SPP RE discovered  rules on each that were configured to permit ‘all services’, which could have allowed all protocols and all  available ports available for access and potential exploit.  
 
The Entity agreed with the finding as presented by SPP RE Audit staff, and immediately began assessing all firewall rules and remediating the issues.   

 
    

 
The Entity initiated an extent-of-condition assessment (EOC) after the audit concluded by examining all firewall rules at the Control Centers.  This EOC, conducted as a part of its mitigation effort, was 
completed on June 6, 2017.  The Entity determined that while the business approach to the firewall configurations between the  facilities were efficient and effective, it did not properly justify the 
need for the ports and services, and did not have an explicit deny all other access rule by default. 
 
This noncompliance started on July 1, 2016, when CIP Version 5 became mandatory and enforceable, and ended on November 17, 2017, when all the firewalls rules were reviewed and updated to include 
justifications and the appropriate deny all the end of the rule sets. 
 
The cause of this noncompliance was that the procedure did not contain instructions for identifying needed ports and services to establish firewall access rules. 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The Entity’s failure to restrict inbound access to the Cyber Assets within 
the Electronic Security Perimeter (ESP) to strictly only allow access necessary for normal operations, emergency operations, support, maintenance, and troubleshooting as required by CIP-005-5 R1, P1.3, 
could have caused the propagation of malware and compromise of the protected BCSs.  Additionally, the Entity’s failure to restrict outbound access from the Cyber Assets within the ESP to strictly only 
allow access necessary for normal operations, emergency operations, support, maintenance, and troubleshooting as required by CIP-005-5 R1, P1.3, could permit the intentional and/or unintentional 
transmission of sensitive and confidential information to unprotected location that an attacker or adversary controlled.  However, the Entity implemented a network Intrusion Detection System that 
performed real-time traffic analysis and packet inspection and logging on all inbound and outbound traffic through the Electronic Access Point.  Any anomalous activity or traffic would generate an 
immediate alert to the Entity’s network staff for review.  Additionally, the Entity did not allow direct inbound access to its ESP from outside of its established Demilitarized Zone with all access being only 
available through the intermediate system. Furthermore, although there were rules and access that should have been removed from the firewall, the Entity was still filtering on inbound and outbound 
access.   
 
SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the Entity:   
 
1) narrowed "unfettered" access from the "ANY" service to that which is actually necessary and justifiable according to baselines and vendor-provided documentation or needed for maintenance and/or 

troubleshooting; this activity addresses the implementation of a rule to explicitly deny all unneeded access by default; 
2) reviewed the networks allowed in the access rules to see which networks can be removed from the access, thereby shrinking the allowed access; 
3) placed current rules in logging mode; 
4) added rules ahead of current rules, which provide expected access; 
5) reiterated step (2) until 32 days without any logging; 
6) removed logging rules identified in step (1); 
7) reviewed and Approved changes made to firewall rules as part of the Entity’s change management process; 
8) implemented new firewall rules to make better use of the system baselines and vendor-provided documentation to ensure proper compliance;  
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9) changed its firewall management policy to require sufficient vendor documentation or packet trace logs for new logical network ports used in access rules in order to properly provide for the 
justification of firewall change requests;  

10) trained administrators on the new methodology in step (9) to ensure that new rules can comply with Regional interpretation of the standard; and 
11) reviewed the firewall rules annually as part of its Cyber Vulnerability Assessment to determine that each rule is fully required and justifiable using the following criteria: 

a. if the service allowed is listed in an approved baseline, listed in vendor documentation of used ports for the direction allowed; 
b. if use of the port can be demonstrated in a network packet trace with confirmation or documentation from a vendor or with an investigation that disabling the port causes the program to no   

longer function properly; 
c. if the access rule has a valid business need; 
d. if the business need is still relevant; and 
e. if the access could be reduced (e.g. if a rule with the "ANY" service could be replaced with a more specific access rule, or if a port range supplied by a vendor could be narrowed based on 

observed usage). 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018664 CIP-006-6 R1, 
P1.1 

  03/31/2017 04/01/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On November 16, 2017, and January 4, 2018, the Entity submitted Self-Reports stating that, as a , it was in noncompliance with CIP-006-6 R1.  On March 7, 
2019, the Entity submitted an expansion of scope to the January 4, 2018 Self-Report.  The Entity had three instances where it did not implement physical controls to allow only those with authorized 
unescorted access to Physical Security Perimeters (PSPs) (P.1.1).  
 
In Instance 1, on March 31, 2017, two trespassers gained access into a substation control house PSP by pulling the locked exit door handle twice.  The Entity had not installed the latch plate on the door in 
an optimal position, leaving a significant gap and allowing the trespassers to force the door.  Upon the trespassers opening the door, the Entity’s  received a 
forced entry alarm indicating a door opened without badging, prompting security staff to actively monitor the PSP via recording video cameras.  The two trespassers remained in view the entire time.  
After approximately 10 seconds, an audible alarm sounded in the substation, whereupon both trespassers immediately exited the PSP without tampering with any equipment.  On April 1, 2017, the Entity 
repaired the door at issue. 
 
The Entity conducted an extent-of-condition (EOC) assessment by completing physical security testing of all PSP doors, including ensuring that PSP doors reclosed securely after opening.  No additional 
instances of noncompliance with CIP-006-6, R1 were discovered.  
 
The scope of affected assets in Instance 1 included  
 
The cause of Instance 1 was a deficient procedure that did not require the periodic inspection of door latches.   
 
On January 4, 2018, the Entity submitted an additional Self-Report stating that it was in noncompliance with CIP-006-6 R1, P1.2.  SERC later determined that because the substation  was without 
External Routable Connectivity, the issue impacted CIP-006-6 R1, P1.1, rather than P1.2.  Because this noncompliance involved the same Standard and Requirement as the instance in the original 
November 16, 2017 Self-Report, SERC is dismissing and consolidating with SERC2017018664. 
 
In Instance 2, on November 30, 2017, the Entity was conducting maintenance in a substation control house PSP.  During the work, a normally non-operational and latched PSP door (one side of a double 
door) was unlatched in order to allow more room for staff to move panels in and out of the control house.  Upon completion of work that day, Entity staff did not re-secure and latch the PSP door.  
 
On December 4, 2017, the Entity discovered the issue when an unauthorized employee entered the PSP through the unsecured door, resulting in a “forced door” alarm at the .  Upon receipt of the 
alarm, the  began reviewing video and alarm/badging logs and verified that only the one employee entered the PSP without authorized unescorted physical access.  After 49 minutes, the 
unauthorized employee departed from the PSP.  The Entity then secured and latched the PSP door the same day, ending the noncompliance.  Thereafter, the  reviewed video and badge logs and 
conducted interviews with on-site personnel.  The  determined that no other unauthorized access attempts occurred after the door was unlatched on November 30, 2017. 
 
On March 31, 2018, the Entity completed an EOC assessment by checking all  to ensure door hardware worked as intended.  In conducting the EOC, the 
Entity included a physical walk down effectiveness review of physical access control components of all  with and without External Routable Connectivity. 
The inspection also included checks and verification of all intrusion alarms.  During the EOC assessment, the Entity identified no alarm issues, but identified and repaired an additional eight instances of 
faulty door hardware.  On March 15, 2018, the Entity completed the last repair.  
 
The scope of affected assets in Instance 2 included  

 
 
The cause of Instance 2 was the need for enhanced closeout procedures.  Specifically, written procedures did not include ensuring latched double doors at the conclusion of work.  
 
On March 7, 2019, The Entity submitted an expansion of scope in connection with the January 4, 2018 Self-Report.  
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In Instance 3, on December 27, 2017, an employee unauthorized for physical access entered a substation PSP control house due to faulty door contacts.  An alarm sounded at the  prompting the 
to begin monitoring and to contact an authorized individual already in the PSP.  Because the unauthorized employee had a business need to be in the PSP, the then assigned an escort to the 

unauthorized employee (visitor) and logged the visitor’s entry in accordance with procedures.  On April 1, 2018, the Entity repaired the door at issue. 
 
The scope of affected assets in Instance 3 included  
 
The cause of Instance 3 was a deficient procedure that did not require the periodic inspection of door latches.  
  
These instances of noncompliance began on March 31, 2017, when the two trespassers in Instance 1 entered an unsecured PSP, and ended on April 1, 2018, when, in Instance 3, the Entity repaired the 
last unsecured door. 
 

Risk Assessment                                                                 
 

These instances of noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The Entity’s failure to secure substation PSP access doors 
could allow malicious trespassers to gain access into the PSP and damage control house equipment, open switches and lines, reconfigure relay settings, or cause misoperations.  However, in these 
instances, alarms to the  immediately alerted security staff prompting active monitoring and engagement, including recorded video surveillance.  While awaiting repairs, the employed 
alternative physical security measures (compensating controls) consisting of continuous monitoring of the affected doors.  Additionally, unauthorized intrusions would have generated local audible alarms 
as a deterrent.  Furthermore, the Entity electronically protected BCAs with electronic access controls and intrusion monitoring, logging and alerting.  In all three instances, no harm is known to have 
occurred.  
 
SERC considered the Entity’s CIP-006-6 R1 compliance history in determining the disposition track.  The Entity has one relevant prior noncompliance with CIP-006-6, R1.  SERC determined that the Entity’s 
compliance history should not serve as a basis for applying a penalty.  The underlying conduct between the prior and instant noncompliance is different.   Specifically, the prior noncompliance involved 
broken security latches and one instance where an employee did not ensure a PSP door closed securely behind him after entering the PSP.   Therefore, the mitigation for the prior noncompliance could 
not have prevented the instant noncompliance.  
 

Mitigation 
 

To mitigate the noncompliance, the Entity: 
  
1) replaced the strike plate at the substation in question (Instance 1); 
2) implemented a periodic supplemental inspection of security door hardware, which includes the visual inspection and a challenge of the door strike plates to ensure sufficient engagement (Instances 1 

and 3);  
3) performed testing of physical security in accordance with CIP-006-6; R3, at all of the Entity’s PSPs to identify issues and remediate them (Instance 1); 
4) re-latched the door at issue securely (Instance 2); 
5) updated the alternative measure template to reiterate checking the latching of the doors (Instance 2);  
6) inspected all the  double doors (Instance 2 and Instance 3);  
7) created a standards document to provide a standard list of hardware that is to be used at CIP sites (Instances 1, 2, and 3);  
8) updated the PACS maintenance and testing procedure to reflect the double door latch check (Instance 2);  
9) taped off the door on the inside and outside of the control house to immediately alleviate access to the door (Instance 3); 
10) held a CIP briefing with Entity employees to explain the new process to perform door inspections (Instances 1, 2, and 3); and  
11) retrained contract companies on CIP, including CIP-006 R1, on the approved list of hardware to be used at CIP sites and to provide general awareness of changes to the procedures and to remind 

contractors to follow the procedures while working in secured areas; acknowledgements of the CIP training were provided by each company’s management (Instances 1, 2, and 3). 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018104 CIP-007-6 R2, 
P2.1, 
P2.2 

 
 

 

 07/01/2016 07/08/2019 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On August 3, 2017, the Entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-007-6 R2.  The Entity 
reported one instance where it did not evaluate an available security patch for applicability within 35 calendar days (P2.2) (Instance 1).  The Entity submitted an expansion-of-scope noting another 
instance with CIP-007-6 R2, P2.2 (Instance 2) where it failed to evaluate an available security patch for applicability within 35 calendar days.    

In the first instance, in July 2016, the Entity began building a new Security Information and Event Management (SIEM) system of the software, which included a check to determine whether any 
security patches were available for the new SIEM software.  No security patches were available, so the Entity marked the security patching task on its CIP Asset Configuration Checklist as complete.  The 
original target for implementation was August 2016; however, the Entity pushed back the target date, which delayed the build process.   The new target date became September 30, 2016, and 
subsequently became the actual “go-live” date.  Once the new SIEM was live, responsibility for CIP compliance (including evaluation of security patches for applicability) transferred from one Entity 
employee to another. 

On August 18, 2016, during the aforementioned implementation delay, the SIEM vendor released a new security patch for .  However, since the security patching task had already been 
marked as complete on the CIP Asset Configuration Checklist, the Entity did not check for security patches again prior to the new SIEM “go-live” date.  Furthermore, the Entity employee who became 
responsible for evaluation of security patches did not review the new SIEM’s baseline documentation (which correctly listed the SIEM software as  and instead assumed that the newer 
version ( ) was running on the SIEM.  The August 18, 2016 security patch did not apply to , and, thus, the patch was not evaluated for applicability during the subsequent monthly 
security patch evaluations.  

On April 28, 2017, the Entity was preparing to install a new security patch that applied to  of the SIEM software when it discovered  was the installed version.  On May 1, 2017, the 
Entity evaluated the missing patch and created a security patch mitigation plan for said patch. 

The cause of the noncompliance in Instance 1 was deficient process.  First, the length of time between the start of the CIP Asset Configuration Checklist and the transition to a live CIP system caused the 
original security patch evaluation to become null, but there was no trigger to re-perform the evaluation.  Second, the process for transfer of duties to the Entity employee responsible for the system after 
the go-live date was lacking.  Specifically, there was insufficient internal communication regarding the patch level and/or software version for the system once it went live. 

While SERC was performing its assessment and determining the scope of the noncompliance, the Entity found an additional instance of noncompliance with CIP-007-6, R2, P2.2, which was submitted by 
the Entity as a Scope Expansion to SERC2017018104. 

In Instance 2, on April 23, 2019, the Entity’s firewall patch source released a security patch relevant to  Entity firewalls.  On July 8, 2019, the employee responsible for evaluating firewall security patches 
noticed that the designated patch source had not been posting any new patches to the patch numbering “train” that the employee was monitoring.  As a result, this employee started reviewing 
vulnerabilities and discovered a newer patch “train.”  This led to the discovery that the April 23, 2019 security patch had not been evaluated for applicability.  Additionally, on July 8, 2019, the Entity 
evaluated the security patch at issue and determined it to be applicable.  On August 9, 2019, the Entity installed the next major software release, which included the fixes from the security patch at issue.  

The cause of Instance 2 was insufficient training.  Specifically, until May 2019, there had been two employees responsible for determining if there were newly released security patches for the CIP 
firewalls.  Prior to the May 2019 review of April 2019 security patches, the senior employee had transitioned to another position.  The single remaining employee responsible for determining if there were 
newly released security patches for CIP firewalls did not follow the work instructions in their entirety.  If followed properly, all relevant patch “trains” would had been evaluated. 

The scope of Cyber Assets affected by the instance of noncompliance in Instance 1 and 2 included  
 

On January 12, 2018, the Entity submitted an additional Self-Report of CIP-007-6 R2, designated as .  The Entity failed to properly document patch sources for  
software applications, causing a failure to evaluate  available security patches for applicability within 35 calendar days (P2.1) (Instance 3).  The Entity submitted an expansion-of-scope noting an additional 
instance of noncompliance with CIP-007-6 R2 where it failed to evaluate  security patch for applicability within 35 calendar days (Instance 4).  SERC determined that the instance in this Self-Report and 
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the associated Scope Expansion involve the same Standard and Requirement as the instance in the original August 3, 2017 Self-Report.  Therefore, SERC dismissed and consolidated  with 
SERC2017018104.   

In Instance 3, on December 1, 2017, while conducting an extent-of-condition assessment in regard to a separate Self-Report, a CIP Engineer discovered that patch sources for  applications were 
missing from the Energy Management System (EMS) Designated Software Source list. The first of the  applications in question was video driver software.  This software was installed on  of the  
BES Cyber Assets (BCAs) in the Entity’s .  Upon investigation, the Entity determined that despite not having formally designated a patch source for the video driver software, security 
patches were being evaluated up until the November 2016 evaluation cycle - when the security patch evaluation process was transitioned to a different employee within the department.  The Entity 
determined that from November 2016 to December 1, 2017 (the date of discovery),  security patches were not evaluated for applicability. 

The second application was data historian software.  This software was installed on  of the  BCAs in the Entity’s .  For this application, there was a formally designated patch 
source; however, it was the wrong patch source.  The designated source did not actually supply patches for the application in question.  The Entity determined that from July 1, 2016 (the date CIP-007-6 
became mandatory and enforceable) and December 1, 2017 (the date of discovery),  security patch was not evaluated for applicability. 

The last of the three applications in question was a network configuration application.  This software was installed on  of the  BCAs in the Entity’s   The Entity determined it had 
not formally designated a patch source for the network configuration application; however, no security patches had been issued for the application as of July 1, 2016, and, thus, no security patches had 
been missed. 

The cause of the noncompliance in Instance 3 was a lack of adequate controls for ensuring that designated patch sources were identified and documented. 

While SERC was performing its assessment and determining the scope of the noncompliance, the Entity found an additional instance with CIP-007-6 R2, P2.1, which was submitted by the Entity as a Scope 
Expansion to . 

In Instance 4, on September 26, 2017,  security patches were released for a  application.  On February 2, 2018, while completing mitigating activities for the January 12, 2018 Self-Report, an IT 
Engineer discovered that these  security patches had not been evaluated for applicability.  This software was installed on  of the  BCAs in the Entity’s  and on  of the  
associated Protected Cyber Assets.  On February 22, 2018, the Entity evaluated the  security patches at issue.  They were found to be applicable, but were superseded by a newer patch.  On March 21, 
2018, the Entity installed the new patch, which included the previously released patches. 

The cause of the noncompliance in Instance 4 was a deficient process for evaluating automated security patch notification feeds.  On September 1, 2017, responsibility for the security patch evaluation 
process transitioned from one IT System Engineer to another.  However, the automated notification feed was set up incorrectly for the new IT System Engineer; as such, the new IT System Engineer did 
not receive the security bulletin announcing the  patches at issue, and thus did not evaluate them for applicability. 

These instances of noncompliance started on July 1, 2016, when CIP-007-6 became mandatory and enforceable, and ended on July 8, 2019, when the Entity evaluated the last of the missed patches. 

Risk Assessment  These instances of noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The Entity’s failure to identify and evaluate security 
patches in a timely manner led to a failure to either install the patch or create a mitigation plan for it.  The Entity’s failure to patch or otherwise mitigate security vulnerabilities could allow an adversary to 
take control of the unpatched Cyber Assets.  Another possible risk is loss of logging, or altered or suppressed logging and alerting, which could be used by an attacker to prevent detection of malicious 
activity.  However, the Entity mitigated this risk by implementing controls that generate notifications if the SIEM stops producing alerts.  Specifically, the Entity would activate manual monitoring 
procedures until the logging functionality is restored.  Furthermore, an Intrusion Prevention System/Intrusion Detection System was deployed to detect malicious access or other attempted compromises. 
Alerts generated by this system are monitored 24 hours per day, 7 days a week, by a managed security services network operations center.  No harm is known to have occurred. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
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Mitigation 
 

To mitigate this noncompliance, the Entity: 
 
1) evaluated and documented the applicable SIEM security patch for the current version in production (Instance 1); 
2) created a security patch mitigation plan for the missing patch applicable to the current version in production (Instance 1); 
3) updated the CIP Asset Configuration Checklist to include the following: 

a. a step that requires the engineer to confirm the new CIP asset added to production has the most current and available software(s) version (with applicable patches) installed. If the most 
current version is not installed or patched, an evaluation is required and a security patch mitigation plan is to be documented. 

b. a step requiring an entry on the patch evaluation spreadsheet to ensure the necessary software information needed to do the monthly evaluation is added (Instance 1); 
4) circulated an e-mail to affected personnel describing the updated CIP Asset Configuration Checklist.  This e-mail was intended to educate affected personnel about the updated steps within the 

checklist to confirm that most current versions and patches were accounted for on the production asset and that assessment information was communicated to the person(s) responsible for 
assessments (Instance 1); 

5) held a meeting with staff where the incident was discussed and the updated CIP Asset Configuration Checklist was reviewed (Instance 1); 
6) upgraded the new , which comprised of all cumulative security patches, including  (Instance 1); 
7) updated the Designated Software Source List with the video driver software source, the correct date historian software components source, and the network configuration application source (Instance 

2); 
8) held a meeting with members of the Team who were responsible for the monthly assessment of third-party software to review the updated Patch Source ReadMe documents 

(Instance 2); 
9) evaluated the network configuration application security patches to current date and verified there were no security patches available (Instance 2); 
10) evaluated video driver software security patches from November 2016 to current date (December 1, 2017) (Instance 2); 
11) evaluated data historian software security patches to current date (December 11, 2017) (Instance 2); 
12) implemented an internal control to verify, at least annually, the accuracy of the Designated Software Source Lists for all applicable lines of business (Instance 2); 
13) created a security patch mitigation plan for the  video driver software security patches applicable to the environment (Instance 2); 
14) created a security patch mitigation plan for the  security patches applicable to the environment (Instance 2); 
15) updated the CIP Asset Configuration Checklist to include a step ensuring that when new software is installed, the Designated Software Source List is updated (Instance 2); 
16)  completed a verification by an individual outside of the  to ensure all identified EMS software sources documented were accurate (Instance 2); 
17) circulated an e-mail to affected personnel reminding them of the importance of ensuring that the software source for any new software was added to the appropriate software source list. This e-mail 

included links to the CIP Asset Configuration Checklist and references to the associated tasks within the checklist (Instance 2); 
18) ceased utilizing automated feeds for security patch notifications (Instance 3); 
19) required that all other applicable departments cease utilizing feeds and instead implemented a monthly manual check process for security patch notifications (Instance 3); 
20) revised and documented the Team’s patch evaluation work instructions (Instance 2 and 3); 
21) held a meeting with members of the Team to review the updated patch evaluation work instructions (Instance 3); 
22) evaluated the September 26, 2017, security patches pertaining to the application identified in the Scope Expansion (Instance 3); 
23) evaluated the applicable security patch (Instance 4); 
24)  had the  team members responsible for patch management attend a live third-party Webinar, which included training on patch management and vulnerability management with a focus 

on monthly patching cycles (Instance 4); 
25) completed upgrade of all firewalls (Instance 4); 
26)  completed a documented assessment of the Data Networking patch assessment work instructions.  During this assessment, the  team created a checklist to reflect all evidence required 

for the effective evaluation of released patches, which was to be signed off by two network engineers and added to the Data Networking patch assessment work instructions (Instance 4); and 
27) held a documented training session with all network engineers responsible for patch management evidence gathering where the updated Data Networking patch assessment work instructions were 

reviewed (Instance 4). 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017282 CIP-010-2 R1, 
P1.1, 
P1.2, 
P1.3 

 
 

 

 07/01/2016 10/18/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

The Entity submitted Self-Reports on March 23, 2017, May 31, 2017, November 28, 2017, April 25, 2018, and December 3, 2018, stating that, as a , and 
 it was in noncompliance with CIP-010-2, R1.  The Entity had a total of five instances of noncompliance with CIP-010-2 R1.   

In Instance 1, the Entity failed to develop a baseline configuration that included all commercially available or open-source application software (including version) intentionally installed (P1.1).  On 
December 13, 2016, an Entity support staff member was troubleshooting a database connection issue on an Energy Management System (EMS) workstation.  During this troubleshooting, the support staff 
member found that the database software that was installed on the workstation was not listed on the approved baseline in the Entity’s security configuration monitoring software.  Upon further 
investigation, it was determined that the security configuration monitoring software’s real-time scan was not registering the database software on the baseline for  Bulk Electric System (BES) Cyber 
Assets (BCAs) because the database software did not register in the traditional locations in the operating systems.  

The Entity performed an extent-of-condition (EOC) assessment by scanning all applicable Cyber Assets, including BES Cyber Systems (BCSs) and associated Physical Access Control Systems (PACS), 
Electronic Access Control or Monitoring Systems (EACMS), and Protected Cyber Assets (PCAs) for all executable (EXE) files, and determining whether each EXE file was documented in the baseline 
configurations.  On May 31, 2017, the Entity determined there was one more application that was missing from baseline configurations for EMS workstations.  On June 15, 2017, the Entity 
filed a Scope Expansion to reflect this EOC finding.  These EMS workstations were already among the Cyber Assets that had been identified in the original Self-Report, so the number of affected Cyber 
Assets did not change.  Rather, the baseline documentation for these  EMS workstations was missing both applications. 

In an effort to reduce the complexity of managing the baselines, the Entity reviewed how it used the additional application in the EMS environment and concluded that the application was not essential 
for operator workstations, but was essential for developers.  On June 9, 2017, the Entity removed the additional application from  operator workstations, leaving it installed on administrator 
workstations.  On June 13, 2017, the Entity added the additional application to the baseline configurations for these  workstations. 

The cause of Instance 1 was a deficiency in the process to identify third-party software in the security configuration monitoring software.  Specifically, the default scan that was used to generate the 
baseline configuration only recognized software registered within Add / Remove Programs or a specific package manager database. 

On May 31, 2017, the Entity submitted an additional Self-Report of CIP-010-2 R1, designated as NERC Violation ID .  The Entity failed to update baseline configurations within 30 calendar 
days of completing a change that deviated from the existing baseline configuration (P1.3).  SERC determined that this noncompliance involves the same Standard and Requirement as the instance in the 
original March 23, 2017 Self-Report.  Therefore, SERC dismissed and consolidated  with SERC2017017282. 

In Instance 2, from November 2, 2016 through December 14, 2016, several security patches were successfully pushed out to BCAs via a central patch server.  In accordance with the patch 
management program, the Entity’s security configuration monitoring software detected the patches as changes to the existing baseline and recorded these changes as “exceptions”.  These exceptions 
should have been reviewed, and, assuming all were legitimate, the updated baselines should then have been “promoted” to be the official production baselines.  On February 3, 2017, during a CIP-010 R2, 
P2.1  exception review  an  discovered the production baseline documentation for some servers had not been updated to reflect the patches 
installed during the aforementioned time period.   

The Entity conducted an EOC assessment, which consisted of multiple steps.  First, each Line of Business with applicable Cyber Assets reviewed their baseline exception reports to determine whether there 
were any outstanding exceptions.  Second, the Entity reviewed the patches evaluated for all applicable Cyber Assets.  Third, the Entity reviewed the individual baselines and exception reports to confirm 
the date each patch was installed and the date each baseline was updated.  This instance was specific to the Entity’s security configuration monitoring software, which is used only with  

  As such, the EOC assessment did not include any   The EOC assessment determined that  Cyber Assets received security patches via the central patch server from 
November 2, 2016 through December 14, 2016.  As of February 3, 2017, the baseline documentation had not been updated for . 

The cause of Instance 2 was a deficiency in a process document.  Specifically, the CIP Asset Configuration Checklist, which is utilized during multiple stages of a Cyber Asset’s life-cycle, was lacking the step 
to evaluate exceptions before promoting the baseline during the change management process.  Due to this missing step, an employee was not prompted to review and accept exceptions prior to 
promoting the baseline and closing the Request for Change (RFC). 
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On November 28, 2017, the Entity submitted an additional Self-Report of CIP-010-2 R1, designated as NERC Violation ID .  The Entity failed to include the version number of one software 
application in its baseline configurations (P1.1).  SERC has determined that this noncompliance involves the same Standard and Requirement as the instance in the original March 23, 2017 Self-Report.  
Therefore, SERC dismissed and consolidated   with SERC2017017282. 

In Instance 3, on August 29, 2017, the Entity discovered that the baseline configurations for  (all servers) did not include a version number for one of the intentionally installed 
applications.  The instance was discovered by an  during a review of the application in question, which was being performed in preparation for a transition from said application to a 
competing application from another vendor. 

The Entity conducted an EOC by reviewing all documented baseline configurations for al  and their associated EACMS, PACS, and PCAs.  This review included confirming that 
version numbers were documented for all commercially available software, and that the documented versions matched the versions listed on the devices.  No additional issues were found.   

On September 6, 2017, the Entity updated the baseline configurations to include the version number of the affected application for the affected servers. 

The cause of the noncompliance in Instance 3 was an insufficient process.  The Entity’s existing process did not ensure that all of the needed attributes of installed software were captured in the baseline 
configuration. 

On April 25, 2018, the Entity submitted an additional Self-Report of CIP-010-2 R1, designated as NERC Violation ID .  The Entity failed to authorize a change that deviated from an existing 
baseline configuration (P1.2).  SERC determined that this noncompliance involves the same Standard and Requirement as the instance in the original March 23, 2017 Self-Report.  Therefore, SERC 
dismissed and consolidated  with SERC2017017282. 

In Instance 4, on February 8, 2018, a  requested that an start the change process to install an updated antivirus client on one  device.  The 
 assumed this to mean that the RFC had already been approved (which it had not), and thus proceeded to install the updated software on the device.  On February 15, 2018, 

the Entity identified the unapproved installation during periodic monitoring for unauthorized changes (an internal control).  Upon this discovery, the unauthorized version of the antivirus client was 
uninstalled, and the previously installed version (i.e., the version still listed in the baseline configuration) was reinstalled.  A formal RFC was then submitted for the update in question.  On March 9, 2018, 
the update was reinstalled, this time with proper authorization. 

The Entity used the internal control cited above (weekly monitoring for unauthorized changes on CIP-applicable Cyber Assets) to perform an EOC assessment and found that all other detected changes 
corresponded to approved RFCs.   

The cause of Instance 4 was a process gap in the  work instructions.  Specifically, there were no instructions to ensure a change has both an approved RFC and completed CIP testing in the 
test environment prior to applying the change in production. 

On December 31, 2018, the Entity submitted an additional Self-Report of CIP-010-2 R1, designated as NERC Violation ID .  The Entity failed to document all needed network-accessible 
ports in its baseline configurations (P1.1).  SERC determined that this noncompliance involves the same Standard and Requirement as the instance in the original March 23, 2017 Self-Report.  Therefore, 
SERC dismissed and consolidated  with SERC2017017282. 

In Instance 5, on September 30, 2016, the Entity brought a new Security Information and Event Management (SIEM) system online.  The applicable baseline configuration documentation cited a range of 
ephemeral ports needed for the SIEM software.  On July 26, 2018, the Entity’s security configuration monitoring software alerted that one of the SIEM’s  that were 
not listed in the device’s baseline configuration.  An investigation determined that these  ports were needed by the SIEM software, but the ports had been missed as the software rarely used them.  
After reviewing vendor documentation and further discussion with the vendor, the Entity determined that the  ports at issue were needed by all  event collectors.  By October 18, 2018, the Entity 
updated the baseline configurations for all  event collectors.    

The Entity used the internal control cited above (weekly monitoring for unauthorized changes on CIP-applicable Cyber Assets) to perform an EOC assessment and did not discover any additional issues. 

The cause of Instance 5 was a deficiency in a process document.  Specifically, the CIP Asset Configuration Checklist, which is utilized during the initial implementation of new Cyber Assets, lacked a step to 
compare the needed ports with what is documented in the baseline configurations. 

In all instances, the scope of affected facilities included . 
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These instances of noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable, and ended on October 18, 2018, when the Entity completed updates to its baseline 
configurations for the  event collectors involved in Instance 5. 

Risk Assessment  These instances of noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to authorize and document 
changes that deviated from an existing baseline configuration could allow malicious hackers to gain operational control of Cyber Assets and BPS facilities and cause grid instability (Instances 1, 2, and 4).  
The Entity’s failure to document the version number of an application in the baseline configuration could lead to installation of the wrong version in the event that a Cyber Asset needs to be rebuilt from 
scratch, or could lead to applicable cyber security patches being missed (Instance 3).  However, the incorrectly documented baseline for the servers was a documentation error (Instances 1, 2, and 5).  
Additionally, the workstations and servers were provided protections by existing equipment and applied security controls (Instances 1 and 2). The Cyber Assets in question were still being assessed as part 
of the monthly patching process for the operating system and third-party applications (Instances 1 and 2).   The Cyber Assets were continuously monitored by the SIEM system (Instances 1 and 2).  The 
missed exceptions were changes that had been formally approved by the Entity’s documented change management process (Instance 2).  The likelihood of installing the wrong version of the application 
was low, since the correct version number was reflected in the Entity’s change management system, and, the correct version of the application in question was being assessed as part of the monthly 
patching process (Instance 3).  Additionally, Instance 4 did not involve installation of a whole new software package, but of an update to an already approved software package, and, the update in 
question was eventually authorized as a valid update.  In Instance 5, the event collectors are not located within the Electronic Security Perimeter, and were only used to collect logs associated with the 

 and associated assets, which were forwarded to the SIEM.  Additionally, the ephemeral port range that was not documented in the security configuration monitoring software posed no 
risk to the logging capabilities of the SIEM, and, the ephemeral ports were legitimately needed by the event collectors, as described in the vendor documentation (Instance 5).  In all instances, no harm is 
known to have occurred. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) Created two custom collectors (  in the security configuration monitoring software to track all installations of the first affected application on all
workstations and servers (Instance 1);

2) Updated the baselines in the security configuration monitoring software for the EMS workstations and servers (Instance 1);
3) Updated the CIP Asset Configuration Checklist to include a step that confirms any installed operating system or firmware, commercially available or open-source applicable software, and custom

software is recognized and tracked in the security configuration monitoring software baseline (Instance 1);
4) Circulated an e-mail to affected personnel describing the updated CIP Asset Configuration Checklist.  The e-mail was intended to educate affected personnel about the updated step within the

checklist noted in mitigating activity #3 (Instance 1);
5) Updated the EMS Workstation Rebuild Document and the corresponding Server Rebuild Document with steps for a review/compare of any operating system, commercially available or open-source

applicable software, and custom software between the security configuration monitoring software, and any software installed during the build process of an asset (Instance 1);
6) Circulated an e-mail to the affected EMS personnel describing the updated build documents.  The e-mail was intended to educate affected personnel about the updated steps within the documents

(Instance 1);
7) Held a meeting with EMS and CIP Infrastructure staff where the incident was discussed and the updated CIP Asset Configuration Checklist, EMS Workstation Rebuild Document, and the corresponding

Server Rebuild Document were reviewed (Instance 1);
8) Removed the second affected application from  EMS workstations (Instance 2);
9) Updated the baselines in the security configuration monitoring software for the  remaining EMS workstations (Instance 2);
10) Updated the baseline or confirmed that the missed patch was superseded and the baseline was updated with the new patch within 30 days for the  assets impacted (Instance 2);
11) Held a meeting with EMS and CIP Infrastructure staff where the incident and the updated CIP Asset Configuration Checklist was discussed.  All attendees were reminded to use the revised/updated

checklist in their next patching cycle or change to production assets (Instance 2);
12) Implemented a new internal control where e-mails are automatically distributed twice a week listing configuration exceptions for BCAs and EACMS.  The e-mails are generated from the Entity’s

security configuration monitoring software and contain an “aging” list of exceptions. These e-mails are used to better manage exceptions that are outstanding for greater than 15 days (Instance 2);
13) Updated the CIP Asset Configuration Checklist to include a step prior to the baseline promotion to ensure that all exceptions in the Entity’s security configuration monitoring software that were related

to the change were evaluated and accepted (Instance 2);
14) Circulated an e-mail to affected personnel describing the updated CIP Asset Configuration Checklist.  The e-mail was intended to educate affected personnel about the updated step within the

checklist noted in mitigating activity #13 (Instance 2);
15) Added a manual check of the software version for the applicable servers to ensure all of the needed attributes of the software were captured in the baseline configuration, every 35 days until the

software was removed (Instance 3);
16) Updated the baselines in the security configuration monitoring software to include the version number of the third-party software component for the applicable servers (Instance 3);
17) Removed the third-party software component from the applicable servers (Instance 3);
18) Uninstalled the unapproved antivirus client (Instance 4);
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19) Approved the antivirus client through the RFC process and installed the antivirus client on the device (Instance 4); 
20) Held a meeting between the  to discuss the incident and the actions that should have occurred  prior to applying the change to 

production (Instance 4); 
21) Updated the  work instructions to include verbiage stating that the person applying a change to a production asset must ensure the change has both an approved RFC and completed 

CIP testing in the test environment prior to applying the change in production (Instance 4); 
22) Held a meeting with  staff to discuss the incident, the actions that should have happened, and share the update to the document detailed in mitigating step #21 (Instance 4); 
23) Updated all event collector baselines in the security configuration monitoring software for the determined ephemeral port range that was needed for the “vis” service (Instance 5); 
24) Updated the CIP Asset Configuration Checklist to include a task that specifically confirms that the ports documented within the security configuration monitoring software match the ports that are 

determined to be needed (Instance 5); and 
25) Circulated an e-mail to all affected personnel to educate affected personnel about the updated step within the CIP Asset Configuration Checklist noted in mitigating activity #24 (Instance 5). 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017017085 CIP-006-3c R1; R1.6.1  
 

 
 (the “Entity”) 

 
 

04/16/2016 08/03/2018 Self-Report 
 

Completed  
 
 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 
 

On March 1, 2017, the Entity submitted a Self-Report stating that, as a  it was in noncompliance with CIP-006-3c R1. Specifically, the Entity 
failed to log a visitor’s entry into and exit from a Physical Security Perimeter (PSP), as required by CIP-006-3c R1.1.6. the Entity subsequently reported additional instances of noncompliance where it 
failed to completely log visitor entry into and exit from PSPs, as required by CIP-006-6 R2, Part 2.2. 
 
In the first instance, on April 16, 2016, a Network Technician employee without authorized unescorted access (a visitor) entered a PSP with two other Network Technician employees who had 
authorized unescorted access. The unauthorized employee mistakenly thought he had access to the impacted PSP and therefore swiped his badge at the card reader at the entrance of the PSP and 
was denied access. When the unauthorized employee’s badge was denied, the two authorized employees escorted the unauthorized employee into the PSP but failed to complete the manual visitor 
log at the entrance of the PSP, as required by the Entity’s documented Physical Security Plan. This issue was discovered four days later through the investigation into a denial of access alarm that was 
triggered when the unauthorized employee swiped his badge at the card reader. 
 
The first instance of noncompliance started on April 16, 2016, when the employee without authorized unescorted access (a visitor) entered a PSP and the manual visitor log was not completed. The 
noncompliance ended that same day when the visitor exited the PSP. The duration of the noncompliance was less than one day.     
 
Through quarterly reviews of manual PSP visitor logs, the Entity identified additional instances of noncompliance. The Entity’s visitor control program for CIP-006-6 R2 requires the use of a manual 
visitor logs to document the entry and exit of visitors for each PSP. The visitor logs require completion of the following information, among other things, in accordance with CIP-006-6 R2, Part 2.2: 
date, time in, time out, the visitor’s name, and the authorized escort’s name. From July 1, 2016 to September 30, 2017,  the Entity failed to fully 
complete the log entries. The Entity often omitted details from the visitor log entries, such as the time out or last name of the authorized escort, and in some cases the entries were illegible. Despite 
initial mitigation efforts, including enhanced training, the Entity continued to identify issues with incomplete manual PSP visitor logs and is therefore employing an ongoing visitor log review and 
employee coaching program to mitigate the noncompliance. 
 
The additional noncompliance started on July 1, 2016, when CIP-006-6 became mandatory and ended on August 3, 2018, which is the last date the Entity had an instance of visitors logs not being 
completed. 
 
The root cause of this noncompliance is inadequate training and managerial oversight to ensure employees fully and accurately complete manual PSP visitor logs. The breath of this noncompliance 
indicates that it is not due to one employee’s inability to follow procedure, but a lack of effective training on the appropriate way to complete the manual visitor logs and timely monitoring of the 
visitor logs for completion. Visitor logs were being reviewed by management on a quarterly basis as a detective control, but the Entity lacked sufficient preventative controls.  
 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). Specifically, the noncompliance is being considered as a 
moderate risk due to the number of instances in which the Entity failed to fully complete the manual PSP visitor logs and duration of the noncompliance. Failure to follow the documented visitor 
control program has the potential to affect the reliability of the BPS because if a security event had occurred which impacted the BES Cyber Systems within the PSP, the Entity may not have had 
important visitor information to adequately analyze the event. The risk was reduced by the following factors. First, the Entity personnel escorted all visitors in question while the visitors were inside 
the PSPs. This reduced the likelihood that a visitor would have attempted to gain unauthorized access to BES Cyber System within the PSP. The noncompliance was largely a documentation issue. 
Second, the Entity  

 No harm is known to have occurred. 
 
The Entity has relevant compliance history. Texas RE determined that the Entity's compliance history should not serve as a basis for aggravating the risk.  
 

Mitigation 
 

The Entity submitted a Mitigation Plan on March 28, 2019, to address CIP-006-3c R1 and CIP-006-6 R2.2 and Texas RE accepted the Entity’s Mitigation Plan on March 29, 2019. 
 
To mitigate this noncompliance, the Entity:   
 

1) for the first instance, the Manager who supervises the Network Technicians held a meeting with all Network Technicians to discuss the requirements of the visitor control program 
(escorting and completing the manual visitor log) and instructed all Network Technicians to review their physical access, determine if they have authorized access to those PSPs in which 
they are likely to be assigned work, and to request any additional access needed; 
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2) revised its annual CIP compliance training to more specifically address access to PSPs, including escorting visitors and completing manual visitor logs; 
3) held a conference call with employees who are responsible for the physical facilities that house PSPs to reinforce the importance of appropriately completing the manual visitor logs; 
4) developed enhanced physical security training to reinforce CIP-006 requirements; and  
5) provided the enhanced physical security training to employees who work within or are responsible for PSPs; 
6) implemented an individual coaching process for identified individuals who have authorized unescorted access to a PSP and have erred when completing a manual visitor log;  
7) conducted individual coaching on a quarterly basis from 2017 Q4 to 2019 Q2; and 
8) evaluated and implemented two additional controls to ensure prevention of recurrence of this noncompliance.  

 
The Entity submitted a Mitigation Plan Completion Certification and Texas RE verified the Entity’s completion of the Mitigation Plan. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2018019824 CIP-010-2 R4: 
Attachment 1 

  01/04/2018 07/03/2018 Self-Report 
 

Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible or confirmed 
violation.) 
 

On June 5, 2018, the entity submitted a Self-Report stating, as a , it was in noncompliance with CIP-010-2 R4. Specifically, on February 8, 2018, the 
entity discovered that two of its employees connected a single corporate laptop to  Bulk Electric System (BES) Cyber Assets (BCAs) associated with its Medium Impact BES Cyber System (MIBCS) 
at two separate substations, to apply an embedded operating system patch. The corporate laptop was not part of the entity’s Transient Cyber Asset (TCA) pool and therefore not afforded the 
protective measure of CIP-010-2 R4 Attachment 1. The employee had previously used this laptop which contained the operating systems’ update services that made it possible to patch BCAs with the 
embedded operating system, prior to the entity implementing its TCA program, and believed the device was part of the TCA pool as it was the only laptop with the system update services installed 
on it. These two issues occurred on January 4, and January 8, 2018 and ended on July 3, 2018, when the entity removed the operating systems update services from the corporate laptop, for a total 
of 181 days of noncompliance.  

 
The root cause of the noncompliance was attributed to an assumption made by the employee that the laptop was part of the entity’s TCA pool. Specifically, the employee knew that  laptops had 
been purchased for the Energy Management System (EMS)/Supervisory Control and Data Acquisition (SCADA) group to use. The employee’s group was using of the  laptops, and therefore 
assumed that the  laptop was the laptop used to apply the operating system patch.  
 

Risk Assessment  
 

WECC determined this issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System. In this instance, the entity failed to appropriately implement 
its CIP-010-2 R4 TCA program in accordance with Attachment 1, for one laptop. 

  
Such failure could result in an unapproved and unprotected laptop containing malicious code or other vulnerabilities being connected to Cyber Assets associated with the entity’s MIBCS and 
affecting the system and potentially the reliability of the BPS. However, as compensation, the unapproved TCA was up-to-date with security patches; was exclusively used as a technician tool only 
to update the embedded operating system on the  BCAs. Additionally, those BCAs had no External Routable Connectivity. The configurations on the BCAs were not modified in any way, and if 
they had been, the entity’s control equipment leader was on-site and could have downloaded the original configurations. No harm is known to have occurred. 
 
WECC considered the Entity's compliance history and determined that there are no prior relevant instances of noncompliance. 
 

Mitigation 
 

To mitigate this violation, the entity has:  
1) removed the operating system update service from the unapproved laptop and installed it on  of the  approved TCAs for EMS/SCADA use; 
2) placed stickers on the approved TCAs to serve as a visual identifier/reminder that the laptops are approved to be used as TCAs; and 
3) provided additional awareness training via a meeting by the Regulatory Compliance department with the EMS/SCADA group to review and discuss CIP-010-2 R4, Attachment 1 Sections 1 

and 2 and the associated procedure to ensure they understand their responsibilities associated with TCAs, that only approved TCAs are to be connected to Cyber Assets, and who to contact 
if they have any questions. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2017017931 CIP-014-2 R4: P4.1   04/28/2016 05/22/2019 Compliance Audit Completed 

Description of the Noncompliance (For purposes of 
this document, each noncompliance at issue is 
described as a “noncompliance,” regardless of its 
procedural posture and whether it was a possible 
or confirmed violation.) 
 

During a Compliance Audit conducted from , WECC determined that the entity, as a , was in noncompliance with CIP-
014-2 R4 Part 4.1.  

 
Specifically, the entity provided CIP-014-2 R4 evaluations from the  and the  The  evaluation was a very high-level 
electric sector security assessment with information related to international, national, and state historical physical security events and contained no reference to the entity’s CIP-014-2 facilities or the 
unique characteristics associated with them. The  evaluation was a high-level view of the entity’s facilities, general security, and emergency programs, and identified several programmatic 
opportunities for improvement. It also contained an analysis related to protective and resiliency measures across the electric sector and drew conclusions as to the overall security and resiliency posture 
compared to “like assets”. Lastly, the  evaluation included some site-specific content by presenting a document for each CIP-014-2 R1 applicable facility and did contain tables identifying physical 
security vulnerabilities and potential mitigating activities. However, these evaluations were general security assessments that lacked site-specific threat and vulnerability analysis based on the unique 
characteristics of each identified and verified Transmission station, Transmission substation, and primary control center. In addition, both evaluations were completed prior to the R2 Risk Analysis 
Verification dated December 30, 2015. 

 
After reviewing all relevant information, WECC Enforcement concurred with the audit findings as described above. The root cause of the noncompliance was a less than adequate understanding of CIP-
014-2 Requirements in terms of content and timing. WECC determined that this violation began on April 28, 2016, when the Standard and Requirement became mandatory and enforceable, and ended 
on May 22, 2019, the entity completed mitigating activities, for a total of 1,120 days of noncompliance. 
 

Risk Assessment  
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System. In this instance the entity failed to perform specific requirements of 
CIP-014-2 R4, R5, and R6 as required by the Standards for  Transmission substations and a primary control center identified during its CIP-014-2 R1 risk assessment. 

 
Such failures could lead to a lack of knowledge of the threats, identification of site control weaknesses, and knowledge of potential attack vectors and scenarios, which could potentially result in less 
than adequate implementation of appropriate physical controls (locational placement, monitoring, detection, protective, delaying and response) to protect against degrading or destroying the facilities 
in scope and/or the BES Cyber Systems within those sites which are vital to the reliability and stability of the BPS. However, as compensation, the entity had anti-cut and anti-climb on significant 
portions of its fence line at the critical facilities in scope. Additionally, the entity had implemented a comprehensive exterior video surveillance system that included PTZ cameras for remote assessment 
and thermal imaging with infrared illuminators and video analytics. No harm is known to have occurred. 
 
WECC determined the entity has not previous compliance history with this Standard and Requirement. 
 

Mitigation 
 

To mitigate this noncompliance, the entity:  
1) contracted with one or more qualified third-party vendors to perform new Threat and Vulnerability Assessments (TVAs) for its applicable sites. Assessments for each site were performed in the 

aggregate and at a major component level, as appropriate, for the CIP-014 BES risks existing for the site. The TVAs were performed and documented following the approach and format 
specified in the Carver Methodology;  

2) aligned the timing of mitigation activities with required 30-month review activities to eliminate repetitive and duplicated effort. During this 30-months review, it was determined that one of the 
 substations had been removed from scope; 

3) aligned the timing of mitigation activities with required 30-month review activities, eliminating repetitive and duplicative efforts; 
4) assigned a team of subject matter experts with the compliance representative imbedded within the core team; 
5) coordinated with management to ensure executive oversight of deliverables; 
6) established a process whereby the compliance team and management will take an active role in the selection of a qualified contractor to perform the work;  
7) provided additional training to managers and CIP-014 subject matter experts to include an overview of the CIP-014 Standard and Requirements, timing elements of the Requirements, and 

timelines and steps related to the Mitigation Plan;   
8) performed the following security activities related to applicable sites: 

a. conducted additional camera system assessments of possible vulnerability gaps; 
b. updated external stakeholders on the physical security changes; 
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c. reviewed procedures for personnel risk assessments and security measures; and  
9) reviewed access rights for all employees and vendors. 

 
WECC has verified completion of mitigation activities. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2017017932 CIP-014-2 R5: P5.1; 
P5.3; P5.4 

  04/28/2016 05/22/2019 Compliance Audit Completed 

Description of the Noncompliance (For purposes of 
this document, each noncompliance at issue is 
described as a “noncompliance,” regardless of its 
procedural posture and whether it was a possible or 
confirmed noncompliance.) 
 

During a Compliance Audit conducted from , WECC determined that the entity, as a , was in potential noncompliance 
with CIP-014-2 R5 Parts 5.1, 5.3, and 5.4.  

 
Specifically, the entity provided to WECC auditors, as part of its CIP-014-2 R5 evidence, an enterprise wide security plan dated April 1, 2017. The security plan was created as an overall security assessment 
with no reference to CIP-014-2, or to any of the documents provided as evidence for CIP-014-2 R4. Additionally, evidence provided by the entity to the WECC auditors for CIP-006-6 contained a few 
pages on each CIP-014-2 applicable facilities, but only from a general security and CIP-006-6 perspective.  
 
Regarding CIP-014-2 R5 Part 5.1: the contents of R5 evidence provided by the entity did not contain CIP-014-2 physical security plans. The general security plans presented did not include analysis 
pertaining to CIP-014-2 R5 Part 5.1. Specifically, the general security plans did not contain resiliency or security measures designed collectively to deter, detect, delay, assess, communicate, and respond 
to the potential threats and vulnerabilities identified from the evaluation conducted in R4. 
 
Regarding CIP-014-2 R5 Part 5.3: the security plan document submitted as evidence for R5 did not reference specific threats and vulnerabilities. No physical security enhancement implementation 
timeline could be found. At the request of the WECC auditors, the entity provided a proposed security enhancement timeline for an overall entity security enhancement contained in the  authored 
“R6” evidence titled Physical Security Analysis, dated August 19, 2015. This evidence was dated prior to the fusion center and DHS CIP-014-2 R2 security reports provided as evidence for CIP-014-2 R4 
and were also dated prior to the completion dates for CIP-014-2 R2. 

 
Regarding CIP-014-2 R5 Part 5.4: no evidence was provided by the entity that included provisions to evaluate evolving physical threats, and their corresponding security measures to the  Transmission 
substations and the primary control center identified during its CIP-014-2 R1 risk assessment. 

 
After reviewing all the relevant information, WECC Enforcement concurred with the audit findings as described above. The root cause of the noncompliance was a less than adequate understanding of 
CIP-014-2 Requirements in terms of content and timing. WECC determined that this violation began on April 28, 2016, when the Standard and Requirement became mandatory and enforceable, and 
ended on May 22, 2019, when the entity completed mitigating activities, for a total of 1,120 days of noncompliance. 
 

Risk Assessment  
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System. In this instance the entity failed to perform specific requirements of 
CIP-014-2 R4, R5, and R6 as required by the Standards for  Transmission substations and a primary control center identified during its CIP-014-2 R1 risk assessment. 

 
Such failures could lead to a lack of knowledge of the threats, identification of site control weaknesses, and knowledge of potential attack vectors and scenarios, which could potentially result in less 
than adequate implementation of appropriate physical controls (locational placement, monitoring, detection, protective, delaying and response) to protect against degrading or destroying the 
facilities in scope and/or the BES Cyber Systems within those sites which are vital to the reliability and stability of the BPS. However, as compensation, the entity had anti-cut and anti-climb on 
significant portions of its fence line at the critical facilities in scope. Additionally, the entity had implemented a comprehensive exterior video surveillance system that included PTZ cameras for remote 
assessment and thermal imaging with infrared illuminators and video analytics. No harm is known to have occurred. 
 
WECC determined the entity has not previous compliance history with this Standard and Requirement. 
 

Mitigation 
 

To mitigate this noncompliance, the entity: 
1) contracted with a qualified third party to identify and document a physical security plan that covers applicable CIP-014 sites; 
2) developed and documented the approach and format specified in the Carver methodology. The plan includes resilience or security measures to appropriately address the physical threats and 

vulnerabilities identified in the evaluation conducted for CIP-014 R4, law enforcement contacts and coordination information, a timeline for executing the specified physical security 
enhancements and modifications, and provisions to evaluate evolving threats and corresponding security measures for applicable sites; 

3) aligned the timing of mitigation activities with required 30-month review activities, eliminating repetitive and duplicative efforts; 
4) assigned a team of subject matter experts with the compliance representative imbedded within the core team; 
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5) coordinated with management to ensure executive oversight of deliverables; 
6) established a process whereby the compliance team and management will take an active role in the selection of a qualified contractor to perform the work;  
7) provided additional training to managers and CIP-014 subject matter experts to include an overview of the CIP-014 Standard and Requirements, timing elements of the Requirements, and 

timelines and steps related to the Mitigation Plan;  
8) performed the following security activities related to applicable sites: 

a. conducted additional camera system assessments of possible vulnerability gaps; 
b. updated external stakeholders on the physical security changes; 
c. reviewed procedures for personnel risk assessments and security measures; and  

9) reviewed access rights for all employees and vendors. 
 
WECC has verified completion of mitigation activities. 
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NERC Violation ID  
Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2017017933 CIP-014-2 R6: P6.1; P6.2; 
P6.3; P6.4 

  07/27/2016 05/22/2019 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible or confirmed 
noncompliance.) 
 

During a Compliance Audit conducted from , WECC determined that the entity, as a , was in noncompliance with 
CIP-014-2 R6 Parts 6.1, 6.2, 6.3, and 6.4.  

 
Specifically, WECC auditors concluded that since the entity failed to conduct threat and vulnerability assessments in accordance with CIP-014-2 R4 and failed to create physical security plans in 
accordance with CIP-014-2 R5, the third-party review performed pursuant to CIP-014-2 R6 could not have been accurate. The entity provided a document as evidence of performing R6. This evidence 
preceded all the following dated material – R2 completion date, and the documentation provided under R4 and R5.  
 
Regarding CIP-014-2 R6 Part 6.1; the  provided a reasonable assurance of being unaffiliated to the entity. However, no evidence of qualifications was 
presented. At the request of the WECC auditors, the entity provided evidence related to  qualifications. The evidence, which appeared to be copied from a project list from website, 
made no mention of having the qualifications required under Part 6.1. 
 
Regarding CIP-014-2 R6 Part 6.2; the completion date for the review was August 19, 2015 which was well outside the timing required by CIP-014-2. The evidence presented for R4, R5 & R6 
did not align to the timelines required by CIP-014-2 and reinforced the WECC auditor’s professional opinion that the documentation was created with a general security scope in mind, not CIP-014-
2. 

 
After reviewing all the relevant information, WECC Enforcement concurred with the audit findings as described above. The root cause of the noncompliance was a less than adequate 
understanding of CIP-014-2 Requirements. WECC determined that this issue began on July 27, 2016, when the Standard and Requirement became mandatory and enforceable, and ended on May 
22, 2019, when the entity completed mitigating activities, for a total of 1,030 days of noncompliance. 

Risk Assessment  
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System. In this instance the entity failed to perform specific requirements 
of CIP-014-2 R4, R5, and R6 as required by the Standards for  Transmission substations and a primary control center identified during its CIP-014-2 R1 risk assessment. 

 
Such failures could lead to a lack of knowledge of the threats, identification of site control weaknesses, and knowledge of potential attack vectors and scenarios, which could potentially result in 
less than adequate implementation of appropriate physical controls (locational placement, monitoring, detection, protective, delaying and response) to protect against degrading or destroying the 
facilities in scope and/or the BES Cyber Systems within those sites which are vital to the reliability and stability of the BPS. However, as compensation, the entity had anti-cut and anti-climb on 
significant portions of its fence line at the critical facilities in scope. Additionally, the entity had implemented a comprehensive exterior video surveillance system that included PTZ cameras for 
remote assessment and thermal imaging with infrared illuminators and video analytics. No harm is known to have occurred. 
 
WECC determined the entity has not previous compliance history with this Standard and Requirement. 
 

Mitigation 
 

To mitigate this noncompliance, the entity: 
1) identified and contracted with a qualified third-party reviewer, based on the criteria of CIP-014-2 R6 Part 6.1, to review its new CIP-014 R4 TVA and CIP-014 R5 security plans; 
2) conducted additional transmission studies to further identify and clarify the CIP-014 BES risks presented by its applicable sites;  
3) supported the third-party assessment vendor with a cross-functional team of the entity’s subject matter experts representing  

, and others as may be appropriate for each applicable site; 
4) aligned the timing of mitigation activities with required 30-month review activities, eliminating repetitive and duplicative efforts; 
5) assigned a team of subject matter experts with the compliance representative imbedded within the core team; 
6) coordinated with management to ensure executive oversight of deliverables; 
7) established a process whereby the compliance team and management will take an active role in the selection of a qualified contractor to perform the work;  
8) provided additional training to managers and CIP-014 subject matter experts to include an overview of the CIP-014 Standard and Requirements, timing elements of the Requirements, and 

timelines and steps related to the Mitigation Plan;   
9) performed the following security activities related to applicable sites: 
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a. conducted additional camera system assessments of possible vulnerability gaps; 
b. updated external stakeholders on the physical security changes; 
c. reviewed procedures for personnel risk assessments and security measures; and  

10) reviewed access rights for all employees and vendors. 
 
WECC has verified completion of mitigation activities. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2018019684 CIP-006-6 R1   7/1/2016 12/17/2018 Compliance Audit 
 

Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 
 

During a Compliance Audit conducted , WECC determined the entity, as a , it 
was in potential noncompliance with CIP-006-6 R1 Part 1.3. Specifically, WECC discovered an access point identified as an Emergency Exit Only (EEO) door that was located between the entity’s IT Computer 
Room containing Physical Access Control Systems (PACS) associated with its Medium Impact Bulk Electric System (BES) Cyber Assets (MIBCS) and the entity’s Energy Management System (EMS) Computer 
Room containing High Impact BES Cyber Systems (HIBCS). The EEO door that permitted access into the EMS Computer Room from the IT Computer Room utilized a "crash bar" for rapid evacuation of the IT 
Computer Room during an emergency. Since the EEO door only utilized a "crash bar", the entity failed to ensure two or more physical access controls were maintained for all unescorted physical access 
through a Physical Security Perimeter (PSP) controlling access to a HIBCS as required by CIP-006-6 R1 Part 1.3. This noncompliance began on July 1, 2016, when the Standard and Requirement became 
mandatory and enforceable and ended on December 17, 2018, when the entity implemented two or more different physical access controls at the EEO door, for a total of 900 days of noncompliance.  

 
After reviewing all relevant information, WECC Enforcement concurred with the audit finding as stated above. The root cause of the noncompliance was attributed to the entity not reconsidering the 
compliance obligation after a change to the initial design was made. Specifically, to reduce the number of individuals with access to the PSP controlling access to the HIBCS, the entity created two data 
centers by installing a glass wall to separate the CIP assets from the non-CIP assets. Upon inspection of the redesign the entity had to install a second door with a crash bar as an emergency exit per fire 
regulation, which created an access point to its HIBCS. No review of this additional door was performed to ensure it met compliance obligations.  

Risk Assessment  
 

This issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to appropriately implement is physical security 
plan for one access point to a PSP, as required by CIP-006-6 R1 Part 1.3. 
  
Such failure could result in unauthorized individuals accessing the entity’s HIBCS to intentionally or unintentionally do harm and compromise the Cyber Assets, potentially affecting reliability of the BPS. 
However, as compensation, the entity utilized physical and logical port locks on its Cyber Assets; had installed anti-virus/anti-malware and implemented tools to detect changes to baseline configurations, 
firewalls, and network intrusion. All PSP access points were alarmed and responded to in accordance with CIP-006-6 R1 Part 1.5, including the crash bar on the EEO door, which also had an audible alarm. 
The fixed surveillance camera used for assessing any door alarms was continuously monitored by security operations and recorded all detected motion. Additionally, the entity posed two signs on the EEO 
door to discourage use other than during an emergency. Lastly, individuals in the IT Computer Room were authorized to be there and had current personnel risk assessments and CIP training. No harm is 
known to have occurred.  
 

Mitigation 
 

1. To remediate and mitigate this violation, the entity has:  
a. implemented two factor authentication (card reader and pin pad) at the EEO door; 
b. expanded the PSP controlling access to the HIBCS to include the IT Computer Room and authorized individuals for unescorted physical access into the newly defined PSP based on need; 
c. removed the PIN reader from the EMS computer room exit and installed at the entrance to the IT computer room; 
d. developed a detailed design and implementation plan for all changes necessary to expand the HIBCS PSP, to include the IT computer room; and 
e. created a new floor plan for the revised PSP and added it to the physical security plan, to included access points, zones within the PSP, and how access should be authorized. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2018019686 CIP-010-2 R4   
 
 

04/01/2017 11/06/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 
 

During a Compliance Audit conducted per an existing multi-region registered entity agreement from , WECC determined the entity, as a  
 had a potential noncompliance with CIP-010-2 R4 Section 1 subsection 1.5. The entity did not afford five Transient Cyber Assets (TCA) the protections 

specified in the entity’s documented plan to mitigate the risks posed to the Bulk Electric System (BES) by the introduction of TCAs into critical environments. Specifically, the entity had authorized five TCAs 
for use in  Medium Impact BES Cyber System (MIBCS) without External Routable Connectivity (ERC) located at  transmission and generation locations without having implemented security controls. 
Per the entity’s documented plan, identification of TCAs was role-based; when an individual was hired, or as in these instances transferred, into pre-identified roles, their Cyber Asset was identified as a TCA 
upon hire or date of transfer. When the entity implemented its TCA program, the entity failed to establish notification protocols from Human Resources to the technology group responsible for implementing 
security controls on all TCAs. This violation began on April 1, 2017, when the Standard and Requirement became mandatory and enforceable and ended on November 6, 2018, when the entity protected 
the TCAs per their documented plan, for a duration of 585 days of noncompliance. 

 
After reviewing all relevant information, WECC Enforcement concurred with the audit finding as stated above. The root cause of the issue was attributed to a lack of internal controls. Specifically, the entity 
did not implement controls sufficient to notify the necessary groups that TCAs had been added to the TCA collection and required additional protection prior to use.  
 

Risk Assessment  
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to adequately implement its plan to 
mitigate the risk of unauthorized use of TCAs as required by CIP-010-2 R4 Attachment 1, Section 1, subsection 1.5 on five TCAs authorized for use in  MIBCS without ERC located at  transmission and 
generation facilities.  

  
Failure to protect TCAs increased the risk of a virus or malware being transferred to BES Cyber Assets within the MIBCS. However, the entity had implemented anti-virus software and hardened the systems 
on the TCAs to prevent misuse. No harm is known to have occurred.  
 
WECC considered the Entity's compliance history and determined that there are no prior relevant instances of noncompliance. 
 
 

Mitigation 
 

To mitigate this noncompliance, the entity:  
 
1) enabled full disk encryption on the TCAs associated with this violation; 
2) enabled its configuration manager to automatically capture all transfers into a responsibility center number (RCN) group that is approved to have TCAs. This process provides information that a new TCA 
hardware needs to be reviewed for security controls compliance;  
3) implemented a process to have its service desk review all human resource transfers received via email to identify anyone moving into a TCA RCN group; and  
4) utilized human resources notifications of new and transferred employees to generate automated alerts for hardware review and control implementation for all newly identified TCAs. 
 
WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2014014394 CIP-005-3a R1; 
R1.5 

  10/15/2011 7/1/2016 Compliance Audit 
 

Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible, or confirmed violation.) 
 

During a Compliance Audit conducted , WECC determined the entity, as a Balancing Authority, Transmission Operator, and Transmission Owner, had a potential 
noncompliance with CIP-005-3a R1. 

 
Specifically, during a review of the entity’s network diagrams, WECC discovered that the entity utilized  layer 2 switches placed behind layer 3 Electronic Access Points (EAPs) to segment the  
associated Electronic Security Perimeter (ESP) networks from untrusted non-ESP virtual local area networks (VLANs). Doing so created a mixed-trust environment with possible electronic access to Critical 
Cyber Assets (CCA) within the ESP from the non-CIP VLANs. At one Control Center, the layer 2 switch was also using specific host-based source/destination access lists as opposed to VLAN segments. The 
root cause of the issue was attributed to a misinterpretation of the Standard. Specifically, the entity did not consider the layer 2 switches as access points due to their intended use of segmenting networks 
to shape network traffic and manage network devices. This issue began on October 15, 2011, when the entity did not identify all potential access points to its ESPs and ended on July 1, 2016, when CIP-
005-5 became mandatory and enforceable, as the VLAN architecture was no longer a compliance issue, for a total of 1,722 days. 

Risk Assessment  
 

WECC determined this violation posed a moderate and not a serious and substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to identify and document 16 
potential access points to its ESPs within its substation and Control Center network topologies, as required by CIP-005-3a R1.  

This mixed-trust environment could have potentially established External Routable Connectivity (ERC) into the ESPs without going through the identified layer 3 EAP, resulting in an unauthorized user gaining 
access from a non-CIP environment and “hopping” VLANs to gain access to CCAs inside the ESP. CCAs being compromised and ultimately rendered unavailable, as a result of the lack of adequate perimeter 
protections, could have led to the misoperation of BES elements and potential loss of transmission or tripping of high voltage transmission lines .  

 
 
 
 

 The layer 2 switches were 
each behind a layer 3 EAP which controlled electronic access to the ESPs. Additionally, the layer 2 switches and the devices in the non-CIP VLANs were within an identified Physical Security Perimeter. 
Nevertheless, no harm is known to have occurred. 
 
The entity has no relevant previous compliance history with this Standard and Requirement. 
 

Mitigation 
 

To mitigate this noncompliance, the entity:  
1) removed from scope two sites due to their reclassification; 
2) developed a new SCADA and Operations network design standard that added a second layer 2 switch to a network to remove the mixed-trust issue. These architectural and design changes provide 

reasonable assurance that layer 2 switching as a design control will not be implemented again;  
3) incorporated any new SCADA and Operations business requirements into the new design; 
4) developed and implemented a deployment schedule that took into consideration implementation in the development, quality assurance and production environments; and 
5) reviewed results of the new network design review with the SCADA and Compliance department. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFT in this posting and provided the justifications 
that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count  Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 SPP2018019047 Yes Yes Yes Category 1: 3 years; Category 2 
–12: 2 years

2 RFC2018020793 Yes Yes Yes Yes 
Category 1: 3 years; Category 2-
12: 2 years 

3 RFC2019021055 Yes Yes Yes Yes Yes Category 1: 3 years; Category 2-
12: 2 years 

4 SERC2016016698 Yes Yes Yes Category 2 – 12: 2 year 

5 SERC2017016788 Yes Yes Yes Yes Category 2 – 12: 2 year 

6 SERC2017016789 Yes Yes Yes Yes Category 2 – 12: 2 year 

7 SERC2017017955 Yes Yes Yes Yes Category 2 – 12: 2 year 

8 SERC2017018719 Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

9 SERC2017017760 Yes Yes Yes Category 2 – 12: 2 year 

10 SERC2017018325 Yes Yes Yes Yes Category 2 – 12: 2 year 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SPP2018019047 CIP-007-6 R4 
 
 

 
(the Entity) 

 07/01/2016 12/01/2017 Self-Report Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On January 24, 2018, the Entity submitted a Self-Report stating that as a , it was in noncompliance with CIP-007-6 
R4. The Entity reported that it had five instances where devices were found not forwarding logs required per Part 4.1 to its log aggregator(s), resulting in failures of Parts 4.2, 4.3, and 4.4. Additionally, this 
resulted in failures of R5 Part 5.7 for instances one through four, as the required generation of alerts after a threshold of unsuccessful authentication attempts could not be performed due to the lack of 
logs from Part 4.2 as described below. 

In the first instance of noncompliance, the Entity reported that for  BCA(s), it inadvertently left the internal firewall configured such that syslog messages were being blocked from being 
sent to the log server, resulting in no logging. This noncompliance began on July 7, 2017, when the  server(s) were commissioned (replacing existing servers), ended on October 11, 2017, when the 
software firewalls were disabled. 

In the second instance of noncompliance, the Entity reported that for  EACMS device(s), it misconfigured the logging such that logs were not being received by the log server, resulting in 
no logging. This noncompliance began on March 1, 2017, when replacement  servers were commissioned (replacing existing servers), ended on October 17, 2017, when the servers were configured with 
the correct destination log aggregator IP/port. 

In the third instance of noncompliance, the Entity reported for  BCA(s), it misconfigured the device(s), such that logging was not being sent to the log server, resulting in no logging. This 
noncompliance began on November 4, 2016, when the device(s) was/were first commissioned, ended on October 11, 2017, when the device(s) configuration was/were updated to point to the external 
collector, rather than local. 

In the fourth instance of noncompliance, the Entity reported for  BCA(s), it failed to configure the firewalls correctly such that logging to the log server was being blocked, resulting in no 
logging.  This noncompliance began on December 14, 2016, when the device(s) were moved to a new network segment, ended on October 11, 2017, when the firewall rules were updated with the new 
network IPs. 

In the fifth instance of noncompliance, the Entity reported, for  EACMS device(s) and  PCA(s), it failed to install the logging forwarder such that logs were not being 
sent to the log server, resulting in no logging.  This noncompliance began on July 1, 2016, when the CIP v5 standards became enforceable, and ended on December 1, 2017, when its log forwarding 
application was installed. 

The aggregate of noncompliances began on July 1, 2016, when the Standard and Requirement became enforceable, and ended on December 1, 2017, when the Entity’s log forwarding application was 
installed. 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The devices in the first, second, third, and fifth instances were all 
configured independently to restrict the number of failed access attempts; they were not dependent upon logging, which reduced the risk of malicious access attempts. In the fourth instance, the issue 
existed for less than 10 months, which reduced the timeframe of the risk. Additionally, this instance was limited to Cyber Assets, which represented  of their total applicable Cyber Assets as of 2016, 
which further reduced the risk. In the fifth instance, the longest duration instance, logs were retained locally by the device(s) for 90 days, which would have allowed for log review. This noncompliance did 
not pose a minimal risk because the durations of the instances were significant, with four of the five lasting for over 200 days, and one lasting for over 500 days. The  terminal server(s) in fourth instance 
lacked the ability to alert on failed logins, alert on a number of failed access attempts, limit the number of failed logins, and retain logs for greater than 30 days, which increases the risk of undetected 
successful malicious access to the devices. No harm is known to have occurred.   
 
The Entity has no relevant history of noncompliance.  
 

Mitigation 
 

To mitigate noncompliance for the first instance, the Entity:   
1) disabled the software firewalls on device(s), such that logs were being received by the log aggregator.  
 
To mitigate noncompliance for the second instance, the Entity:   
1) configured the server(s) with the correct destination log aggregator IP/port, such that logs were being received by the log aggregator. 
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To mitigate noncompliance for third instance, the Entity:   
1) updated the device(s) configuration to point to the external collector, rather than locally, such that logs were being received by the log aggregator. 
 
To mitigate noncompliance for the fourth instance , the Entity:   
1) updated the firewall rules with the new network IPs for the device(s), such that logs were being received by the log aggregator. 
 
Additionally, to mitigate instances one through four, the Entity: 
1) implemented a new asset procedure which contained detailed steps to ensure new Cyber Assets are reporting to the log aggregator; and  
2) implemented a script to compare its CIP asset list to those devices reported by the log aggregator. 
 
To mitigate noncompliance for the fifth instance , the Entity:   
1) installed the log forwarding application on the device(s), such that logs were being received by the log aggregator; 
2) added a step to its IT machine build procedure and commissioning checklist to ensure logs are received by the log aggregator; and  
3) implemented a script to compare its CIP asset list to the/those device(s) reported by the log aggregator every 15 days. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018020793  CIP‐010‐2  R1      1/20/2018  7/31/2018  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On November 29, 2018, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐010‐2 
R1.  On January 5, 2018, the entity began the process of replacing twelve host servers (Protected Cyber Assets) and cloning over virtual machines at a power plant.  Ten of the servers were successfully 
upgraded.  But, the entity was unable to complete two of the upgrades because expected outages were not available.  This noncompliance and the following facts relate to the two incomplete server 
upgrades. 
 
The first server was added to the network on January 20, 2018, and the second server was added to the network on April 25, 2018.  In each instance, since an outage was unavailable, the upgrade was not 
completed, virtual machines were not cloned over, and the corresponding change order was cancelled.  Since the upgrades were not going to be completed as originally scheduled, the responsible subject 
matter experts (SMEs) should have removed the servers from the network (i.e., executed a back out plan).  Alternatively, if the SMEs intended to leave the servers connected to the network, then they 
should have completed the process of adding the servers to the entity’s asset management database, which would have led to the documentation of baseline configurations and triggered activities 
relating to compliance with other CIP standards and requirements. 
 
The SMEs failed to complete either task, and as a result, the entity did not have documented baseline configurations as required by CIP‐010‐2 R1.  This caused additional compliance issues relating to the 
failure to properly account for, monitor, and protect the servers, including the following:  the entity did not identify patch sources, evaluate patches, and apply patches or develop mitigation plans (CIP‐
007‐6 R2); the entity did not configure security event monitoring (CIP‐007‐6 R4.2); and the entity did not implement or utilize adequate system access controls (CIP‐007‐6 R5.3). 
 
The noncompliance was discovered on July 17, 2018, during a discovery scan to identify all systems connected to the power plant’s network.    

  In this case, the scan revealed the two servers that could not be reconciled with records in the entity’s asset database. 
 
The root cause of this noncompliance was inadequate work instructions.  SMEs did not know how or when to execute a back out plan, and the entity’s instructions on the subject were vague. 
 
This noncompliance involves the management practices of implementation and workforce management.  When implementing new assets, entities need to strive to minimize potential adverse impacts on 
the reliability and resilience of the bulk power system (BPS).  One way to achieve this is through more effective workforce management, which would include the development and utilization of thorough, 
clear, and executable processes, procedures, and work instructions. 
 
This noncompliance regarding the first server started on January 20, 2018, when the server was added to the network without a documented baseline configuration and ended on July 31, 2018, when the 
server was removed from the network.  The noncompliance regarding the second server started on April 25, 2018, when the server was added to the network without a documented baseline 
configuration and ended on July 31, 2018, when the server was removed from the network. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of BPS based on the following factors.  The risk of failing to account for and adequately monitor 
and protect an asset is an increased likelihood of compromise of that asset, proliferation to other assets, and delayed detection and response.  The risk was somewhat mitigated based upon the following 
facts.  First, the entity had not yet added virtual machines to the servers, thus the threat landscape was smaller.  This is a case of hardware that was connected without any virtual machines, operating 
systems, or applications installed. The only software on the servers was a hypervisor, which is more difficult to attack than a guest operating system.  Thus, even if a server was compromised, there is a 
lower probability of an attacker being able to successfully use the server to further compromise the system.  Second, through access controls, only a limited number of administrators had the ability to 
create virtual machines on the servers.  Third, the servers do not allow for interactive remote access, which means that an individual would have to be inside the Physical Security Perimeter and Electronic 
Security Perimeter in order to access the servers.  Fourth, the entity’s internal controls, such as periodic network analysis including the scan that identified this noncompliance, reduced the likelihood of 
this issue persisting for a longer period of time.  Additionally, it is important to note that there were no applicable patches released during the time of the noncompliance.  No harm is known to have 
occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty.   

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) updated the standard work instruction relating to   change orders to provide clarification about what to do if an asset has been added to the network and when that asset 

should be removed from the network; and 
2) ensured that all SMEs have reviewed the updated standard work instruction. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021055  CIP‐007‐3a  R5  10/22/2015  7/17/2018  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On February 7, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance 
with CIP‐007‐3a R5.  In May, 2018, following a proactive red team exercise to explore potential vulnerabilities, an analyst discovered that a generic account used for the   application was not 
documented and, therefore, was not inventoried as required by CIP‐007‐3a R5.1.  Further, the password for the account was not managed in accordance with CIP‐007‐3a R5.3.  The   application is the 

. 

The root cause of this noncompliance was the failure to follow policies and procedures.  The entity’s access management policies and procedures require product owners to register all accounts prior to a 
system being deployed.  This registration starts the process of updating the entity’s inventory of generic accounts and managing the accounts.  In this case, the subject account was not registered at or 
prior to the time of the installation of the   application. 

This noncompliance involves the management practice of implementation.  Entities need to have thorough and executable policies, processes, and procedures.  When an entity decides to implement an 
application, asset, or a system, it needs to ensure that its policies, processes, and procedures are followed in a manner that limits the likelihood of the implementation adversely impacting the bulk power 
system (BPS). 

This noncompliance started on October 22, 2015, when entity personnel did not document the account when the   application was installed and ended on July 17, 2018, after the entity corrected the 
issues described herein. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the BPS based on the following factors.  The failure to properly inventory and manage accounts 
could lead to unauthorized system access and corresponding harm to the BPS.  The risk was not serious or substantial because the application in question required two‐factor authentication upon login to 
a jump server, which significantly reduced the likelihood of unauthorized access.  Further, the entity determined that all individuals who had access to the account had a legitimate business need for such 
access.  The risk was not minimal based upon the duration of this violation and the lack of internal controls that could have assisted in identifying and remediating it earlier (e.g., during commissioning, 
during post‐ commissioning review, or during v5/v6 implementation).  No harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
are distinguishable and/or the instant noncompliance is not indicative of programmatic or systemic issues. 

Mitigation  To mitigate this noncompliance, the entity: 

1) replaced the shared generic service account for the  application with individual Active Directory accounts, which were requested, approved, and documented in  ; 
2) vaulted the Individual Active Directory accounts within the entity’s password management tool;
3) completed quarterly reconciliation validating that all  accounts have been captured; 
4) implemented a new e‐mail template used to request accounts on systems where automated collectors are not available, specifying the types of accounts that need to be reported including application

accounts;
5) conducted a meeting to review the root cause and discuss process improvement steps; and
6) added an additional step to the pre‐CIP checklist to request asset owners to identify application level accounts not documented with the . 

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2016016698 CIP-007-3a R3, 
R3.1 

 )  9/16/2015 11/11/2016 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On December 27, 2016, the Entity submitted a Self-Report stating that, as a  and , it was in noncompliance with CIP-007-6 R2, P2.2. 
However, SERC determined that the applicable standard and requirement is CIP-007-3a R3.1 because of the duration of the noncompliance. The Entity had  instances where it failed to assess 
security patches within 30 days of their release.   

On August 30, 2016, while investigating another patch issue, the Entity discovered that it had not evaluated  security patches for applicability within 30 calendar days of their release. On November 
11, 2016, the Entity completed its internal assessment for these  patches. The result of the Entity’s applicability assessment was that  patches were deemed not applicable. Of the remaining  
deemed applicable,  were Electronic Access Control or Monitoring System-related and  were Physical Access Control System-related.  

This noncompliance affected  security patches applicable to  EACMS and  Physical Access Control Systems (PACS) Cyber Assets. Protected Facilities included  substations housing a medium 
impact BCS and  control centers housing a high impact BCS.  

The Entity conducted an extent-of-condition after the original patch issue which resulted in the  identified instances in the Self-Report.  

This noncompliance started on September 16, 2015, when the Entity failed to assess the first security patch within thirty days of availability, and ended on November 11, 2016, when the Entity evaluated 
the last patch.  

The root cause of this noncompliance was a procedural deficiency. The procedure did not clearly define the roles and responsibilities, which resulted in inconsistent application of the process. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The Entity not timely evaluating security patches for applicability 

increased the risk for malicious exploitation of vulnerabilities made possible by delaying the application of patches. This could have led to access of BCAs, configuration changes, misoperations, or 
malicious operational control of BES Facilities.  However, in this instance, all BCAs, EACMS and PACS were behind firewalls and were not Internet accessible. Also, the Entity monitored and alerted for 
network traffic in real-time and monitored for detected baseline configuration changes.  

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) performed an assessment of viable security patch management service providers capable of meeting CIP-007 R2.2 requirements, identified software to meet the CIP-007 R2.2 requirements for security
patch identification, and implemented the software for Transmission managed NERC CIP assets; 
2) conducted weekly meetings with the purpose of assessing department standard operating procedures (documented and undocumented) for compliance with CIP-007 R2.2 requirements. As a result of
these meetings, opportunities for improvement were identified for CIP-007 R2.2 that involved: the enhancement of the security patch management process; standardization of the evidence storage 
location and workflow activities; clarification roles and responsibilities in procedure documentation; 
3) updated departmental procedures for CIP-007 R2.2 to include: software related tasks, roles and responsibilities clarification, and activities to align with process enhancements;
4) performed a review of draft procedures and identified and resolved any gaps identified;
5) obtained approval from management and operationalized all CIP-007 R2.2 procedures; and
6) sampled and validated security patch management records to ensure staff was following that documented procedures.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017016788 CIP-010-2 R1, 
P1.2, 
P1.3, 
P1.4 

 )  08/03/2016  04/20/2017  Self-Report 
 

Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On January 6, 2017, the Entity submitted a Self-Report stating that, as a , , and , it was in noncompliance with CIP-010-2 R1, P1.2, P1.3, and 
P1.4. This noncompliance involves seven instances where the Entity failed to maintain accurate baseline configurations and ensure that implemented changes that deviated from existing baseline 
configurations did not adversely affect cyber security controls.   
 
On August 30, 2016, while investigating a patch issue, the Entity discovered that on August 3, 8, 12 and 29, 2016, an employee made a total of  configuration changes that deviated from existing 
configuration changes by applying  security patches to  Electronic Access Control or Monitoring System (EACMS) servers without authorization (P1.2).  Additionally, the Entity did not update its 
baseline configurations to reflect these implemented changes (P1.3). Moreover, prior to implementing such changes, the entity did not determine the required cyber security controls in CIP-005 and CIP-
007 that could be impacted, and following the implemented changes, verify that any identified security controls that could have been affected were not adversely affected (P1.4).   
 
On May 29, 2017, a network Engineer, who was performing routine vulnerability and patch assessments, discovered an additional instance, which was submitted as a scope expansion on September 15, 
2017.  On December 16, 2016, a network switch failed requiring it to be replaced, which was done in accordance with the Entity’s change management processes.  However, while replacing the switch, the 
network Engineer installed an additional switch to facilitate distributed connections across multiple switches to eliminate the single point-of-failure without authorization or otherwise adherence to the 
Entity’s change management processes (P1.2, P1.3, and P1.4).   
 
The scope of affected facilities for all instances included  control centers housing a high impact Bulk Electric System (BES) Cyber System (BCS) and  substations housing a medium impact BCS.  
Affected Cyber Assets included  EACMS Cyber Assets and  high impact BES Cyber Asset (BCA). 

As its extent-of-condition, the Entity reviewed all change tickets associated with the security information and event management, resulting in no additional findings.  
 
This noncompliance started on August 3, 2016, the date of the earliest instance where the Entity applied patches without adherence to its change management processes, and ended on April 20, 2017, the 
date of the last instance where the Entity completed the tasks required by its change management processes.    
 
The root cause for the first seven instances was insufficient training for an individual new to the CIP-010 configuration management process. The root cause for the eighth instance was a lack of defined 
roles and responsibilities between business units within the existing procedures.  

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The Entity making baseline changes without following change 
management procedures resulted in a decrease in situational awareness of implemented configurations and increased probability of adversely affected CIP-005 and CIP-007 controls. These degradations 
could have caused EACMS monitoring to be ineffective, thus provisioning a means for malicious actors to take over BCAs and potentially disrupt grid operations. However, all BCAs and EACMSs were 
isolated in Electronic Security Perimeters and did not have Internet connectivity. The Entity also had real-time monitoring and alerting in place to detect instances of attempted configuration changes or 
unexpected use of ports or services. 
 
SERC determined that Entity’s compliance history should not serve as a basis for applying a penalty. The Entity’s relevant prior noncompliance with CIP-010-2 R1 includes . The underlying 
cause for the prior and instant noncompliance was different.  The prior noncompliance involved a failure to have a formal test procedure for significant changes to Cyber Assets for the Entity’s TO function.  
SERC also considered the age of the prior instance and the passing of three versions of NERC CIP Requirements. 

Mitigation 
 

To mitigate this noncompliance, the Entity: 
 
1) added an evaluation of security controls as a required activity to the change management workflow; 
2) conducted weekly meetings with the purpose of assessing department standard operating procedures (documented and undocumented) for compliance with CIP-010 R1.2 requirements. As a result of 
these meetings, the Entity identified opportunities for improvement for CIP-010 R1.2 that involved: the enhancement / automation of manual baseline process for IT departments that were not using 

 as well as adding a detective control to identify and investigate changes that occur outside of the change management process for IT departments not using ; 
3) contracted vendor personnel to upgrade the Entity  instance as well as build out (technical configuration / development work) the tool to accommodate additional organizational scale. IT 
updated departmental procedures for CIP-010 R1.2 to include  related tasks; 
4) tested  to ensure it would integrate with other Entity software; 
5) deployed  to the production environment and operationalized all related CIP-010 R1.2 departmental procedures; 
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6) implemented a detective control and associated procedure in production to detect rogue assets connected to a network switch, as well as the addition or removal of a network switch; 
7) identified and added all network switches to the change management database in the IT asset management system;  
8) enhanced departmental procedures to provide guidance for managing network equipment that is part of high and medium impact BCSs, as well as clarified responsibilities and ownership; 
9) conducted a lessons learned session, as well as instituted mandatory training on modified procedures for all  
employees; and  
10) sampled  records and validated that the system captured changes and that the sampled changes had an approved change record. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017016789 CIP-010-2 R2, 
P2.1 

 ( ) 08/05/2016 11/30/2016 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

On January 6, 2017, the Entity submitted a Self-Report stating that, as a ,  and , it was in noncompliance with CIP-010-2 R2, P2.1.  The 
Entity had five instances where it failed to monitor changes to baseline configurations at least once every 35 calendar days for changes. 

For the first instance, on November 29, 2016, an Entity employee noticed a connectivity error while assessing applicability of a patch. The Entity determined that an errant configured custom script 
had been implemented to monitor baseline configurations of monitored devices. As a result of the errant script, monitoring for changes to baseline configurations did not occur for  Protected 
Cyber Assets (PCAs) and  Bulk Electric System Cyber Asset (BCA).   The scope of this instance affected  PCAs and  high impact BCA at  transmission control center locations. 

For the second through fifth instances, on August 30, 2016, while investigating another patch issue, the Entity discovered that on August 3, 8, 12, and 29, 2016, monitoring for changes to baseline 
configuration changes had not taken place for  servers hosting Electronic Access Control and/or Monitoring Systems (EACMSs).   

The scope of the second through fifth instances affected  EACMSs servers at  locations which provided the security monitoring and logging functions. The EACMSs protected  control 
centers housing high impact BCSs and  substations housing medium impact BCSs. 

The Entity conducted an extent-of-condition by review of all baseline configurations monitored using the automated tool with the errant script and all EACMS change logs and compared them to 
their associated workflow tickets and found no additional findings. 

This noncompliance started on August 5, 2016, when the first monitoring activity was due after the Standard became mandatory and enforceable, and ended on November 30, 2016, when the 
baselines were compared for the last instance. 

The root cause of this noncompliance was the Entity’s use of manual processes when it transitioned to CIP Version 5.  The manual process was not sufficient for the volume of work in the transition 
to V5, which caused  staff to not properly follow the established process.  

Risk Assessment  This violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The Entity not monitoring for changes to baseline configurations could 
have created an opportunity for malicious individuals to effect configuration changes to BCAs, PCAs, and EACMSs without the Entity’s knowledge. The degradations could have provided a means to 
access BCAs and potentially cause misoperations or disrupt grid security. However, in these instances, all BCAs and PCAs were isolated in Electronic Security Perimeters and did not have Internet 
connectivity. Also, the Entity monitored and alerted for any detected instances of unauthorized use of ports or services in real-time. Finally, The Entity installed antivirus software on Cyber Assets to 
thwart threats. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) performed an assessment of viable process automation tools that were capable of meeting CIP-010 R2.1 requirements;
2) selected  as the appropriate platform to meet the CIP-010 R2.1 requirements, and implemented it to capture the baseline configurations; 
3) conducted weekly meetings with the purpose of assessing department standard operating procedures (documented and undocumented) for compliance with CIP-010 R2.1 requirements. As a
result of these meetings, opportunities for improvement were identified for CIP-010 R2.1 that involved: the enhancement / automation of manual baseline process for IT departments that were not 
using  as well as adding a detective control to identify and investigate changes that occur outside of the change management process for IT departments not using ; 
4) contracted with vendor personnel to upgrade the  instance as well as build out (technical configuration / development work) the tool to accommodate additional organizational scale. IT 
updated departmental procedures for CIP-010 R2.1 to include  related tasks; 
5) tested  integration; 
6) deployed  to the production environment and operationalized all related CIP-010 R2.1 departmental procedures; and 
7) sampled and validated  records to validate that changes were captured by the system and that the sampled changes had an approved change record. 

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 11/26/2019 9



NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017955 CIP-007-6 R2, 
P2.3 

 
 

 07/01/2016 08/09/2017  Compliance Audit 
 

Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

During a Compliance Audit conducted from , SERC determined that the Entity, as a  
, was in noncompliance with CIP-007-6 R2, P2.3. The Entity failed to include actions to mitigate the specific vulnerabilities addressed by each security 

patch when developing mitigation plans for patches which could not be installed within 35 days.  
 
SERC reviewed the Entity’s documentation for its security patch management plan, and determined that the plan required the creation of mitigation plans to address specific vulnerabilities that a patch is 
to address in instances when the Entity would not be able to apply the patch within 35 days of assessment. However, the Audit Team observed that the mitigation plans did not include specific actions to 
address the vulnerabilities. Instead, the Entity’s mitigation plans generically stated that protections were in place as required by CIP-005, CIP-006, and CIP-007, without any consideration of the actual 
vulnerability(ies) being addressed by the deferred update and without any discussion of specific mitigations in place or required to mitigate those vulnerabilities. 
 
The Entity had not conducted an extent-of-condition assessment, but the Audit Team was able to identify the full scope of the violation. The Entity failed to consistently adhere to its security patch 
management plan and associated patching processes by not performing the required steps to address specific vulnerabilities. 
 
This noncompliance started on July 1, 2016, when CIP version 5 became mandatory and enforceable, and ended on August 9, 2017, when the Entity completed the mitigation plan that demonstrated 
evaluation of each vulnerability addressed by the update.  
 
The root cause of this noncompliance was the Entity’s omission of steps based on assumptions for completion.  The staff completing the mitigation plan assumed there was no expectation to understand 
the vulnerabilities being addressed by the deferred patch and thus assumed the generic citation of CIP requirements was sufficient. 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). The Entity’s failure to identify and document mitigation plans for 
unapplied security patches could permit vulnerabilities to remain available and open to exploit by malicious actors, who could potentially degrade operations and create conditions conducive to BPS 
impacts. However, the Entity assessed security patches within 35-days of availability and applied the applicable security patches within 35-days of assessment in the majority of instances. The Entity 
secured the Cyber Assets at issue within an established Electronic Security Perimeter, which was within a Physical Security Perimeter.  
 
SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation 
 

 To mitigate this noncompliance, the Entity:  
 
1) completed the mitigation plan that demonstrated evaluation of each vulnerability addressed by the update; and  
2) modified the CIP-007-R2 program document to provide clarification that required specific vulnerabilities must be evaluated during the creation of the mitigation plan, helping to ensure there are no 
further misinterpretations of the requirement. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018719 CIP-010-2 R1, 
P1.1, 
P1.2, 
P1.3, 
P1.4 

(
07/01/2016 10/30/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On  the Entity submitted a Self-Report stating that, as a  and , it was in noncompliance with CIP-010-2 R1, P1.1, P1.2, P1.3, and P1.4.  The 
Entity failed to fully implement its configuration management program. 

On October 1, 2017, following an examination of baseline documents in preparation for an upcoming CIP Compliance Audit, the Entity discovered that  of its Cyber Assets did not have properly 
documented baselines (P1.1).  The Entity found  devices where it made changes to existing baseline configurations but did not update the baseline configurations within 30 calendar days of the changes 
(P1.3).  As a result of the missing or outdated baselines, the Entity did not properly document authorization for changes that deviated from the existing baseline configuration (P1.2).  Therefore, the 
determination, verification and documentation of cyber security controls were not available for the impacted system (P1.4). 

The scope of the affected Cyber Assets in this instance included  Bulk Electric System (BES) Cyber Assets and  Electronic Access Control and Monitoring Systems (EACMSs) associated with 
medium impact BES Cyber Systems (BCSs).    

The Entity conducted an extent-of-condition assessment by reviewing all of its baselines for  assets to determine if there were any other instances where baselines were missing or instances where 
baselines that were changed were not updated within 30 days of the change.  The Entity found no other instances of noncompliance. 

This noncompliance started on July 1, 2016, when CIP-010-2 R1 became mandatory and enforceable, and ended on October 30, 2017, when the Entity created the missing baselines. 

The root cause of this noncompliance was an incomplete change management procedure.  The Entity stated that its subject matter experts assumed that Cyber Asset lists generated by its change 
management program were sufficient, and; therefore, had not created or maintained discrete baselines for certain devices and third-party managed EACMS. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to create baselines or update its baselines in a 
timely manner, could potentially leave the Entity unaware of what ports are open or what software is running on its devices.  This vulnerability could lead to a potential cyber-attack on its BCSs, which 
could negatively affect the BPS.  However, the Entity had a process to apply relevant security patches for these devices and followed a change control system to prevent significant changes to the BCS 
without proper authorization.  No harm is known to have occurred.  

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) generated missing baselines and updated all baselines;
2) updated procedure documentation to include the information that baselines need to be updated within 30 days of a change;
3) updated the change management form used to include a reminder that baselines need to be updated within 30 days of a change;
4) added an internal control to its weekly change meetings where the Entity will not close out the change ticket until the baseline has been updated, as part of the change; and
5) trained both system control personnel and  personnel on the updated procedures. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018325 CIP-006-6 R1, 
P1.1 

06/25/2017 06/27/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On September 8, 2017, the Entity submitted a Self-Report stating that, as a , , ,  , and
, it was in noncompliance with CIP-006-6 R1, P1.1.  The Entity did not implement operational or procedural controls to restrict physical access to a substation Physical Security Perimeter (PSP). 

On June 26, 2017, a security guard staffing the Entity’s security monitoring center received a “forced door” alarm from a substation control house.  The security guard did not investigate the “forced door” 
alarm knowing that individuals were performing authorized work within the substation control house, and, therefore, assumed the alarm was caused by someone doing legitimate work.  On June 27, 
2017, the same security guard received a second “forced door” alarm from the same substation control house.  This time, the incident was investigated, leading to the Entity’s discovery of the security 
guard’s failure to investigate the first “forced door” alarm on June 26, 2017.  The Entity concluded that the cause of the failure to investigate was a human performance issue; specifically, that an individual 
security guard did not follow the established CIP-006 Physical Security Plan even though the security guard had been trained, was fully aware of expectations, and had previously responded to other 
incidents appropriately.  In this case, the security guard made a conscious choice to not follow procedures.  On July 25, 2017, the Entity terminated the security guard in question. 

The investigation determined that on June 26, 2017, there were three individuals performing authorized work in the substation, and that on June 27, 2017, there was one individual performing authorized 
work in the substation.  These individuals were authorized for access to the substation yard.  While these individuals did not have badge access to the control house, they did have a legitimate need to 
perform work inside the control house, but not on the Bulk Electric System (BES) Cyber System (BCS).  The individuals simply pulled the door open without first scanning a badge or using a physical key, 
which generated the “forced door” alarm since the door should not have opened without a badge or key.   On June 27, 2017, all substation doors at the location in question were checked and found to be 
secure.   

On June 29, 2017, a  conducted a review of all Cyber Assets within and associated with the medium impact BCS at the substation in question.  This review concluded that no 
unauthorized activity had occurred on these Cyber Assets.  On July 17, 2017, the Entity’s locksmith contractor examined the door in question and confirmed that the locks and mechanisms were 
functioning properly.  The Entity concluded that the reason the door was able to be forced open was because it had not closed properly on June 25, 2017, following a previous badged entry.  On July 17, 
2017, the Entity’s locksmith contractor inspected the door and attempted to force the door open several times, but the door remained locked and in a stable condition.  The technician increased the 
tension on the closer to provide more closing power in case of excess positive pressure.  On October 23, 2017, and again on July 11, 2018, the Entity inspected the door in question and found no issues.  
Furthermore, as of May 13, 2019, there had been no further issues or complaints regarding the door in question.  

The Entity conducted an extent-of-condition assessment by testing all doors and locks at all of the Entity’s medium impact substations without External Routable Connectivity, and found no further 
instances of noncompliance.  With respect to the security guard’s failure to investigate a “forced door” alarm, the Entity conducted an extent-of-condition assessment by taking a random sample of access 
points to high and medium impact PSPs and reviewing all alarms and responses that took place in June of 2017.   doors were sampled out of  total doors.  The Entity found no additional instances 
where investigations did not occur for “forced door” alarms.  

This noncompliance started on June 25, 2017, when the substation door failed to properly close, allowing individuals access to the control house without the use of a badge or key, and ended on June 27, 
2017, when all substation doors at the location in question were checked and found to be secure. 

The root causes of this noncompliance were a temporary failure of the door closing mechanism and a human performance issue since, as noted above, it was determined that the security guard had been 
trained on the established CIP-006 Physical Security Plan, was fully aware of expectations, and had previously responded to other incidents appropriately.  

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS).  Specifically, the Entity’s failure to restrict access to the PSP could 
have allowed an attacker to gain physical access to medium impact BCAs, which could have enabled the attacker to power off or physically damage the BCAs and potentially disrupt the operation of the 
BPS.  Ordinarily, this risk would have been mitigated by the fact that the entrance to the PSP was monitored in real-time by security guards; but, in this instance, the security guard willfully opted not to 
take any action when the first “forced door” alarm was received.  However, the individuals who gained access to the PSP were authorized for access to the substation and were conducting authorized 
work.  The substation was also protected by a fence and gate.   Additionally, a  was dispatched to the substation, conducted a review of all Cyber Assets within and associated with 
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the medium impact BCS, and concluded that no unauthorized activity had occurred on the Cyber Assets at issue.  Furthermore, the BCS did not have External Routable Connectivity, thus, limiting an 
attacker’s ability to expand their impact beyond the local substation components.  No harm is known to have occurred.  

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) conducted a review of all Cyber Assets associated with the medium impact BCS to ensure that no unauthorized activity had occurred;
2) inspected the doors into the substation to ensure that they were in working order and functioned as intended, and increased the tension on the closer;
3) terminated the security guard in question;
4) reviewed the Physical Access Control Systems Action Plans to ensure that the instructions for the security guards were clear and accurate and determined that no updates were necessary; and
5) completed training sessions with all contracted security personnel that worked within the security monitoring center where the proper processes for responding to alarms were reviewed.
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Fix, Find, and Track (FFT) in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count  Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 
RFC2018020371 

Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

2 
RFC2018020252 

Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

3 
RFC2017018568 

Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

4 
RFC2017017413 

Yes Yes Yes Yes Yes 
Category 1: 3 years;  Category 2 
– 12: 2 years

5 
RFC2017018648 

Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

6 
RFC2017017415 

Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

7 
RFC2017018701 

Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

8 
RFC2018020680 

Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

9 
RFC2017018841 

Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

10 
RFC2017017418 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 

– 12: 2 years

11 SERC2017016993 Yes Yes Yes Yes Category 2 – 12: 2 year 

12 SERC2017018718 Yes Yes Yes Yes Category 2 – 12: 2 year 

13 SERC2016016717 Yes Yes Yes Category 2 – 12: 2 year 

14 SERC2016016720 Yes Yes Yes Category 2 – 12: 2 year 

15 SERC2017017681 Yes Yes Yes Yes Category 2 – 12: 2 year 

16 SERC2017017691 Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

17 SERC2017016976 Yes Yes Yes Category 2 – 12: 2 year 

18 SERC2017017320 Yes Yes Yes Yes Yes Yes Category 2 – 12: 2 year 
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Count  Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

19 SERC2017017322 Yes Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

20 SERC2017017571 Yes Yes Yes Yes Category 2 – 12: 2 year 

21 SERC2016015975 Yes Yes Yes Category 2 – 12: 2 year 

22 SERC2016016549 Yes Yes Yes Yes Category 2 – 12: 2 year 

23 SERC2017017721 Yes Yes Yes Yes Category 2 – 12: 2 year 

24 
WECC2017018180 Yes Yes Yes Yes Category 1: 3 years;  Category 2 

– 12: 2 year
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018020252  CIP‐007‐6  R3  7/1/2016  4/15/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On August 20, 2018, the entity submitted a Self‐Report to ReliabilityFirst stating that,   it 
was in violation of CIP‐007‐6 R3. 

On April 15, 2018, the entity discovered that anti‐virus software had not been installed on a   Specifically, the entity failed to install anti‐virus software on a  . 

The root cause of this noncompliance was the entity staff inaccurately completing a checklist that was used to confirm the deployment of anti‐virus software for the  . Further, the extensive duration 
was caused because entity employees failed to reconcile weekly anti‐virus scans against the deployment checklist applicable to this 

This noncompliance involves the management practices of workforce management and implementation management. Workforce management is involved in this noncompliance because entity employees 
were not properly trained to fulfill CIP‐007‐6 requirements adequately. Implementation management is involved in this noncompliance because the entity did not properly deploy anti‐virus software 
upgrades due to weak internal processes. 

The violation began on July 1, 2016, the date the entity was required to comply with CIP‐007‐6 R3, and ended on April 15, 2018, the date the entity installed anti‐virus software on the PCA. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this 

noncompliance is the potential for a bad actor to take control of Bulk Electric System (BES) Cyber Assets and associated systems through the use of malicious code. The risk to the BPS is partially reduced 
because the entity is a small impact entity with a  , and this noncompliance involved only a single  . However, the risk is increased because of the duration of the 
noncompliance; which was 623 days. Further increasing the risk, the entity has no formal process for software installation and system commissioning. Thus, the risk posed to the BPS was moderate. No 
harm is known to have occurred. 

ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation  To mitigate this noncompliance, the entity: 

1) installed protective anti‐virus software;
2) created an internal procedure requiring periodic reconciliation of reports of computers scanned by anti‐virus software with the deployment checklist applicable to CIP Cyber Assets that are eligible to

use protective anti‐virus software; and
3) provided training to team on new protective anti‐virus reconciliation procedure.

ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018568  CIP‐010‐2  R1      1/26/2017  5/25/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On October 26, 2017, the entity submitted a Self‐Report to ReliabilityFirst stating that,   it was not in compliance with CIP‐010‐2 R1. 
 
On January 26, 2017, the entity’s  implemented a change, specifically patches that deviated from the baseline configuration without first analyzing and documenting the 
required cyber security controls in CIP‐005 and CIP‐007 that could be impacted by the change.  The patches of January 26, 2017 were installed to an Electronic Access Control Monitoring System (EACMS) 
associated with a High Impact Bulk Electric System Cyber System.  On May 9, 2017, the Entity’s   discovered the noncompliance and acquired additional details.  The patches were 
implemented by an internal   who erroneously relied on previous patch management experience to determine that no security controls’ tests were necessary prior to 
applying the patches. 
 
The Entity’s CIP‐010 procedure in place at the time provided an area to input a list of cyber security controls from CIP‐005 and CIP‐007 which could be impacted by the change.  However, the procedure on 
which the entity’s   relied was merely a restatement of CIP‐10‐5 R1.4.1.  The procedure required listing cyber security controls that could be impacted by the change and 
testing to ensure the identified security controls were not adversely impacted. The procedure required both be documented in the change order ticket. However, the procedure lacked specific details or 
guidance on how to accomplish these tasks, and it lacked expectations if personnel determined no security controls could be impacted. 
 
The root cause of this noncompliance is ineffective internal processes resulting in the   failing to analyze and document the impacts of a patch on cyber security controls. First, 
the   were performing patching without an actionable procedure or tool to aid in the process. Second, the   misapplied CIP‐010‐2 R1 and did so 
based on personal experience. 
 
This noncompliance involves the management practices of implementation management and workforce management.  Implementation management is involved because the entity did not construct 
processes which are capable of effective implementation of modifications.  Workforce management is involved because the   were not properly trained that baseline 
configuration requirements are not discretionary rules but binding rules. 
 
The noncompliance began on January 26, 2017, the date the entity implemented the change, and ended on May 25, 2017, the date the entity validated the security controls. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by implementing changes 
(such as patches) without completing the requisite change management activities, including testing security controls, is that the change could introduce vulnerabilities in the system; adversely impacting 
system‐to system communications, and/or system functionality. The risk is partially reduced because there are multiple layers of security controls including multi‐factor authentication and firewall threat 
detection services protecting the EACMS in question.  However, the security vulnerability is substantive because if a bad actor obtained privileged access they could execute a denial of service attack on 
the assets or they could establish privileged on accounts on the devices connected.  Thus, the risk posed to the bulk‐power system was moderate. No harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) executed Cyber Security Controls Validation; 
2) met with the teams to discuss compliance expectations; 
3) improved   CIP‐010 Part 1.4 and 1.5 procedure and implemented Central Services Compliance Checklist; 
4) conducted training on the Domain Controller procedure; 
5) implemented improved change control process that requires cyber security controls validation to be completed prior to sign off; 
6) implemented dashboard task to ensure that cyber security controls testing is completed on schedule; and 
7) implemented the new cyber security controls test plan. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017017413  CIP‐010‐2  R1  7/1/2016  1/25/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On April 11, 2017, the entity submitted a Self‐Report to ReliabilityFirst stating that,   it was not in compliance with CIP‐010‐2 R1. 

On November 16, 2016 during preparations for the entity’s annual CIP‐010 R3 Critical Vulnerability Assessment (CVA), an entity NERC compliance supervisor discovered that a documented baseline did not 
exist for the   reporting server known as    The  is a reporting server used to produce reports of   activities by 
merging data from the  .  During an onboarding of   and numerous other systems, the entity’s staff incorrectly categorized   as a non‐NERC asset.  
Specifically, the entity’s staff failed to consider where   resided inside the Electronic Security Perimeter (ESP).  The asset should have been classified as a Protected Cyber Asset. 

The root cause of this noncompliance was deficient training resulting in the   staff and   teams’ failure to complete a full assessment of the  . 

This instance of noncompliance implicates the management practices of workforce management and asset and configuration management.  Workforce management is implicated because the staff 
entrusted with evaluating the   were not properly trained to make a complete assessment of the Bulk Electric System (BES) Cyber Asset.  Asset and configuration management is involved because 
the  was improperly inventoried. 

The noncompliance began on July 1, 2016, the date the entity was required to comply with CIP‐010‐2 R1, and ended on January 25, 2017, when the device was accurately classified as a Protected Cyber 
Asset and all appropriate CIP‐010‐2 requirements were implemented. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this 
noncompliance is that such failure could allow changes to the baseline to be undetected which could create exposure and vulnerabilities or disruption to the operations and control Cyber Assets, resulting 
in damage of equipment; potential data exfiltration; compromise of physical access points; power cycling; or shutting down of equipment.  The risk is partially reduced because the asset resides within the 
ESP with all other required physical and electronic access controls (e.g., logging, patching, signature updates, etc.) and no dial‐up system or direct connections to the internet.  Additionally, the only 
function of the asset was to retrieve information and produce reports as opposed to controlling the BPS. No harm is known to have occurred. 

ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation  To mitigate this noncompliance, the entity:, the entity:, the entity: 

1) commissioned  as a NERC Protected Cyber Asset; 
2) developed transition guidance for compliance teams;
3) developed commissioning guidance;
4) trained individuals on transition guidance; and
5) trained individuals on commissioning guidance.

ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018648  CIP‐010‐2  R1      1/26/2017  5/25/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On November 2, 2017, the entity submitted a Self‐Report to ReliabilityFirst stating that,   it was not in compliance with CIP‐010‐2 R1. 
 
On January 26, 2017, the entity’s   implemented a change, specifically patches that deviated from the baseline configuration without first analyzing and documenting the 
required cyber security controls in CIP‐005 and CIP‐007 that could be impacted by the change.  The patches of January 26, 2017 were installed to an Electronic Access Control Monitoring System (EACMS) 
associated with a High Impact Bulk Electric System Cyber System.  On May 9, 2017, the   discovered the noncompliance and acquired additional details.  The patches were 
implemented by an internal   who erroneously relied on previous patch management experience to determine that no security controls’ tests were necessary prior to 
applying the patches. 
 
The Entity’s CIP‐010 procedure in place at the time provided an area to input a list of cyber security controls from CIP‐005 and CIP‐007 which could be impacted by the change.  However, the procedure on 
which the entity’s  t relied was merely a restatement of CIP‐10‐5 R1.4.1.  The procedure required listing cyber security controls that could be impacted by the change and 
testing to ensure the identified security controls were not adversely impacted. The procedure required both be documented in the change order ticket. However, the procedure lacked specific details or 
guidance on how to accomplish these tasks, and it lacked expectations if personnel determined no security controls could be impacted. 
 
The root cause of this noncompliance is ineffective internal processes resulting in the   failing to analyze and document the impacts of a patch on cyber security controls. First, 
the   were performing patching without an actionable procedure or tool to aid in the process. Second, the   misapplied CIP‐010‐2 R1 and did so 
based on personal experience. 
 
This noncompliance involves the management practices of implementation management and workforce management.  Implementation management is involved because the entity did not construct 
processes which are capable of effective implementation of modifications.  Workforce management is involved because the   were not properly trained that baseline 
configuration requirements are not discretionary rules but binding rules. 
 
The noncompliance began on January 26, 2017, the date the entity implemented the change, and ended on May 25, 2017, the date the entity validated the security controls. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by implementing changes 
(such as patches) without completing the requisite change management activities, including testing security controls, is that the change could introduce vulnerabilities in the system; adversely impacting 
system‐to system communications, and/or system functionality. The risk is partially reduced because there are multiple layers of security controls including multi‐factor authentication and firewall threat 
detection services protecting the EACMS in question.  However, the security vulnerability is substantive because if a bad actor obtained privileged access they could execute a denial of service attack on 
the assets or they could establish privileged on accounts on the devices connected.  Thus, the risk posed to the bulk‐power system was moderate. No harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) executed Cyber Security Controls Validation; 
2) met with the teams to discuss compliance expectations; 
3) improved  CIP‐010 Part 1.4 and 1.5 procedure and implemented Central Services Compliance Checklist; 
4) conducted training on the Domain Controller procedure; 
5) implemented improved change control process that requires cyber security controls validation to be completed prior to sign off; 
6) implemented dashboard task to ensure that cyber security controls testing is completed on schedule; and 
7) implemented the new cyber security controls test plan. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017017415  CIP‐010‐2  R1      10/8/2016  1/25/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On April 11, 2017, the entity submitted a Self‐Report to ReliabilityFirst stating that,   it was not in compliance with CIP‐010‐2 R1. 
 
On November 16, 2016 during preparations for the entity’s annual CIP‐010 R3 Critical Vulnerability Assessment (CVA), an entity NERC compliance supervisor discovered that a documented baseline did not 
exist for the  reporting server known as    The  is a reporting server used to produce reports of   activities by 
merging data from the  .  During an onboarding of  and numerous other systems, the entity’s staff incorrectly categorized   as a non‐NERC asset.  
Specifically, the entity’s staff failed to consider where   resided inside the Electronic Security Perimeter (ESP).  The asset should have been classified as a Protected Cyber Asset. 
 
The root cause of this noncompliance was deficient training resulting in the   staff and   teams’ failure to complete a full assessment of the  . 
 
This instance of noncompliance implicates the management practices of workforce management and asset and configuration management.  Workforce management is implicated because the staff 
entrusted with evaluating the  were not properly trained to make a complete assessment of the Bulk Electric System (BES) Cyber Asset.  Asset and configuration management is involved because 
the   was improperly inventoried. 
 
The noncompliance began on October 8, 2016, the date the entity was required to comply with CIP‐010‐2 R1, and ended on January 25, 2017, when the device was accurately classified as a Protected 
Cyber Asset and all appropriate CIP‐010‐2 requirements were implemented. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this 
noncompliance is that such failure could allow changes to the baseline to be undetected which could create exposure and vulnerabilities or disruption to the operations and control Cyber Assets, resulting 
in damage of equipment; potential data exfiltration; compromise of physical access points; power cycling; or shutting down of equipment.  The risk is partially reduced because the asset resides within the 
ESP with all other required physical and electronic access controls (e.g., logging, patching, signature updates, etc.) and no dial‐up system or direct connections to the internet.  Additionally, the only 
function of the asset was to retrieve information and produce reports as opposed to controlling the BPS.  No harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity:, the entity:, the entity: 
 
1) commissioned   as a NERC Protected Cyber Asset; 
2) developed transition guidance for compliance teams; 
3) developed commissioning guidance; 
4) trained individuals on transition guidance; and 
5) trained individuals on commissioning guidance. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018701  CIP‐007‐3a  R3  6/10/2016  6/30/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On November 16, 2017, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐007‐3a R3. 

In June 2016, the entity reorganized its server update service installation to more clearly represent the CIP assets and their associated grouping within the server update application.  Doing so allowed 
entity resources to better discern which automatic approval rules to run in order to approve security patches on the CIP cyber assets.  While completing this work, the entity had to create new approval 
rules for the affected server asset class, which involved selecting the options for which the server update application would scan for applicable patches, such as operating system version and installed 
software.  However, the entity failed to select   patches as applicable software, resulting in no patches being scanned for or applied to the assets.  In June 2017, the entity’s vulnerability 
scanning tool discovered a potential vulnerability with a remediation option of installing a   patch.  At this point, the entity learned of the problem with approval rules, corrected it, and 
applied all applicable security patches. 

The root cause of this noncompliance was the entity’s misconfiguration of the new approval rules for the affected server asset class.  Furthermore, at the time the new approval rules were implemented, 
the entity had no automated tools to help discover these types of issues.  This root cause involves the management practices of verification because the entity failed to verify the correct configuration of 
the new approval rules, and asset and configuration management because the error arose out of the configuration management process. 

This noncompliance started on June 10, 2016, when the entity implemented the misconfigured approval rules and ended on June 30, 2017, when the entity applied all applicable   patches 
to the affected server asset class. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this 
noncompliance is the opportunity for infiltration of unauthorized network traffic into the Electronic Security Perimeter (ESP) when security patches and upgrades are not installed on Cyber Assets within 
the ESP.  The risk is not minimal in this case considering the length of time that the assets did not receive   patches and the fact that the entity failed to identify the issue for one year.  The 
risk is not serious or substantial in this case based on the following factors.  First, the issue was limited to only the   software on only the affected server class.  These assets impact the 
digital fault recorders or other smart devices in the substations, which, while important in system restoration efforts, have no direct effect on the real time operations of the BPS.  Second, the entity had 
additional defense‐in‐depth security controls in place that would mitigate the risk of unauthorized network traffic, including  .  No harm is 
known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because while the result of some of 
the prior noncompliances were arguably similar, the prior noncompliances arose from different causes. 

Mitigation  To mitigate this noncompliance, the entity: 

1) ensured  was being patched from the affected servers; 
2) met with application owner to determine if  is still required on Cyber Asset; and 
3) required all server team employees to take CIP‐007 training course.  As additional continuous improvement enhancements of its prior paper‐based system, the entity also implemented new tools and

stronger procedural controls around change management and patching. 

ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018020680  CIP‐004‐6  R5      9/19/2017  10/4/2018  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On November 13, 2018, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐004‐6 R5.   
 

 
 

 
On October 1, 2018, an entity IT security specialist sent a Personnel Risk Assessment (PRA) expiration notification to   regarding an   employee.  The next day,   replied that the 
individual had transferred to another job position on September 18, 2017.  So,   should have notified the entity within 24 hours of that transfer so the entity could have removed her access.  
However,   failed to make that notification.  Furthermore,   failed to identify the issue for more than a year because there was another employee on the weekly access report with the same 
last name who still required access.    mistook that other employee for the one who transferred jobs.  On October 4, 2018, the same day that the entity received the response from   the 
entity revoked the   employee’s physical access to the facility. 
 
The root cause of this noncompliance was   lack of attention to detail in reviewing the weekly access reports.  This root cause involves the management practice of external interdependencies 
because the issue arose from a failure by a third‐party, and verification because   failed to properly verify the information received from the entity. 
 
This noncompliance started on September 19, 2017, when the entity was required to have removed access for the   employee and ended on October 4, 2018, when the entity revoked the   
employee’s physical access. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by failing to revoke 
physical access for an individual who no longer has a business need for it is that the person may use that access to cause harm to the BPS.  The risk was not minimal in this case considering the length of 
time that the individual maintained physical access while no longer requiring it (i.e., over one year).  The risk is not serious or substantial in this case based on the following factors.  First, the employee 
was not terminated for cause, but rather transferred to another job in the same company.  Second, during the time of the noncompliance, the employee had a valid PRA, which reduces the likelihood that 
she would have used the access for anything malicious.  ReliabilityFirst also notes that the employee never actually used her physical access after transferring jobs.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because while the result of some of 
the prior noncompliances were arguably similar, the prior noncompliances arose from different causes. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) developed a point of contact training and acknowledgement form; 
2) conveyed this form to   
3) held a face‐to‐face meeting with   to discuss the process; 
4) had the form acknowledged, dated and signed by    For context, the entity concluded that based on this incident, the   points of contact do not fully understand the entity process and 

the need for immediate notification based on NERC CIP Standards.  By reviewing the process and rationale with the   points of contact and having them read and acknowledge the process, the 
entity expects that   performance will significantly improve, reducing the risk of future violations. 

 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018841  CIP‐010‐2  R1      1/26/2017  5/25/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On December 6, 2017, the entity submitted a Self‐Report to ReliabilityFirst stating that,  it was not in compliance with CIP‐010‐2 R1. 
 
On January 26, 2017, the entity’s  implemented a change, specifically patches that deviated from the baseline configuration without first analyzing and documenting the 
required cyber security controls in CIP‐005 and CIP‐007 that could be impacted by the change.  The patches of January 26, 2017 were installed to an Electronic Access Control Monitoring System (EACMS) 
associated with a High Impact Bulk Electric System Cyber System.  On May 9, 2017, the Entity’s   discovered the noncompliance and acquired additional details.  The patches were 
implemented by an internal   who erroneously relied on previous patch management experience to determine that no security controls’ tests were necessary prior to 
applying the patches. 
 
The Entity’s CIP‐010 procedure in place at the time provided an area to input a list of cyber security controls from CIP‐005 and CIP‐007 which could be impacted by the change.  However, the procedure on 
which the entity’s   relied was merely a restatement of CIP‐10‐5 R1.4.1.  The procedure required listing cyber security controls that could be impacted by the change and 
testing to ensure the identified security controls were not adversely impacted. The procedure required both be documented in the change order ticket. However, the procedure lacked specific details or 
guidance on how to accomplish these tasks, and it lacked expectations if personnel determined no security controls could be impacted. 
 
The root cause of this noncompliance is ineffective internal processes resulting in the   failing to analyze and document the impacts of a patch on cyber security controls. First, 
the Information Security Specialists were performing patching without an actionable procedure or tool to aid in the process. Second, the  misapplied CIP‐010‐2 R1 and did so 
based on personal experience. 
 
This noncompliance involves the management practices of implementation management and workforce management.  Implementation management is involved because the entity did not construct 
processes which are capable of effective implementation of modifications.  Workforce management is involved because the   were not properly trained that baseline 
configuration requirements are not discretionary rules but binding rules. 
 
The noncompliance began on January 26, 2017, the date the entity implemented the change, and ended on May 25, 2017, the date the entity validated the security controls. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by implementing changes 
(such as patches) without completing the requisite change management activities, including testing security controls, is that the change could introduce vulnerabilities in the system; adversely impacting 
system‐to system communications, and/or system functionality. The risk is partially reduced because there are multiple layers of security controls including multi‐factor authentication and firewall threat 
detection services protecting the EACMS in question.  However, the security vulnerability is substantive because if a bad actor obtained privileged access they could execute a denial of service attack on 
the assets or they could establish privileged on accounts on the devices connected.  Thus, the risk posed to the bulk‐power system was moderate. No harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) executed Cyber Security Controls Validation; 
2) met with the teams to discuss compliance expectations; 
3) improved   CIP‐010 Part 1.4 and 1.5 procedure and implemented Central Services Compliance Checklist; 
4) conducted training on the Domain Controller procedure; 
5) implemented improved change control process that requires cyber security controls validation to be completed prior to sign off; 
6) implemented dashboard task to ensure that cyber security controls testing is completed on schedule; and 
7) implemented the new cyber security controls test plan. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017016993 CIP-010-2 R1, 
P1.2 

 
 

 07/01/2016  12/14/2016  Self-Report 
 

Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On February 13, 2017, the Entity submitted a Self-Report stating that, as a , , , , , and  
, it was in noncompliance with CIP-010-2 R1, P1.2. Specifically, the Entity did not authorize and document changes that deviated from the existing baseline configurations. 

 
On May 26, 2016, an  installed , a file comparison application, on an EMS Support Workstation under a single  user account. The 
installation was not preceded by approval from the delegated asset custodian nor tested in a test environment. The installation was not detected because it was installed under the individual user's 
account, while automated detection mechanisms, at the time for the software baselining report, only detected software installed for "all users."  Additionally, the installation was not detected because the 
automated tool relied upon an entry in the Microsoft Windows Registry, which was not updated by the installation of “ .” The EMS Support Workstation is classified as a BCA member of a 
high impact Bulk Electric System (BES) Cyber System (BCS) located within the Primary Control Center. 
 
On November 14, 2016, the Entity’s service desk employee discovered the unapproved software while performing unrelated troubleshooting on the EMS Workstation. The software was not on the Entity’s 
baseline documentation, as required by CIP-010-2 R1, P1.2.  An evaluation of the business need for the software was performed and approved by the asset custodian. The subsequent reinstallation was 
performed in accordance with the Change Management Process, as required by CIP-010-2 R1. The installation was completed on December 14, 2016.  
 
The scope of affected facilities included a total of BES Cyber Assets (BCAs) (including  EMS Support Workstations,  of which is at issue), Electronic Access Control or Monitoring Systems 
(EACMSs),  Physical Access Control Systems (PACSs), and  Protected Cyber Assets (PCAs) at the Primary Control Center.  There are a total of BCA,  EACMSs,  PACSs, and  PCAs at the Backup Control 
Center.   
 
The extent-of-condition assessment consisted of a review of all ’ user accounts on the Cyber Assets within the CIP environment. The Entity determined no other similar issues existed.    
 
This noncompliance started on July 1, 2016, when the Entity installed unauthorized software on a BCA, and ended on December 14, 2016, when the Entity determined the software was needed and 
authorized the software through its Change Management Process.  
 
The cause of this noncompliance was a lack of training and internal controls.   The  was aware of the requirements of CIP-010-2 R1, P1.2, however the  was mistaken in the belief 
that the EMS support workstation was not subject to those requirements, and there were no controls to prevent them from installing the software.   

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). The Entity’s failure to authorize and document changes that 
deviate from the existing baseline configuration increased the risk that the Entity would not identify unauthorized changes, which could adversely impact BCSs.  Notwithstanding, the software was 
installed on an EMS Support Workstation and not a Production Operator Console.  Additionally, the EMS network did not have Internet connectivity, and the workstation was running up-to-date anti-
malware and was current within the Entity’s patch cycle with either patches applied or mitigation plans in place for any patches that could not be installed.  The Entity utilizes an intrusion detection system 
that monitors all traffic traversing the electronic access point to the Electronic Security Perimeter. In this instance, the installed software was later determined to be necessary and would have been 
approved for implementation had the Change Management Processes been followed.  The software did not create new or enable existing services and associated ports and, in retrospect, was determined 
to have not posed an actual risk to BES reliability.  The installation of the software was done by an Entity employee, in good standing, with a valid personnel risk assessment, and current cyber security 
training. Additional training of the employee was performed upon detection of the unapproved installation. No harm is known to have occurred.  
 
SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the Entity:  
 
1) performed an evaluation of the business need for the software that was approved by the asset custodian;  
2) performed the subsequent installation in accordance with the Change Management Process, as required by CIP-010-2 R1; 
3) evaluated the  permission and determined that role based functions could still be performed with additional access restrictions;  
4) removed local administrator access from , which disabled account rights to install software, yet, still allowed users to sufficiently perform their job functions; and  
5) completed a human performance evaluation on CIP-10-2 R1 requirements, which included training for the individual in question.   
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018718 CIP-004-6 R4, 
P4.1 

10/17/2017 10/17/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On November 27, 2017, the Entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-004-6 R2, P2.2.  SERC determined that CIP-
004-6 R4, P4.1 is the appropriate Standard and Requirement due to the start date of the noncompliance.  The Entity did not implement a process to authorize electronic access based on need. 

On October 17, 2017, at approximately 9:30 a.m., during an upgrade to its control center network equipment, a third-party contractor required electronic access to complete the upgrade to the 
equipment.  However, the contractor had not completed the required training to gain electronic access.  An Entity  IT supervisor incorrectly assumed that 
the contractor had been authorized to have electronic access, and; therefore, gave the contractor electronic access to the Entity’s medium impact Bulk Electric System (BES) Cyber System (BCS) using his 
personal credentials so that the contractor could begin his work.  Initially, the supervisor was directly monitoring the contractor’s activities but eventually left the contractor alone to assist with other 
upgrading activities.   

On October 17, 2017, at approximately 11:15 a.m., the Entity’s personnel responsible for its CIP-004-6 processes, who were located in the same physical area, noticed the contractor working with 
interactive remote access into its production BCS and had him immediately log out of the BCS. 

The scope of the affected assets in this instance included a medium impact BCSs, which housed  BES Cyber Assets and associated Protected Cyber Assets, Electronic Access Control and Monitoring 
Systems and Physical Access Control Systems.  

The Entity conducted an extent-of-condition assessment by looking through its entire medium impact BCSs and determine if any other contractors had been given unauthorized interactive remote access.  
The Entity found no other instances of noncompliance and stated that this type of contractor work was unusual and isolated. 

This noncompliance started on October 17, 2017, at approximately 9:30 a.m., when the Entity’s supervisor logged the contractor into the BCS, and ended on October 17, 2017, at approximately 11:15 
a.m., when the Entity’s CIP-004-6 personnel had the contractor log out of the BCS.  

The root cause for this noncompliance was lack of training.  The Entity should have ensured that the IT Supervisor knew not to share login credentials and understood the process for knowing when the 
contractor’s employees have been granted access. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to implement a process to authorize electronic 
access could allow a hacker to gain access to the BCS and allow for the introduction of malware or other vulnerabilities into the Entity’s BCS, which could lead to a potential cyber-attack on the Entity’s 
BCSs.  However, the Entity had a long, solid relationship with the contractor at issue.  The supervisor believed that the Entity had already properly cleared the contractor for CIP Electronic Security 
Perimeter access, and that it was only an access issue.  The contractor was later granted electronic access and provided his own access credentials.  Furthermore, the Entity was able to catch the issue 
within an hour and 45 minutes and had the contractor log out immediately.  No harm is known to have occurred. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) upon discovering the instance, immediately logged the contractor out of the system;
2) enrolled the contractor in the appropriate cyber security training program, and the contractor successfully completed the program;
3) sent an “Important Must Read” e-mail communication detailing the issue and the lessons-learned to the entire  IT team (including the supervisor who caused the issue), which included a 
reminder of everyone’s roles and responsibilities when granting physical or electronic access to BCAs and BCSs; 
4) completed a review of the lessons-learned communication at the following supervisor meeting; and
5) updated the yearly CIP training to better emphasize CIP-004-6 R4, P4.1.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017681 CIP-010-2 R1, 
P.1.2, 
P1.3, 
P1.4 

08/18/2016 05/31/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On June 2, 2017, the Entity submitted a Self-Report to SERC stating that, as a  and , it was in noncompliance with CIP-010-2 R1, P1.2, P1.3, and P1.4. The Entity had 
 instances where it implemented software changes that deviated from the existing baseline without adhering to its Configuration Change Management Program. 

On April 11, 2017, while preparing for a third-party internal control CIP gap assessment, the Entity identified that, between August 18, 2016 and February 1, 2017, on  separate occasions and without 
authorization, its  implemented a total of  software updates to  Physical Access Control System (PACS) devices (P1.2).  Because these changes were not authorized or documented, 
the Entity failed to update its baseline, within 30 calendar days of the change (P1.3) and determine the required security controls that could have been impacted by the changes (P1.4). The Entity stated 
that it followed its corporate Configuration Change Management Process instead of its CIP Configuration Change Management Program.   

The Entity conducted an extent-of-condition, which consisted of a full investigation of its entire CIP program.  The Entity found no additional instances of noncompliance. 

The scope of affected systems included  medium impact BES Cyber System (BCS) comprising  Electronic Security Perimeter (ESP) and  Physical Security Perimeters (PSPs), which consisted all of 
the Entity’s  BES Cyber Assets, including Protected Cyber Assets, Electronic Access Control and/or Monitoring Systems, and PACS devices. 

This noncompliance started on August 18, 2016, the earliest date of the occasions where the Entity implemented a change that deviated from the existing baseline without adherence to CIP-010-2 R1, 
and ended on May 31, 2017, when the Entity retrained  on the required use of the CIP Configuration Change Management Process. 

The root cause of this noncompliance was insufficient communication. The Entity’s  agreed that  would use the Entity’s CIP Configuration Change 
Management Process when making changes to any devices associated with its BCS. However, the Entity’s  did not communicate this requirement, or the provisions outlined in the CIP 
Configuration Change Management Process, to its  responsible for making the changes. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The Entity’s failure to authorize, document, test, and track implemented 
changes to its PACS devices, which deviated from existing baselines, could have inadvertently disabled the CIP mandated protections related to the PACS system. Additionally, these failures could have 
caused the PACS equipment to malfunction allowing an unauthorized individual access to a PSP or install malicious software or deactivate the badge swipe access to the PSPs, which could create potential 
risk to the bulk power system. However, the Entity detected this issue during its CIP gap assessment (internal control) approximately six months after the first instance occurred. In addition, the access was 
limited to the  PACS devices, and physical access to such devices required authorized credentials. The PACS is on its own network, which reduces the threat of a change causing an adverse cyber 
security issue. No harm is known to have occurred. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) conducted staffing changes to remedy organizational silos between  and the ; and 
2) trained all  that are responsible for implementing and overseeing the implementation of the Configuration Change Management Process procedure. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery Future Expected Mitigation  

Completion Date 
SERC2017017691 CIP-007-6 R2, 

P2.1, 
P2.2, 
P2.3 

 
 

 07/01/2016 06/06/2017 Self-Report Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On June 6, 2017, the Entity submitted a Self-Report to SERC stating that, as a  and , it was in noncompliance with CIP-007-6 R2, P2.1, P2.2, and P2.3. The Entity failed to 
identify and track the patching source (P2.1), assess security patches released from the patching source at least every 35 calendar days (P2.2), and apply applicable security patches for its Physical Access 
Control System (PACS) devices (P2.3). 
 
On April 11, 2017, while preparing for a third-party internal control CIP gap assessment, the Entity confirmed that, as of July 1, 2016, the tracking portion of its security patch management process did not 
include the patching source for its  PACS devices (P2.1).  As a result, the Entity failed to track its patching source for these devices and evaluate released security patches for applicability at least every 35 
calendar days (P2.2) and to apply applicable security patches to the PACS devices (P2.3). 
 
Prior to July 1, 2016, the Entity’s  (Contractor) was the Entity’s sole patching source for all PACS devices. However, the Contractor had not been checking Windows OS and third-party 
applications for released security patches for these devices.  The  believed that the Contractor was responsible for checking for these patches but the existing written agreement between the 
Entity and Contractor did not include this service.  On May 19, 2017, the Entity initiated a change ticket and assessed, tested, and applied all applicable security patches to the PACS devices.  
 
On June 1, 2017, the Entity contracted with a different , as its security patch source, to provide security patch tracking for its Windows OS and any third-party applications. The Entity 
conducted an extent-of-condition, which consisted of a full investigation of its entire CIP program. The Entity found no additional instances of non-compliance. The Entity’s impacted systems included  
medium impact BES Cyber System (BCS) with  Electronic Security Perimeter (ESP) and  Physical Security Perimeters (PSPs), which consisted of all of the Entity’s  BES Cyber Assets (BCAs), Protected 
Cyber Assets (PCAs), Electronic Access Control and/or Monitoring Systems (EACMSs) and PACS devices.  
 
This noncompliance started on July 1, 2016, when the Entity’s management mistakenly identified the Contractor as its sole security patch resource for its , and ended on June 6, 2017, when the 
Entity updated its tracking portion of the process to identify the new Contractor for its  and third-party software. 
 
The root causes of this noncompliance were management’s misunderstanding of the service agreement it had with the  and not recognizing the gap in its CIP-007-6 R2 compliance 
obligations.  

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). The Entity’s failure to identify and track patch sources for release of 
applicable security patches and track could have enabled an unauthorized individual to gain access to its PACS system through unpatched security holes and either install malicious software or deactivate the 
badge swipe access to the Entity’s PSPs, which could create potential risk to the BPS. However, the Entity detected this issue using its CIP gap assessment internal control about 9 months after the 
misunderstanding by management occurred. In addition, the unreliable security patch resource was limited to the  PACS devices, and physical access to such devices required authorized credentials. Also, 
the PACS is on its own network, which reduces the threat of a change causing an adverse cybersecurity issue. No harm is known to have occurred. 
 
SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the Entity:    
 
1) conducted staffing changes to remedy organizational silos between  and the ;  
2) installed all security patches to current and removed unnecessary software;  
3) contracted with the new Contractor, as the Entity’s  and third party security patch source; and  
4) trained the relevant  on the updated requirements of its CIP-007-06 R2 patching process document, CIP-007-SD-002, which includes its third party patch source.  
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017016976 CIP-002-5.1 R1, 
P1.1 

 
  

 07/01/2016 02/27/2017 Self-Report 
 

Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On February 10, 2017, the Entity submitted a Self-Report stating that, as a , , , , and , it was in 
noncompliance with CIP-002-5.1 R1, P1.1.  The Entity had  instances where it did not implement a process that considered Control Centers and backup Control Centers to identify each of the high 
impact Bulk Electric System (BES) Cyber Systems (BCSs). 
 
On September 8, 2016, an Entity employee was preparing to install security patches on  new Cyber Assets.  The employee noticed that the Entity’s inventory classification was not appropriate pursuant 
to the requirements of CIP-002-5.1 R1.  A misstep in classification occurred because the Entity did not deem the previous Cyber Assets, which the new Cyber Assets replaced during a 2016 Energy 
Management System (EMS) upgrade, as Critical Cyber Assets under CIP Version 3 since they did not use a routable protocol.  During the preparations for CIP Version 5, Entity staff assumed that the new 
Cyber Assets would have the same routable protocol-related exemption as the replaced assets under CIP Version 3.  On October 10, 2016, the Entity classified the Cyber Assets as BES Cyber Assets 
(BCAs). 
 
On June 9, 2017, the Entity submitted a Scope Expansion of CIP-002-5.1 R1, P1.1 stating that it had  additional instances where it failed to implement a process that considered Control Centers and 
backup Control Centers to identify each of the high impact BCSs. 
 
Specifically, on January 11, 2017, the Entity’s employees discovered an issue while performing an EMS network scan.  The network scan compared Internet Protocol (IP) addresses of connected Cyber 
Assets to the documented baseline configuration to detect unauthorized Cyber Assets.  After discovering a discrepancy, the Entity determined that during the installation of a new EMS in 2016, the asset 
inventory created at the time did not identify  Protected Cyber Assets (PCAs).  The omission affected a centralized platform for managing virtual devices at the primary and backup Control Centers.  On 
February 27, 2017, the Entity inventoried the  missed PCAs. 
 
The scope of affected facilities in these instances included the primary and backup Control Centers and facilities controlled by the EMS.  The scope of affected Cyber Assets included  high impact BCS 
with  BCAs, and  medium impact BCSs with  BCAs, and  PCAs. 
 
The Entity conducted an extent-of-condition assessment by performing network scans on all networks and subnetworks at the primary and backup EMS Control Centers to ensure the Entity had accounted 
for and classified all BCAs. 
 
This noncompliance began July 1, 2016, when CIP Version 5 became mandatory and enforceable, and ended February 27, 2017, when the last  missed Cyber Assets were identified as components of 
the BCS. 
 
The cause of this noncompliance was a misunderstanding by the Entity on how to classify the Cyber Assets at issue, thereby causing them to not include them as components of their BCS. 
 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The Entity’s failure to properly identify each of the high impact BCSs 
could reduce situational awareness and increase the risk for intruders to compromise security controls and threaten grid security.  However, the Entity protected the affected BCAs within CIP-compliant 
Electronic Security Perimeters on an isolated network housed in Physical Security Perimeters requiring two-factor authentication.  The Entity employed CIP-007 security controls, and, remote access 
required two-factor authentication.  Furthermore, physical and logical access to the BCAs was limited to Entity personnel who had completed cyber security training and had personnel risk assessments on 
file.  No harm is known to have occurred.  
 
SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the Entity:  
 
1) properly classified the  affected Cyber Assets referenced in the Self-Report and the  PCAs referenced in the Scope Expansion;  
2) performed a review of the affected Cyber Assets and ensured they were in compliance with CIP-007; 
3) implemented an additional management oversight tool involving a detective internal control, which was performed monthly to alert personnel of any new devices introduced into the EMS network 

and helped ensure that no new Cyber Assets were introduced to the network without proper investigation, classification, and protections; and  
4) held meetings between applicable Entity subject matter experts and vendor representatives to ensure employees were trained on the use of the internal control tool. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017320 CIP-007-6 R2, 
P2.3 

 
 

 07/01/2016 02/08/2017 Compliance Audit 
 

Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

During a Compliance Audit conducted from  through , SERC determined that the Entity, as a , , and , was 
in noncompliance with CIP-007-6 R2, P2.3.  The Entity did not include actions to mitigate the specific vulnerabilities addressed by each security patch and a timeframe to complete the mitigations. 
 
During the Audit, SERC found that the Entity added  of  security patches, which were released between July 1, 2016 and December 31, 2016, to its patching mitigation plans.  SERC discovered that 
the mitigation plans did not include actions to mitigate the specific vulnerabilities addressed by each patch. Rather, the Entity generically stated that protections were in place as required by CIP-005, CIP-
006, and CIP-007, or stated that the  system was physically disconnected from the ISP demarcation point and only closed when outside support was 
needed. The Entity also did not provide a timeframe of when it would implement the mitigating activities to protect the Bulk Electric System (BES). Instead, the Entity listed the timeframe of when it would 
install the security patches.  
 
This noncompliance involved:  BES Cyber Assets,  Protected Cyber Assets,  Electronic Access Control and/or Monitoring Systems, and  Physical Access Control Systems associated with medium impact 
BES Cyber Systems. 
 
SERC conducted an extent-of-condition by using the Entity’s “ ”, which is its patch management tracking spreadsheet.  
 
This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable, and ended on February 8, 2017, when the Entity applied the patches.  
 
The cause of this noncompliance was lack of an internal control. The Entity implemented patching mitigation plans that failed to implement an internal control, e.g., a template, to ensure all the required 
information in the Standard was addressed.   

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). The Entity’s failure to create mitigation plans that are targeted to 
the risk that is present from not patching the security vulnerabilities, created a situation where the vulnerabilities could be exploited, which could affect the reliability of the BPS. However, the Entity set 
up its environment with several preventative measures, which helped to limit the attack surface availability timeframe. The Entity physically disconnected its  system from its vendor support and 
would only connect it when the Entity needed outside support, but they still had   connectivity, as well as corporate connectivity, through a jump host 
and firewall.  Also, the Entity used a monitoring device to continuously monitor for any changes to its baseline. In addition, the Entity’s PACS system is a  system, which is completely isolated 
and is not provisioned for remote access. No harm is known to have occurred. 
 
SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the Entity:    
 
1) switched to a monthly patching cycle instead of quarterly;  
2) reviewed  to ensure that a move from quarterly to monthly patching did not require revisions to its Security Patch Management Process;   
3) created a patching mitigation plan template that requires the Entity’s  to address the vulnerability associated with each patch, the mitigation actions necessary to specifically 
address each vulnerability, and the timeframe to complete each mitigation action; and  
4) trained on the use of its new mitigation plan template.  
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

SERC2017017322 CIP-010-2 R1, 
P1.4 

 
 

 07/13/2016 03/22/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

During a Compliance Audit conducted from  through , SERC determined that the Entity, as a , , and , was 
in noncompliance with CIP-010-2 R1, P1.4.  The Entity did not identify the required cyber security controls in CIP-005 and CIP-007 that could be impacted by a change that deviates from the existing 
baseline configuration. 

During the Audit, SERC found that the Entity did not verify any CIP-005 and CIP-007 security controls that could be affected by a change the deviates from the existing baseline configuration. The Entity 
provided  Change Request Forms, as samples, and none of the forms included a list of security controls that could be affected. The Entity stated that its “  

” documented potential impacts to CIP-005 and CIP-007 Controls, but the column that stated “Security Controls Potentially Impacted” listed “ ” for  out of  patches. The 
patches that were listed as “ ” for potential impact included patches for its jump host servers, firewalls, and other security windows device, but, did not include the other security controls listed in CIP-
005 and CIP-007, such as, limiting unsuccessful authentication attempts and security alerts for detected devices.  

The extent-of-condition consisted of SERC reviewing the Entity’s “ ” for its documented potential impacts to CIP-005 and CIP-007 Controls.  
The tracker sheet listed all of the Entity’s patches and columns to show various data associated to the patch and the process for those patches.  The Entity did not find any additional issues.  

The Entity’s impacted systems included  BCAs,  PCAs,  EACMSs and  PACSs associated with medium impact BES Cyber Systems. 

This noncompliance started on July 13, 2016, when the Entity installed its first patch after CIP-010-2 R1; P1.4 became effective, and ended on March 22, 2018, when the Entity created its new  
  generated report that contained the appropriate checks, updated its Request for Change document, and then trained its Staff on these new and updated 

documents. 

This root cause of this noncompliance was a procedural deficiency.  The procedure that the Entity used to verify its security controls did not verify all the required security controls in accordance with CIP-
005 and CIP-007. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to determine the required cyber security 
controls in CIP-005 and CIP-007 that could be impacted by its baseline changes, could have led the Entity to inadvertently disable or otherwise affect current security controls which protect its BES Cyber 
Systems and associated EACMS and PACS and possibly affecting the BPS. However, after a change, the Entity did verify that its baseline of ports and services, OS/firmware version, installed software and 
installed patches, was correct and documented.  The Entity also used false login attempts in order to test its authentication functionality. Also, the Entity physically disconnected its Supervisory Control 
and Data Acquisition (SCADA) system from its vendor support and would only connect it when the Entity needed outside support, but the Entity still had Inter-Control Center Communications Protocol 
connectivity, as well as corporate connectivity, through a jump host and firewall. The email system is also isolated from the SCADA network and email cannot traverse the firewall and the Entity monitors 
all ports and services using a monitoring tool. Additionally, the Entity’s PACS system is a stand-alone system, which is completely isolated and is not provisioned for remote access. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) created a new  generated report that contained anti-virus status,  version, IP and MAC address, OS/firmware version, users, ports and services, password complexity configuration, and
installed software and updates;
2) modified the Request for Change document to include the verification of each security control in CIP-005 and CIP-007 that could potentially be affected by the change;
3) adjusted its process to verify the required security controls by comparing the data collected by the  to the listed security controls detailed on the RFC document; and
4) trained on the use of its new process using its new  generated report and updated RFC document.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017571 CIP-006-6 R1, 
P1.3 

04/15/2017 04/19/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On May 16, 2017, the Entity submitted a Self-Report stating that, as a , , , , , and , 
it was in noncompliance with CIP-006-6 R1, P1.3.  The Entity failed to utilize  or more different physical access controls to allow unescorted physical access into Physical Security Perimeters (PSPs) only 
to individuals with authorized unescorted physical access.  

On April 18, 2017, an Entity employee authorized for unescorted physical access attempted to enter  of the outer PSP access points at a high impact Bulk Electric System (BES) Cyber System (BCS).  The 
access point was the exterior door of a building containing a Standby Control Center.  Upon entry, the employee observed that the magnetic lock on that door was unlocked and in an “open” state where 
it did not require the dual-factor authentication (card and PIN) access control measures.  The employee continued to the inner PSP access point (an interior door) and observed that the magnetic lock on 
that door was also unlocked and open.  The employee immediately notified system operators and Entity , and remained at the site. 

The  (agent) on duty in the , which monitors all sites within the Entity’s Physical Access Control System (PACS), confirmed that the doors at the site 
were unlocked and open.  The agent immediately locked the doors via remote manual command, and the employee confirmed that all doors at the site had properly locked.  The agent continued to 
monitor the site remotely and began a forensic review of logs to investigate the cause of the failure.  During that investigation, the same doors at the site again changed from closed and locked to 
unlocked and open.  The agent immediately locked the doors via remote manual command and then drove to the site to investigate.  Once there, an examination of the two on-site PACS controller boards 
responsible for the doors in question revealed that both exhibited damaged connections on the printed side of the circuit board.  The scorched controller boards were damaged from some type of 
electrical surge. 

The agent contacted the appropriate vendor who sent an on-site representative to the Standby Control Center in question.  The vendor representative confirmed that the damaged connections were 
causing the improper unlocking of the doors, and, thus, replacement parts were ordered.  Because the replacement parts required 24 hours for delivery and installation, the agent assigned uniformed 

 to monitor, provide access control, and perform logging at the site until the repair was completed.  On April 19, 2017, the Entity replaced the damaged PACS controllers.  

Immediately after the PACS controller boards were replaced, on April 19, 2017, the agent conducted an investigation into the failed controller boards via log analysis and review of video surveillance 
footage.  The investigation revealed that the Entity first failed to properly secure the dual-factor card controlled doors on April 15, 2017.  The failed controller boards were components of the PACS.   

The Entity conducted an extent-of-condition assessment by inspecting all similar controller boards for damage at other Entity facilities.  The Entity found no other damaged controller boards. 

The scope of affected facilities in this instance included  high impact BCS consisting of  high impact BES Cyber Assets (BCAs). 

This noncompliance started on April 15, 2017, when the PACS controllers failed, and ended on April 19, 2017, when the Entity replaced the damaged PACS controllers. 

The root cause of this noncompliance was a mechanical failure of an implemented internal control.   Specifically, the second controller board was configured to alert the  in the event the first board 
failed.  However, since both controller boards failed simultaneously, the internal control also failed. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  An Entity’s failure to restrict access into a PSP could allow unauthorized 
physical access to high impact BCAs, which could lead to intentional or unintentional misuse of the BCAs.  However, the Entity protected the PSP with  

  The aforementioned fence, gate, and padlock remained structurally sound and functional 
throughout the noncompliance period.  Furthermore, the site was remotely monitored by  in real-time via   

 The remote video remained fully 
functional throughout the noncompliance period, and  detected no suspicious activity.  Additionally, after-the-fact review of the recorded video footage confirmed that no 
unauthorized access to the site occurred.  Moreover, during the period of noncompliance, access to the subject PSP was controlled by uniformed .  No harm is known to have 
occurred. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
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Mitigation 
 

To mitigate this noncompliance, the Entity: 
 
1) contacted the vendor who sent an on-site representative to the Standby Control Center who confirmed that the  on-site controller boards were damaged; 
2) assigned uniformed  to monitor, provide access control, and perform logging at the site until the repair was completed; and 
3) implemented a near-term manual monitoring program for the  on duty in the , and, worked with the vendor to engineer a permanent software repair that would notify 

the  of any commands to unlock/open a door that did not correspond to an appropriate and authorized access card use.   
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2016015975 CIP-006-6 R2, 
P2.1,  
P2.2 

   07/19/2016 
 

07/28/2018 
 

Self-Report  
 

Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On August 4, 2016, and November 14, 2016, the Entity submitted Self-Reports stating that, as a , , , , , 
and , it was in noncompliance with CIP-006-6 R2, P2.1.  There were two instances where the Entity failed to continuously escort visitors within a Physical Security Perimeter (PSP).  The 
Entity submitted an expansion of scope noting two instances with CIP-006-6 R2, R2.2 where it failed to log a visitor’s entry into and exit from a PSP.  This noncompliance involves four instances with CIP-
006-6 R2. 
 
In the first instance, on July 27, 2016, while conducting an internal assessment of physical access logs, the Entity discovered an instance where a visitor was left within a PSP unescorted (P2.1).  On July 19, 
2016, at 12:48 p.m., an Entity employee with authorized unescorted access priviliges, escorted a visitor into a PSP containing Electronic Access Control and/or Monitoring Systems (EACMS) and Physical 
Access Control System (PACS) Cyber Assets.  At 12:51 p.m., the employee escort exited the PSP to get an additional visitor, leaving the first visitor unescorted.  At 12:53 p.m., the employee escort re-
entered the PSP with the additional visitor and resumed escorting the first visitor.  The visitor remained in the PSP unescorted for approximately two minutes. 
 
This instance started on July 19, 2016, at 12:51 p.m., when the Entity failed to provide proper escorted access to a visitor within a PSP, and ended on July 19, 2016 at 12:53 p.m., when the Entity resumed 
proper escorted access to a visitor within the PSP. 
 
On August 21, 2018, the Entity submitted a Scope Expansion stating that it had two instances (instances two and three) with CIP-006-6 R2, R2.2 where it failed to log entry into and exit from a PSP for two 
visitors.  Specifically, on May 22, 2018, and on May 23, 2018, a facilities engineer (Employee #1) with authorized unescorted physical access, needed to gain entry into a PSP containing high impact Bulk 
Electric System [BES] Cyber Systems (BCSs).  The Entity’s documented visitor control program required a badge and a biometric scan to log entries and exits from the PSP.  Employee #1 had an injured 
finger and was unable to provide the required biometric scan.  Therefore, a second authorized employee (Employee #2) with an employee badge scanned the badge and allowed Employee #1 to enter as a 
visitor without following the Entity’s visitor logging procedure.  Employee #1 did not present an employee badge and did not log in as a visitor.  The Entity discovered the issue when Employee #1 exited 
the PSP without scanning a badge, which generated an alarm prompting an investigation.   
 
This instance encompassed one shift of the employee, which started on May 22, 2018, when the Entity allowed an employee to enter as a visitor without following the Entity’s visitor logging procedure, 
and ended on May 23, 2018, when the employee was instructed to complete and completed a manual log entry to document the visitor PSP entry/exit.   
 
In the third instance, on July 27, 2018, at 8:54 a.m., an Entity employee with authorized unescorted physical access, badged an unauthorized Entity employee (visitor) into a PSP (P2.2).  The employee did 
not ensure proper logging of the visitor.  Later, the employee used his badge to open the door for the visitor to exit, and then badged a second time so that he could exit.  The second consecutive exit 
generated an alarm, placing the employee’s badge in anti-passback mode, which deactivated the badge until an investigation could ensue.  PSP security personnel responded to this alarm at 
approximately 9:15 a.m., on July 28, 2018, and advised the employee to complete a manual log entry to document the visitor PSP entry/exit.  At that time, the employee completed the manual log entry. 
 
This instance started on July 27, 2018 at 8:54 a.m., when the employee failed to log a visitor, and ended on July 28, 2018 at 9:15 a.m., when PSP security personnel advised the employee to complete a 
manual log entry to document the visitor’s PSP entry/exit, and the employee, in fact, completed the visitor log entry.    
 
In the fourth instance, on November 14, 2016, the Entity submitted an additional Self-Report for CIP-006-6-6 R2, P2.1, which was treated as a Scope Expansion (a NERC ID # was never assigned), for failing 
to continuously escort a visitor within a PSP.  On August 29, 2016, an Entity employee (Employee #1) escorted an unauthorized employee from a different location (visitor) into a PSP to perform routine 
testing but left the visitor unattended.  The visitor approached another Entity employee (Employee #2) and requested assistance in exiting the PSP.  Employee #2 immediately alerted security of the failure 
to provide escort to a visitor and an investigation commenced.  Through video analysis and logbook reviews, the Entity determined that Employee #1 left the visitor at approximately 8:41 a.m., until 
Employee #2 inside the PSP assumed the responsibility of the continuous escort and escorted the visitor outside the PSP at 11:30 a.m.  Thus, this instance lasted approximately three hours.  
 
This instance started on August 29, 2016, at 8:41 a.m., when the employee failed to provide continuous escort to the visitor within a PSP, and ended on August 29, 2016, at 11:30 a.m., when another 
employee resumed the responsibility of the continuous escort and escorted the visitor outside of the PSP.  

The root cause for all instances of the noncompliance was insufficient training.   
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This noncompliance started on July 19, 2017, when, in the first instance, the Entity failed to provide proper escorted access to a visitor within a PSP, and ended on July 28, 2018, when, in the third 
instance, PSP security personnel advised the employee to complete a manual log entry to document the visitor’s PSP entry/exit.    

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to provide continuous escort to visitors and to 
logs visitors’ PSP entry and exit could result in unauthorized physical access and misuse of the BCS devices without the Entity’s knowledge.  However, regarding the first instance, the visitor was left 
unattended for two minutes, the PSP did not contain any BCSs, BES Cyber Assets, or Protected Cyber Assets, and the EACMS Cyber Assets involved supported monitoring only and were within secured 
cabinets away from ready access.  For both the first and fourth instances, the Entity’s  teams reviewed the logs and video footage for any incidents and determined that 
neither visitor associated with the first and fourth instances was within reach of any equipment.  Additionally, no logical access was possible for the unescorted visitors, and, access required two-factor 
authentication.  Regarding the second and third instances, both individuals who accessed the PSPs were Entity employees.  Additionally, the employee who entered the PSP in the second instance had 
authorized unescorted access to the PSP.  No harm is known to have occurred. 
 
The Entity has one relevant prior noncompliance with CIP-006-6 R2.  SERC determined that the Entity’s CIP-010-2 R1 compliance history should not serve as a basis for aggravating any penalty.  The prior 
instance of noncompliance was a 2013 issue associated with a prior version of the Standard and does not demonstrate a programmatic issue.  

Mitigation 
 

To mitigate this noncompliance, the Entity:   
 
1) temporarily removed the escort’s access to the PSP, and retrained the individual to reinforce expected behaviors and responsibilities of both escorts and visitors (instance 1);  
2) retrained the individual on the proper procedures for visitor control inside the PSP (all instances); 
3) conducted a discussion with the employee escort (instance 4);  
4) held a meeting with the employee escort and staff to discuss the policy related to escort responsibilities (instance 4); and  
5) distributed an awareness bulletin on September 16, 2016, to all personnel with unescorted visitor access to the control centers (instance 4).  
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

SERC2016016549 CIP-010-2 R1, 
P1.2 

   08/12/2016 08/17/2016 Self-Report 
 

Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On November 22, 2016, the Entity submitted a Self-Report stating that, as a , , , , , and  
, it was in noncompliance with CIP-010-2 R1, P1.2.  The Entity reported one instance where it applied a security patch to servers that deviated from the existing baseline configuration without 

authorizing and documenting the changes, as required. 
 
On August 12, 2016, at approximately 3:08 p.m., an  was preparing for monthly automated security patch deployments when the Administrator errantly included  Physical 
Access Control System (PACS) servers in the deployment group.  In the normal course of business, the Entity applied its security patches manually.  However, inclusion of the PACS servers in the 
automated deployment group without a defined patch time caused the patching system to apply a security patch immediately.  Thus, the Entity applied a security patch to servers that deviated from the 
existing baseline configuration without authorizing and documenting changes.   
 
The scope of affected facilities included  Physical Security Perimeters (PSPs) containing high impact Bulk Electric System (BES) Cyber Systems (BCSs). 
 
The Entity conducted an extent-of-condition assessment by using its automated baseline monitoring tool to compare what was deployed to what was documented in the baselines.  The Entity found no 
additional instances of noncompliance. 
 
This noncompliance started on August 12, 2016, when the Entity applied a security patch to servers that deviated from the existing baseline configuration without authorizing and documenting changes, 
and ended on August 17, 2016, when the Entity completed all user acceptance testing and approvals of the change that had been obtained.  
 
The causes of this noncompliance were insufficient training and lack of an internal control. 
 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The Entity’s failure to authorize and test the patches prior to 
deployment could allow a hacker to gain operational control of Cyber Assets and eliminate security controls from existing PSP doors, as well as provide an avenue for unauthorized access to occur 
undetected.  However, the Cyber Assets at issue were protected with access controls such that unauthorized access to the actual database servers could not be accomplished, and no one without valid 
access credentials could have gained control of said assets.  The database servers were protected by firewall and the Electronic Security Perimeter (ESP) within corporate firewalls protected the greater 
Entity network.  Additionally, the database servers were within secured PSPs that were within facilities that were staffed at all times.  The PSP that contained the  database servers and the PSPs that 
the PACS managed, were monitored with real-time alerting 24/7.  The PACS panels at each PSP served by the PACS database servers at issue were operating independently and remained in a secure and 
fully operational state throughout the occurrence.  Furthermore, the Entity utilized whitelisting, malware protection, logging, alerting, ESP monitoring, and Electronic and Physical Access Controls and 
Monitoring.  Moreover, the internal controls allowed for same day discovery of the problem, permitting a quick resolution.  No harm is known to have occurred.  
 
The Entity’s has one prior noncompliance with CIP-010-2 R1.  SERC determined that the Entity’s CIP-010-2 R1 compliance history should not serve as a basis for aggravating any penalty.  The prior instance 
of noncompliance was ten years ago and before a CIP program overhaul was required by CIP Version 5. 
 

Mitigation 
 

To mitigate this noncompliance, the Entity:   
 
1) retrained the  on identifying servers for which automated patch scheduling was appropriate and on obtaining proper approval for all patched servers prior to implementation;   
2) conducted the PACS application patch test.  This test was approved first in the acceptance environment and then in the production environment to ensure the patch was fully tested; and 
3) removed the PACS servers at issue from the list of servers that can be scheduled for automatic patch updates.  
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017721 CIP-010-2 R1, 
P1.2 
 

   03/16/2017 
 

03/24/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On June 9, 2017, the Entity submitted a Self-Report stating that, as a , , , and , it was in noncompliance with CIP-010-2 
R1, P1.2.  The Entity failed to authorize and document changes after installing new software that deviated from the existing baseline configuration for a single Protected Cyber Asset (PCA).  
 
On March 16, 2017, while building out required functionality in a development environment that was being prepared for production, an Entity software engineer installed software on a control center PCA 
without authorizing and documenting the change. 
 
On March 17, 2017, the Entity detected the noncompliance using an automated internal control that monitored and alerted for any configuration changes on a daily basis.  An employee received 
notification of the change and investigated and confirmed that the installed software, which was on the approved list of software, was not included in the server whitelist.  However, no work ticket existed 
authorizing and documenting the configuration change.  
 
The Entity conducted an extent-of-condition assessment by using the automated baseline monitoring tool used to discover this instance of noncompliance.  The Entity found no additional instances of 
noncompliance.  
 

 

  
 
This noncompliance started on March 16, 2017, when the Entity installed software without documenting and authorizing the change, and ended on March 24, 2017, when the Entity authorized and 
documented the addition of the software, and updated the baseline configuration for the development server. 
 
The root cause of this noncompliance was insufficient training on the Entity’s change management procedure.   The Entity’s change management procedure was adequate.  However, the software 
engineer failed to follow the Entity’s procedure when the new software went from the development environment to the production environment and the baseline configuration change was not 
authorized or documented. 
 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to authorize and document changes that 
deviated from the existing baseline configuration could allow malicious hackers to gain operational control of Cyber Assets and BPS facilities and cause grid instability.  However, in this instance, the 
engineer was working on a system build-out and the Entity housed the impacted PCA in a development environment that supported the primary control systems and not the actual production 
environment.  Additionally, although the Entity did not authorize and document the change, the change was needed and necessary to complete the build-out project.  Furthermore, the software was 
approved for use, and the Entity electronically and physically monitored and protected the PCA.  No harm is known to have occurred.  
 
The Entity has one prior noncompliance with CIP-010-2 R1.  SERC determined that the Entity’s CIP-010-2 R1 compliance history should not serve as a basis for aggravating any penalty.  The prior instance 
of noncompliance was ten years ago and before a CIP program overhaul was required by CIP Version 5. 
 

Mitigation 
 

To mitigate this noncompliance, the Entity:   
 
1) authorized and documented the addition of the software, and updated the baseline configuration for the development server; 
2) removed the engineer’s logical and physical access to control center BES Cyber Assets for a period of one year, effective April 28, 2017; and  
3) retrained all team members within the  group with access to control center BCSs on the Entity’s change management procedure. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2017018180 CIP-005-5 R2 7/1/2016 8/22/2017 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 

During a Compliance Audit conducted , WECC determined the entity, as a 
, it was in potential noncompliance with CIP-005-5 R2 Part 2.1.   Specifically, the evidence reviewed revealed several policies within  Electronic Access Points (EAP) 

that would have allowed  Cyber Assets Interactive Remove Access (IRA) into the entity’s Electronic Security Perimeter (ESP) without going through the Intermediate System.  The  EAPS were 
associated with the entity’s High and Medium Impact BES Cyber Systems (HIBCS and MIBCS); two associated with the HIBCS and one associated with the MIBCS. 

After reviewing all relevant information, WECC Enforcement concurred with the audit finding as stated above.  The root cause of the noncompliance was attributed to a lack of internal controls related to 
the design and documentation of the implementation of the new Requirement.  Specifically, the entity did not review or verify all other EAP policies for pre-existing authorized IRA policies and their 
applicability under CIP Version 5.   

This instant of noncompliance began on July 1, 2016, when the Standard and Requirement became mandatory and enforceable and ended on August 22, 2017, when the entity removed the policies that 
allowed IRA from the two Cyber Assets that were not Intermediate Systems, for a duration of  418 days of noncompliance. 

Risk Assessment  WECC determined this issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to utilize an Intermediate 
System such that Cyber Assets initiating IRA did not directly access an applicable Cyber Asset, related to  EAP to a HIBCS and MIBCS, as required by CIP-005-5 R2 Part 2.1. 

This failure could result in an attacker gaining access to the Cyber Assets of critical systems operating and balancing the BES.  Such unauthorized access would allow someone with malicious intent to make 
changes to said systems that could ultimately cause disruptions to the associated BPS.  However, as compensation, the entity had implemented an intrusion protection system for monitoring traffic 
between networks and a system to monitor for changes and security events related to its Cyber Assets. Further, while the access rules in question did allow IRA directly to Cyber Asset within the ESP, the 
rules were limited to allow only traffic from  Cyber Assets within protected DMZ networks to the ESPs. Additionally, it was confirmed that the policy usage counter on the  EAPS showed that the 
policy had not been used and procedural controls had been effective in not allowing IRA from a Cyber Asset not identified as an intermediate system. No harm is known to have occurred. 

WECC considered the entity’s compliance history in its designation of this remediated issue as an FFT. The entity’s relevant prior compliance history with CIP-005-5 R2 included NERC Violation ID 
 which was issued as a Compliance Exception in 2014; therefore, not indicative of broader compliance issues. 

Mitigation To remediate and mitigate this violation, the entity has: 
1. removed the policies that allowed IRA from Cyber Assets that are not the Intermediate System; and
2. made its IRA procedure clearer and more concise, requiring the use of an Intermediate System when using IRA to Cyber Assets as  Specifically, 

requires the use of an Intermediate System when using IRA to a Cyber Asset. When creating a new IRA or to modify connectivity, it is required that personnel use the 
. Training on the updated procedure is not required as the users of the procedure and form are the individuals who made the updates.

WECC has verified the completion of all mitigation activity. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFTs in this posting and provided the justifications 
that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count  Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 SPP2017016806 Yes Yes Yes Yes Category 1: 3 years; Category 2 
– 12: 2 years

2 SERC2017018288 Yes Yes Yes Yes Category 2 – 12: 2 year 
3 SERC2016016634 Yes Yes Yes Yes Yes Category 2 – 12: 2 year 
4 SERC2016016718 Yes Yes Yes Category 2 – 12: 2 year 
5 SERC2017017796 Yes Yes Yes Yes Category 2 – 12: 2 year 
6 SERC2017018245 Yes Yes Yes Yes Category 2 – 12: 2 year 

7 WECC2017017201 Yes Yes Yes Yes Category 1: 3 years; Category 2 
– 12: 2 year

8 WECC2017018177 Yes Yes Yes Category 2 – 12: 2 year 
9 WECC2017018179 Yes Yes Yes Category 2 – 12: 2 year 

Last Updated 09/26/2019
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

SPP2017016806 CIP-005-5 R1 

(the Entity) 

07/01/2016 02/14/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible, or confirmed violation.) 

During a Compliance Audit conducted from , MRO determined that the Entity, as a 
, was in noncompliance with CIP-005-5 R1.

The noncompliance involved the firewall rules for the Control Center and the backup Control Center, which shared similar network configurations. The Entity had overly broad firewall rules in 
noncompliance with P1.3. This included firewall rules that permitted the Electronic Access Point (EAP) interface to allow traffic to every Cyber Asset within the Control Center; firewall rules that allowed 
certain IP Addresses access to full networks; and firewall rules that allowed traffic to nearly all ports on a Cyber Asset regardless of whether that port needed to interact with an IP Address on the other 
side of the firewall or not. Additionally, there was a directory services application that was granted access to an overly broad range of ports. Finally, the firewall rules did not place any restrictions on traffic 
between the Control Center and backup Control Center. 

The cause of the noncompliance is that the Entity’s processes for determining necessary inbound and outbound communications lacked verification steps. The Entity incorrectly opened all ports identified 
by vendors in both directions and did not verify actual need of the ports identified. The Entity also opened security monitoring ports from its demilitarized zones (DMZs) to all networks within the ESPs, 
rather than limiting them by IP Address. Additionally, the Entity’s process for the inter-site virtual private network (VPN) did not include the identification and limiting of inbound/outbound 
communication. 

This noncompliance started on July 1, 2016, when the Standard and Requirement became enforceable, and ended on February 14, 2018, when the Entity completed its Mitigation Plan. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The noncompliance was not minimal because the overly broad object 
groups in the firewall rules included at least one rule allowing access inbound to one IP from six Class C networks (1,530 IP Addresses) on over 64,500 ports (UDP/TCP combined); the reciprocal outbound 
rule also allowed that IP Address and four other IP addresses to directly access 64,500 ports on one IP Address. Additionally, the firewall rules for the Control Center permitted all traffic destined to or 
from the backup Control Center, essentially negating any protections between the two Electronic Security Perimeters (ESPs). Finally, the duration of the noncompliance was over 19 months. However, the 
risk to BPS was not serious or substantial as none of the rules were implemented with ‘any’ for either the source or destination addresses, which limits the available attack vectors. Additionally, 15 of the 
rules permitted port of ‘any’, however, 12 of those rules were limited to Internet Control Message Protocol (ICMP) traffic, which unlike TCP/UDP protocols, is limited to 255 communication types;  

, and only 10 of those communication types are commonly used. The remaining three rules that permitted port of 
‘any’ were limited to bi-directional traffic between the Control Center and the backup Control Center. Further,

. Finally, the Compliance Audit did not result in the processing of any other noncompliance related to another deficient active security measure. No harm is known to have 
occurred. 

The Entity has no relevant history of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) performed an analysis of all four logical firewall configurations for all Cyber Assets that communicate through the firewall to determine what specific communication, both inbound and outbound, is
required for each firewall; and 
2) implemented inbound and outbound IP traffic restrictions on all firewalls to more safely and securely facilitate the reliable functionality and maintenance of the Cyber Assets.

The Entity submitted a Mitigation Plan for this noncompliance that was verified on March 13, 2018. 

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 09/26/2019 2



NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018288 CIP-010-2 R4 04/20/2017 06/30/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On August 31, 2017, the Entity submitted a Self-Report stating that, as a , , and , it was in noncompliance with CIP-010-2 R4. The Entity 
reported  instances where it directly connected Transient Cyber Assets (TCAs) to Bulk Electric System (BES) Cyber Assets (BCAs), in violation of its TCA procedure. 

On June 28, 2017, during a discussion with the Entity’s , the Entity discovered that an employee had not followed the Entity’s TCA procedure, which prohibits connection of 
TCAs to BCAs except for CIP Exceptional Circumstances. The employee directly connected a general purposed company laptop (TCA) to a network switch BCA while performing routine maintenance. 

On July 6, 2017, the Entity completed an extent-of-condition on IT-managed BCAs and discovered an additional  instances of improper connections by use of a general purposed company laptops. 

The scope of affected facilities included  high impact BES Cyber Systems,  associated with a control center and  with a backup control center. TCAs connected to  BCAs,  of which 
connected twice, resulting in the  total occurrences. 

This noncompliance started on April 20, 2017, the date of the earliest instance of improper connection to a BCA, and ended on June 30, 2017, the date of the last instance of improper connection to a BCA. 

The root cause of this noncompliance was lack of an internal control to ensure adherence to the Entity’s TCA procedure. To mitigate the noncompliance, the Entity implemented an operating procedure to 
supplement the TCA procedure that clearly defines expectations and change management activities.    

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. Entity staff connecting unapproved TCAs to BCAs increased the risk of 
introduction of malicious code. Misoperations, configuration changes or degradations in situational awareness could have resulted, compromising grid safety and security. However, in these instances, the 
Entity employed antivirus on Cyber Assets and utilized a centralized real-time monitoring system to detect and respond to unexpected logging activity. The Entity also had a real-time security configuration 
management system in place to detect and alert for use of undefined ports or services. Finally, BCAs required 2-factor authentication for provisioning electronic access. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) conducted an investigation to determine the scope of the TCA violation and the assets involved;
2) discussed the noncompliance with the Entity’s personnel in  and reinforced that the Entity’s current procedure does not allow the use of TCAs; and 
3) created a departmental standard operating procedure for how to facilitate change management activities without connecting directly to a cyber asset using a TCA.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2016016634 CIP-006-6 R2, 
P2.1, 
P2.2 

10/19/2016 10/17/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On December 8, 2016, and on March 5, 2018, the Entity submitted Self-Reports stating that, as a , , and , it was in noncompliance with 
CIP-006-6 R2.  The Entity had a total of five instances where it failed to provide continuous escort to a visitor within a PSP (P2.1), and two instances where it failed to log a visitor’s entry into and exit from 
a Physical Security Perimeter (PSP) (P2.2).

In the first instance, on October 19, 2016, at 9:46 a.m., the Entity’s  center responded to a “forced door” alarm and discovered that a contractor’s employee (escort) with authorized 
unescorted physical access privileges had badged into a substation PSP accompanied by a coworker (visitor).  The visitor and the escort exited the PSP, approximately one minute later, at 9:47 a.m., with 
the visitor exiting first through the request-to-exit (crash bar), which triggered a forced door alarm.  The Entity reviewed available video footage and determined that the escort and the visitor were in the 
PSP for approximately one minute, and that the visitor was briefly out of the escort’s “line of site” during that time (P2.1).  It was also determined that the escort and the visitor entered and exited the PSP 
without electronically or manually logging the visitor (instance 2) (P2.2). 

The scope of affected facilities in these two instances included a substation control house with medium impact Bulk Electric System (BES) Cyber Systems (BCSs).  The scope of affected Cyber Assets 
included Cyber Assets housed within  Electronic Access Control and/or Monitoring Cyber Systems (EACMS),  BES Cyber Assets,  Protected Cyber Assets (PCAs), and  Physical Access Control 
System (PACS) Cyber Asset. 

On March 5, 2018, the Entity self-reported five additional instances with CIP-006-6 R2 (instances 3 - 7 below).  Specifically, there were four instances where the Entity failed to continuously escort a visitor 
within a PSP (P2.1) (instances 3 - 7), and one instance where it failed to log two visitors’ entry into and exit from a PSP (P2.2) (instance 4).  The self-reported noncompliance was assigned , 
which was dismissed and consolidated with the original December 8, 2016 Self-Report.  

In the third instance, on August 15, 2017, a contractor with unescorted physical access left two visitors unescorted in a PSP for approximately 15 minutes (P2.1).  The scope of affected facilities in this 
instance included  EACMS, and the scope of affected Cyber Assets included  PACS Cyber Assets protecting a data center, which housed high impact BCSs. 

In the fourth instance, on August 30, 2017, a contractor with unescorted physical access was escorting two visitor contractors in a PSP.   The escort left one of the visitors unescorted for approximately 13 
minutes (P2.1).  In addition, the two visitors did not swipe their badges at the card reader or complete manual visitor logs (P2.2) (instance 5).  The scope of the affected facilities included  medium 
impact BCS within a substation control house, which housed  PACS,  EACMS,  PCA, and  BCAs. 

In the sixth instance, on September 21, 2017, a contractor with unescorted physical access was escorting two visitor contractors in a PSP.  The escort left one of the visitors unescorted in the PSP for 
approximately 19 minutes (P2.1).  The scope of affected facilities in this instance included  medium impact BCS within a substation control house, which housed  PACS,  EACMS,  PCA, and 

 BCAs. 

In the seventh instance, on October 17, 2017, an authorized employee left two visitors unescorted in the PSP on multiple occasions for a total of approximately six minutes (P2.1).  Thereafter, the 
employee resumed continuous escort of the two visitors.  The scope of the affected facilities in this instance included a high impact BCS at a backup control center, which contained  BCAs. 

For all instances, the Entity conducted an extent-of-condition assessment by reviewing video surveillance of the affected PSPs. 

This noncompliance started on October 19, 2016, when, in the first and second instance, the Entity’s escort permitted a visitor into the PSP without proper logging of the visitor and without maintaining 
continuous escort of the visitor within the PSP, and ended on October 17, 2017, when, in the seventh instance, the Entity employee resumed continuous escort of the two visitors.   

The root causes for all instances of noncompliance were insufficient training on the Entity’s visitor control program and the need to bolster the Entity’s internal controls with respect to ensuring that all 
employees and contractors received the proper training.   

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to complete visitor logs and continuously 
escort visitors while inside PSPs could have provided the opportunity for unauthorized access to the Entity’s BCSs without the Entity’s knowledge and could have impeded an incident response had an 
incident occurred.  However, any overt actions would have been quickly discovered through device monitoring and alerting.  Additionally, video surveillance was available and reviewed, and the Entity 
confirmed that no suspicious activities occurred.  Furthermore, the visitors in all instances did not possess electronic access to any CIP Cyber Assets, and, the Entity electronically protected the assets by 
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way of all CIP-007 and CIP-005 protections, including monitoring at all times.  Moreover, via the use of automated configuration management tools, the Entity confirmed that no unauthorized changes had 
occurred.  No harm is known to have occurred.  

SERC determined that the Entity’s compliance history with CIP-006 R2 should not serve as a basis for applying a penalty.  All instances of noncompliance involved transmission substations, which were not 
in scope with previous versions of the Standard, and, the underlying causes of the prior noncompliance and the present instances of noncompliance were different.  Thus, the mitigation for the prior 
noncompliance could not have prevented the present instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) deactivated the contractor’s physical access to Entity sites  (instances 1 and 2);
2) conducted a meeting with the contract company and with the employees involved where the incident was discussed and the individuals were retrained on proper escorting and logging responsibilities

(instances 1 and 2);
3) retrained the Entity employee directly responsible for the noncompliance on the proper techniques required for escorting visitors (instances 1 and 2);
4) suspended the contractor’s physical access rights until the NERC CIP training was retaken, and required the contractor to re-certify his understanding of the NERC CIP compliance requirements via

electronic agreement at the end of the training modules (instance 3);
5) conducted a compliance stand down meeting with the project team (Entity employees and third-party contractors) during which the noncompliant actions were reviewed and proper steps for

escorting personnel without unescorted physical access rights into a protected area were discussed (instance 3);
6) conducted a field installation compliance stand down and all of the third-party project contractors were pulled off the site for a day to reiterate the importance of following the Entity’s physical

security procedures (instance 3);
7) revoked the contractor’s physical access (same contractor involved in instances 1 and 2) and terminated said contractor from all Entity projects (instances 4 and 5);
8) reassigned the visitor (third-party contractor) the task of taking the NERC CIP online training, and required him to re-certify his understanding of the NERC CIP compliance requirements via electronic

agreement at the end of the training modules (instances 4 and 5);
9) conducted instructor led re-training at the contractor's headquarters for all of the individuals involved (instances 3, 4, and 5);
10) conducted a meeting with the contractor directly responsible for the noncompliance during which the noncompliant actions were reviewed and the proper steps for escorting personnel without

unescorted physical access rights into a protected area were discussed (instance 6);
11) reinforced the need to follow the escort procedure with the Entity employee directly responsible for the noncompliance (instance 7); and
12) created a CIP-006 NERC Protected Area Job Briefing Checklist to be administered prior to escorting individuals into a CIP-006 NERC protected area (instances 1 - 7).
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2016016718 CIP-007-6 R3, 
P3.1 

07/01/2016 09/08/2016 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On December 28, 2016, the Entity submitted a Self-Report to SERC stating that, as a , it was in violation of CIP-007-6 R3, P3.1.  The Entity had one instance where it did not install 
antivirus software to deter, detect, or prevent malicious code.  

On September 8, 2016, while performing an annual internal cyber security audit, the Entity discovered that it had not implemented antivirus software on a console at a data recovery site.  For some 
unknown reason, the console was powered off prior to the July 1, 2016 compliance date, which prevented the implementation of the software on the console.  

The extent-of-condition review was the completion of the Entity’s annual internal cyber security audit, which included a review of all Cyber Assets at the backup control center.  The Entity did not identify 
any other issues. The scope of affected Facilities included the backup control center with associated Bulk Electric System (BES) Cyber System (the energy management system) and  associated  
BES Cyber Asset. 

This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable and the Entity did not have antivirus software running on the console, and ended on September 8, 
2017, when the Entity installed antivirus software on the console.  

The root cause was a lack of an internal control, e.g., an application to ensure all BES Cyber Assets in the network were powered on, to ensure successful implementation of the software to all intended 
Cyber Assets.    

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. By not installing antivirus software on a workstation at a backup control 
center, the Entity afforded hackers a potential opportunity to access the workstation and disrupt or otherwise compromise its operation and connect to other devices and systems inside the backup 
control center. However, the workstation was located at the backup control center and was not in use in the production network at any point while the antivirus was absent. The workstation at issue had a 
prior version of malware prevention software installed, which afforded some level of protection.  In addition, the Entity secured the workstation with access controlled protection in an Electronic Security 
Perimeter within a Physical Security Perimeter with active intrusion detection monitoring in place at all times.  

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) installed anti-virus software on the console;
2) performed an antivirus scan on the console;
3) checked to ensure the console meets all other NERC CIP Standards;
4) checked that no other consoles or devices had been powered off inadvertently;
5) installed equipment that on a nightly basis checks all BES Cyber Assets in the network to ensure they are current to baselines and are readily available; and
6) Developed and implemented an automated policy to ensure that anti-virus software is installed on all BES cyber assets in the network.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017796 CIP-010-2 R4 05/19/2017 05/19/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On June 23, 2017, the Entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-010-2 R4.  The Entity had one instance where it failed to use an approved 
Transient Cyber Asset (TCA) when connecting to a Bulk Electric System (BES) Cyber Asset (BCA). 

On May 19, 2017, while troubleshooting a Remote Terminal Unit (RTU), an employee directly connected a general-purposed corporate laptop to the RTU.  However, the corporate laptop was not an 
authorized TCA pursuant to the Entity’s documented plan.  The Entity employee plugged the laptop into the RTU because the RTU experienced a malfunction rendering it unresponsive.  The RTU could not 
receive or transmit any communications, and network attempts to access it for troubleshooting were unsuccessful.   The employee who connected the laptop was aware that the laptop was not an 
authorized TCA because one was never authorized to the employee’s business unit.  Nevertheless, due to the loss of RTU communications and the urgency to remedy the malfunction, the employee 
connected his corporate laptop via an RTU front panel serial port, rebooted the RTU, and verified normal function of the RTU.  The employee immediately reported the issue to his supervisor who then 
contacted the Entity’s NERC compliance personnel.  

The scope of affected Facilities included  substation comprising  medium impact BES Cyber Systems, four BCAs, and  Protected Cyber Assets.  

The Entity conducted an extent-of-condition assessment by evaluating all of the Entity’s teams that interacted with CIP Cyber Assets, and determined that the only team that had not been assigned an 
approved TCA laptop was the  team involved in this instance of noncompliance. 

This noncompliance started on May 19, 2017, at 3:45 p.m., when the Entity connected an unauthorized TCA laptop to a BCA, and ended on May 19, 2017, at 3:50 p.m., when the Entity employee 
disconnected the laptop from the BCA.  

The root cause of this noncompliance was a management oversight.  Specifically, there was an oversight when management failed to assign an approved TCA laptop to the  team 
for use during critical periods.  

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to utilize a protected TCA to connect to a BCA 
could have introduced malicious code, allowing bad actors to gain operational control of or change configurations of Cyber Assets and BPS facilities.  However, the Entity had configured the corporate 
laptop with current and updated antivirus protection.  Authorized credentials were required to connect to both the RTU and laptop.  Additionally, the RTU had been configured with application 
whitelisting to block and prevent the execution of unauthorized code.  Furthermore, the period of connection was brief, approximately five minutes, and the RTU was unable to receive or transmit 
communication during that period.  Moreover, the unauthorized laptop was used by an employee who was responsible for troubleshooting and resolving the RTU malfunction, and, the employee was 
current on cyber security training and had a current personnel risk assessment on file.  No harm is known to have occurred.  

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) disconnected the unauthorized TCA laptop;
2) acquired a TCA laptop for the  team for all future needs as it pertained to interfacing with BCAs;
3) ordered port covers and installed them on BCAs at the CIP medium impact sites to prevent/inhibit inappropriate access to available ports; and
4) placed “TCA Only” labels near accessible ports on BCAs within the CIP medium impact sites.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018245 CIP-007-6 R5, 
P5.4 

02/14/2017 01/23/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On August 22, 2017, the Entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-007-6 R5, P5.4 because it failed to change a known default password.  The 
Entity submitted an expansion of scope noting an instance with CIP-007-6 R5, P5.4, where it failed to change known default passwords. 

On February 14, 2017, the Entity commissioned  relays without changing a default password.  The default password at issue was the same for each relay. 

On March 16, 2017, during the Entity’s internal control annual review, the Entity discovered that the  relays had a default password that had not been changed.  That same day, the Entity changed the 
default account password on  relays to conform to the requirements of its procedures and CIP-007-6 P5.4.  

The Entity conducted an extent-of-condition assessment during the annual review by sampling approximately 500 devices to confirm that default passwords had been changed.  No additional instances 
were discovered.  

On April 9, 2018, the Entity submitted a Scope Expansion stating that it had an instance with CIP-007-6 R5, P5.4, where it installed  transmission line protective relays without changing the default 
passwords.  As part of an ongoing transmission system construction project at a medium impact  substation from April 21, 2017 through January 9, 2018,  transmission line protective relays were 
placed in service.  The Entity did not change the default passwords prior to installing the relays.  On January 9, 2018, during discussions between  personnel regarding the 
construction project, the Entity discovered that the  relays were installed without changing default passwords.  On January 23, 2018, the Entity changed the default passwords on the  relays. 

The Entity conducted an extent-of-condition assessment by reviewing of all past and current projects and by reviewing its annual inspection documentation.  The Entity found no additional instances of 
noncompliance with CIP-007-6 P5.4. 

The scope of affected Cyber Assets involved in these two instances included  relays classified as Protected Cyber Assets (PCAs) associated with medium impact Bulk Electric System (BES) Cyber Systems 
(BCSs). 

This noncompliance started on February 14, 2017, when, in the first instance, the Entity commissioned  relays without changing one of the default passwords on relays, and ended on January 23, 
2018, when, in the second instance, the Entity changed the default passwords on the  affected relays. 

The root causes of this noncompliance were a procedural deficiency and a lack of an internal control.  The Entity’s change management process did not require a verification process, which could also 
serve as an internal control to confirm that default passwords were actually changed. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The Entity’s failure to change default passwords could have created an 
avenue for malicious hackers to gain access to relays and change relay configurations and cause misoperations or grid instability.  However, in these instances, the Entity employed defense-in-depth 
protections, including housing the relays in physical access-controlled facilities and provisioning with electronic monitoring and alerting.  Additionally, the relays did not have External Routable 
Connectivity or dial-up connection access.  No harm is known to have occurred.  

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) changed default passwords on the  affected relays using the standard password convention (instance one); 
2) modified the change management process to include verification of password changes (instance one);
3) retrained personnel on modified change management process (instance one);
4) changed default passwords on the  affected PCA devices (instance two);
5) reviewed construction project and annual inspection documentation for verification of changed default passwords on BES Cyber Asset (BCA) and PCA devices at medium impact sites (instance two); and
6) retrained personnel on process to identify BCA and PCA devices so that necessary default passwords could be changed (instance two).
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WECC determined that  has no relevant compliance history for this noncompliance. 
Mitigation To mitigate this noncompliance, 

1) reclassified the  EACMS in scope as associated with the HIBCS; 
2) verified compliance with CIP Standards and Requirements applicable to the  EACMS associated with the HIBCS; 
3) completed baseline configuration reviews for the EACMS in scope;
4) established monitoring for baseline configuration changes to the EACMS in scope;
5) held a CIP Support Committee meeting to reemphasis that all potential changes to Cyber Assets must be communicated to the CIP project leader.  This communication was provided to the

 and  SMEs; 
6) revised its Cyber Security Plan as follows:

i. Role Based Training (RBT) section - added change management communications as required topics during RBT, as well as defined RBT as a semi-annual event,
ii. added language to the Asset Identification and Maintenance section to require peer checking prior to asset submission; and

7) delivered training to all SMEs associated with CIP on roles and the revised Cyber Security Plan.

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2017018177 CIP-005-5 R2 7/1/2016 1/18/2019 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 

During a Compliance Audit conducted , WECC determined that the entity, as a 
 it was in noncompliance with CIP-005-5 R2 Part 2.1. Specifically, the entity failed to ensure all Interactive Remote Access (IRA) 

utilized an Intermediate System such that the Cyber Assets initiating IRA did not directly access an applicable Cyber Asset in that the entity did not limit IRA using access control list rules at Electronic Access 
Points (EAPs) to only those devices identified as Intermediate Systems. 

After reviewing all relevant information, WECC Enforcement concurs with the audit findings as described above. The root cause of the noncompliance was a misinterpretation of the Requirement. 
Specifically, the entity believed that if IRA was routed through the Intermediate System at some point it was compliant, even if the Intermediate System was not the last “hop” to the EAP. This 
noncompliance began on July 1, 2016, when the Standard and Requirement became mandatory and enforceable to the entity and ended on January 18, 2019, when the entity appropriately limited IRA 
through Intermediate Systems only, for a total of 1,114 days of noncompliance.  

Risk Assessment  WECC determined this issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to utilize an Intermediate 
System such that the Cyber Asset initiating Interactive Remote Access does not directly access an applicable Cyber Asset as required by CIP-005-5 R2 P2.1. 

However, the entity had implemented a 
The entity had implemented systems to monitor for changes and security events on Cyber 

Assets. As further compensation, 

WECC considered the Entity's compliance history and determined that there are no prior relevant instances of noncompliance. 

Mitigation To remediate and mitigate this violation, the entity has: 
1) expanded the identification of its Intermediate System to include those hosts which are necessary for originating communication into the Electronic Security Perimeter (ESP), but which were not

originally part of the Intermediate System;
2) reviewed firewall rules for the EMS ESP to confirm that only hosts identified as part of the Intermediate System can initiate communication through the ESP
3) updated documentation to clarify that the Intermediate System should be the last “hop” before IRA is allowed through the ESP;
4) communicated the design changes to impacted personnel; and
5) any new personnel that may be involved in designing or modifying the ESP and Intermediate System will be directed to review the CIP program documentation, including the

 before beginning work.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2017018179 CIP-010-2 R1 7/1/2016 10/16/2017 Compliance Audit Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 

During a Compliance Audit conducted , WECC determined that the entity, as a , it was in noncompliance with CIP-010-2 R1 Part 1.1 sub-part 
1.1.2. Specifically, for  Bulk Electric System (BES) Cyber Assets (BCAs) associated with the High Impact BES Cyber System  the entity failed to 
document in the baseline configurations, one commercially available application software intentionally installed on the BCAs. The  Cyber Assets applicable in this instance are all BCAs consisting of 
workstations and servers used for EMS functionality. The software tool the entity utilized to capture baseline configurations on its Cyber Assets was not able to capture the specific version of the applicable 
software installed on the Cyber Assets in scope of this noncompliance and the seller of the application software sold additional software that could capture the specific version of the application software; 
however, it was not functional in the entity’s environment. 

After reviewing all relevant information, WECC Enforcement concurs with the audit findings as described above. The root cause of the noncompliance was the lack of controls and/or processes to ensure 
the accuracy of the configuration baseline. This noncompliance began on July 1, 2016, when the Standard and Requirement became mandatory and enforceable to the entity and ended on October 16, 
2017, when the entity began capturing the application software as part of the baseline configurations on the Cyber Assets in scope, for a total of 473 days of noncompliance. 

Risk Assessment  WECC determined this issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the BPS. In this instance, the entity failed to document in the baseline configurations one 
commercially available application software intentionally installed as required by CIP-010-2 R1 Part 1.1 sub-part 1.1.2. 

However, the entity The entity 
had implemented systems to monitor for changes and security events on Cyber Assets.; Additionally, the baseline configurations for the Cyber Assets in scope included justifications for certain ports that 
were necessary for the functionality of the application software and included the remaining sub-parts of CIP-010-2 R1 Part 1.1. No harm is known to have occurred 

The entity’s relevant prior compliance history with CIP-010-2 R1 includes NERC Violation IDs  and . WECC determined that compliance history should not serve as 
a basis for applying a penalty. Both  and  have a different root cause and fact pattern than the noncompliance of this Notice. 

Mitigation To mitigate this violation, the entity has: 

1) implemented a process to capture the application software each month by emailing its Energy Management System support group to verify the running version of the application software, which
the Information Technology group ensure takes place at least once every 35 calendar days by utilizing an automated, recurring email reminder. The email is saved as part of the overall baseline
configuration; and

2) revised its job plans in its change management system to require the accuracy of the automated baseline configurations to ensure it includes all intentionally installed software.

The entity is working with the application software provider to resolve the functionality issues between the baseline configuration tool and the additional software needed to capture the current version 
of the application software which would automate the manual process implemented as part of its Mitigation Plan. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document.   

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 RFC2018018961 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 years 

2 SERC2016016516 Yes Yes Yes Yes Category 2 – 12: 2 year 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2016016516 CIP-007-6 R2 
P2.2 

07/01/2016 06/24/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On November 16, 2016, the entity submitted a Self-Report to SERC stating that, as a , it was in violation of CIP-007-6 R2, Part 2.2. The entity did not timely evaluate security patches for 
applicability.  On March 28, 2017 and on August 27, 2018, the entity submitted expansions of scope identifying five additional instances where it failed to timely conduct patch evaluations.  During a 
Compliance Audit conducted from  through , SERC identified an additional instance of an untimely security patch evaluation.  SERC determined that this instance was 
related to the initial November 16, 2016 Self-Report and treated the subsequent audit finding as an expansion of scope (SERC2017018899 was consolidated into SERC2016016516).  This noncompliance 
involves seven instances where the entity failed to conduct timely security patch evaluations. 

The entity discovered the first instance on October 17, 2016, while conducting an inventory review during preparations for an internal CIP audit.  The entity installed  servers hosting Electronic Access 
Control or Monitoring Systems (EACMSs) and Physical Access Control Systems (PACSs), which had integrated hardware controllers built in that could not be removed or disabled.  Although the entity did 
not use the integrated controllers for remote configuration management, the controllers indirectly assisted in performing EACMS and PACS functions and the entity added the controllers to its 
documented security patch management program as separate Cyber Assets.  Therefore, the entity should have timely assessed security patches for these controllers. 

On March 15, 2016, the vendor released a firmware update for the controllers to address security vulnerabilities that had the potential for users to be able to execute a number of system management 
operations without requiring user authentication. Additionally, on March 30, 2016, the vendor released a second firmware update, which superseded and included the security fixes addressed in the 
March 15, 2016 update. The entity did not assess these security patch updates for applicability within 35 days of their release.   

This instance started on July 1, 2016, when the standard became mandatory and enforceable on the entity, and ended on October 26, 2016, when the entity evaluated and applied the missed security 
patches to the two controllers.   

In the second instance, on December 15, 2016, a vendor released a security patch associated with  EACMS Cyber Assets utilized to protect  medium impact Bulk Electric System (BES) Cyber System 
(BCS) with external routable connectivity, but the entity did not assess the patch until February 20, 2017, which the entity applied on February 23, 2017. 

This instance started on January 19, 2017, when the entity was required to have evaluated the patch, and ended on February 20, 2017, when the entity evaluated the patch.  

In the third instance, sometime before July 1, 2016, a vendor released a security patch, but the entity did not evaluate it until March 6, 2017. 

This instance started on July 1, 2016, when the Standard became mandatory and enforceable on the entity, and ended on March 6, 2017, when the entity evaluated the patches. 

The second and third instances were discovered on February 22, 2017, while conducting the monthly patch process, when an entity employee noticed a chronological list of all firmware updates on the 
vendor’s patch source website and realized the entity had missed evaluating previous firmware updates.  The patches in these updates were associated to  EACMS (electronic access points) Cyber Assets 
used for protecting  medium impact BCS. On March 6, 2017, the entity assessed the patches and applied them on March 8, 2017.   

In the fourth instance, sometime before July 1, 2016, a vendor released a security patch associated with  EACMS Cyber Assets used to protect  medium impact BCS with external routable 
connectivity, but the entity did not evaluate the patches until March 8, 2017. On February 22, 2017, an entity employee discovered this instance by realizing there were multiple security patches released 
at the same time. The entity’s focus had been on one branch path of updates, when other branch paths also needed consideration. On March 8, 2017, the entity evaluated and applied the patches. 

This instance started on July 1, 2016, when the entity was required to have evaluated the security patches, and ended on March 8, 2017, when the entity evaluated the patches.  

In the fifth instance, on April 30, 2018, a vendor released a patch, but the entity did not evaluate it until June 24, 2018.  On November 14, 2018, the entity applied the patch to  medium impact EACMS.  
On July 19, 2018, the entity discovered this instance while assessing security patches.  The entity’s subject matter expert identified a discrepancy between the release dates within the patch tool and the 
release dates posted by the patch source.  

This instance started on June 5, 2018, when the entity was required to have evaluated the patch, and ended on June 24, 2018, when the entity evaluated the patch. 
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In the sixth instance, on May 7, 2018, another vendor released a patch, but the entity did not evaluate it until June 24, 2018.  On July 19, 2018, the entity discovered this instance while assessing security 
patches.  The entity’s subject matter expert identified a discrepancy between the release dates within the patch tool and the release dates posted by the patch source. On July 19, 2018, the entity applied 
the patch to medium impact EACMS and  medium impact PACS. 

This instance started on June 11, 2018, when the entity was required to have assessed the patches, and ended on June 24, 2018, when the entity assessed the missed patches. 

In the seventh instance, on July 18, 2017,  released a security patch affecting  EACMS Cyber Assets in  separate medium impact substations.  However, the entity did not evaluate the patch 
until September 7, 2017, which was applied on October 3, 2017. 

This instance started on August 22, 2017, when the entity was required to have assessed the patch, and ended on September 7, 2017, when the entity assessed the missed security patch.  

This noncompliance started on July 1, 2016, when, in the first, third, and fourth instances, the entity was required to have evaluated the security patches, and ended on June 24, 2018, when, in the sixth 
instance, the entity evaluated the missed patch.   

The root causes of these instances were a combination of deficient procedures, training, and internal controls to ensure adherence to the procedures.  The root cause of the first instance was deficient 
procedural patching instructions. The root cause of the second, third, fourth, and seventh instances was an overly complex patching process, prone to human error. The entity manually monitored  
different patch sources. The root cause of the fifth and sixth instances was data entry errors made by the entity during the implementation of mitigation activities for the prior instances. An employee of 
the entity entered incorrect patch release dates in the entity’s patch management tracking tool.  Instead of the patch release dates, the employee entered the current day’s date, May 22, 2018. The 
delayed dates led the entity to believe it had more time to assess the patches than it actually had.   

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The entity’s failure to timely evaluate security-related firmware releases 
for applicability increased the potential for unauthorized users to access configuration management functionality affecting the entity’s EACMS and PACS Cyber Assets. However, physical presence within a 
Physical Security Perimeter (PSP) was required to affect changes to the embedded controllers involved in the first instance.  Further the controllers’ physical ports were tamper evident because they were 
blocked by permanent port locks which would have to be cut in order to be removed. All affected Cyber Assets were located within PSPs behind network firewalls to restrict access. All affected Cyber 
Assets required regular password changes. The entity employed additional layers of defense for various subsets of the cyber assets, including application-level firewall restrictions, whitelisting, and remote 
access employing an intermediate host, two-factor authentication, and encrypted communications. 

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the entity: 

1) developed a patch mitigation plan for the firmware installations;
2) added granularity to the patch tracking spreadsheet to split out the different versions of hardware and installed software versions;
3) added specific information on commissioning the checklist document to ensure all historical patches released after the current version of software installed are checked for security updates instead of
just the most recent version; 
4) trained the vendor patch review subject matter experts and patch management installer personnel on the previous errors in the process and the changes in the process included in this mitigation;
5) implemented automated security patch source management and automated security patch tracking;
6) delivered updated training on the use of the automated security patch tracking tool; and
7) documented and implemented a new work practice consisting of in-cycle meetings of security patch management subject matter experts and engineers to review dates of tracked patches and patch
mitigation plans to identify discrepancies. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFTs in this posting and provided the justifications 
that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document.   

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 RFC2018020405 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 years 

2 SERC2016016517 Yes Yes Yes Category 2 – 12: 2 year 
3 SERC2017017916 Yes Yes Yes Category 2 – 12: 2 year 

4 TRE2017017518 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

5 TRE2017017683 Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

6 TRE2018020155 Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

7 TRE2018020695 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

8 TRE2018019766 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

9 TRE2018019767 Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

10 TRE2018019768 Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

11 TRE2018019769 Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

12 TRE2018020690 Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

13 TRE2018020694 Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 

14 WECC2019020901 Yes Yes Yes Category 1: 3 years;  Category 2 – 
12: 2 year 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2016016517 CIP-002-5.1 R1, 
P1.2 

07/01/2016 03/31/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On November 16, 2016,  submitted a Self-Report to SERC stating that, as a , it was in noncompliance with CIP-002-5.1 R1, P1.2. The entity did not consider  Bulk Electric (BES) 
Cyber Assets (BCAs) when identifying its medium impact (BES) Cyber Systems (BCSs) according to Attachment 1, Section 2. 

On October 13, 2016, while conducting an internal control risk-based self-audit of CIP requirements, the entity discovered that it had not classified Remote Terminal Unit (RTU) peripheral boards as 
BCAs, which were a part of the entity’s medium impact BCSs. When the entity assessed the CIP-002 classification of the peripheral boards, it relied on a NERC-related product bulletin from the 
manufacturer for guidance. The bulletin did not mention that the RTU’s peripheral boards were separate Cyber Assets from the RTU main board. Consequently, the entity staff initially assumed that the 
boards were not separately programmable. However, the entity later learned that the capability existed for direct connection of a diagnostic cable to the peripheral board. While the entity did not employ 
the diagnostic cable connection in the course of normal business, the connection would nonetheless enable a technician to perform programmable maintenance activities, including changing RTU 
configuration and status.  

The  RTU boards involved could have permitted changes to be made to the substations where the boards were located.  The  substations included  medium impact BCSs, also classified as 
BCAs.  

The entity performed an extent-of-condition assessment by reviewing all CIP-002 inventory for instances of a similar nature and did not find any additional instances. 

This noncompliance started on July 1, 2016, when the standard became mandatory and enforceable on the entity, and ended on March 31, 2017, when the entity assessed the boards and added them to 
the list of BCSs. 

The root cause of this noncompliance was deficient procedures, which lacked specific instructions on what to review and assess when determining BCS identifications. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. By the entity not identifying the RTU peripheral boards as BCAs, there 

was a potential opportunity afforded for a malicious party to access them, modify configurations, and cause a change in grid monitoring capability or unwanted operations. However, the RTU and 
peripheral boards had no External Routable Connectivity. Malicious activity would have required physical access to CIP-006 secured Physical Security Perimeters, as interactive access to the affected 
peripheral boards required a hardwired serial connection. Furthermore, the peripheral boards were not user firmware upgradable, and   control center 
operators monitored the real-time operational status of these devices at all times. Finally, the issue did not affect Protection System relaying. 

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the entity:  

1) assessed the peripheral boards as BCAs and added them to the list of BCSs;
2) ensured the additional details around peripheral boards are included in its CIP processes;
3) provided training prior to the Cyber Vulnerability Assessment on lessons learned for asset identification;
4) updated its CIP-002-5.1 process to include assessments of new candidate BCAs for peripheral or sub-assets, which may contain additional interfaces; and
5) shared the details of the findings and mitigating activities to other functional groups at the entity to raise awareness of the compliance concern.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017017916 CIP-007-6 R1, 
P1.1 

7/1/2016 7/7/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On July 11, 2017, the entity submitted a Self-Report to SERC stating that, as a  and , it was in noncompliance with CIP-007-6 R1, Part 1.1. In  instances, the 
entity failed to enable only needed logical network accessible ports.  

Sometime prior to July 1, 2016, the entity enabled an unneeded network time protocol (NTP) server port on a substation gateway Bulk Electric System Cyber Asset (BCA). On June 8, 2017, the entity 
discovered this unneeded port while conducting its annual Cyber Vulnerability Assessment (CVA). 

The entity conducted an extent-of-condition assessment by assessing all configuration files for all substation gateways and security appliances associated with CIP medium impact substations. On June 23, 
2017, during the extent-of-condition review for this issue, the entity discovered  additional BCAs with unneeded enabled logical network accessible ports.  

Specifically, sometime prior to July 1, 2016, the entity enabled an unneeded legacy status server port on another substation gateway BCA and an unneeded virtual private network (VPN) port on another 
substation gateway BCA. 

Affected Cyber Assets included  medium impact BES Cyber Systems, also classified as  BCAs, associated with  substations.  

The root cause of this noncompliance was inadequate training for establishing intended BCA port configurations during setup of the affected Cyber Assets. 

This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable on the entity, and ended on July 7, 2017, when the entity disabled the unnecessary ports. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. By not enabling only needed logical network accessible ports, the entity 

afforded potential avenues for hackers to maliciously exploit access to BCAs and disrupt configurations or effect command and control of BES facilities.  However, the entity employed end-to-end 
encrypted communications and secured the BCAs in Physical Security Perimeters and Electronic Security Perimeters, which did not permit network traffic to the unneeded ports.  

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the entity:  

1) updated the affected Cyber Assets and closed the unnecessary ports;
2) for the Electronic Access Control and/or Monitory System, confirmed with the vendor that the unnecessary ports could be disabled;
3) disabled the ports that were unnecessary and capable of being disabled;
4) updated the ports spreadsheet with the necessary ports;
5) for new device installations, created a CIP compliant configuration template file to configure the substation gateway with; and
6) for training, instructed the engineers responsible for commissioning substation gateways to create the template file to ensure they are knowledgeable of the file’s purpose and use.
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TRE2017017518 CIP-007-6 R2: P2.2; P2.3  (the “Entity”)  07/12/2016 07/10/2017 Compliance Audit Completed 
Description of the  Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from  Texas RE determined that the Entity, as a  
 was in noncompliance with CIP-007-6 R2. Specifically, the Entity failed to timely evaluate security patches for applicability and failed to either apply several security patches or create or revise a 

mitigation plan within 35 calendar days of the evaluation completion. In addition, the Entity created mitigation plans that did not include the Entity’s planned actions to mitigate the vulnerabilities 
addressed by each security patch. 

Between August 17, 2016, and February 14, 2017, the Entity failed to timely evaluate  patches, and, for  security patches, the Entity did not timely apply the security patches or create or revise 
a mitigation plan. Subsequently, on March 14, 2017, the Entity created a mitigation plan indicating that it would temporarily discontinue its patching process for all Cyber Assets in order to modify its 
patch management system to address the issues identified during the Compliance Audit. However, in April 2017, when the Entity attempted to resume its patching program, the Entity experienced 
issues with its patching tool, which prevented the Entity from implementing its patching process and which was not repaired until May 22, 2017. During this period, the Entity did not evaluate or 
apply any security patches. On June 22, 2017, the Entity evaluated and applied the outstanding patches for several of its Cyber Assets, and, on July 7, 2017, all outstanding security patches were 
applied to all of the Cyber Assets managed by the Entity’s patching tool. Although the Entity  as of July 7, 2017, the 
Entity was unable to provide the patching tool’s remediation history reports for the June 2017 patching cycle. As a result, Texas RE is unable to determine the number of patches that were not timely 
evaluated and applied from March 14, 2017, through July 7, 2017.  

In addition, between July 12, 2016, and March 14, 2017, the Entity created  mitigation plans that did not include the Entity’s planned actions to mitigate the vulnerabilities addressed by each 
security patch. This instance of noncompliance ended on July 10, 2017, when the Entity documented the completion of the final noncompliant mitigation plan.  

The root cause of this issue is that the Entity did not have a sufficient process for compliance with CIP-007-6 R2 when that Requirement became effective. The Entity lacked controls to ensure that 
the Entity’s personnel devoted sufficient resources to implementing the Entity’s patching process and to ensure that the Entity’s Cyber Assets were patched as required. In addition, during the 
noncompliance, the Entity used  

The duration of the noncompliance was approximately 12 months, from July 12, 2016 to July 10, 2017. 

Risk Assessment  This issue posed a moderate risk and did not pose a serious or substantial risk to the bulk power system (BPS). The Entity’s failure to evaluate and apply patches in a timely manner could have exposed 
the Entity’s BES Cyber Systems to cyber security vulnerabilities such as the introduction of malicious code. This issue posed a moderate risk because of the scope and duration of the noncompliance. 
In particular, the scope of this issue included at least  patches that were not timely evaluated and  patches that were not timely applied. Furthermore, this issue affected all of the Entity’s 

 Cyber Assets that are associated with the Entity’s . During the Compliance Audit, the Entity reported that it has  Cyber 
Assets, comprising BES Cyber Assets, two Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets. Finally, the duration of the issue 
increased the risk posed to the BPS. The duration of the failure to timely evaluate and apply patches was approximately 11 months, from August 17, 2016 to July 7, 2017, which included an 
approximately 4-month period when the Entity did not evaluate or apply any security patches. The Entity’s noncompliant mitigation plans were effective for approximately 12 months, from July 12, 
2016 to July 10, 2017.  

However, the risk to the reliability of the BPS was reduced because of the following factors. First, the Entity had other controls in place for the Cyber Assets at issue, including  
 During the audit period, the Entity did not detect any malicious code. Second, the Entity  

 In particular, the Entity , and is  
. During normal operations, the Entity’s  

 No harm is known to have occurred.    

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance.  

Mitigation To mitigate this noncompliance, the Entity:  

1) evaluated and applied all applicable patches to the affected Cyber Assets;
2) documented the completion of the final noncompliant mitigation plan;
3) assigned and trained different personnel to implement the Entity’s patching process;
4) ;
5) adopted revised procedure documents addressing the new control and including more specific work instructions for the Entity’s patching process; and
6) revised its form and process document used for compliance with CIP-007-6 R2, Part 2.3 to include template language addressing the Entity’s planned actions to mitigate the vulnerabilities

addressed by each security patch.

Texas RE has verified the completion of all mitigation activity. 
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TRE2017017683 CIP-007-3a R5; R5.3.3  
(the “Entity”) 

 08/05/2011 03/08/2019 Self-Report Completed 

Description of the  Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

On , the Entity submitted a Self-Log stating that, as a  it was in noncompliance with CIP-007-6 R5. 
Specifically, the Entity failed to enforce an obligation to change passwords at least once every 15 calendar months with respect to two passwords. After conducting further review, the Entity 
determined that this issue included at least of 39 passwords dating back to August 5, 2011. Accordingly, this issue began, as an instance of noncompliance regarding CIP-007-3a R5 was effective and 
continued after CIP-007-6 R5 became effective. After subsequent review, Texas RE determined that the instances of noncompliance posed a moderate risk to the reliability of the bulk power 
system.  As a result, Texas RE removed this issue from the Entity’s self-log. 

The Entity discovered the issue while performing an internal spot check during November 2016.  The Entity confirmed that the last password at issue either was changed or was associated with a 
deleted account as of March 8, 2019. 

The root cause of this issue is that the Entity did not have a sufficient process to review and identify passwords that are close to expiring. During the noncompliance, the Entity’s process relied on 
personnel manually reviewing a spreadsheet to identify passwords that must be changed and then creating a task in the Entity’s task management software to direct account owners to set new 
passwords. However, there was a flaw in the filtering formula used in the spreadsheet to highlight passwords that were close to expiring, which resulted in a failure to identify passwords that required 
remediation. The Entity also described an instance in which personnel identified a password that was expiring but failed to create a task in the Entity’s task management software to timely remediate 
the issue. The Entity has addressed these issues by adopting revised procedure documents that include filtering criteria to identify passwords that will expire and a checklist to ensure remediation 
tasks are properly tracked. 

This noncompliance started on August 5, 2011, when the Entity failed to time change an applicable password, and ended on March 8, 2019, when the Entity remediated all expired passwords that 
were identified.  

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The Entity’s failure to ensure passwords were timely changed could 
allow unauthorized individuals to have inappropriate access to BES Cyber Systems. The scope of this noncompliance included at least  associated with  
that include . In total, this issue affected  

. In addition, the duration of the noncompliance lasted over seven years, from August 5, 2011 to March 8, 2019. 

However, the risk posed by this issue was also mitigated by the following factors. First, the BES Cyber Systems at issue were subject to other physical and electronic access controls, including residing 
in a Physical Security Perimeter and Electronic Security Perimeter. Further, this issue affected less than 1% of the passwords managed pursuant to the Entity’s process pursuant to CIP-007-6 R5. No 
harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) conducted reviews of password ages and remediated all expired passwords that were identified;
2) adopted a revised procedure document that includes filtering criteria to identify passwords that will expire, a new checklist to use when conducting reviews, and a standardized format for

documenting reviews; and
3) conducted training regarding the revised process.

Texas RE has verified the completion of all mitigation activity. 
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TRE2018020155 CIP-004-6 R4; P4.1.3, 
4.2 

 
(the “Entity”) 

 11/01/2016 01/22/2019 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible, or confirmed violation.)  

On , the Entity submitted a Self-Report to Texas RE stating that, as a , it was in noncompliance 
with CIP-004-6 R4. Specifically, the Entity identified  with access to  that were not included in the quarterly or annual access reviews pursuant to CIP-004-
6 R4, Part 4.2. The Entity discovered this issue . Subsequently, during a Compliance Audit 
conducted from  Texas RE identified an instance of noncompliance regarding CIP-004-6 R4. Specifically, the Compliance Audit determined that the 
Entity did not have evidence of authorization records regarding  individuals with access to  designated storage locations for BES Cyber System Information (BCSI), as required by Part 4.1.3.  

Regarding the issue identified in the Self-Report, the Entity stated that . 
As a result, the Entity had not included passwords for that user group in its quarterly electronic access reviews. In addition, the Compliance Audit identified another instance of noncompliance, noting 
that, for the third quarter of 2017, the Entity did not have evidence that it performed the quarterly review of authorization records for individuals with unescorted physical access. The Entity stated 
that it was unable to locate the documentation for that particular quarterly physical access review. Texas RE determined that the root cause of the Entity’s noncompliance regarding Part 4.2 was an 
insufficient process to conduct quarterly access reviews and to maintain evidence of each review. The Entity’s noncompliance regarding Part 4.2 began on November 1, 2016, which is the first day 
following the initial performance deadline for CIP-004-6 R4, Part 4.2. To end the noncompliance regarding Part 4.2, the Entity u  at issue, 
which was completed on July 18, 2018.  

Regarding the Entity’s failure to provide evidence of certain authorization records for individuals with access to certain BCSI storage locations, the Entity stated that there was a different root 
cause for each of the  individuals’ access permissions. Regarding one individual, the root cause was an inadequate process for ensuring that access permissions in the Entity’s document 
management software were correctly configured after a change was applied to the document management software. Specifically, when the Entity  

. Regarding the other individual, the Entity stated that that the employee responsible for managing 
the BCSI storage locations added access permissions for the individual at issue without completing necessary access request documentation. To end the noncompliance, on January 22, 2019, the 
Entity reviewed access permissions for BCSI storage locations for the working group that includes the  individuals identified by the Compliance Audit and either removed or confirmed the  
individuals’ access to the  BCSI storage locations at issue. 

This noncompliance started on November 1, 2016, which is the first day after the deadline for the initial performance of a quarterly access review pursuant to CIP-004-6 R4, Part 4.2, and ended on 
January 22, 2019, when the Entity reviewed the access permissions for BCSI storage locations pursuant to CIP-004-6 R4, Part 4.1.3 for the working group that includes the  individuals identified 
by the Compliance Audit. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The Entity’s failure to review authorized access as required could 
allow unauthorized individuals to have inappropriate physical or electronic access to BES Cyber Systems or BCSI. The noncompliance regarding CIP-004-6 R4, Part 4.2 included  

, which are classified as BES Cyber Assets and are associated a single  BES Cyber System that includes control centers. In addition, the noncompliance regarding Part 4.1.3 
included  employees with access to BCSI storage locations. 

However, the risk posed by this issue was also mitigated by the following factors. First, the BES Cyber Assets at issue were subject to other protective controls, including residing in a Physical Security 
Perimeter. According to the Entity, individuals with access to the BES Cyber Assets at issue have completed required cyber security training and personnel risk assessments. No harm is known to have 
occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) performed a quarterly electronic access review that included the workstations at issue ;
2) reviewed the access permissions for BCSI storage locations for the working group that includes the  individuals identified by the Compliance Audit and either removed or confirmed the 

individuals’ access to the  BCSI storage locations at issue;
3) revised its process for quarterly access reviews to use the Entity’s ; and
4) implemented a change in the software for managing the BCSI storage locations at issue in order to .

Texas RE has verified the completion of all mitigation activity. 

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 09/26/2019 27



NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2018020695 CIP-006-6 R1.3  (the 
“Entity”) 

 07/01/2016 10/31/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

 Texas RE determined that the Entity, as a  had 
a potential noncompliance with CIP-006-6 R1.3. The Entity did not utilize to collectively allow unescorted physical access into Physical Security Perimeters 
to only those individuals who have authorized unescorted physical access. 

Specifically, to enter the Entity’s Physical Security Perimeters (PSP) associated with  
  Access to the building where the PSP is located .  The Entity considered the use of  

 to meet the requirement of utilizing . 

To enter the Entity’s   
 However, the 

  The security personnel at the security desk are employed by the building owners and do not have access to  documentation, such as lists of personnel that are allowed to 
enter the .  As such, the  

To remediate this noncompliance the Entity   

The root cause of this noncompliance is a misunderstanding of CIP-006-6 R1.3.  The Entity correctly identified that CIP-006-6 R1.3 was applicable to their environment.  The Entity did not interpret 
 to mean that the types of access controls must be different.  As such, the Entity  

 

Risk Assessment This noncompliance posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The risk arises from the potential for unauthorized individuals 
gaining access to   This can result in , 
which could lead . 

The risk posed by this noncompliance is mitigated due to the following: 

1) To gain access to the  an , .
a. ; and
b. ; and
c. .

2) Only individuals with a need to access PSPs were given .

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) .

 Texas RE has verified the completion of all mitigation activity. 

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 09/26/2019 28



NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
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TRE2018019766 CIP-005-5 R1.3  (the 
“Entity”) 

 07/01/2016  Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

On May 25, 2018, the Entity submitted a Self-Report stating that, as a ), it was in noncompliance with CIP-005-5 R1.3.  According to the Entity, 
it failed to require inbound and outbound access permissions for all applicable .  Additionally,  

 Texas RE determined that the Entity, as a had an additional finding of noncompliance with CIP-005-5 R1.3.  The  discovered 
the Entity’s . 

This noncompliance started on July 1, 2016, when CIP-005-5 R1.3 became enforceable and ended on , when ownership  
 

The root cause of this noncompliance was insufficient oversight and a lack of review of in-scope assets.  

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  Specifically, the failure to perform access control of traffic to and 
from substation ESPs has the potential to affect the reliability of the BPS by providing the opportunity for undetected compromise of BES Cyber Systems to occur, which could lead to misoperation or 
instability.  Additionally, maintaining unjustified firewall access permissions has the potential to affect the reliability of the BPS by providing the opportunity for undetected compromise of Bulk Electric 
System (BES) Cyber Systems to occur, which could lead to misoperation or instability. 

The risks posed by these instances of noncompliance were mitigated by the following factors: 

1) For the noncompliance related to the failure to implement inbound and outbound access permissions, the affected BES Cyber Systems were  where access to the 
 from of the Entity’s .

2) For the noncompliance related to the failure to document the reasons for granting access for inbound and outbound access permissions, gaining access to the BES Cyber Systems from 

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) Added outbound access permissions ;
2) Added outbound access permissions ;
3) Removed  from the ;
4) Added justifications for required firewall rules on the ;
5) Removed unnecessary firewall rules from the ; and
6) Added justifications for required firewall rules on the .
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TRE2018019767 CIP-005-5 R2.1; R2.2  (the 
“Entity”) 

 07/01/2016 04/30/2018 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

On May 25, 2018, the Entity submitted a Self-Report stating that, as a  it was in noncompliance with CIP-005-5 R2.1.  According to the Entity, 
it failed to utilize an  does not directly access an applicable Cyber Asset in accordance with CIP-005-5 R2, Part 2.1. 
Additionally, the Entity stated that it did not utilize encryption that terminates at an Intermediate System as required by CIP-005-5 R2, Part 2.2. 

Specifically, the Entity’s  
  The Entity discovered this noncompliance after hiring a third-party 

consultant to perform an independent review of the Entity’s state of compliance. 

This noncompliance started on July 1, 2016, when CIP-005-5 R2.1 and R2.2 became enforceable and ended on April 30, 2018, when the Entity implemented an Intermediate System. 

The root cause of this issue was a misunderstanding of requirements CIP-005-5 R2.1.  The Entity believed that requiring users to authenticate to a separate device, such as a firewall, would satisfy the 
Intermediate System requirement in CIP-005-5 R2.1.  CIP-005-5 R2.2 requires that an entity utilize encryption that terminates at an Intermediate System.  As the Entity was not using an Intermediate 
System, the Entity was unable to demonstrate compliance with this requirement. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.   
 increases the risk that BES Cyber Assets could be compromised and either rendered inoperable or used for unauthorized interactive access to other systems, which could lead to misoperation 

or instability. 

The risk of this noncompliance is mitigated due to the following: 

1) Prior to accessing BES Cyber Assets .

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) ; and
2) Added an Intermediate System and required its use to access BES Cyber Assets.
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TRE2018019768 CIP-007-6 R2.1; R2.2; 
R2.3 

 (the 
“Entity”) 

 07/01/2016 04/18/2019 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

On May 25, 2018, the Entity submitted a Self-Report stating that, as a  it was in noncompliance with CIP-007-6 R2.1.  According to the Entity, 
it failed to have a patch management process for tracking, evaluating, and installing cyber security patches for applicable Cyber Assets. In particular, the Entity stated that patches for all third-party 
applications . Additionally, , Texas RE 
determined that the Entity had additional instances of noncompliance with CIP-007-6 R2.1, and was also in noncompliance with CIP-007-6 R2.2 and CIP-007-6 R2.3. For CIP-007-6 R2.3 Texas RE 
determined that the Entity’s dated mitigation plans did not include the Entity’s planned actions to mitigate the vulnerabilities addressed by each security patch.   

This noncompliance started on July 1, 2016, when CIP-007-6 R2 became enforceable, and ended on April 18, 2019. 

The root cause of this noncompliance was a failure to follow and enforce the Entity’s patch management procedure.  

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  For CIP-007-6 R2.1, failure to track the patch sources for installed 
software can result in an entity being unaware that security fixes are available for installed software.  This can lead to known vulnerabilities being exploited, creating conditions where BES Cyber 
Assets or EACMSs can be rendered unavailable, degraded, or misused.  For CIP-007-6 R2.2, failure to evaluate security patches at least once every 35-calendar days can result in known vulnerabilities 
remaining available for exploit, creating conditions where BES Cyber Assets or EACMS can be rendered unavailable, degraded, or misused.  For CIP-007-6 R2.3, failure to install applicable security 
patches results in known vulnerabilities remaining available for exploit, creating conditions where BES Cyber Assets or EACMS can be rendered unavailable, degraded, or misused.  Similarly, a failure 
to create a dated mitigation plan that includes the Entity’s planned actions to mitigate the vulnerabilities addressed by each security patch also results in known vulnerabilities remaining available for 
exploit. 
The risk posed by this noncompliance is mitigated due to the following: 

1) The Entity ; and
2) For CIP-007-6 R2.2, .

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) Removed unneeded applications and documented its patch sources for remaining applications;
2) For certain applications the Entity began evaluating security patches for applicability and for other applications the Entity has acquired the services of a third-party vendor to evaluate

security patches;
3) ; and
4) rabilities.
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TRE2018019769 CIP-010-2 R2  (the 
“Entity”) 

 08/06/2016  Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

On May 25, 2018, the Entity submitted a Self-Report stating that, as a it was in noncompliance with CIP-010-2 R2.1.  Specifically, the Entity 
did not monitor at least once every 35-calendar days for changes to the baseline configuration for the applicable systems in CIP-010-2 R2.1.     

This noncompliance started on August 6, 2016, which is the first day after CIP-010-2 R2.1 became enforceable, and ended on , when the Entity  
 

The root cause of this noncompliance is a failure to ensure that documented procedures are written in a manner to ensure that the evidence produced meets the evidentiary requirements of the CIP 
Standards. 

The Entity has a documented procedure to perform a scan of the Entity’s BES Cyber Systems,  at intervals not to exceed 35-calendar days.  The Entity has a separate 
procedure document that details the specific plugins that will be used by the scanner.  Scans conducted prior to April 2018 do not contain baseline related information such as installed software 
or installed security patches.  Information was given about security vulnerabilities present in installed or running software, but the scans could not be used to detect newly installed software for 
which no known security vulnerabilities existed, nor could they be used to detect the installation of new security patches for which a vulnerability was not previously detected.  Scans conducted after 
April 2018 do not contain baseline related information such as installed security patches applicable specifically to the Windows operating system, and as such the scans cannot be used to detect the 
installation of new security patches. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The risk in not monitoring for unauthorized changes is this can 
allow an attacker or other unauthorized individual to make unauthorized changes to Cyber Assets that are not detected and subsequently left in place.  These unauthorized changes could potentially 
lead to compromise of one or more devices and ultimately have a negative impact on the bulk power system. 

The risk posed by this noncompliance is mitigated due to the following: 

1) The Entity was performing monthly vulnerability scans that gave the Entity information such as open ports, running services, and available patches to resolve security vulnerabilities.

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) The Entity , as such
  Therefore, the Entity does not  that

are required to be compliant with CIP-004 through CIP-011.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2018020690 CIP-010-2 R1.1; R1.2; 
R1.3; R1.4; 
R1.5 

 (the 
“Entity”) 

 07/1/2016  Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

During a  Texas RE determined that the Entity, as a  was in noncompliance with CIP- 
010-2, sub-requirements R1.1, R1.2, R1.3, R1.4, and R1.5.  Specifically, for R1.1 the Entity was unable to provide evidence of complete baseline configuration documentation on or before July 1, 2016.  
In addition, for R1.2 the Entity was unable to provide evidence of authorizing the changes.  Moreover, for R1.3 the Entity was unable to provide evidence of updating baseline configurations within 
30 calendar days of completing changes.  Also for R1.4, the Entity was unable to provide documentation of the results of the verification that the cyber security controls identified in R1.4.1 were not 
adversely affected. The Entity was unable to provide evidence that it had documented the results of the testing conducted in CIP-010-2 R1.5.1. 

This noncompliance started on July 1, 2016, when CIP-010-2 R1 became enforceable and ended on  when  
. 

The root cause of this noncompliance was a failure to follow established procedures and a lack of sufficient oversight to discover and correct deficiencies. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The risk associated with the failure to maintain a complete 
configuration baseline has the potential to affect the reliability of the BPS by providing an opportunity for unauthorized and undetected modifications to be made to applicable Bulk Electric System 
(BES) Cyber Systems, which could introduce system instability or affect the functionality of such systems.  The risk associated with the failure to authorize and document changes that deviate from the 
existing baseline configuration is this could allow for unmonitored, unapproved, or untested changes that could harm the BPS.  The risk associated with the failure to update baseline configuration 
changes within thirty calendar days is this can allow an attacker to make unauthorized changes to the Cyber Assets that can subsequently go unnoticed.  The risk associated with a failure to document 
the results of the verification that cyber security controls were unaffected by a change is this can lead to a situation where changes that do adversely affect the cyber security controls of a Cyber Asset 
are left undocumented and are not corrected.  The risk associated with a failure to document the results of the pre-implementation testing of CIP-005 and CIP-007 cyber security controls is this can 
result in implementing changes in a production environment that will adversely impact the Entity’s existing CIP-005 and CIP-007 cyber security controls. 

The risks posed by these instances of noncompliance are mitigated due to the following: 

1) The Entity was performing .

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) For R1.1 the

2) For R1.2 the Entity reversed the unauthorized changes;
3) For R1.3 the Entity updated the baselines for devices which experienced a baseline change;
4) For R1.4 the Entity performed post-implementation verification of the cyber security controls for the affected cyber assets; and
5) For R1.5 the Entity performed post-implementation verification of the cyber security controls for the affected cyber assets.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2018020694 CIP-007-6 R1.1  (the 
“Entity”) 

 07/01/2016 02/27/2019 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

During a  Texas RE determined that the Entity, as a  
was in noncompliance with CIP-007-6 R1.  In particular, for the sampled Cyber Assets the Entity was unable to demonstrate that it had determined all enabled network accessible ports were needed. 

This noncompliance started on July 1, 2016, when CIP-007-6 R1.1 became enforceable and ended on February 27, 2019, when the Entity documented evidence of its determination that the logical 
network accessible ports were needed. 

The root cause of this noncompliance was a misunderstanding of the requirement around the determination of need. The Entity documented the network ports that were enabled and logically 
accessible on their applicable Cyber Assets.  The Entity would then attempt to determine the process that was causing the network port to be enabled and logically accessible.  If the Entity were able 
to determine the process that was causing the port to be enabled and logically accessible then the Entity would document this process as the justification for why the enabled logically accessible port 
was needed.  If the Entity was unable to determine the process that was causing the port to be enabled and logically accessible then the Entity would  

its justification for why an enabled logically accessible network port was needed. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  Failure to document the determination of need for enabled logically 
accessible network ports can result in unneeded ports being left enabled and logically accessible.  These network ports may act as an attack vector, which can subsequently lead to the compromise of 
a BES Cyber System and a negative impact on the bulk power system.   

The risk posed by this noncompliance is mitigated due to the following: 

1) The network ports for which the Entity had not documented its determination of need was subsequently determined to be needed and left enabled.

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) Documented its determination of why logical network accessible ports were needed.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2019020901 CIP-004-6 R5 10/6/2018 10/12/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 

On January 3, 2019, the entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-004-6 R5. Specifically, a 
contract employee resigned from the entity on Friday, October 5, 2018.  The staffing company notified the entity after 5 pm on that same day, which was a holiday weekend, and staffing was limited. As a 
result, removal of the contract employee’s ability for unescorted physical access and Interactive Remote Access (IRA) was not initiated and completed until October 12, 2018, seven days later.  The contract 
employee had unescorted physical and IRA access to High Impact Bulk Electric System (BES) Cyber Systems (HIBCS) located within the primary Control Center.  The duration of the noncompliance was 
extended while an entity manager investigated options for retaining the terminated contract employee. The root cause of this violation was no established process to respond timely to termination notices 
received from staffing companies outside of normal business hours.   

After reviewing all relevant information, WECC Enforcement determined the entity failed to initiate and complete unescorted physical and IRA access removals within 24 hours of a termination action, as 
required by CIP-004-6 R5 Part 5.1.  This violation began on October 6, 2018 when access removals should have been initiated and ended on October 12, 2018 when access removals were completed, for a 
total of seven days of noncompliance. 

Risk Assessment  WECC determined this issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to initiate and complete 
unescorted physical and IRA access removals within 24 hours of a termination action, as required by CIP-004-6 R5 Part 5.1. The IRA access included local administrator privileges to system servers and high 
privilege/unrestricted access to modify or control the Automatic Generation Control development platform.   

The entity had implemented strong preventive controls for termination notifications in its Master Contract for service providers that were followed by the staffing company.  However, the entity’s own 
processes were lacking controls to prevent the noncompliance from occurring during non-business hours.  As compensation, the entity tried to retain the contract employee as an entity employee, which 
lends to the character and trust of the contract employee.  The individual had also completed CIP training and had a current Personnel Risk Assessment. The termination was voluntary, and the contract 
employee made no attempts to gain access after the termination date.  No harm is known to have occurred. 

Mitigation To remediate and mitigate this violation, the entity has: 

1) completed the access removals for the contract employee in scope;
2) implemented a coverage process for separation notifications that are received outside of the entity’s normal business hours which includes having the contractor staffing companies notify the entity by

phone if there is a termination action; and
3) communicated the process to all contractor staffing companies.

WECC considered the entity’s compliance history in its designation of this remediated issue as an FFT. The entity’s relevant compliance history with CIP-004-6 R5 includes NERC Violation IDs: 
.  WECC determined that  compliance history should not serve as a basis for applying a penalty as the root cause and fact patterns of this 

instance is separate and distinct from the entity’s prior CIP-004-6 R5 noncompliance. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION 
(YEARS) 

1 MRO2018020274 Yes Yes Yes Yes Category 1: 3 years;  
Category 2 – 12: 2 years 

2 RFC2017018843 Yes Yes Yes Yes Yes Category 1: 3 years;  
Category 2 – 12: 2 years 

3 RFC2017018844 Yes Yes Yes Yes Yes Category 1: 3 years;  
Category 2 – 12: 2 years 

4 RFC2017018845 Yes Yes Yes Yes Yes Category 1: 3 years;  
Category 2 – 12: 2 years 

5 RFC2017018846 Yes Yes Yes Yes Yes Category 1: 3 years;  
Category 2 – 12: 2 years 

6 SERC2017017593 Yes Category 2 – 12: 2 year 

7 WECC2018019138 YES YES YES YES YES Category 1: 3 years;  
Category 2 – 12: 2 year 

8 WECC2018019143 YES YES YES YES YES Category 1: 3 years;  
Category 2 – 12: 2 year 

9 WECC2018019146 YES YES YES YES YES Category 1: 3 years;  
Category 2 – 12: 2 year 

10 WECC2018019149 YES YES YES YES YES Category 1: 3 years;  
Category 2 – 12: 2 year 

11 WECC2018019151 YES YES YES YES YES Category 1: 3 years;  
Category 2 – 12: 2 year 

12 WECC2017017460 YES YES YES YES YES YES Category 1: 3 years;  
Category 2 – 12: 2 year 
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

MRO2018020274 CIP-007-6 R3  
(the Entity) 

 7/1/2016 8/22/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On June 5, 2018, the Entity submitted a Self-Report stating that as a , it was in noncompliance with CIP-007-6 R3. The Entity  
 

 The Entity reported that it did not have a process in place for updating the signatures or patterns 
used by its malicious code prevention method as required by P3.3. 

The cause of the noncompliance is that the Entity’s documented process lacked sufficient detail about updating the signatures of patterns, including who is responsible for performing the update, how the 
updates will be received, and details for performing and documenting the testing of the updates.  

The noncompliance began on July 1, 2016, when the Requirement became enforceable, and ended on August 22, 2018, when the signatures or patterns were updated. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. Specifically, the noncompliance was not minimal because the duration 
of the noncompliance represents a significant delay which exposed the Entity to evolving malicious code threats. However, the noncompliance was not serious or substantial as the antivirus agent and 
management console was detecting code based on the last received signatures or patterns during the period of noncompliance. Further, the Entity reports that it has  

, and other network protections in place that reduced the risk of the outdated signatures or patterns. Finally, the Entity’s  
 No harm is known to have occurred.  

The Entity has no relevant history of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) updated the signatures or patterns used by its malicious code prevention method;
2) updated its process and procedures for updating the signatures or patterns; and
3) provided training to personnel on these changes.

MRO has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst) 

NERC Violation ID 

RFC2017018843 

Reliability 
Standard 

CI P-007-6 

Req. 

R4 
Description of t he Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a "noncompliance," regardless of 
its procedural posture and w hether it was a 
possible, or confirmed no ncompliance.) 

Risk Assessme nt 

Mitigation 

FFT 

Entity Name NCRID Noncompliance Start Date Noncompliance End Date Method of Discovery 

CI P 

Fut ure Expected 
Mitigat ion Completio n 
Date 

1/ 24/ 2018 Self-Report Completed 
~~~~~~~~~~ ...... ~~ ....... ~~~~~~--~~--~~~~~~~~ 
, it was in noncompliance with CIP-007-6 R4. As part of compliance review 

activities, on August 31, 2017, the entity discovered that- in the we re not report ing fai led/ successful login events to the 
These devices are separated into 3 groups according to the specific issues invo lved. 

located at one entity data center and include 
up of devices stopped sending security events to the 

the to clear the hung process, which restored . However, the reboot d" 
was corrected when the entity- on January 24, 2018. (In the interim t ime period, the entity ensured that 

mber 6, 2017, the entity rebooted 
. The issue with the -

.) 

The second group consists of , beginning on June 1, 2017, a corrupted fi le prevented the 
capture of events. This corrupted fi le was deleted and replaced on September 7, 2017, which corrected the issue with the were configured for object access logging, which 
resu lted in a high number of expected security events (including both successful and fa iled object access). Due to the high number of events, 
issue with the - was corrected when the entity- on January 24, 2018. (In the interim time period, the entity ensured that 

The third group consists of- located in 3 entity data centers. For this group of devices, beginning on June 1, 2017, events were not captu red due to a configuration error. 
, which was not initia lly considered at installation and was not explicitly detailed in the associated job aids. The entity corrected the issue on September 7, 2017, by 

The 
. ) 

The root causes of this noncompliance genera lly related to equipment difficulty such as a hung process, corrupted fi les, and case syntaxes. These root causes involve the management practice of asset 
and configuration management, which includes defining asset and configuration item attributes. 

This noncompliance started on June 1, 2017, the first date on which a device was not fo rwarding events properly and ended on January 24, 2018, when the entity made corrections to address the issues 
with the first and second group of devices. 
This noncom pliance posed a moderate risk and did not pose a serious or substantia l risk to the reliability of the bulk power system based on the following factors. The potential risk associated with the 
fa ilure of automated logging of successfu l/unsuccessful login attempts is that it would impede the entity' s ability to identify and respond to a cyber attack in real-time and to conduct after-the-fact 
investigations of those types of situations. This risk is not minimal in this case due to the rea l-time nature of the issue as we ll as the duration (i.e., approximately 7 months). However, this risk is not 
serious and substantial based on the fo llowing mitigating facto rs. First, the affected devices are all Electronic Access Control and Monitoring Systems (EACMS), which are located at data center and do not 
directly control the BPS. Second, although was not automatically receiving logs, the impacted devices were still . Therefore, in the event of a security 
incident, the entity could have . ReliabilityFirst also notes that du ring the t ime frame of this issue, the entity did not experience any security incidents. No harm is known 
to have occurred. 

The entity has re levant compliance history. However, ReliabilityFirst determined that the entity' s compliance history should not serve as a basis for applying a pena lty because the prior noncompliances 
arose from different causes. 
To mitigate this noncompliance, the entity: 

1) rebooted the - to e liminate the e rror per 
2) replaced the corrupt fi le; 
3) 

4) 

5) upgraded 
6) upgraded 
7) updated Job Aid: -8) ran Software Inventory Report showin 

report showing 

recommendation; 

job aid when installing- on devices reporting to the 

within th and communicated the update to 

before the upgrade, and after the upgrade to confirm upgrade is complete. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018843 CIP-007-6 R4   6/1/2017 1/24/2018 Self-Report Completed 
9) configured a subscription report for  for devices reporting to  
10) updated the existing  Job Aid to include the review of the  report mentioned in corrective Milestone 9; 
11) communicated and implemented new procedures resulting from the  Job Aid with the ; and 
12) updated process document documenting the specific events to be collected in addition to those events required by the standard. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst) 

NERC Violation ID 

RFC2017018844 

Reliability 
Standard 

CI P-007-6 

Req. 

R4 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a "noncompliance," regardless of 
its procedural posture and whether it was a 
possible, or confirmed noncompliance.) 

Risk Assessment 

Mitigation 

FFT 

Entity Name NCRID Noncompliance Start Date 

- 6/ 1/ 2017 

Noncompliance End Date Method of Discovery 

1/ 24/ 2018 Self-Report 

CIP 

Future Expected 
Mitigation Completion 
Date 

Completed 

, it was in noncompliance with CIP-007-6 R4. As part of compliance review 
activities, on August 31, 2017, the entity discovered that- in the were not reporting fai led/ successfu l login events to the 

. These devices are separated into 3 groups according to the specific issues invo lved. 

located at one entity data center and include 
up of devices stopped sending security events to the 

the to clear the hung process, which restored . However, the reboot 'd 
was corrected when the entity- on January 24, 2018. (In the interim t ime period, the entity ensured that 

The second group consists of 
capture of events. This corrupted fi le was deleted and replaced on September 7, 2017, which corrected the issue with the 
resu lted in a high number of expected security events (including both successful and fa iled object access). Due to the high number of events, t 
issue with the-was corrected when the entity- on January 24, 2018. (In the interim time period, the entity ensured that 

ber 6, 2017, the entity rebooted 
. The issue with the-

, beginning on June 1, 2017, a corrupted fi le prevented the 
were configured for object access logging, which 

The 
. ) 

The third group consists of- located in 3 entity data centers. For this group of devices, beginning on June 1, 2017, events were not captured due to a configuration error. 
, which was not init ia lly considered at installation and was not explicit ly detailed in the associated job aids. The entity corrected the issue on September 7, 2017, by 

The root causes of this noncompliance generally re lated to equipment difficu lty such as a hung process, corrupted fi les, and case syntaxes. These root causes involve the management practice of asset 
and configuration management, which includes defining asset and configuration item attributes. 

This noncompliance started on June 1, 2017, the first date on which a device was not forwarding events properly and ended on January 24, 2018, when the entity made corrections to address the issues 
with the first and second group of devices. 
This noncompliance posed a moderate risk and did not pose a serious or substantia l risk to the reliability of the bulk power system based on the following factors. The potential risk associated with the 
fa ilure of automated logging of successfu l/unsuccessful login attempts is that it would impede the entity' s ability to identify and respond to a cyber attack in real-time and to conduct after-the-fact 
investigations of those types of situations. This risk is not minimal in this case due to the real-time nature of the issue as we ll as the duration (i.e., approximately 7 months). However, this risk is not 
serious and substantial based on the fo llowing mitigating factors. First, the affected devices are all Electronic Access Control and Monitoring Systems (EACMS), which are located at data center and do not 
directly control the BPS. Second, although was not automatically receiving logs, the impacted devices were still . Therefore, in the event of a security 
incident, the entity could have . ReliabilityFirst also notes that during the t ime frame of this issue, the entity did not experience any security incidents. No harm is known 
to have occurred. 

The entity has relevant compliance history. However, ReliabilityFirst determined that the entity' s compliance history should not serve as a basis for applying a pena lty because the prior noncompliances 
arose from different causes. 
To mitigate this noncompliance, the entity: 

1) rebooted the-to e liminate the error per recommendation; 
2) replaced the corrupt fi le; 
3) corrected 
4) job aid when installing- on devices reporting to the 

5) upgraded 
6) upgraded 
7) updated Job Aid: within the and communicated the update to 
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ReliabilityFirst Corporation (Reliabilit yFirst) 

NERC Violation ID 

RFC2017018844 

Reliability 
Standard 

CIP-007-6 

Req. 

R4 

FFT 

Entity Name NCRID Noncompliance Start Date 

- 6/ 1/ 2017 

8) ran Software Inv 

report show ing 
9) configu red a subscri 
10) updated the existing 
11) communicated and implemented new procedures resulting from the 

Noncompliance End Date Method of Discovery 

1/ 24/ 2018 Self-Report 

CIP 

Fut ure Expected 
Mitigat ion Completion 
Date 

Completed 

before the upgrade, and after the upgrade to confirm upgrade is complete. 

for devices reporting t o. 
d in corrective M ilestone 9; 

12) updated process document documenting the specific events to be collected in addit ion to those events required by the standard. 

ReliabilityFirst has verified the completion of all mit igation activit y. 
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ReliabilityFirst Corporation (ReliabilityFirst) 

NERC Violation ID 

RFC2017018845 

Reliability 
Standard 

CI P-007-6 

Req. 

R4 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a "noncompliance," regardless of 
its procedural posture and whether it was a 
possible, or confirmed noncompliance.) 

Risk Assessment 

Mitigation 

FFT 

Entity Name NCRID Noncompliance Start Date 

- 6/ 1/ 2017 

Noncompliance End Date Method of Discovery 

1/ 24/ 2018 Self-Report 

CIP 

Future Expected 
Mitigation Completion 
Date 

Completed 

On December 7, 2017, the entity submitted a Self-Report stating that, as a , it was in noncompliance with CI P-007-6 R4. As part of compliance review activities, 
on August 31, 2017, the entity discovered that- in the were not reporting fai led/ successful login events to the 

. These devices are separated into 3 groups according to the specific issues involved . 

located at one entity data center and include 
up of devices stopped sending security events to the 

the to clear the hung process, which restored . However, the reboot 
was corrected when the entity- on January 24, 2018. (In the interim t ime period, the entity ensured that 

The second group consists of 
capture of events. This corrupted fi le was deleted and replaced on September 7, 2017, which corrected the issue with the 
resu lted in a high number of expected security events (including both successful and fa iled object access). Due to the high number of events, t 
issue with the-was corrected when the entity- on January 24, 2018. (In the interim time period, the entity ensured that 

.) 

ber 6, 2017, the entity rebooted 
. The issue with the-

, beginning on June 1, 2017, a corrupted fi le prevented the 
were configured for object access logging, which 

The 
. ) 

The third group consists of- located in 3 entity data centers. For this group of devices, beginning on June 1, 2017, events were not captured due to a configuration error. 
, which was not init ia lly considered at installation and was not explicitly detailed in the associated job aids. The entity corrected the issue on September 7, 2017, by 

The root causes of this noncompliance generally related to equipment difficu lty such as a hung process, corrupted fi les, and case syntaxes. These root causes involve the management practice of asset 
and configuration management, which includes defining asset and configuration item attributes. 

This noncompliance started on June 1, 2017, the first date on which a device was not forwarding events properly and ended on January 24, 2018, when the entity made corrections to address the issues 
with the first and second group of devices. 
This noncompliance posed a moderate risk and did not pose a serious or substantia l risk to the reliability of the bulk power system based on the following factors. The potential risk associated with the 
fa ilure of automated logging of successfu l/unsuccessful login attempts is that it would impede the entity' s ability to identify and respond to a cyber attack in real-time and to conduct after-the-fact 
investigations of those types of situations. This risk is not minimal in this case due to the rea l-time nature of the issue as we ll as the duration (i.e., approximately 7 months). However, this risk is not 
serious and substantial based on the fo llowing mitigating factors. First, the affected devices are all Electronic Access Control and Monitoring Systems (EACMS), which are located at data center and do not 
directly control the BPS. Second, although was not automatically the impacted devices were still . Therefore, in the event of a security 
incident, the entity could have reviewed the local logs manually. ReliabilityFirst also notes that during the t ime frame of this issue, the entity did not experience any security incidents. No harm is known 
to have occurred. 

The entity has relevant compliance history. However, ReliabilityFirst determined that the entity' s compliance history should not serve as a basis for applying a pena lty because the prior noncompliances 
arose from different causes. 
To mitigate this noncompliance, the entity: 

1) rebooted the-to e liminate the error per recommendation; 
2) replaced the corrupt fi le; 
3) corrected 
4) job aid when installing- on devices reporting to the 

5) upgraded 
6) upgraded 
7) updated Job Aid: within the and communicated the update to 
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ReliabilityFirst Corporation (ReliabilityFirst) 

NERC Violation ID 

RFC2017018845 

Reliability 
Standard 

CIP-007-6 

Req. 

R4 

FFT 

Entity Name NCRID Noncompliance Start Date Noncompliance End Date Method of Discovery 

- 6/ 1/ 2017 1/ 24/ 2018 Self-Report 

8) ran Software Inv before the upgrade, and after the upgrade to confirm upgrade is complete. Ran 
report show ing 

CIP 

Future Expected 
Mitigation Completion 
Date 

Completed 

9) configured a subscri devices reporting to. 
10) updated the existin report mentioned in corrective M ilestone 9; 
11) communicated and implemented new procedures resulting from the Job Aid with the CIP operations team; and 
12) updated process document documenting the specific events to be collected in addition to those events required by the standard. 

ReliabilityFirst has verified the completion of all mit igation activit y. 
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ReliabilityFirst Corporation (ReliabilityFirst) 

NERC Violation ID 

RFC2017018846 

Reliability 
Standard 

CI P-007-6 

Req. 

R4 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a "noncompliance," regardless of 
its procedural posture and whether it was a 
possible, or confirmed noncompliance.) 

Risk Assessment 

Mitigation 

FFT 

Entity Name NCRID Noncompliance Start Date 

- 6/ 1/ 2017 

Noncompliance End Date Method of Discovery 

1/ 24/ 2018 Self-Report 

CIP 

Future Expected 
Mitigation Completion 
Date 

Completed 

, it was in noncompliance with CIP-007-6 R4. As part of compliance review 
activities, on August 31, 2017, the entity discovered that- in the were not reporting fai led/ successful login events to the 

. These devices are separated into 3 groups according to the specific issues involved. 

located at one entity data center and include 
up of devices stopped sending security events to the 

the to clear the hung process, which restored . However, the reboot 
was corrected when the entity- on January 24, 2018. (In the interim time period, the entity ensured that 

The second group consists of 
capture of events. This corrupted fi le was deleted and replaced on September 7, 2017, which corrected the issue with the 
resu lted in a high number of expected security events (including both successful and fa iled object access). Due to the high number of events, t 
issue with the-was corrected when the entity- on January 24, 2018. (In the interim time period, the entity ensured that 

ber 6, 2017, the entity rebooted 
. The issue with the-

, beginning on June 1, 2017, a corrupted fi le prevented the 
were configured for object access logging, which 

The 

The third group consists of- located in 3 entity data centers. For this group of devices, beginning on June 1, 2017, events were not captured due to a configuration error. 
which was not init ia lly considered at installation and was not explicit ly detailed in the associated job aids. The entity corrected the issue on September 7, 2017, by 

The root causes of this noncompliance generally re lated to equipment difficu lty such as a hung process, corrupted fi les, and case syntaxes. These root causes involve the management practice of asset 
and configuration management, which includes defining asset and configuration item attributes. 

This noncompliance started on June 1, 2017, the first date on which a device was not forwarding events properly and ended on January 24, 2018, when the entity made corrections to address the issues 
with the first and second group of devices. 
This noncompliance posed a moderate risk and did not pose a serious or substantia l risk to the reliability of the bulk power system based on the following factors. The potential risk associated with the 
fa ilure of automated logging of successfu l/unsuccessful login attempts is that it would impede the entity's ability to identify and respond to a cyber attack in real-time and to conduct after-the-fact 
investigations of those types of situations. This risk is not minimal in this case due to the real-time nature of the issue as we ll as the duration (i.e., approximately 7 months). However, this risk is not 
serious and substantial based on the fo llowing mitigating factors. First, the affected devices are al l Electronic Access Control and Monitoring Systems (EACMS), which are located at data center and do not 
directly control the BPS. Second, although was not automatically receiving logs, the impacted devices were still . Therefore, in the event of a security 
incident, the entity could have . ReliabilityFirst also notes that during the t ime frame of this issue, the entity did not experience any security incidents. No harm is known 
to have occurred. 

The entity has relevant compliance history. However, ReliabilityFirst determined that the entity's compliance history should not serve as a basis for applying a pena lty because the majority of the prior 
noncompliances arose from different causes. 
To mitigate this noncompliance, the entity: 

1) rebooted the-to e liminate the error per recommendation; 
2) replaced the corrupt fi le; 
3) corrected 
4) job aid when installing- on devices reporting to the 

5) upgraded 
6) upgraded 
7) updated Job Aid: within the and communicated the update to 
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ReliabilityFirst Corporation (ReliabilityFirst) 

NERC Violation ID 

RFC2017018846 

Reliability 
Standard 

CIP-007-6 

Req. 

R4 

FFT 

Entity Name NCRID Noncompliance Start Date 

- 6/ 1/ 2017 

8) ran Software Inv 

report show ing 
9) configured a subscri 
10) updated the existing 
11) communicated and implemented new procedures resulting from the 

Noncompliance End Date Method of Discovery 

1/ 24/ 2018 Self-Report 

CIP 

Future Expected 
Mitigation Completion 
Date 

Completed 

before the upgrade, and after the upgrade to confirm upgrade is complete. 

devices reporting to. 
d in corrective M ilestone 9; 

12) updated process document documenting the specific events to be collected in addition to those events required by the standard. 

ReliabilityFirst has verified the completion of all mit igation activit y. 

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 09/26/2019 45



SERC Reliability Corporation (SERC) 

NERC Violation ID 

SERC2017017593 

Reliability 
Standard 

CIP-007-3a 

Req. 

R5.2 

Descript ion of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a "noncompliance," regardless of 
its procedural posture and whether it was a 
possible, or confirmed violation .) 

Risk Assessment 

Mitigation 

FFT 

Ent ity Name NCRID Noncompliance Start Date 

---------- 05/05/2015 --
Noncompliance End Date Method of Discovery 

04/25/2017 Self-Report 

CIP 

Future Expected 
Mitigation Completion 
Date 
Completed 06/29/2017 

On May 18, 2017, the Entity submitted a Self-Report stating that, as a-- an~ it was in noncompliance with CIP-007-3a R5.2. The Entity did not implement a policy to manage the scope and 
acceptable use of shared account privileges for 16 Physical Access Control System (PACS) accounts. Specifically, on December 8, 2016, during preparation of an upgrade to its (PACS), the Entity conducted 
a review of all default accounts and discovered that on May 5, 2015, it erroneously configured 16 shared system accounts to allow interactive user access on 16 PACS accounts on three PACS servers and six 
PACS workstations. The Entity thought these accounts were generic system (service) accounts without the capability of interactive user access. The Entity identified 13 users that were capable of accessing 
any of the PACS Cyber Assets, including the PACS production server, through any one of the 16 PACS accounts. 

The noncompliance started on May 5, 2015, when the Entity erroneously enabled user access to shared accounts, and ended on April 25, 2017, when the Entity disabled user access to shared accounts. 

The root cause of this violation was a procedural deficiency, specifically, the implementation of specific steps to identify interactive user access capabilities when implementing new system (service) accounts. 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. By provisioning 16 shared system accounts to allow interactive user 
access, any one of the 13 individuals could have used such accounts by by-passing the two-factor authentication security control to access the PACS servers and/or workstations and powered down the 
servers and workstations and shut-down the PACS system. Additionally, these individuals could have modified the server settings and monitoring capabilities. However, these individuals did not have the 
ability to access the PACS application - ' which eliminated the potential for the individuals to create, modify, or delete Physical Security Perimeter (PSP) physical access controls. Had a loss of 
communications occurred between the PACS application server and PSP controller panels, the panels would have maintained a localized dataset of authorized personnel credentials and continued to control 
PSP access points. Additionally, a loss of communications would have generated communication failu re alarms, which would have initiated recovery response processes in accordance with CIP-009. As a 
result, unauthorized access of a PACS server or monitoring workstation would likely have had minimal actual impact to the BES Cyber Assets, Electronic Access Control or Monitoring Systems, or Protected 
Cyber Assets contained within PSPs. In addition, the affected PACS Cyber Assets employed redundancy and had alarms that would have triggered in the event of any loss of monitoring. The 13 personnel 
provisioned with interactive user access were unaware of its existence and were employees in IT security. Eleven of the personnel completed all prerequisites for CIP access in other areas and systems. 
Moreover, the entity had electronic monitoring and alarming of PACS in place. No harm is known to have occurred. 

SERC considered the Entity's compliance history and determined that there are no prior relevant instances of noncompliance. 

To mitigate this noncompliance, the Entity: 

1) removed all interactive user access capability for the affected PACS service accounts; 
2) revised its procedures to include process steps to identify and remove interactive user access capability when implementing new service accounts; and 
3) trained applicable personnel on updates to its procedures. 
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WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) FFT CIP 

NERC Violation ID 

WECC2018019138 

Reliability 
Standard 

CIP-004-6 

Req. 

R4 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a "noncompliance," regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 

Risk Assessment 

Mitigation 

Entity Name NCRID Noncompliance Start Date Noncompliance End Date Method of Discovery 

10/1/2016 5/11/2018 Compliance Audit 

During a Compliance Audit conducted WECC auditors determined the entity, as a 

and - had a potential noncompliance with CIP-004-6 R4 Part 4.2 as it related to the entity's verification processes for its hard-key authorization. 

Future Expected 
Mitigation Completion 
Date 
Completed 

Specifically, the audit team determined that, although the entity had a process for how it authorized hard-keys used for accessing its Medium Impact BES Cyber System (MIBCS) Physical Security Perimeter 

(PSP) in its documented program, it was not verifying at least once each calendar quarter that individuals with active hard-keys for unescorted physical access to said PSP, had an authorization record because 

that was not part of its verification program. 

After reviewing all relevant information, WECC Enforcement agreed with the audit findings. Therefore, the entity failed to verify at least once each calendar quarter that individuals with unescorted physical 

access via the use of a hard-key had authorization records, as required by CIP-004-6 R4 Part 4.2. 

The root cause of this issue was a less than adequate procedure. Specifically, the entity did not include in its work flows reminders, a verification of authorization records to include individuals who had 

been issued unescorted physical access via hard-keys. 

The noncompliance began on October 1, 2016, when the Standard and Requirement became mandatory and enforceable to the entity, and ended on May 11, 2018, when the entity verified individuals 
with hard-keys had authorization records, for a total of 588 days of noncompliance. 
WECC determined this noncompliance posed a minimal risk and did not pose a serious and substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to verify at least 

once each calendar quarter that individuals with unescorted physical access via use of a hard-key had authorization records, as required by CIP-004-6 R4 Part 4.2. 

However, as compensation, the number of individuals issued hard-keys was limited to four and those individuals also had authorized electronic access to the MIBCS and authorized unescorted physical 
access to the PSP. No harm is known to have occurred. 

The entity has no relevant previous violations of this or similar Standards and Requirements. 
To mitigate this noncompliance, the entity: 

1) verified individuals with hard-keys had authorization records; 

2) re-keyed all PSP access points and PACS panels to ensure control of physical hard-keys access; 

3) created and implemented a new , which is incorporated into the overall , to document a clear process to incorporate controls around the 

authorization, review, and revocation of hard-keys; 

4) limited the number of staff that have access to physical hard-keys to authorized individuals, as defined the 

5) updated its onboarding roles matrix to implement PSP physical hard-key access controls to comply with its 

6) conducted an internal review and revisions to its that focuses on functional activities and instructions performed to comply with CIP-004; 

7) reviewed and updated its quarterly validation report to account for PSP physical hard-key access roles and assignments; and 

8) updated appropriate users within its updated with PSP physical hard-key access. 

WECC has verified the completion of all mitigation activity. 
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WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) FFT CIP 

NERC Violation ID 

WECC2018019143 

Reliabil ity 
Standard 

CIP-006-6 

Req. 

Rl 

Descript ion of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a "noncompliance," regardless of 
its procedural posture a nd whether it was a 
possible or confirmed violation.) 

Entity Name NCRID Noncompliance Start Date Noncompliance End Date 

- 7/1/2016 6/27/2018 

During a Compliance Audit conducted WECC auditors determined the entity, as a 

Specifically, WECC found several issues with the entity's Physical Security Plan: 

Method of Discovery 

Compliance Audit 

Future Expected 
Mitigation Completion 
Date 

Completed 

had a potential noncompliance with CIP-006-6 Rl. 

a. the entity distributed and utilized hard-keys to access two Physical Security Perimeters (PSPs) containing MIBCS. Seven keys were distributed to individuals; one key was located in a-

and the remaining spare keys were secured in the The Physical Security Plan lacked acceptable use instructions for the 

hard-keys and only contained a "for emergency use only" statement. No hard-key management, inventory, o r log records were available. The entity's Physical Security Plan stated that physical 

access into each PSP access point was controlled by an ID Badge Physical Access Control System (PACS) and did not address the secondary hard-key access which was available, and at times used 

by the personnel with hard-keys (Part 1.2); 

b. the entity's Physical Security Plan states that all PSP access points at the . were electronically monitored 24 hours a day, seven days a week. However, it was observed that several egress 

access points were constructed to only be monitored by a local crash bar sounder, and upon testing, one door failed to indicate an alarm condition when it was opened, and no alarm was 

displayed by the PACS. An additional egress door produced a local alarm in the crash bar but again, was not displayed to the dispatch operators. At the an egress 

door was unmarked; had no local sounder; and was unmonitored by the PACS or the. dispatch operator (Part 1.4); 

c. a review of evidence alarm logs showed that no recorded alarm events were ever acknowledged within 15 minutes of sounding. Operators have PACS viewing screens for PACS alarms events, 

however, alarm events were not monitored or assessed within 15 minutes and the only activity the. operators were doing was contacting facilities personnel to investigate alarms which was 

not occurring within 15 minutes of the alarm (Part 1.5); 

d. the tamper alarm on the panel controlling access to the. PSP was generating alarms; however, the alarms were not being monitored (Part 1.6); 

e. because the generated alarms on the access control panel to the . PSP was not being monitored, unauthorized access was not being detected and no response was being performed within 

15 minutes of when the entity should have detected the unauthorized access. Additionally, the entity's Physical Security Plan did not mention the 15-minute time requirement when monitoring 

for unauthorized access (Part 1. 7); 

f. the entity was not able to provide information to identify individuals and date and time of entry into PSPs for individuals who utilized hard-keys. The PACS was only able to record a "door forced" 

alarm event when a hard-key was used. This was indistinguishable from any other cause for a forced door event and none of the log requirements were recorded in the PACS. Additionally, the 

entity was not monitoring alarm events in real time and did not provide any comments as a manual addendum, no details existed for logging access, authorized or not, with any method that did 

not involve an authorized ID badge (Part 1.8); and 

g. the entity did not capture, electronically via the PACS or manually, any physical access log information when hard-keys were used. As such, no log files existed for at least 90 calendar days, or 

at all in some cases, to record entry of individuals with authorized unescorted physical access into each PSP when utilizing a hard-keys (Part 1.9). 

After reviewing all relevant information, WECC Enforcement agreed with the audit findings. Therefore, the entity failed to adequately document and implement one or more physical security plan(s) that 

collectively included the applicable requirement parts of CIP-006-6 Rl, that is, Parts 1.2, 1.4, 1.5, 1.6, 1.7, 1.8, and 1.9. Part 1.1 and Part 1.3 are not in scope of these violations. 

The root cause of the noncompliance was less than adequate documentation. Specifically, the entity's Physical Security Plan was ineffective in ensuring compliance with the Standards and Requirements in 

that it was written in direct conflict with what was actually being performed by the personnel responsible for implementation of the Physical Security Plan. 

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 09/26/2019 48



WESTERN ELECTRICITY COORDINATING COUNCIL (WECC)    FFT  CIP 
 

       

 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery  Future Expected Mitigation  

Completion Date 

WECC2018019143  CIP‐006‐6  R1    7/1/2016  6/27/2018  Compliance Audit  Completed  

Risk Assessment                                                              
 

WECC determined this noncompliance posed a moderate risk and did not pose a serious and substantial risk to the reliability of the BPS.  Specifically, the entity failed to adequately document and implement 
one or more physical security plan(s) that collectively included the applicable requirement parts of CIP‐006‐6 R1, that is, Parts 1.2, 1.4, 1.5, 1.6, 1.7, 1.8, and 1.9.  Part 1.1 and Part 1.3 are not in scope of this 
noncompliance.  

However, the entity implemented good compensating controls in the form of System Security Management.  Specifically, for the MIBCS, the entity locked down unneeded physical and logical ports; 
implemented malicious code prevention and detection; monitored security events; and ensured passwords were enforced and met length and complexity requirements. Though these controls would not 
prevent the noncompliance from occurring, they would reduce the likelihood of a malicious actor infiltrating and compromising the entity’s Energy Management System (EMS). No harm is known to have 
occurred. 
 
The  entity has no relevant previous violations of this or similar Standards and Requirements. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
1) re‐keyed all PSP access points and PACS panels to ensure control of physical hard‐keys access; 
2) created and implemented a new Physical Hard‐keys Procedure, which is incorporated into the overall Physical Security Plan, to document a clear process;  
3) logged entry of each individual with physical hard‐keys access into each PSP, with information to identify the individual and date and time of entry; 
4) retained physical hard‐keys access logs of entry of individuals with authorized unescorted physical access into each PSP for at least ninety calendar days;  
5) incorporated controls around the storage, access, issuance, monitoring, and use of the hard‐keys; 

6) installed additional cameras and sensors to assist in monitoring, and to increase security and situational awareness of all PSP access points and PACS; 
7) improved real time monitoring of PSP access points by transitioning the physical security monitoring role from its Power System Controllers to dedicated Security Guards staffed 24x7; 
8) expanded the role of third party Security Guards to enforce controls, monitor PSP access points, to include applicable cameras, sensors and alarms, and document acknowledgement and responses to 

detected unauthorized access; 
9) decreased the number of PACS to reduce the risks and potential points of failure, and updated PSP diagrams to reflect the changes; 
10) increased the number of staff that support compliance and physical security responsibilities. The two employees (renamed as Safety and Security Specialists) in these positions will be Subject Matter Experts 

(SMEs) for CIP‐006‐6 and will be responsible for, among other things, training, implementation, controls and oversight associated with the Physical Hard‐keys Procedure and processes for acknowledging 
and responding to alarms for detected unauthorized access; 

11) developed and provided training to Security Guards to monitor physical access controls via PACS and security cameras; 
12) developed and implemented a training program for Security Guards on event handling and escalation matrix; 
13) provided physical security control system training to Power System Controllers; 
14) trained CIP‐006‐6 SMEs on the updated Physical Security Procedure; 
15) retained third party physical security consultants to evaluate and provide threat and vulnerability assessment of PSPs; 
16) reconfigured and tested PACS software to confirm door alarms are audible; 
17) confirmed that external facing hinges on access points, including the   emergency door, are hardened; 
18) reduced timeframe of door‐held‐open results in alarm from 75 seconds to 30 seconds; 
19) increased security awareness by posting signage and providing training for all employees; 
20) implemented a periodic process for physical hard‐keys inventory, as defined in the Physical Security Procedure; and  
21) implemented a review process to validate acknowledgment of unauthorized access to PSPs and PACS was performed within 15 minutes and that appropriate compliance evidence exists, as defined in in 

the Physical Security Procedure. 

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2018019146 CIP-006-6 R1 
 

 
 

 7/1/2016 6/27/2018 Compliance Audit Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 
 

During a Compliance Audit conducted  WECC auditors determined the entity, as a    and  had a potential noncompliance with CIP-006-6 R1.  

Specifically, WECC found several issues with the entity’s Physical Security Plan: 

a. the entity distributed and utilized hard-keys to access two Physical Security Perimeters (PSPs) containing MIBCS. Seven keys were distributed to individuals; one key was located in a  
(  dispatch area; and the remaining spare keys were secured in the  The Physical Security Plan lacked acceptable use instructions for the 

hard-keys and only contained a “for emergency use only” statement. No hard-key management, inventory, or log records were available. The entity’s Physical Security Plan stated that physical 
access into each PSP access point was controlled by an ID Badge Physical Access Control System (PACS) and did not address the secondary hard-key access which was available, and at times used 
by the personnel with hard-keys (Part 1.2); 
 

b. the entity’s Physical Security Plan states that all PSP access points at the  were electronically monitored 24 hours a day, seven days a week. However, it was observed that several egress 
access points were constructed to only be monitored by a local crash bar sounder, and upon testing, one door failed to indicate an alarm condition when it was opened, and no alarm was 
displayed by the PACS.  An additional egress door produced a local alarm in the crash bar but again, was not displayed to the dispatch operators. At the  an egress 
door was unmarked; had no local sounder; and was unmonitored by the PACS or the  dispatch operator (Part 1.4); 
 

c. a review of evidence alarm logs showed that no recorded alarm events were ever acknowledged within 15 minutes of sounding. Operators have PACS viewing screens for PACS alarms events, 
however, alarm events were not monitored or assessed within 15 minutes and the only activity the  operators were doing was contacting facilities personnel to investigate alarms which was 
not occurring within 15 minutes of the alarm (Part 1.5); 
 

d. the tamper alarm on the panel controlling access to the  PSP was generating alarms; however, the alarms were not being monitored (Part 1.6); 
 

e. because the generated alarms on the access control panel to the  PSP was not being monitored, unauthorized access was not being detected and no response was being performed within 
15 minutes of when the entity should have detected the unauthorized access. Additionally, the entity’s Physical Security Plan did not mention the 15-minute time requirement when monitoring 
for unauthorized access (Part 1.7); 
 

f. the entity was not able to provide information to identify individuals and date and time of entry into PSPs for individuals who utilized hard-keys.  The PACS was only able to record a “door forced” 
alarm event when a hard-key was used. This was indistinguishable from any other cause for a forced door event and none of the log requirements were recorded in the PACS.  Additionally, the 
entity was not monitoring alarm events in real time and did not provide any comments as a manual addendum, no details existed for logging access, authorized or not, with any method that did 
not involve an authorized ID badge (Part 1.8); and 
 

g. the entity did not capture, electronically via the PACS or manually, any physical access log information when hard-keys were used.  As such, no log files existed for at least 90 calendar days, or 
at all in some cases, to record entry of individuals with authorized unescorted physical access into each PSP when utilizing a hard-keys (Part 1.9). 

 

After reviewing all relevant information, WECC Enforcement agreed with the audit findings.  Therefore, the entity failed to adequately document and implement one or more physical security plan(s) that 
collectively included the applicable requirement parts of CIP-006-6 R1, that is, Parts 1.2, 1.4, 1.5, 1.6, 1.7, 1.8, and 1.9.  Part 1.1 and Part 1.3 are not in scope of these violations. 

The root cause of the noncompliance was less than adequate documentation. Specifically, the entity’s Physical Security Plan was ineffective in ensuring compliance with the Standards and Requirements in 
that it was written in direct conflict with what was actually being performed by the personnel responsible for implementation of the Physical Security Plan. 

The noncompliance began on July 1, 2016, when the Standard and Requirement became mandatory and enforceable to the entity, and ended on June 27, 2018, when the entity completed mitigating 
activities, for a total of 727 days of noncompliance. 
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WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) FFT CIP 

NERC Violation ID 

WECC2018019146 

Risk Assessment 

Mitigat ion 

Reliability 
Standard 

CIP-006-6 

Req. 

Rl 

Ent ity Name NCRID Noncompliance Start Date 

- 7/1/2016 

Noncompliance End Date Method of Discovery 

6/27/2018 Compliance Audit 

Future Expected 
M itigation Completion 
Date 

Completed 

WECC determined this noncompliance posed a moderate risk and did not pose a serious and substantial risk t o the reliability of the BPS. Specifically, the entity failed to adequately document and implement 

one or more physical security plan(s) that collectively included the applicable requirement parts of CIP-006-6 Rl , that is, Parts 1.2, 1.4, 1.5, 1.6, 1.7, 1.8, and 1.9. Part 1.1 and Part 1.3 are not in scope of this 

noncompliance. 

However, the entity implemented good compensating controls in the form of System Security Management. Specifically, for the MIBCS, the entity locked down unneeded physical and logical ports; 
implemented malicious code prevention and detection; monitored security events; and ensured passwords were enforced and met length and complexity requirements. Though these controls would not 
prevent the noncompliance from occurring, they would reduce the likelihood of a malicious actor infiltrating and compromising the entity's Energy Management System (EMS). No harm is known to have 
occurred. 

The entity has no relevant previous violations of this or similar Standards and Requirements. 

To mitigate this noncompliance, the entity: 

1) re-keyed all PSP access points and PACS panels to ensure control of physical hard-keys access; 

2) created and implemented a new Physical Hard-keys Procedure, which is incorporated into the overall Physical Security Plan, to document a clear process; 

3) logged entry of each individual with physical hard-keys access into each PSP, with information to identify the individual and date and time of entry; 

4) retained physical hard-keys access logs of entry of individuals with authorized unescorted physical access into each PSP for at least ninety calendar days; 

5) incorporated controls around the storage, access, issuance, monitoring, and use of the hard-keys; 

6) installed additional cameras and sensors to assist in monitoring, and to increase security and situational awareness of all PSP access points and PACS; 

7) improved real time monitoring of PSP access points by transitioning the physical security monitoring role from its Power System Controllers to dedicated Security Guards staffed 24x7; 

8) expanded the role of third party Security Guards to enforce controls, monitor PSP access points, to include applicable cameras, sensors and alarms, and document acknowledgement and responses to 

detected unauthorized access; 

9) decreased the number of PACS to reduce the risks and potential points of failure, and updated PSP diagrams to reflect the changes; 

10) increased the number of staff that support compliance and physical security responsibilities. The two employees (renamed as Safety and Security Specialists) in these positions will be Subject Matter 

Experts (SMEs) for CIP-006-6 and will be responsible for, among other things, t raining, implementation, controls and oversight associated with the Physical Hard-keys Procedure and processes for 

acknowledging and responding to alarms for detected unauthorized access; 

11) developed and provided training to Security Guards to monitor physical access controls via PACS and security cameras; 

12) developed and implemented a training program for Security Guards on event handling and escalation matrix; 

13) provided physical security control system t raining to Power System Controllers; 

14) trained CIP-006-6 SM Es on the updated Physical Security Procedure; 

15) retained third party physical security consultants to evaluate and provide threat and vulnerability assessment of PSPs; 

16) reconfigured and tested PACS software to confirm door alarms are audible; 

17) confirmed that external facing hinges on access points, including the emergency door, are hardened; 

18) reduced timeframe of door-held-open results in alarm from 75 seconds to 30 seconds; 

19) increased security awareness by posting signage and providing training for all employees; 

20) implemented a periodic process for physical hard-keys inventory, as defined in the Physical Security Procedure; and 

21) implemented a review process to validate acknowledgment of unauthorized access to PSPs and PACS was performed within 15 minutes and that appropriate compliance evidence exists, as defined in 

in the Physical Security Procedure. 

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2018019149 CIP-006-6 R1 
 

 
 

 7/1/2016 6/27/2018 Compliance Audit Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 
 

During a Compliance Audit conducted  WECC auditors determined the entity, as a    and  had a potential noncompliance with CIP-006-6 R1.  

Specifically, WECC found several issues with the entity’s Physical Security Plan: 

a. the entity distributed and utilized hard-keys to access two Physical Security Perimeters (PSPs) containing MIBCS. Seven keys were distributed to individuals; one key was located in a  
 dispatch area; and the remaining spare keys were secured in the  The Physical Security Plan lacked acceptable use instructions for the 

hard-keys and only contained a “for emergency use only” statement. No hard-key management, inventory, or log records were available. The entity’s Physical Security Plan stated that physical 
access into each PSP access point was controlled by an ID Badge Physical Access Control System (PACS) and did not address the secondary hard-key access which was available, and at times used 
by the personnel with hard-keys (Part 1.2); 
 

b. the entity’s Physical Security Plan states that all PSP access points at the  were electronically monitored 24 hours a day, seven days a week. However, it was observed that several egress 
access points were constructed to only be monitored by a local crash bar sounder, and upon testing, one door failed to indicate an alarm condition when it was opened, and no alarm was 
displayed by the PACS.  An additional egress door produced a local alarm in the crash bar but again, was not displayed to the dispatch operators. At the  an egress 
door was unmarked; had no local sounder; and was unmonitored by the PACS or the  dispatch operator (Part 1.4); 
 

c. a review of evidence alarm logs showed that no recorded alarm events were ever acknowledged within 15 minutes of sounding. Operators have PACS viewing screens for PACS alarms events, 
however, alarm events were not monitored or assessed within 15 minutes and the only activity the  operators were doing was contacting facilities personnel to investigate alarms which was 
not occurring within 15 minutes of the alarm (Part 1.5); 
 

d. the tamper alarm on the panel controlling access to the  PSP was generating alarms; however, the alarms were not being monitored (Part 1.6); 
 

e. because the generated alarms on the access control panel to the  PSP was not being monitored, unauthorized access was not being detected and no response was being performed within 
15 minutes of when the entity should have detected the unauthorized access. Additionally, the entity’s Physical Security Plan did not mention the 15-minute time requirement when monitoring 
for unauthorized access (Part 1.7); 
 

f. the entity was not able to provide information to identify individuals and date and time of entry into PSPs for individuals who utilized hard-keys.  The PACS was only able to record a “door forced” 
alarm event when a hard-key was used. This was indistinguishable from any other cause for a forced door event and none of the log requirements were recorded in the PACS.  Additionally, the 
entity was not monitoring alarm events in real time and did not provide any comments as a manual addendum, no details existed for logging access, authorized or not, with any method that did 
not involve an authorized ID badge (Part 1.8); and 
 

g. the entity did not capture, electronically via the PACS or manually, any physical access log information when hard-keys were used.  As such, no log files existed for at least 90 calendar days, or 
at all in some cases, to record entry of individuals with authorized unescorted physical access into each PSP when utilizing a hard-keys (Part 1.9). 

 

After reviewing all relevant information, WECC Enforcement agreed with the audit findings.  Therefore, the entity failed to adequately document and implement one or more physical security plan(s) that 
collectively included the applicable requirement parts of CIP-006-6 R1, that is, Parts 1.2, 1.4, 1.5, 1.6, 1.7, 1.8, and 1.9.  Part 1.1 and Part 1.3 are not in scope of these violations. 

The root cause of the noncompliance was less than adequate documentation. Specifically, the entity’s Physical Security Plan was ineffective in ensuring compliance with the Standards and Requirements in 
that it was written in direct conflict with what was actually being performed by the personnel responsible for implementation of the Physical Security Plan. 

The noncompliance began on July 1, 2016, when the Standard and Requirement became mandatory and enforceable to the entity, and ended on June 27, 2018, when the entity completed mitigating 
activities, for a total of 727 days of noncompliance. 
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WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) FFT CIP 

NERC Violation ID 

WECC2018019149 

Risk Assessment 

Mitigat ion 

Reliability 
Standard 

CIP-006-6 

Req. 

Rl 

Ent ity Name NCRID Noncompliance Start Date 

- 7/1/2016 

Noncompliance End Date Method of Discovery 

6/27/2018 Compliance Audit 

Future Expected 
M itigation Completion 
Date 

Completed 

WECC determined this noncompliance posed a moderate risk and did not pose a serious and substantial risk t o the reliability of the BPS. Specifically, the entity failed to adequately document and implement 

one or more physical security plan(s) that collectively included the applicable requirement parts of CIP-006-6 Rl , that is, Parts 1.2, 1.4, 1.5, 1.6, 1.7, 1.8, and 1.9. Part 1.1 and Part 1.3 are not in scope of this 

noncompliance. 

However, the entity implemented good compensating controls in the form of System Security Management. Specifically, for the MIBCS, the entity locked down unneeded physical and logical ports; 
implemented malicious code prevention and detection; monitored security events; and ensured passwords were enforced and met length and complexity requirements. Though these controls would not 
prevent the noncompliance from occurring, they would reduce the likelihood of a malicious actor infiltrating and compromising the entity's Energy Management System (EMS). No harm is known to have 
occurred. 

The entity has no relevant previous violations of this or similar Standards and Requirements. 

To mitigate this noncompliance, the entity: 

1) re-keyed all PSP access points and PACS panels to ensure control of physical hard-keys access; 

2) created and implemented a new Physical Hard-keys Procedure, which is incorporated into the overall Physical Security Plan, to document a clear process; 

3) logged entry of each individual with physical hard-keys access into each PSP, with information to identify the individual and date and time of entry; 

4) retained physical hard-keys access logs of entry of individuals with authorized unescorted physical access into each PSP for at least ninety calendar days; 

5) incorporated controls around the storage, access, issuance, monitoring, and use of the hard-keys; 

6) installed additional cameras and sensors to assist in monitoring, and to increase security and situational awareness of all PSP access points and PACS; 

7) improved real time monitoring of PSP access points by transitioning the physical security monitoring role from its Power System Controllers to dedicated Security Guards staffed 24x7; 

8) expanded the role of third party Security Guards to enforce controls, monitor PSP access points, to include applicable cameras, sensors and alarms, and document acknowledgement and responses to 

detected unauthorized access; 

9) decreased the number of PACS to reduce the risks and potential points of failure, and updated PSP diagrams to reflect the changes; 

10) increased the number of staff that support compliance and physical security responsibilities. The two employees (renamed as Safety and Security Specialists) in these positions will be Subject Matter 

Experts (SMEs) for CIP-006-6 and will be responsible for, among other things, t raining, implementation, controls and oversight associated with the Physical Hard-keys Procedure and processes for 

acknowledging and responding to alarms for detected unauthorized access; 

11) developed and provided training to Security Guards to monitor physical access controls via PACS and security cameras; 

12) developed and implemented a training program for Security Guards on event handling and escalation matrix; 

13) provided physical security control system t raining to Power System Controllers; 

14) trained CIP-006-6 SM Es on the updated Physical Security Procedure; 

15) retained third party physical security consultants to evaluate and provide threat and vulnerability assessment of PSPs; 

16) reconfigured and tested PACS software to confirm door alarms are audible; 

17) confirmed that external facing hinges on access points, including the emergency door, are hardened; 

18) reduced timeframe of door-held-open results in alarm from 75 seconds to 30 seconds; 

19) increased security awareness by posting signage and providing training for all employees; 

20) implemented a periodic process for physical hard-keys inventory, as defined in the Physical Security Procedure; and 

21) implemented a review process to validate acknowledgment of unauthorized access to PSPs and PACS was performed within 15 minutes and that appropriate compliance evidence exists, as defined in 

in the Physical Security Procedure. 

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2018019151 CIP-007-6 R2 
 

 
 

 7/1/2016 6/20/2018 Compliance Audit Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed violation.) 
 

During a Compliance Audit conducted  WECC auditors determined the entity, as    and TOP, had a potential noncompliance with CIP-007-6 R2 Part 
2.3.    

Specifically, the audit team identified three BES Cyber Assets (BCAs) in the MIBCS at the entity’s  for which there were four security patches for software identified as 
applicable but not applied, nor was there a dated mitigation plan created, or an existing mitigation plan revised, within 35 calendar days of the evaluation completion. 

After reviewing all relevant information, WECC Enforcement agreed with the audit finding.  Therefore, the entity failed for applicable patches identified in Part 2.2, within 35 calendar days of the evaluation 
completion, to take one of the following actions: apply the applicable patches; create a dated mitigation plan; or revise an existing mitigation plan, as required by CIP-007-6 R1 Part 2.3.  Additionally, WECC 
determined that the entity failed to include the identification of a source that the entity tracks for the release of cyber security patches, as required by CIP-007-6 R2 Part 2.1, and failed to at least once every 
35 calendar days, evaluate security patches for applicability that have been released since the last evaluation from the source or sources identified in Part 2.1, as required by CIP-007-6 R2 Part 2.2.  Regarding 
Part 2.1, the entity initially did not include a patching source for software on three Cyber Assets because it did not know the software had security updates; however, the software should have been tracked 
for the release of cyber security patches. The Cyber Assets in scope included 14 BCAs in the MIBCS at the , and one EACMS associated with the MIBCS  

 There was a total of 111 patches subject to this violation. 

The root cause of the noncompliance was less than adequate documentation.  Specifically, the entity’s Security Patch Management Program was not sufficient to meet compliance with the Standards. 
Additionally, the processes and procedures to support the Security Patch Management Program to ensure compliance were not well defined. 

The noncompliance began on July 1, 2016, when the Standard and Requirement became mandatory and enforceable to the entity, and ended on June 20, 2018, when the entity completed mitigating 
activities, for a total of 720 days of noncompliance. 

Risk Assessment                                                                 
 

WECC determined this issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the BPS. In this instance, the entity failed to include the identification of a source that the 
entity tracks for the release of cyber security patches, as required by CIP-007-6 R2 Part 2.1; at least once every 35 calendar days, evaluate security patches for applicability that have been released since the 
last evaluation from the source or sources identified in Part 2.1, as required by CIP-007-6 R2 Part 2.2.; and for applicable patches identified in Part 2.2, within 35 calendar days of the evaluation completion, 
take one of the following actions: apply the applicable patches; create a dated mitigation plan; or revise an existing mitigation plan, as required by CIP-007-6 R1 Part 2.3.   

 
However, the entity implemented good compensating controls in the form of System Security Management. Specifically, the entity locked down unneeded physical and logical ports; implemented 
malicious code prevention and detection; monitored security events; and ensured passwords were enforced and met length and complexity requirements.  Though these controls would not prevent the 
noncompliance from occurring, they would reduce the likelihood of a malicious actor infiltrating and compromising the entity’s EMS.  No harm is known to have occurred. 
 
The  entity has no relevant previous violations of this or similar Standards and Requirements. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
1) installed all security patches evaluated as applicable where evidence of installation was not provided at audit; 
2) installed additional security patches evaluated as applicable, discovered as additional scope while mitigating;  
3) reviewed and revised Security Management Procedure to include a more standardized and controlled patching process, to include, but not limited to: 

a) the SME is required to record the evaluation date and the installation date of a security patch on a per asset basis; 

b) cyber security patches will be evaluated for applicability every 35 calendar days and what actions to take when evaluating; 
c) addresses patch source identification and its tracking; and 
d) desk level procedures which walk responsible individuals through how to perform patch installs and how to track and record for compliance obligations; 

4) reviewed and revised evidence collection process(es) to ensure proper compliance documentation is created and retained; and 
5) provided training to all SMEs responsible for patch management to ensure they understand the updated and what is required of them to meet compliance. 
 
WECC has verified the completion of all mitigation activity. 
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WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) FFT CIP 

NERC Violat ion ID 

WECC2017017460 

Reliability 
Standard 
CIP-010-2 

Req. 

Rl: 
Pl.1; 
Pl.2; 
Pl.3 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue is 
described as a "noncompliance," regardless of its 
procedural posture and whether it was a possible 
or confirmed vio la t ion.) 

Entity Name NCRID Noncompliance Start Date 

7/1/2016 

Noncompliance End Date 

2/26/2018 

Method of Discovery 

Self-Report 

Future Expected Mitigat ion 
Completion Date 
Completed 

On , the entity submitted a Self-Report stating, as , it was 
in violation of CIP-010-2 Rl. The conversion to CIP Version 5 resulted in a large increase in the entity's inventory of Cyber Assets. Following the implementation of CIP Version 5, the entity validated its 
Configuration Management Database {CMDB) using a combination of internal reviews, Cyber Vulnerability Assessments {CVA), and Change Control testing and monitoring. During these internal reviews, the 
entity identified instances where the baseline for various Cyber Assets, including software lists, and ports and services, were not correct or were not updated within the allowed timeframe. Due to the size of 
the implementation related to the entity's substation Electronic Security Perimeters, the time it took to physically verify was lengthy. The challenges presented with the identification of ports and services; 
new software requirements on the jump host; and support requirements of cross-functional teams contributed to this violation. 

Additionally, the entity's CMDB application was upgraded and included a redesign of the CMDB tables during the same period as the conversion to CIP Version 5. This application tracked the entity's change 
control processes, including preventative controls such as approvals, testing, validation, and reviews. With the upgrade to the system, all information had to be exported, re-imported, and combined with 
new in-coming Cyber Assets. The volume of data and the manual process for validating the import caused some initial load errors; however, in most cases, the Cyber Assets were correctly configured . The 
entity increased the scope of the violation by. additional Cyber Assets in the High Impact Bulk Electric System (BES) Cyber Syste~CS) and Medium Impact BES Cyber System (MIBCS) which it 
discovered while preparing its Mitigation Plan. l astly, during the entity's .. WECC audit, WECC auditors confirmed an additional - Cyber Assets as being in scope of this violation. The final scope of 
this violation was. yber Assets as described in Table 1: 

Table 1 

Device 
Count Device Type* 

BCAwith ERC 
BCA with ERC 

EA CMS 
EA CMS 

EAP 
PACS 
PCA 
PCA 

BCS Impact 
Rating 
High 

Medium 
High 

Medium 
Medium 

High 
High 

Medium 

Part 1.1 
Part 1.1 

Sub-Part 1.1.4 
1.2 

*BES Cyber Asset with External Routable Connectivity (BCA with ERC), Electronic Access Control or Monitoring System (EACMS), Electronic Access Point (EAP), Physical Access Control System (PACS), and Protected Cyber Asset (PCA) 

After reviewing all relevant information, WECC determined that for the Cyber Assets listed in Table 1, the entity failed to develop baseline configurations that included any logical network accessible ports, as 
required by CIP-010-2 Rl Part 1.1Sub-Part1.1.4.; failed to authorize and document changes that deviate from the existing baseline configuration for, as required by CIP-010-2 Rl Part 1.2; and failed to 
update the baseline configuration for a change that deviated from the existing baseline configuration within 30 calendar days of completing the change, as required by CIP-010-2 Rl Part 1.3. 

The root cause of the noncompliance was an insufficient time fo r workers to complete all required tasks. Specifically, the entity planned its CMDB upgrade during the same t imeframe as its CIP Version 5 
implementation. This did not allow enough time for the entity to organize its upgrade and ensure that compliance was met with the Standards and Requirements of CIP Version 5. 

This noncompliance started on July 1, 2016, when the Standard and Requirement became mandatory and enforceable, and ended on February 26, 2018, when the entity met all the applicable parts of the 
Requirement, for a total of 606 days of noncompliance. 
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WESTERN ELECTRICITY COORDINATING COUNCIL (WECC)    FFT  CIP 
 

       

 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery  Future Expected Mitigation 

Completion Date 
WECC2017017460  CIP‐010‐2  R1: 

P1.1; 
P1.2; 
P1.3 

7/1/2016  2/26/2018  Self‐Report  Completed 

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to develop a baseline configuration, 
including any logical network accessible ports, as required by CIP‐010‐2 R1 Part 1.1 Sub‐Part 1.1.4; failed to authorize and document changes that deviate from the existing baseline configuration for, as 
required by CIP‐010‐2 R1 Part 1.2; and failed to update the baseline configuration for a change that deviated from the existing baseline configuration within 30 calendar days of completing the change, as 
required by CIP‐010‐2 R1 Part 1.3.  
 
The entity implemented weak internal controls.  Specifically, the entity did not have an adequate change review and approval process to ensure compliance with the baseline configuration requirements. 
Additionally, the entity did not make the appropriate changes to the baseline configurations until several months after the issues were first discovered. However, the entity had implemented an internal 
review process that included a combination of internal reviews, assessments reviews, and change control testing and monitoring of Cyber Assets, which is how this violation was discovered. As further 
compensation, the applicable Cyber Assets were within a PSP and were monitored 24 hours a day; individuals with access had the proper authorization and had completed personnel risk assessments; the 

; and remote access required two‐factor authentication. No harm is known to have occurred. 
 
The entity’s relevant prior compliance history with CIP‐010‐2 R1 includes NERC Violation ID  which WECC determined should not serve as a basis for applying a penalty. Regarding NERC 
Violation ID and  these violations had a root causes of less than adequate processes, which was distinct, separate, and not relevant to the root cause 
of this Notice. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) developed baseline configurations that included any logical network accessible ports for the Cyber Assets in scope; 
2) authorized, and documented changes that deviated from the existing baseline configurations for the Cyber Assets in scope; 
3) updated changes to baseline configurations for the Cyber Assets in scope; 
4) conducted a training with the device owners to go over the new device class workflow and the existing device change control workflow to assist with future prevention of the missed requirements; 
5) provided reference material for the change management process to all device owners; 
6) updated its change management templates, to provide more detail for each task required for the change; 
7) updated its process for monitoring change controls so that the Compliance Program Management Office team is aware of change controls that are pending and the planned end dates; 
8) conducted weekly meetings with management to ensure device owners were provided ongoing awareness, training, and best practice guidance; and 
9) updated its supervisory review checklist which provides specific guidance for reviewing change controls. 
 
WECC has verified the completion of all mitigation activity.  
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFTs in this posting and provided the justifications 
that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION 
(YEARS) 

1 FRCC2019021012 Yes Yes Yes Category 2 – 12: 2 years 

2 MRO2018019478 Yes Yes Yes Yes Category 1: 3 years;  
Category 2 – 12: 2 years 

3 RFC2016015631 Yes Yes Category 2-12:  2 years 
4 RFC2017017371 Yes Yes Category 2-12:  2 years 

5 RFC2017018457 Yes Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years 

6 RFC2017018001 Yes Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years 

7 RFC2017018003 Yes Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years 

8 RFC2017018006 Yes Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years 

9 RFC2018019050 Yes Category 1: 3 years 
10 RFC2018019119 Yes Category 1: 3 years 

11 TRE2017016866 Yes Yes Yes Yes 
Category 1: 3 years;  Category 

2 
– 12: 2 year
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FFT

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

FRCC2019021012  CIP‐010‐2  R2. 
2.1.   (“the Entity”)  5/26/2018  10/22/2018  Self‐Report  Completed

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed noncompliance.) 

On January 30, 2019, the Entity submitted a Self‐Report stating that, as a 
 it was in violation of CIP‐010‐2 R2 Part 2.1.  

This violation started on May 26, 2018, when the Entity failed to monitor the baseline configurations of six (6) EACMS firewalls for changes at least once every 35 calendar days as required by Part 2.1 and 
ended on October 22, 2018, when all six (6) EACMS firewall baseline configurations had been successfully reviewed.  The duration of late review for each EACMS varied from 53 to 150 days. 

The Entity initially discovered one (1) of the EACMS firewall and it was determined that the account password used for the process to perform the automated review of the baseline configuration had 
unknowingly expired preventing the process from properly completing. 

Subsequent extent of condition review identified five (5) additional EACMS firewalls with the same expired password situation bringing the total to six (6) EACMS firewalls out of the total Cyber Assets 
reviewed. 

The cause for this violation was an oversight upon the commissioning of the account used for the process that monitored these EACMS, which resulted in the account not being excluded from the global 
password expiration policy. There was a gap in accounting for this scenario through the Entity’s change management controls. 

Risk Assessment   This violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).   

Specifically, the Entity’s failure to monitor the baseline configurations of the EACMS could have allowed unknown changes to go undetected which could introduce vulnerabilities providing attack vectors 
that once exploited would allow unauthorized access or misuse of the EACMS affecting the reliability of the BPS. 

The risk was reduced because many other layers of protection were in place. Also, other security tools were actively monitoring the various activities of the EACMS devices during the periods when the 
Entity was not monitoring for baseline changes to OS version information. 

No harm is known to have occurred as no CIP‐005 and CIP‐007 security controls were impacted during this period nor were any unauthorized changes to the baselines made. 

The Region determined that the Entity’s compliance history should not serve as a basis for applying a penalty. Prior noncompliance (FRCC2018020697) was a compliance exception which is not applicable 
to compliance history and should not be used as an aggravating factor. 

Mitigation  To mitigate this violation, the Entity: 
1) changed the service account password to not expire;
2) performed an extent of condition review;
3) determined root cause;
4) created preventative control to include a question in the checklist to review service accounts. “If any functional (service) accounts were created, did you ensure that passwords have no

expiration?”; and
5) performed preventative control communication with applicable personnel to not use accounts that expire for monitoring purposes.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

MRO2018019478 CIP-007-6 R2 8/4/2016 11/21/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of 
this document, each noncompliance at issue is 
described as a “noncompliance,” regardless of its 
procedural posture and whether it was a possible,  or 
confirmed noncompliance.) 

On April 4, 2018,  submitted a Self-Report stating that, as a , it was in noncompliance with CIP-007-6 R2. 
. The noncompliance occurred in 

. Specifically,  reports that in preparation for an internal audit, it discovered 95 occasions where patches were not evaluated within 35 days of a prior 
evaluation as required by P2.2. The patches were evaluated between one day late and 183 days late; 93 of the 95 patches were evaluated within two evaluation periods (approximately 70 days). 

The noncompliance was caused by  failure to sufficiently train personnel on the applicable period in which patches must be evaluated; staff believed that the applicable period was 35 days 
from the date of the work order system notification, leading to many late evaluations. Additionally,  did not implement internal controls (such as status reports) to track patch evaluation 
status and detect late patch evaluations. 

The noncompliance began on August 4, 2016, 36 days after the prior evaluation, and ended on November 21, 2017, when the last patch was evaluated. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The noncompliance was not minimal due to the scope of the 
noncompliance. Specifically, the noncompliance impacted all of  Control Center Cyber Assets and involved 95 instances where a security patch was not timely evaluated. Additionally, two of 
the 95 patches were not evaluated for 153 and 183 days respectively. 

. This restricted electronic access is a strong and uncommon control for a registered entity of  size. No harm is known to have 
occurred. 

 has no relevant history of noncompliance. 
. 

Mitigation To mitigate this noncompliance, :  

1) performed a comprehensive review to identify lapsed patch evaluations;
2) completed all lapsed patch evaluations;
3) developed three new reports to aid the regular review of patch evaluations, applications, and patch mitigation plan development;
4) improved existing reporting;
5) provided reinforcement training to applicable SMEs; and
6) instituted a weekly patch review meeting with managers responsible for oversight of the patch management process.

MRO verified the completion of mitigating activities. 
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2016015631  CIP‐007‐3a  R1  6/30/2015  2/2/2016  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On March 23, 2016, the entity submitted a Self‐Report to ReliabilityFirst stating that as a  , it was in 
noncompliance with CIP‐007‐3a R1. 

The entity identified four instances of noncompliance over a six month period. 

The entity identified the first two instances on October 13, 2015.  These two instances concern the same two non‐critical Cyber Assets CIP assets (servers). 

In the first instance, on June 30, 2015, an employee opened a change ticket to uninstall and reinstall software on the two assets, but the employee did not mark the ticket as a “significant change” as he 
should have.   While the employee questioned whether the uninstallation and reinstallation of software constituted a “significant change,” the entity’s documentation did not address uninstalling and 
reinstalling software.  Thus, the change requested was not recognized as a significant change, and therefore test procedures were not performed as required. 

In the second instance, on August 6, 2015, an employee opened a change ticket to install patches for the two servers, but the employee mistakenly did not mark the ticket as a “significant change” due to a 
miscommunication between departments regarding the servers.   As a result, the  installation of patches was not  identified as a significant change and therefore test procedures were not performed as 
required. 

The third instance concerns a CIP asset that was mislabeled as “non‐CIP” in the entity’s system.  As a result, on October 7, 2015, the entity applied patches to the asset without performing test procedures.  
The root cause that led to this issue was a misunderstanding between the entity’s security and compliance team and the infrastructure support team around new CIP version 5 nomenclature, which led to 
the asset being labeled as non‐CIP.  Pursuant to the CIP version 5 nomenclature, the asset was marked as “elevated” (meaning the asset must be compliant with CIP standards, but is not a Critical Cyber 
Asset as specified in the version 3 standards) in the entity’s asset management system. 

The fourth instance was identified during a security review on February 2, 2016 that occurred as a result of a proposed change to cyber assets associated with the entity’s password vault (Electronic Access 
Control or Monitoring System).  At the time of the noncompliance, an analyst executed all of the password vault‐specific tasks within the test procedures, but not the tasks relating to all Windows systems 
(evaluate Windows accounts).  After identifying the instance, the analyst determined that he failed to perform the necessary tests on two occasions, once on October 15, 2015 and once on November 19, 
2015.  A root cause to the noncompliance was human error, in addition to procedural deficiencies.  These changes were the first changes that the analyst performed on the new password vault cyber assets 
and he mistakenly assumed that only the procedure steps specifically listed for the password vault needed to be performed and checked during the security review. 

In all four instances, the entity performed test procedures immediately upon discovery and these procedures confirmed that there were no adverse effects to security controls. 

In addition to the contributing factors specified above with each instance, an additional contributing factor was ineffective workforce management practices.  More specifically, additional training 
regarding the entity’s systems and procedures could have alleviated some of the errors that led to the instances.   

The noncompliance began on June 30, 2015, the date of the first instance, and ended on February 2, 2016, when the entity performed test procedures in the last instance. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  Applying patches or executing 

changes on CIP assets without properly executing test procedures could potentially introduce vulnerabilities.  Additionally, uninstalling software without first conducting tests could result in dependency 
issues.  However, these risks were mitigated by the following factors.  In all instances, redundant cyber assets were available if the changes negatively affected the cyber assets at issue and, therefore, the 
negative effects would have been limited.  Additionally, the entity has implemented detective controls such as daily compliance scans that verify the state of cybersecurity controls on its Cyber Assets.  
Further, in the first instance, the entity was uninstalling and re‐installing software that had already been in service at the entity, thus reducing the likelihood the changes would negatively affect the 
entity’s systems.  In the second instance, the patches were supplied by a known vendor for assets on which the entity previously installed patches from the same vendor, thus reducing the likelihood the 
changes would negatively affect the entity’s systems.  The third instance was an isolated issue that resulted from lack of understanding around new CIP Version 5 nomenclature.  In the fourth instance, the 
entity performed most of the tests and only missed a subset of tests.  Accordingly, the issue posed only moderate risk to the BPS. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the current noncompliance qualifies for FFT treatment because it posed only moderate risk and the entity's 
compliance history should not serve as a basis for applying a penalty.  Although the entity’s compliance history is relevant to and contributed to the determination of FFT treatment, it is not indicative of a 
systemic issue. 

Mitigation  To mitigate this noncompliance, the entity: 
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2016015631  CIP‐007‐3a  R1  6/30/2015  2/2/2016  Self‐Report  Completed 
1) evaluated the change management ticketing system and associated process for improvement;
2) updated Inclusion/Exclusion documentation to address the re‐installation of software;
3) updated the Corporate Test procedures document adding clarity around proper execution of procedure; and
4) reviewed current requirements for test procedures and identification of CIP assets which require test procedures with applicable employees.

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017017371  CIP‐010‐2  R1  9/14/2016  1/27/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On March 30, 2017, the entity submitted a Self‐Report to ReliabilityFirst stating that, as a  , it was in noncompliance with CIP‐010‐2 
R1. 

This noncompliance involves two instances. In the first instance, the entity did not add four   to its tool for baseline configuration scans upon their classification as Electronic Access Control or 
Monitoring Systems (EACMS) on October 5, 2016.  As a result of not adding each of the four firewalls to its tool for baseline configuration scans, the entity did not develop a baseline configuration as 
required under CIP‐010‐2 R1 Part 1.1.  The   were not protecting the Electronic Security Perimeter (ESP), but rather were protecting assets containing management tools for managing the entity’s 
Electronic Access Points.  The root cause was, in part, human error as the four cyber assets were mistakenly added to a larger request of other EACMS and the approver did not notice the four assets in 
order to approve them. They were classified as EACMS prematurely before the request for baselines was submitted. After identifying the issue, the entity updated the baselines for two of the  on 
January 3, 2017 and the remaining two on January 27, 2017 (the latter two required additional change management and   changes in order for the tool to gain access to the cyber assets). These 
cyber assets had previously been CIP cyber assets (EACMS‐EAP) and were removed from scope when the associated ESP networks were retired.  They were returned to CIP scope (EACMS) to be used as a 
management platform for other CIP cyber assets (EACMS‐EAP). The configuration of security controls required for CIP remained in place during the period of time when the devices were corporate cyber 
assets. 

In the second instance, two servers became Bulk Electric System (BES) Cyber Assets on September 14, 2016.  Because of the type of assets at issue, the entity was required to track the assets’ firmware 
version (CIP‐010‐2 R1 Part 1.1.1) and accessible ports (CIP‐010‐2 R1 Part 1.1.4).  While the entity correctly developed a baseline configuration for the associated firmware for these servers, it did not 
develop a baseline configuration for the ports.  The root cause was that the analyst mistakenly implemented only one of the two required baseline components.  After identifying the issue, the entity 
updated the baselines on January 4, 2017. 

The entity identified both instances during a quarterly review, which occurred on January 3, 2017, to compare what cyber assets are in its tool against its list of CIP‐scoped assets. 

The subject noncompliance involves the management practice of verification as the entity lacked verification controls to ensure all baselines requirements are met before placing assets in production. 

The noncompliance began on September 14, 2016, the first date the entity failed to maintain a baseline, and ended on January 27, 2017, when the entity completed baselines for the assets at issue. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  Not maintaining accurate baselines has 

the potential to affect the reliability of the bulk electric system by reducing the entity’s ability to identify unauthorized activity, changes, or vulnerabilities and by introducing system instability when 
making changes to assets.  The risks here are somewhat mitigated because there were other protections in place to detect malicious activity and prevent compromise of the assets.  In the first instance, 
other than creating and maintaining baselines, the assets were afforded all protections required by the CIP Standards (e.g., patching, monitoring, logging, change control, etc.).  Regarding the second 
instance, other than creating and maintaining baselines and monitoring of ports, the assets were afforded all protections required by the CIP Standards. 

The entity has relevant compliance history.  However, for the reasons set forth above, ReliabilityFirst determined that the current noncompliance qualifies for FFT treatment because it posed only 
moderate risk, and the entity's compliance history should not serve as a basis for applying a penalty. Although the entity’s compliance history is relevant to and contributed to the determination of FFT 
treatment, it is not indicative of a systemic issue. 

Mitigation  To mitigate this noncompliance, the entity: 

1) discussed the importance of capturing a full baseline for the entity’s CIP‐scoped Cyber Assets with the analysts;
2) updated the tool to include full baselines for the six cyber assets;
3) implemented a new service that prohibits EACMS (and other CIP‐scoped assets) from being classified as such without ensuring a baseline has been completed.  The service also ensures all other cyber

security controls are in place.  The service is implemented via another tool as an electronic workflow with gates that require a successful implementation and confirmation of CIP cyber security
controls prior to being used as a CIP scoped asset;

4) updated the pre‐production baseline inspection practices to include validation that all necessary parts of the baseline are being documented by the tool; and
5) trained the appropriate personnel on the update to the pre‐production baseline inspection practices.

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018457  CIP‐010‐2  R1  8/20/2016  8/29/2017  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On September 29, 2017, the entity submitted a Self‐Report stating that, as a   and  , it was in noncompliance with CIP‐010‐2 R1.  On May 12, 2017, during routine 
baseline configuration monitoring review, the entity discovered that a   associated with a   Bulk Electric System Cyber System was listed in “pre‐production” status in the system, but had 
been in production since August 20, 2016.  When the entity placed the   into production on August 20, 2016, the responsible team failed to complete the documentation for their assessment in the 
system.  The failure to close this assessment out in the system resulted in a failure to properly update the baseline.  However, the entity performed all of its other change management activities for this 
device, including security controls testing before and after the change. 

The root cause of this noncompliance was the failure to follow change management protocols.  
  This major contributing factor involves the 

management practice of asset and configuration management, which includes controlling changes to assets and configuration items and baselines.  

This noncompliance started on August 20, 2016, when the entity placed the   into production and ended on August 29, 2017, when the entity updated the system database to accurately reflect the 
current state of the  . 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by the entity having 
outdated baseline information is that it could rely on incorrect information when performing subsequent tasks and be unable to properly monitor for unintended or unauthorized changes. This risk was 
mitigated in this case by the following factors.  First, the entity performed all of its other change management activities for this device, including security controls testing before and after the change.  
Second, access to these   from external connections would require passing through at least two other   before reaching these  , 

.  No harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
were either the result of different root causes or constitute high frequency conduct, which ReliabilityFirst determined did not warrant an alternative disposition method. 

Mitigation  To mitigate this noncompliance, the entity: 

1) corrected the device status in system from “pre‐production” to “production”;
2) updated the system record associated with the  following the completed assessment; 
3) communicated to device managers and device assessors the need for following proper change management processes to ensure a device is properly commissioned to production which includes
updates to the system record and assessment; 
4) met with responsible personnel to reinforce how to enter information into the system to reduce risk while guidance is created;
5) reviewed device status in the system for the fields of Record Status, Device Status, and Assessment for accuracy and completeness;
6) enhanced guidance to performers to address specific scenarios/use cases for proper handling of device status changes (including retirement of devices);
7) enhanced/communicated procedure to address timeframe for performing, completing and approving assessments; and
8) conducted a training session with device managers/assessors to enhance understanding of the new guidance addressing proper handling of device updates (scenarios/use cases).  The entity will also
address what standard are reliant upon the system data. 

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018001 CIP-010-2 R1 11/2/2016 7/14/2017 Self-Report Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On July 14, 2017, the entity submitted a Self-Report stating that, as a  and , it was in noncompliance with CIP-010-2 R1.  During periodic baseline reviews, the 
entity identified five issues with its change management and baseline updating process.  Two of these changes involved changes to switches and the remaining three changes involved firewall updates or 
changes to a firewall manager. 

In four instances, a change was completed without proper authorization.  Because the change management application triggers the need for baseline updates, there were no immediate notifications that 
a baseline update was required.  Consequently, the baselines were not updated within 30 calendar days of completing the change as required by CIP-010-2 R1 

.  In the fifth instance, a change was properly authorized and completed, but the responsible individual failed to update the 
baseline within the required time frame .  

The root cause of this noncompliance was two-fold.  First, the four instances involving improper change management were the result of the responsible individuals failing to properly execute the change 
management process either due to a lack of understanding or oversight.  Second, the instance involving only the late baseline update was the result of the responsible individual failing to follow the 
baseline update process due to insufficient awareness.   

This noncompliance started on November 2, 2016, when the first change was made, and ended on July 14, 2017, when the entity made the last update to the impacted baselines. 
Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk associated with making 

unauthorized changes is that they could adversely impact the security or functionality of the impacted assets.  The risk associated with failing to update baselines within the required timeframe is that the 
entity may have incorrect or outdated information to appropriately analyze future changes.  In this case, the risk posed by this noncompliance is not minimal because the impacted assets 

 perform critical security functions on high impact Bulk Electric System Cyber Assets at three entities.  The risk was mitigated in this case by the fact that, in most cases, the entity identified 
and corrected these errors within a reasonable time following the 30 day deadline.  ReliabilityFirst also notes that, during the period of noncompliance, no changes occurred on the impacted devices.  No 
harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity's compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
either arose from different causes or because ReliabilityFirst determined that the conduct at issue constituted high frequency conduct that the entity quickly detected and corrected. 

Mitigation To mitigate this noncompliance, the entity: 

1) conducted a meeting with the compliance team staff.  The key manager for the group, and staff managers, strongly emphasized the criticality of ensuring changes are properly reviewed, authorized, and
evidenced; 
2) conducted in-person training to members of the compliance team to review process for baseline reviews/updates.  Class included a hands-on review/baseline update of actual changes;
3) completed baseline updates to the impacted issues;
4) conducted a meeting with relevant staff to emphasize the importance of effective change management.  The key manager for the group, and staff managers, strongly emphasized the criticality of
ensuring changes are properly reviewed, authorized, and evidenced; 
5) conducted in person training to members of the relevant compliance team assigned to CIP changes on proper NERC CIP change management procedures;
6) 

; 
7) added a field in database to note when baseline evidence is due ); 
8) conducted extent of condition review from Q3 2016 to July 2017 to identify additional change management issues for relevant staff; and
9) conducted a quality review and sampling of change tickets 90 days from the last corrective completion date to evaluate if changes are updated to Pending Production status within

. 

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018003 CIP-010-2 R1 ) 11/2/2016 7/14/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On July 14, 2017, the entity submitted a Self-Report stating that, as a  and , it was in noncompliance with CIP-010-2 R1.  During periodic baseline reviews, the entity 
identified five issues with its change management and baseline updating process.  Two of these changes involved changes to switches and the remaining three changes involved firewall updates or 
changes to a firewall manager. 

In four instances, a change was completed without proper authorization.  Because the change management application triggers the need for baseline updates, there were no immediate notifications that 
a baseline update was required.  Consequently, the baselines were not updated within 30 calendar days of completing the change as required by CIP-010-2 R1 

.  In the fifth instance, a change was properly authorized and completed, but the responsible individual failed to update the 
baseline within the required time frame . 

The root cause of this noncompliance was two-fold.  First, the four instances involving improper change management were the result of the responsible individuals failing to properly execute the change 
management process either due to a lack of understanding or oversight.  Second, the instance involving only the late baseline update was the result of the responsible individual failing to follow the 
baseline update process due to insufficient awareness.   

This noncompliance started on November 2, 2016, when the first change was made, and ended on July 14, 2017, when the entity made the last update to the impacted baselines. 
Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk associated with making 

unauthorized changes is that they could adversely impact the security or functionality of the impacted assets.  The risk associated with failing to update baselines within the required timeframe is that the 
entity may have incorrect or outdated information to appropriately analyze future changes.  In this case, the risk posed by this noncompliance is not minimal because the impacted assets 

 perform critical security functions on high impact Bulk Electric System Cyber Assets at three entities.  The risk was mitigated in this case by the fact that, in most cases, the entity identified 
and corrected these errors within a reasonable time following the 30 day deadline.  ReliabilityFirst also notes that, during the period of noncompliance, no changes occurred on the impacted devices.  No 
harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity's compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
either arose from different causes or because ReliabilityFirst determined that the conduct at issue constituted high frequency conduct that the entity quickly detected and corrected. 

Mitigation To mitigate this noncompliance, the entity: 

1) conducted a meeting with the compliance team staff.  The key manager for the group, and staff managers, strongly emphasized the criticality of ensuring changes are properly reviewed, authorized, and
evidenced; 
2) conducted in-person training to members of the compliance team to review process for baseline reviews/updates.  Class included a hands-on review/baseline update of actual changes;
3) completed baseline updates to the impacted issues;
4) conducted a meeting with relevant staff to emphasize the importance of effective change management.  The key manager for the group, and staff managers, strongly emphasized the criticality of
ensuring changes are properly reviewed, authorized, and evidenced; 
5) conducted in person training to members of the compliance team assigned to CIP changes on proper NERC CIP change management procedures;
6) 

; 
7) added a field in the database to note when baseline evidence is due
8) conducted extent of condition review from Q3 2016 to July 2017 to identify additional change management issues for relevant staff; and
9) conducted a quality review and sampling of change tickets 90 days from the last corrective completion date to evaluate if changes are updated to Pending Production status within

. 

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2017018006 CIP-010-2 R1 11/2/2016 7/14/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On July 14, 2017, the entity submitted a Self-Report stating that, as a  and , it was in noncompliance with CIP-010-2 R1.  During periodic baseline reviews, 
 identified five issues with its change management and baseline updating process.  Two of these changes involved changes to switches and the remaining three changes involved firewall 

updates or changes to a firewall manager.  

In four instances, a change was completed without proper authorization.  Because the change management application triggers the need for baseline updates, there were no immediate notifications that 
a baseline update was required.  Consequently, the baselines were not updated within 30 calendar days of completing the change as required by CIP-010-2 R1 

.  In the fifth instance, a change was properly authorized and completed, but the responsible individual failed to update the 
baseline within the required time frame .  

The root cause of this noncompliance was two-fold.  First, the four instances involving improper change management were the result of the responsible individuals failing to properly execute the change 
management process either due to a lack of understanding or oversight.  Second, the instance involving only the late baseline update was the result of the responsible individual failing to follow the 
baseline update process due to insufficient awareness.   

This noncompliance started on November 2, 2016, when the first change was made, and ended on July 14, 2017, when  made the last update to the impacted baselines. 
Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk associated with making 

unauthorized changes is that they could adversely impact the security or functionality of the impacted assets.  The risk associated with failing to update baselines within the required timeframe is that the 
entity may have incorrect or outdated information to appropriately analyze future changes.  In this case, the risk posed by this noncompliance is not minimal because the impacted assets 

 perform critical security functions on high impact Bulk Electric System Cyber Assets at three entities.  The risk was mitigated in this case by the fact that, in most cases, the entity identified 
and corrected these errors within a reasonable time following the 30 day deadline.  ReliabilityFirst also notes that, during the period of noncompliance, no changes occurred on the impacted devices.  No 
harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity's compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
either arose from different causes or because ReliabilityFirst determined that the conduct at issue constituted high frequency conduct that the entity quickly detected and corrected. 

Mitigation To mitigate this noncompliance, the entity: 

1) conducted a meeting with the compliance team staff.  The key manager for the group, and staff managers, strongly emphasized the criticality of ensuring changes are properly reviewed, authorized, and
evidenced; 
2) conducted in-person training to members of the compliance team to review process for baseline reviews/updates.  Class included a hands-on review/baseline update of actual changes;
3) completed baseline updates to the impacted issues;
4) conducted a meeting with relevant staff to emphasize the importance of effective change management.  The key manager for the group, and staff managers, strongly emphasized the criticality of
ensuring changes are properly reviewed, authorized, and evidenced; 
5) conducted in person training to members of the compliance team assigned to CIP changes on proper NERC CIP change Management procedures;
6) 

; 
7) added a field in the database to note when baseline evidence is due
8) conducted extent of condition review from Q3 2016 to July 2017 to identify additional change management issues for relevant staff; and
9) conducted a quality review and sampling of change tickets 90 days from the last corrective completion date to evaluate if changes are updated to Pending Production status within

. 

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID 
Reliability 
Standard Req. Entity Name NCR ID Violation Start Date Violation End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018019050 CIP-010-2 R1 7/1/2016 1/31/2018 Self-Report Completed 

Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 

On January 11, 2018,  submitted a Self-Report stating that, as a  and , it was in noncompliance with CIP-010-2 R1.  The entity uses a Standard Configuration 
Guide as its location for authoritative baseline configuration information.  On December 17, 2015, new Industrial Defender, Advanced Services Appliances (ASA), and Network Intrusion Detection Service 
(NIDS) devices were installed at an entity substation.  On February 7, 2017, during a Cyber Vulnerability Assessment (CVA), the entity discovered that, while Industrial Defender contained all relevant 
baseline information for these devices, the entity did not update its Standard Configuration Guide, which the entity used as its authoritative source and location for baseline configuration information for 
all devices. For the devices at issue, the Standard Configuration Guide was not updated to reflect certain software that was specific to these devices at this substation.   

The root cause of this noncompliance was a failure in the manual part of the baseline management process. (In its mitigation plan, the entity states that it transitioned to an automated process within ID 
to manage baselines.)  This major contributing factor involves the management practice of asset and configuration management, which includes establishing inventory and configuration baselines.   

This noncompliance started on July 1, 2016, when the entity was required to comply with CIP-010-2 R1 and ended on January 30, 2018, when the entity updated the SCG baselines for all affected devices. 
Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk in this case is that by not 

documenting baselines, the entity could apply future changes that could adversely affect system-to-system communications or break communication paths between Operational Technology and 
Information Technology devices. This could prevent hardware and software from communicating in proper manner, loss of devices, or otherwise open unneeded ports.  This risk was mitigated in this case 
by the fact that the baselines contained in Industrial Defender were accurate and up-to-date.  Furthermore, the entity’s defense-in-depth strategy protects the devices at issue behind multiple firewalls 
and two-factor authentication, preventing exploitation from an attacker.  No harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because ReliabilityFirst has 
determined that this conduct constitutes high frequency conduct and the entity identified this noncompliance through its internal detective controls. 

Mitigation To mitigate this noncompliance, the entity: 

1) corrected the Standard Configuration Guide to include the items that were in conflict with the Industrial Defender baseline;
2) added 35-day baseline monitoring for Medium-Impact Electronic Access Control & Monitoring System (EACMS);
3) added 35-day baseline monitoring for Medium-Impact EACMS to monitoring process procedure(s);
4) corrected the Standard Configuration Guide to include the items that were in conflict with the Industrial Defender baseline;
5) modified the entity IT NERC CIP Authoritative Baseline Management and Approval document to ensure that devices which support baseline maintenance in Industrial Defender are tracked there; and
6) communicated changes of process, procedures and program updates to affected personnel.

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 04/30/2019 11

A-2 Public CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 09/26/2019 67



NERC Violation ID 
Reliability 
Standard Req. Entity Name NCR ID Violation Start Date Violation End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018019119 CIP-010-2 R3 2/7/2017 12/18/2017 Self-Report Completed 

Description of the Violation (For purposes of this 
document, each violation at issue is described as a 
“violation,” regardless of its procedural posture and 
whether it was a possible,  or confirmed violation.) 

On January 26, 2018,  submitted a Self-Report stating that, as a  and , it was in noncompliance with CIP-010-2 R3.  During its 2017 Cyber 
Vulnerability Assessment (CVA), the entity discovered that the same devices from  (i.e., new Industrial Defender, Advanced Services Appliances (ASA), and Network Intrusion 
Detection Service (NIDS) devices) had been missed during the 2017 CVA.  Therefore, they were not entered into the remediation action tracking plan that resulted from that CVA.  The entity 
identified this miss on September 22, 2017, and corrected the issue by following through on remediation efforts on December 18, 2017. 

The root cause of this noncompliance was a lack of clarity in the corporate process that defines roles for tracking during the CVA.  Additionally, miscommunication among responsible groups 
occurred while entering actions into action tracking at the completion of the CVA and resulted in the miss.   

This noncompliance started on February 7, 2017, when the entity was required to have included these items in its annual CVA and ended on December 18, 2017, when the entity completed the 
remediation efforts. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk in this case is that failing 
to include these devices in the annual CVA increases the likelihood that corrective actions are either delayed or missed.  This risk was mitigated in this case because the corrective actions at issue in 
this case involved aligning baseline configurations in multiple sources or databases.  The entity employs parallel processes (i.e., Industrial Defender) to verify the baselines of these assets to ensure that 
there were no unauthorized changes.  The baselines contained in Industrial Defender were accurate and up-to-date.  Furthermore, the entity’s defense-in-depth strategy protects the devices at issue 
behind multiple firewalls and two-factor authentication preventing exploitation from an attacker.  No harm is known to have occurred. 

While the mitigation is pending, the entity is reducing the risk posed by this noncompliance by performing parallel processes to verify the baselines of these assets to ensure that no unauthorized 
changes occur. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because ReliabilityFirst has 
determined that this conduct constitutes high frequency conduct and the entity identified this noncompliance through its internal detective controls. 

Mitigation To mitigate this noncompliance, the entity: 

1) ensured that the 2017 CVA Report has all action items and CVA Action Plan ownership assigned;
2) conducted an internal meeting to discuss changes to NERC CIP Cyber Vulnerability Assessment Process RC-AC-PCS3-011 and NERC CIP Vulnerability Assessment Procedure RC-AC-PCD3-013;
3) updated NERC CIP Cyber Vulnerability Assessment Process RC-AC-PCS3-011 and NERC CIP Vulnerability Assessment Procedure RC-AC-PCD3-013 to clearly define roles and responsibilities and to
document the Action Plan maintenance and tracking activities; 
4) generated a training deck on the updated CVA documents;
5) provided training to individuals responsible for implementing CVA Action Plans.
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Violation Start Date Violation End Date Method of Discovery 
Mitigation  
Completion Date 

TRE2017016866 CIP-010-2 R1 July 1, 2016 August 31, 2017 Self-Report January 19, 2018 

Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 

, during a Compliance Audit,  submitted a Self-Report to Texas RE stating that, , it was in noncompliance with CIP-010-
2 R1.  In particular,  stated that it did not develop baseline configurations as required by CIP-010-2 R1, Part 1.1.  Additionally, during the Compliance Audit, Texas RE determined that  failed to 
provide sufficient documentation to demonstrate compliance with the baselining requirements of CIP-010-2 R1, Parts 1.2 through 1.4. 

During the transition to CIP Version 5 NERC Reliability Standards,  implemented a software tool for compliance with CIP-010-2 R1. Subsequently, ,  discovered the 
noncompliance during a mock audit conducted by a third-party.  determined that the software tool used for compliance with CIP-010-2 R1 

 ended the noncompliance by implementing a 

The root cause of this noncompliance was an insufficient process to ensure compliance with CIP-010-2 R1.  Specifically, the software tool used for compliance with CIP-010-2 R1 did not adequately 
document baseline configurations and . 

This noncompliance started on July 1, 2016, when CIP-010-2 R1 became enforceable, and ended on August 31, 2017, when  implemented a new software tool for compliance with CIP-010-2 R1. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  Although the noncompliance was discovered 
by  approximately three months after the start of the noncompliance, the duration of the noncompliance was approximately 14 months.  Further, the noncompliance impacted all of the Cyber Assets 
associated with  Medium Impact BES Cyber Systems – .     

However, the risk to the reliability of the BPS was reduced because of the following factors.  First, while does not have documentation to demonstrate compliance with CIP-010-2 R1, Parts 1.1 through 
1.4, stated that for the time period at issue it had .  Second,  also stated 
that changes to Cyber Assets were required to go through its .  Third,  does not own 
generation and is a small entity that operates approximately  transmission lines. 

No harm is known to have occurred. 

Mitigation To mitigate this noncompliance, :  

1) documented baseline configurations by implementing a new software tool that has the required functionalities to ensure compliance with CIP-010-2 R1; and
2) updated its process documentation to reflect the implementation of its new software tool.

Texas RE has verified the completion of all mitigation activity. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFTs in this posting and provided the justifications 
that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 FRCC2018019085 Yes Yes Yes Category 2 – 12: 2 years 

2 FRCC2018019083 Yes Yes Yes Category 2 – 12: 2 years 

3 FRCC2018019084 Yes Yes Yes Yes Category 1 - 3 years 
Category 2 – 12: 2 years 

4 FRCC2018020749 Yes Yes Yes Category 1 - 3 years 
Category 2 – 12: 2 years 

5 MRO2017017620 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

6 SPP2018019313 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

FRCC2018019085  CIP‐006‐6 

R1. 
1.4. 
1.5. 
1.6. 
1.7. 

 (“the 
Entity”)  09/08/2017  09/12/2018  Self‐Report  Completed  

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On January 30, 2018, the Entity submitted a Self‐Report stating that, as a 
 it was in noncompliance of CIP‐006‐6 R1 (Parts 1.4 through 1.7).  

This noncompliance started on September 8, 2017, when the Entity failed to implement one or more documented physical security plan(s), and ended on September 12, 2018, when the Entity resolved 
the deficiencies in its Physical Security Plan.  

Specifically, on September 8, 2017 from 2300 through September 9, 2017 at 0700 (8 hours), the Entity failed to monitor and/or issue an alarm or alert due to unauthorized physical access for their PSPs 
and PACS  as required by CIP‐006‐6 R1 (Parts 1.4 through 1.7). 

On September 9, 2017, at 2100 through September 10, 2017 at 2300 (26 hours), the Entity experienced a system‐wide PACS communication failure for all their PSPs. The Entity security personnel were 
monitoring the PSP at Headquarters and contracted security were monitoring PSPs at an offsite backup control center. However, the Entity failed to monitor and/or issue an alarm or alert due to 
unauthorized physical access for their PSPs and PACS   as required by CIP‐006‐6 R1 (Parts 1.4 through 1.7).   

On September 9, 2017, at 2100 through September 12, 2017 at 0600 (57 hours), the contracted guard   was sent home by the contract security company for safety 
purposes due to Hurricane Irma without notification to the Entity. During this time the Entity failed to monitor and/or issue an alarm or alert due to unauthorized physical access for their PSPs and PACS 

as required by CIP‐006‐6 R1 (Parts 1.4 through 1.7).  

The causes for this noncompliance were 1) lack of communications both verbally and written and 2) equipment failure as a result of a weather event.  

Risk Assessment   This violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  

Specifically, the Entity’s failure to monitor and alert/alarm for unauthorized access into a PSP could have allowed individuals to gain access to secure facilities causing reliability issues, vandalism, and or 
personal injury. 

The risk was reduced because the majority of the sites were manned 24/7. Upon restoration of communication links, it was confirmed that no physical breaches were attempted. 

No harm is known to have occurred. 
Mitigation  To mitigate this violation, the Entity: 

1) performed a root cause analysis;
2) installed a new PACS enterprise server;
3) met with the contract security vendor to review expectations defined in the agreement to prevent future recurrance;
4) completed an extent of condtion analysis;
5) standardized all applicable NERC related communications to
6) updated internal controls by adding security business unit plans and weather related check lists; and
7) completed training on new server and procedures and created an ongoing training plan.
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

FRCC2018019083  CIP‐007‐6  R4. 
4.1.  (“the Entity”)  07/01/2016  2/25/2018  Self‐Report  Completed

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed noncompliance.) 

On January 30, 2018, the Entity submitted a Self‐Report stating that, as a 
 it was in noncompliance of CIP‐007‐6 R4 (Part 4.1).  

This noncompliance started on July 1, 2016, when the Entity failed to log events at the Cyber Asset level (per Cyber Asset capability) for identification of, and after‐the‐fact investigations of, Cyber Security 
Incidents that included detected successful login attempts, and ended on February 25, 2018, when the Entity updated their Cyber Assets to enable the required logging function. 

Specifically, for seven (7) medium impact BES Cyber Assets , four (4) with external routable connectivity (ERC) and three (3) without ERC, the Entity failed to 
log unsuccessful password login attempts as required by CIP‐007‐6 R4 (Part 4.1) for Cyber Assets that had such capability. 

The cause for this noncompliance was determined to be a lack of internal controls to confirm that proper logging capabilities were enabled on the applicable relays. 
Risk Assessment   This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).   

Specifically, the Entity’s failure to ensure that logs of unsuccessful login attempts were generated and captured, exposed those BES Cyber Assets to a loss of visibility for possible unauthorized access 
attempts. Any undetected compromise of these Cyber Assets could have allowed potential impact to the reliability of the BPS within the Region. 

The risk was reduced because the devices capture logs locally for use in after‐the‐fact investigation in the case there was a cyber‐security event. At no time since the devices were placed in‐service has an 
event requiring investigation occurred. The devices reside in a PSP   in the ESP. Passwords must be requested 
in order to access the device remotely and locally. 

No harm is known to have occurred. 
Mitigation  To mitigate this violation, the Entity: 

1) enabled logging on identified relays;
2) performed a detailed root cause analysis;
3) performed an extent of condition review on all Cyber Assets that are capable of performing a logging function back to the July 1, 2016 the enforcement date;
4) enhanced Internal Controls by creating a commissioning check sheet to ensure when devices are deployed they are compliant with NERC Standards;
5) performed initial training for all applicable employees on new processes/procedures and Internal Controls and created a plan for ongoing and annual training; and
6) provided the Region with all current and updated procedures for Cyber Asset logging.
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

FRCC2018019084  CIP‐007‐6  R4. 
4.2.  (“the Entity”)  07/01/2016  2/18/2018  Self‐Report  Completed

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed noncompliance.) 

On January 30, 2018, the Entity submitted a Self‐Report stating that, as a 
, it was in noncompliance of CIP‐007‐6 R4 (Part 4.2).  

This noncompliance started on July 1, 2016, when the Entity failed to generate alerts for detected malicious code within BES Cyber Assets in medium impact BES Cyber Systems with External Routable 
Connectivity and ended on February 18, 2018, when the Entity updated the BCAs to perform the required alerting function. 

Specifically, on four (4) BCAs, two (2) located at   and two (2) located at  , the Entity failed to generate alerts for detected 
malicious code intrusion as required by CIP‐007‐6 R4 (Part 4.2). Two (2) devices are used for serial‐to‐Ethernet connectivity for protective relays located in the two (2) medium impact substations and two 
(2) are utilized as Ethernet Security Gateway devices for remote password and settings management, .  

The cause for this noncompliance was determined to be a lack of controls during the commissioning process of new device types to the Entity’s system. 
Risk Assessment   This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.   

Specifically, the Entity’s failure to ensure that alerts for detected malicious code, exposed those BCAs to possible malware intrusion allowing nefarious individuals to gain control and compromise these 
BCAs which, would have allowed potential impact to the reliability of the BPS within the Region. 

The risk was reduced because the devices reside in a PSP and passwords are changed monthly. A review of the logs for the devices did not indicate erroneous or unusual activity. 

No harm is known to have occurred. 
Mitigation  To mitigate this violation, the Entity: 

1) configured the syslog server to alert for malicious code within the covered BCAs;
2) performed a detailed root cause analysis;
3) performed an extent of condition review on all Cyber Assets that are capable of performing a logging function back to the July 1, 2016 enforcement date;
4) enhanced Internal Controls  by creating a commissioning check sheet to ensure when devices are deployed they are compliant with NERC Standards
5) performed initial training for all applicable employees on new processes/procedures and Internal Controls and provided a schedule or plan for ongoing and annual training; and
6) provided the Region with all current and updated procedures for Cyber Asset alerting.
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

FRCC2018020749  CIP‐010‐2 
R3. 
3.1. 
3.3. 

 (“the Entity”)  6/20/2017  10/16/2018  Self‐Report  Completed

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed noncompliance.) 

On December 3, 2018, the Entity submitted a Self‐Report stating that, 
 it was in noncompliance with CIP‐010‐2 R3 Part 3.1 and Part 3.3. 

This noncompliance started on June 20, 2017, when two (2) Cyber Assets were added to the production environment without first performing an active cyber vulnerability assessment (CVA) and ended on 
October 16, 2018, when an active CVA was conducted on the two (2) missed Cyber Assets. 

This noncompliance involves two (2) CVA issues: 
1) Part 3.3 required CVAs were not completed on two (2) Integrated Lights Out (iLO) appliances, and
2) Part 3.1 required CVAs were performed late (i.e., not within the required 15‐month interval) on Cyber Assets that are associated with four (4) medium impact Transmission Substations.

Both issues were discovered during the Entity’s preparation to respond to the 2018 Self‐Certification request by the Region. 

Issue 1:  
Two (2) iLO appliances were inadvertently omitted from a CVA scan that was conducted prior to adding them to the energy management system (EMS) on June 19, 2017. The two (2) devices were omitted 
due to an error in the scan parameters. The issue was discovered on October 15, 2018 and was corrected on October 16, 2018, 472 days after the devices were placed in service. 

The Entity performed an extent of condition review for 253 other Cyber Assets, including four (4) other iLO appliances. No additional iLO appliances were identified for which no CVA scan existed making it 
a total of two (2) discovered Cyber Assets that were noncompliant representing an error rate of less than 1%. 

Issue 2: 
The Entity completed the Part 3.1 CVAs for its medium impact Transmission Substations and generated the 2017 Part 3.4 report on April 1, 2017, well ahead of the July 1, 2017 version 5 implementation 
deadline. Actual assessment activity for the Substations, however, were run from mid‐July 2016 until mid‐December 2016.  The Entity completed the second round of CVAs in the first quarter of 2018 and 
generated the 2018 Part 3.4 report on March 23, 2018, which was 11 months after the 2017 report. However, under an extent of condition review, it showed the times between the field work conducted 
as required under Part 3.1 for 4 of 8 Substations (50%) varied between 16 and 19 months, which exceeded the maximum 15‐month internal required by the Standard.  

The cause for the issue #1 noncompliance was a thorough reconciliation was not performed for the initial CVA scans compared to the master list of assets being onboarded as part of the EMS upgrade 
project; the cause for issue #2 was the Entity misinterpretation of the language of the Standard and scheduled the second CVA based on the Part 3.4 report date rather than on the completion date of the 
first substation CVA performed for Part 3.1. 

Risk Assessment   This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).   

The risk posed by this noncompliance was that an undetected and unknown vulnerability could have been introduced into the Electronic Security Perimeters allowing further compromise of other BES 
Cyber Assets potentially impacting the BPS. 

For issue #1, the risk was reduced because the two (2) iLOs in question are similar to four (4) other iLOs that were scanned for vulnerabilities during onboarded efforts and the iLOs reside within a jump‐
host environment which cannot be accessed directly from the corporate environment. The Entity deploys multiple layers of defense to protect its NERC environment.  Therefore, the ability to exploit this 
vulnerability is further minimized due to multiple defense in depth layers. Such defense layers include

  Furthermore, these assets were afforded CIP‐005 (intermediate system, multi‐
factor authentication, etc.) and CIP‐007 (ports and services, logging, malicious code prevention, account management, etc.) security controls during onboarding efforts due to being declared as associated 
high‐impact EACMS.  

For issue #2, the risk was reduced because the delays in completing the second round of CVAs were four months or less. The Entity performed the substation CVAs in the last half of 2016, nine months 
before the required date. The second round of CVAs started in February 16, 2018 and completed March 16, 2018. Four (4) of the eight (8) substations were completed within the 15‐month period required 
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

FRCC2018020749  CIP‐010‐2 
R3. 
3.1. 
3.3. 

 (“the Entity”)  6/20/2017  10/16/2018  Self‐Report  Completed

by CIP‐010 R3. The remaining four (4) substations were completed late at intervals between 16 and 19 months. Furthermore, the Cyber Assets in the substations are proprietary devices that are hardened 
by the vendor without External Routable Connectivity (ERC). 

No harm is known to have occurred as no vulnerabilities were found on the two (2) devices in which the CVA was missed, nor were any discovered for the CVAs performed late in the Substations. The 
Region determined that the Entity’s compliance history should not serve as a basis for applying a penalty. 

Mitigation  To mitigate this noncompliance, the Entity: 
1) performed CVAs for the missed iLOS with no vulnerabilities found;
2) performed extent of condition review only identifying the two iLO appliances inadvertently omitted from the CVA scan;
3) determined root cause was that a thorough reconciliation was not performed for the initial CVA scans compared to the master list of assets being onboarded as part of the EMS upgrade

project;
4) created preventative control with a new procedure for new and existing asset CVAs to perform a thorough reconciliation including one‐time training to affected team on new procedure;
5) perform CVAs for Substations;
6) determined extent of condition identifying only the four out of eight substation CVAs exceeded the required 15‐month period;
7) determined root cause was that the Entity misinterpreted the language of the Standard and scheduled the second CVA based on the Part 3.4 report rather than on the completion date of the

first substation CVA done under Part 3.1.;
8) designed a preventative control tracking mechanism to remind the affected team to conduct CVAs within the 15 calendar months from the date CVAs were conducted at each facility; and
9) trained the affected team on preventative control tracking mechanism and communicated correct interpretation of the language of the Standard to staff.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

MRO2017017620 CIP-005-5 R1 07/01/2016 01/11/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On April 5, 2017,  submitted a Self-Report stating that, as a , it was in noncompliance with CIP-005-5 R1. 
Specifically,  substation firewalls allowed access to an overly broad range of IP addresses.  stated that during its annual vulnerability assessment, it discovered that a 

 was permitted direct connectivity to medium impact BES Cyber Assets at  substations.  conducted an extent of condition assessment 
and determined that the  was able to gain access because of a firewall IP address object that was incorrectly implemented on the firewalls for substations that contain medium impact BES Cyber 
Systems. The address object permitted inbound access from  when only one IP address 

 was required. Within the extended address range, the firewall access rule also permitted inbound access for a broad range of services from the range of  IP addresses including 
. 

The cause of the noncompliance was that  relevant process lacked sufficient detail, resulting in an insufficient assessment of the firewall access rule for need. 

The noncompliance began on July 1, 2016, when the Standard and Requirement became enforceable and ended on January 11, 2017 when  updated the firewall access rule. 
Risk Assessment  The noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The risk of the noncompliance was not minimal as the firewall rule 

allowed  IP addresses from  Additionally, the firewall rule allowed a broad range of services. Further, the noncompliance had the ability to impact 
 medium impact substations, including a substation . However, the risk of the noncompliance was not serious or substantial as the firewall rule 

. Further,  further limited electronic access 
. Additionally,  limited physical access to 

. Moreover, an extent of condition analysis upon the substation firewalls (verified by MRO) confirmed that the noncompliance was limited to one improperly broad firewall IP address object. Finally, 
the noncompliance was limited to potentially improper access to substation ESPs and did not permit access to the Control Center ESP. No harm is known to have occurred.       

MRO reviewed  relevant CIP-005-5 R1 compliance history.  compliance history includes a minimal risk FFT for noncompliance with CIP-005-1 R2.2 ) that was mitigated on 
August 4, 2013. The prior noncompliance involved an enabled port that was necessary but undocumented on the EAP. MRO determined that  compliance history should not serve as a basis for 
applying a penalty. The prior noncompliance and the current noncompliance are distinct in character and in cause, additionally; the current noncompliance was not caused by a failure to mitigate the prior 
noncompliance.   

Mitigation To mitigate this noncompliance, :  

1) updated the overly broad address range for the firewall rule at issue;
2) conducted a full extent of condition to discover the additional instances; and
3) updated its ""add/update/remove Cyber Asset"" workflow in its compliance software tool to include additional considerations.

MRO verified the completion of the mitigating activities. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SPP2018019313 CIP-007-6 R2 12/28/2016 08/23/2017 Self-Certification Completed 

1) applied the patches that had been missed;
2) conducted an extent of conditions analysis to seek out additional instances of noncompliance related to patch labels; and
3) augmented its process to include a step where the administrator runs a report to verify all patches were deployed.

MRO verified the completion of all mitigating activities. 
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COVER PAGE 

This filing contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFTs in this filing and provided the justifications that 
are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count  Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 FRCC2018020577 Yes Yes Category 2 – 12: 2 years 

2 MRO2018019937 Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 years

3 NPCC2017018605 Yes Yes Category 2 – 12: 2 year 
4 NPCC2017018609 Yes Yes Category 2 – 12: 2 year 
5 NPCC2017018606 Yes Yes Category 2 – 12: 2 year 

6 RFC2017018414 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

7 RFC2017018410 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

8 RFC2018019281 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

9 RFC2017018409 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

10 RFC2018019255 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

11 RFC2018019256 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

12 RFC2017018415 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

13 SERC2016016171 Yes Yes Yes Yes Category 1 – 3 years; Category 2 
– 12: 2 years

14 SERC2016016418 Yes Yes Yes Category 2 – 12: 2 years 
15 SERC2017018724 Yes Yes Yes Category 2 – 12: 2 years 

16 SERC2017016970 Yes Yes Yes Yes Category 1 – 3 years; Category 2 
– 12: 2 years

17 SERC2017018599 Yes Yes Yes Yes Category 1 – 3 years; Category 2 
– 12: 2 years
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Violation Start Date Violation End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

NPCC2017018605 CIP-004-6 R4. 1/11/2017 8/28/2017 Self-Report Completed 
Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 

On November 13, 2017,  (the entity) submitted a Self-Report stating that as a , it had 
discovered on August 17, 2017 it was in noncompliance with CIP-004-6 R4. (4.1.) after it found an issue within the workflow of its approval system. 

This noncompliance started on January 11, 2017 when the entity failed to follow its process to authorize electronic access for two (2) individuals to a Medium Impact BES Cyber System. The 
noncompliance ended on August 28, 2017 when the entity revoked the unauthorized access for one individual and approved access for the second individual.    

Specifically, the entity’s approval system stopped populating the “approver” field, as a result, the system auto approved access for two individuals instead of sending the approval request to the proper 
approver. The two individuals in scope were granted access to a Medium Impact BES Cyber System, without approval.  The system issue was corrected on August 22, 2017.  

• One individual was granted unauthorized access to a Medium Impact BES Cyber System on June 27, 2017; the entity revoked the unauthorized access on August 28, 2017 (62 days).
• The second individual was granted unauthorized access to a Medium Impact BES Cyber System on May 17, 2017; the entity authorized the access on August 28, 2017 (103 days).

The root cause of this noncompliance was due to lack of functionality testing after a change was made that inadvertently dropped the approvers from the approval system workflow. 

Risk Assessment  The noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. Specifically, by not following its approval process the entity granted 
access electronic access to two (2) contractors that should not have been approved for access.  The contractors were granted full access to relays and other devices within the entity’s substations and 
could have used that access to change relay settings and take the relays out of service, which could have had a severe impact to the BES. 

The entity reduced the risk of impact to the BES by not providing the contractors in scope with login credentials.  The entity has also enabled alarms on equipment that is capable, that would have sent 
alarms to the entity’s ECC SCADA operations team in real time had the contractors logged and caused the devices to become unstable. 

The entity reviewed access logs and found no records of any login. No harm is known to have occurred as a result of this noncompliance. 

The entity has seven previous violations of CIP-004.  NPCC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  There was a different underlying cause for 
each of the prior violations.  

Mitigation To mitigate this noncompliance, the entity: 

1) revoked access for one individual;
2) approved access for one individual;
3) repopulated all of the approver fields with the appropriate designated approvers;
4) implemented control to stop the workflow if the approver field is blank;
5) conducted an off-cycle review in August 2017 and will compare against their upcoming third quarter access review;
6) created and updated their quarterly review procedure; and
7) conducted additional off cycle reviews in November and December of 2017.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Violation Start Date Violation End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

NPCC2017018609 CIP-004-6 R4. 1/11/2017 9/6/2017 Self-Report Completed 
Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 

On November 13, 2017,  (the entity) submitted a Self-Report stating that as a , it had discovered on August 17, 
2017 it was in noncompliance with CIP-004-6 R4. (4.1.) during a SOX audit of its global provisioning system. 

This noncompliance started on January 11, 2017 when the entity failed to follow its process to authorize electronic access for two (2) individuals to a Medium Impact BES Cyber System. The 
noncompliance ended on September 6, 2017, when the entity revoked the access that was unauthorized.  

Specifically, the entity’s approval system stopped populating the “approver” field; as a result, the system auto approved access for two individuals instead of sending the approval request to the proper 
approver.  The system issue was corrected on August 22, 2017. 

• One individual was granted unauthorized electronic access to a Medium Impact BES Cyber System on June 7, 2017.  The entity revoked the unauthorized access on September 6, 2017 (91 days).
• Another individual was granted unauthorized electronic access to a designated storage location for BES Cyber System Information on February 10, 2017.  The entity revoked access on August 28,

2017 (199 days). (no need and no CIP training)

The root cause of this noncompliance was due to lack of functionality testing after a change was made that inadvertently dropped the approvers from the approval system workflow. 

Risk Assessment  The noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. Specifically, by not following its approval process, the entity granted 
electronic access to two (2) employees that should not have been approved for access.  One employee was granted access to relays and other devices within the entity’s substations and another employee 
was granted access to review confidential and restricted information.  With this access, one individual could have managed relays and breakers and the second individual could have reviewed confidential 
network diagrams.  

If the individual that was granted access to the Medium Impact BES Cyber System had connected to any relays, there would be no alert or notification, but the access would have been logged.  After 
review, the entity found that during the noncompliance period, neither user accessed the system they were incorrectly given access to.  

No harm is known to have occurred as a result of this noncompliance. 

The entity has two previous violations of CIP-004.  NPCC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  There was a different underlying cause for each 
of the prior violations.  

Mitigation To mitigate this noncompliance, the entity: 

1) removed the unapproved access for each user;
2) corrected the workflow for the approval system;
3) conducted an off-cycle review in August 2017 and will compare against their upcoming third quarter access review;
4) created and updated their quarterly review procedure;
5) conducted additional off cycle reviews in November and December of 2017; and
6) implemented a control to stop the approval workflow if the approver field is blank.
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Mitigation  Completion 
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NPCC2017018606 CIP-004-6 R4. 1/11/2017 9/6/2017 Self-Report Completed 
Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 

On November 13, 2017,  (the entity) submitted a Self-Report stating that as a , it had 
discovered on August 17, 2017 it was in noncompliance with CIP-004-6 R4. (4.1.) during a SOX audit of its global provisioning system. 

This noncompliance started on January 11, 2017 when the entity failed to follow its process to authorize electronic access for two (2) individuals to a Medium Impact BES Cyber System. The 
noncompliance ended on September 6, 2017, when the entity revoked the access that was unauthorized.  

Specifically, the entity’s approval system stopped populating the “approver” field; as a result, the system auto approved access for two individuals instead of sending the approval request to the proper 
approver.  The system issue was corrected on August 22, 2017. 

• One individual was granted unauthorized electronic access to a Medium Impact BES Cyber System on June 7, 2017.  The entity revoked the unauthorized access on September 6, 2017 (91 days).
• Another individual was granted unauthorized electronic access to a designated storage location for BES Cyber System Information on February 10, 2017.  The entity revoked access on August 28,

2017 (199 days). (no need and no CIP training)

The root cause of this noncompliance was due to lack of functionality testing after a change was made that inadvertently dropped the approvers from the approval system workflow. 

Risk Assessment  The noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. Specifically, by not following its approval process, the entity granted 
electronic access to two (2) employees that should not have been approved for access.  One employee was granted access to relays and other devices within the entity’s substations and another employee 
was granted access to review confidential and restricted information.  With this access one individual could have managed relays and breakers and the second individual could have reviewed confidential 
network diagrams.  

If the individual that was granted access to the Medium Impact BES Cyber System had connected to any relays there would be no alert or notification, but the access would have been logged.  After review 
the entity found that during the noncompliance period, neither user accessed the system they were incorrectly given access to.  

No harm is known to have occurred as a result of this noncompliance. 

The entity has three previous violations of CIP-004.  NPCC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  There was a different underlying cause for 
each of the prior violations.  

Mitigation To mitigate this noncompliance, the entity: 

1) removed the unapproved access for each user;
2) corrected the workflow for the approval system;
3) conducted an off-cycle review in August 2017 and will compare against their upcoming third quarter access review;
4) created and updated their quarterly review procedure;
5) conducted additional off cycle reviews in November and December of 2017; and
6) implemented a control to stop the approval workflow if the approver field is blank.
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NERC Violation ID 
Reliability 

Standard 
Req. Entity Name NCR ID Violation Start Date Violation End Date Method of Discovery 

Future Expected 

Mitigation  Completion 
Date 

RFC2018019281 CIP-004-6 R5 1/20/18 1/22/2018 Self-Report Completed 

Description of the Violation (For purposes of this 
document, each violation at issue is described as a 

“violation,” regardless of its procedural posture 
and whether it was a possible,  or confirmed 

violation.) 

On February 21, 2018, the entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-004-6 
R5.  On Friday, January 19, 2018 at approximately 3:00 p.m. and 4:38 p.m., the entity’s Access Administrator received requests to revoke unescorted physical access for two employees through the 

entity’s access tool. One request was for an employee who was retiring from the entity, and the other was for a contractor who was no longer working for the entity.  The Access Administrator was 
responsible for completing access revocation within 24 hours of receiving the requests. However, the requests were completed on Monday, January 22, 2018, at 3:00 a.m. after the Access Administrator 

checked his email regarding the request. This was 36 hours after the requests were received.  Although the Access Administrator was aware of the access revocation requests on Friday, access was not 
revoked in a timely manner. 

The root causes were that the administrator failed to follow the procedure for revoking access, and the entity lacked sufficient controls to ensure that access was timely removed. The access tool was 
configured to send an email notification to initiate the removal, but was not configured to monitor timely revocation and send automated reminders if revocation did not occur. This noncompliance 

involves the management practices of verification, which includes having controls to help ensure that tasks are completed on time.   

This noncompliance started on January 20, 2018, the date by which the entity was required to remove access, and ended on January 22, 2018, when the entity removed access 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The potential risk posed by this 

noncompliance is that an individual who is no longer permitted to have access will use that access in a manner that will compromise the BPS.  This risk is mitigated here by the following factors.  First, 
the entity identified and corrected the noncompliance within only two days, thus reducing the period of time that there was any increased risk to the system as a result of the noncompliance. Second, 

the retired individual, who had access to a high impact Physical Security Perimeter, was a trusted individual who was unlikely to use his access in a manner that would compromise the Bulk Electric 
System.  Also, the contractor separated on good terms when his two year-contract was complete, and he had only physical access to a medium impact Physical Security Perimeter.  However, the entity’s  
compliance history involves several instances of failure to timely revoke access as a result the revocation request being on a Friday or weekend.  Thus, because of the recurring nature of the cause of the 

noncompliance, ReliabilityFirst determined that the noncompliance posed moderate risk instead of minimal risk. ReliabilityFirst also notes that the entity performed a review and confirmed that neither 
individual attempted to use their access following their last day of work.  No harm is known to have occurred.  

The entity has relevant compliance history.  For some of the prior violations and noncompliances, they are distinguishable from the current noncompliance because they involved different root causes. 
However, the entity’s compliance history involves several instances of failure to timely revoke access as a result of the timing of the revocation request being on a Friday or weekend.  Thus, because of 

the recurring nature of this type of noncompliance, ReliabilityFirst determined that the noncompliance posed moderate risk instead of minimal risk.  Still, a penalty is not warranted because the 
noncompliance posed only moderate risk and not serious and substantial risk, and the current noncompliance involves high-frequency conduct for which the entity has demonstrated an ability to 
promptly identify and correct noncompliances. 

Mitigation To mitigate this noncompliance, the entity: 

1) revoked access for the two individuals;

2) verified that no access or access attempts using the access cards for revoked users was made to ensure that no intentional or unintentional access was made to Physical Security Perimeters after the
termination action; 

3) built a monitoring functionality in the  to monitor the queue for pending revoke requests to monitor any open and approved revoke access
(irrespective of the reason of termination) with a due date of equal or less than today.  This query will be performed by the system every .  If any pending jobs are found, it will send a 
reminder to the and .  This process will keep repeating until revoke action is taken; and 

4) communicated the newly introduced functionality of r reminder to all 

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Violation Start Date Violation End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

RFC2018019255 CIP-007-6 R1 7/1/2016 7/27/2017 Self-Report Completed 

Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.)  

On February 19, 2018,  submitted a Self-Report stating that, as a , it was in noncompliance with CIP-007-6 R1.  The entity discovered that five unnecessary logical network 
accessible ports were enabled. The ports were left open as part of the devices’ original configurations, which occurred prior to the devices coming into scope for the CIP Standards. Three of the five 
instances occurred as part of initial device configuration and the other two instances occurred because of a firmware update. The entity discovered these five instances while conducting its first Cyber 
Vulnerability Assessment (CVA) after CIP v5 went into effect. The five instances are as follows: 

a) Two instances involved an open port relating to a

. These ports were enabled on July 1, 2016 and disabled on July 27, 2017. 
b) The third instance involved an open port relating to a . This port was enabled on July 1, 2016 and disabled on June 29, 2017. 
c) The fourth instance involved an opened port on a  This port was enabled on October 20, 2016 
and disabled on June 30, 2017. 
d) The fifth instance involved an opened port on a .  This port was enabled on October 25, 2016 and the device was retired on June 15, 2017. 

This noncompliance involves the management practices of work management and verification as the entity did not have a sufficient process in place to detect unnecessary ports for devices that are not 
connected to the entity’s configuration management tool.  The entity relied on employees to manually identify and disable the ports involved. That reliance on manual verification by employees is a root 
cause of this noncompliance.   

This noncompliance started on July 1, 2016, when the entity was required to comply with CIP-007-6 R1 and ended on July 27, 2017 when the entity disabled all of the ports at issue in each of the five 
instances.   

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this 
noncompliance is creating opportunities for unauthorized access through unidentified open ports that could negatively affect the reliable operation of the BPS. The risk is not minimal because of the long 
duration which reflects ineffective detective controls and the number of instances in this noncompliance. The risk is lessened because all of the devices were protected within CIP Electronic Security 
Perimeters (ESPs) for the duration of the noncompliance. Additionally, three of the five devices were protected within a CIP Electronic PSP and two of those three were protected by firewalls.  No harm is 
known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because of the different causes of 
the prior noncompliances. 

Mitigation To mitigate this noncompliance, the entity: 

1) disabled all ports in question; and
2) reviewed with applicable personnel procedures related to manually confirming enabled ports.

The entity has recently implemented  scanning of the  Servers by the entity’s  application. Any detected changes to  Server baseline ports will trigger a 
notification to maintenance personnel for investigation and follow-up.  . 

ReliabilityFirst has verified the completion of all mitigation activity. 
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RFC2018019256 CIP-010-2 R1 7/1/2016 5/18/2017 Self-Report Completed 

Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.)  

On February 19, 2018,  submitted a Self-Report stating that, as a , it was in noncompliance with CIP-010-2 R1.  While conducting its Cyber Vulnerability Assessment after CIP v5 
went into effect, the entity discovered that it did not include a commercially available executable in its documented baseline configuration of High Impact Bulk Electric System Cyber Workstations as 
required in R1.1.2. 

The entity determined that an executable present during the initial baseline configuration was not documented because it was not detected by the entity's configuration management tool. The executable 
was not detected because it did not register . The entity’s further investigation revealed that this executable was 
identified as being required on the workstations and was approved, but missed being documented in the approved baseline configuration. There have been no changes in this executable since its original 
deployment. The entity discovered this issue using  tool as part of the entity’s annual cyber vulnerability assessment process on July 20, 2017. 

This noncompliance involves the management practices of validation and verification. The entity did not have an effective verification internal control in place to ensure that this executable was properly 
documented in the approved baseline configuration. That lack of an effective verification control is a root cause of this noncompliance.  

This noncompliance started on July 1, 2016, when the entity was required to comply with CIP-010-2 R1 and ended on May 18, 2017, when the entity documented this executable on the configuration 
management tool and added it to the workstation baseline configuration. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this 
noncompliance is that the entity was not checking for updates to configurations and applying those updates in a timely manner, which could allow changes to be made to software that could negatively 
affect the BPS without the entity’s knowledge. The risk is not minimal because of the long duration which reflects ineffective detective controls. The risk is lessened because the executable that was 
installed and not documented had previously been approved for installation and had been deemed necessary by entity staff. Additionally, all workstations affected by this executable were protected 
within CIP Electronic Security Perimeters and Physical Security Perimeters.   

No harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because of the different causes of 
the prior noncompliances. 

Mitigation To mitigate this noncompliance, the entity: 

1) documented the executable on the configuration management tool and added it to the workstation baseline configuration;
2) performed an extent of condition review to verify there were no other executables overlooked. All CIP workstations and servers were evaluated as part of the annual cyber vulnerability assessment.
That extent of condition found that no other executables were overlooked; and 
3) created a new technical control that inventories workstation executables, stores the inventory to the enterprise configuration management tool, and performs a nightly differential scan.

ReliabilityFirst has verified the completion of all mitigation activity. 
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Date 

RFC2017018415 CIP-004-6 R4 7/1/2016 1/11/2018 Self-Report Completed 

Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 

posture and whether it was a possible,  or 
confirmed violation.) 

On September 22, 2017,  as a , submitted a Self-Report to ReliabilityFirst stating that it was in violation of CIP-004-6 R4. 

Leading up to July 1, 2017, entity  performed verifications of electronic access to meet the requirements of CIP-004-6 R4.3.  In the course of this work, the entity also opted to 

verify authorization records of access to CIP Information Repositories containing Bulk Electric System (BES) Cyber System Information (BCSI).  In the review, the entity identified a number of instances 
(388) in which trusted employees and contractors were provisioned with access to CIP Information Repositories containing BCSI  related to High Impact and Medium Impact BES Cyber Systems with 
External Routable Connectivity (ERC) without documented access authorization in the entity’s   In these cases, all users accessing the BCSI had a valid 

business need for access, but did not have the proper documentation of approval required by the entity’s procedures.  The entity completed an extent of condition review and identified no additional 
instances of noncompliance. 

The root causes of this noncompliance are as follows: (a) for 345 of the affected users, the CIP Information Repository settings permitted access via  permissions in  groups and the 
CIP Information Repositories were created  launch and before the entity created a procedure to guide the commissioning of a ; 

 (b) for the remaining 43 affected users, administrators erred by 

granting access manually, which is prohibited by the entity’s policy; and, (c) when the entity created the CIP Information Repositories commissioning/decommissioning procedure, the entity did not 
perform checks of existing CIP Information Repositories to ensure the permissions were set in a similar fashion as a new CIP Information Repositories to restrict use of  permissions.   

This noncompliance started on July 1, 2016, the date the entity was required to comply with CIP-004-6 R4, and ended on January 11, 2018, when the entity either requested authorization of access or 
removed access (because they no longer needed access at the time of discovery) for all affected users.  

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk associated with failing to 

properly document authorization to access BCSI information is that it increases the likelihood that an unauthorized person could access, exfiltrate, or otherwise corrupt BCSI.  This risk was mitigated in this 
case by the following factors.  First, this is mostly a documentation issue because all affected users would have been granted access to the CIP Information Repositories had the entity completed the 
proper steps prior to the launch of   In other words, the users would have been granted access had they gone through the proper access request and approval process.  Second, at the time access 

was granted, although not required by the standard for information access, the majority of the users had current personnel risk assessments and were up-to-date with the entity’s NERC Annual Training as 
a result of prior or existing NERC CIP access.   These factors reduce the likelihood that these users would have used the BCSI for any improper purpose.  No harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity's compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
either arose from different root causes or constitute high frequency conduct that ReliabilityFirst determined did not warrant an alternative disposition method. 

Mitigation To mitigate this noncompliance, the entity: 

1) performed an extent of condition to identify users who have NERC CIP information access without documented authorization;

2) created a role for  system administrators in the entity’s  to allow administrators to have authorized access to  systems with the
entity NERC CIP Protected information; 
3) created tickets and authorized the  administrators and shared accounts to be added to the role;

4) requested authorization of access through the entity’s  tool or removed access for the users identified in milestone one;
5) reinforced expectations for documenting and authorizing access controls in the entity’s  documents to system administrators;

6) developed an internal control for identifying NERC CIP access permissions not authorized/tracked in
7) confirmed that the entity’s  document contains appropriate  settings for a facilitate  comparison of actual to authorized access to all individuals with access to
CIP Information Repositories; 

8) assessed all existing CIP Information Repositories to make sure settings and permissions conform with the entity’s Access Control procedures to facilitate  comparison of actual to authorized access
to all individuals with access to CIP Information Repositories; and 
9) provided training to affected system administrators to reinforce procedural exceptions and to discuss changes made to policies and supporting infrastructure.
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SERC2016016171 CIP-005-5 R1; 
P1.2 

7/1/2016 9/16/2016 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On September 20, 2016,  submitted a Self-Report stating that, 
 it was in noncompliance with CIP-005-5 R1, Part 1.2.  For a Medium Impact Bulk Electric System (BES) Cyber System, the entity did not ensure all external routable traffic went through an 

identified Electronic Access Point (EAP) before entering two Electronic Security Perimeters (ESPs).   

On September 15, 2016, while conducting a review of the Medium Impact network configurations due to detected unusual network traffic, the entity discovered External Routable Connectivity that was 
allowed to enter the ESPs without first going through an EAP.  Specifically, sometime prior to July 1, 2016, the entity established Ethernet connections with access points within two ESPs (one at the 
primary control center and one at the backup control center) that terminated on Cyber Assets that resided outside the ESPs.  The entity did not route the Ethernet connections through identified EAPs.  
These connections allowed the two energy management system (EMS) front end processors (FEPs), which resided inside the ESPs, to monitor access point traffic and display real time telemetry on the 
quality assurance system (QAS) network outside the ESPs.  When originally deployed, the entity believed the data traffic was only one way from within the ESPs to outside the ESPs, and thus not 
considered External Routable Connectivity, due to documentation from the vendor.  However, the connection allowed bi-directional communication into and out of the ESPs.  On September 16, 2016, the 
entity disconnected the Ethernet connections to both the primary and backup control center ESPs. 

The bi-directional connection between the two FEP devices at the two control centers to the QAS network involved seven QAS Cyber Assets that were within the QAS environment.  The noncompliance 
could have potentially affected one BES Cyber System (the EMS) with 48 BES Cyber Assets, 10 Protected Cyber Assets, 22 Electronic Access Control or Monitoring System Cyber Assets, and 4 Physical 
Access Control System Cyber Assets. 

The entity conducted an extent of condition review of all network configuration diagrams and determined no other similar connectivity existed. 

SERC determined that the root-cause was inadequate procedural controls to assess assets and their networking capabilities. 

This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable on the entity, and ended September 16, 2016, when the entity disconnected the Ethernet connections 
to the ESPs. 

Risk Assessment       This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The entity’s failure to route all externally connected ESP traffic through 
an identified EAP could have permitted unsecured traffic to cross into and out of the ESPs and led to data mining or the introduction of malicious code into the most protected network.  However, after 
investigating, the entity and its vendor concluded the unidentified bi-directional capability of the connection was not exploited during the noncompliance.  Further, the connection was not configured as 
bi-directional.  In addition, the QAS resided within a secure Physical Security Perimeter and had access controls in place, including malware protection with security logging and alerting.  Finally, the QAS 
was subject to change management procedures and . 

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity: 

1) disconnected the offending connections and added port blocks to the device;
2) sent a request to its SCADA vendor to confirm the potential risk and received confirmation;
3) confirmed with SERC that Self Reporting was the correct approach to report the potential violation; and
4) created a cable change request form to note any changes made to the network cabling so they can be included in the network documentation and reconciled with the authorized change(s).
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Mitigation  Completion 
Date 

SERC2016016418 CIP-007-6 
R2; 
P2.2 

7/1/2016 10/24/2016 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On October 27, 2016,  submitted a Self-Report stating that, 
, it was in noncompliance with CIP-007-6 R2, Part 2.2.  The entity failed to, at least once every 35 days, evaluate security patches for applicability that had been released since the last evaluation. 

On October 19, 2016, the entity discovered this noncompliance while performing a documentation review for future system upgrades.  On July 1, 2016, Microsoft released two updated service packs, and 
on July 26, 2016, Microsoft released one updated service pack for certain production software on certain entity Cyber Assets within the primary and backup control centers and two data centers.  
However, the entity did not assess or install these service packs or their related security patches until October 24, 2016. The noncompliance involved one medium impact Bulk Electric System (BES) Cyber 
System (the energy management system), 44 BES Cyber Assets, 8 Protected Cyber Assets, 20 Electronic Access Control or Monitoring System Cyber Assets, and 3 Physical Access Control System Cyber 
Assets. 

The entity conducted an extent-of-condition and determined there were no additional instances of noncompliance. 

The root cause of this noncompliance was inadequate training to ensure staff selected the correct options in the patching tool applicability report when conducting security patch applicability 
assessments. The entity’s documented patch management process required that service packs be included in the patching tool applicability report for security patch evaluation.  However, entity staff did 
not select the “service packs” option in the patching applicability tool, and therefore the tool did not flag the new service pack releases for patch management program review. For this reason, the entity 
created a more detailed and granular workflow process and trained all affected personnel. 

This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable on the entity, and ended on October 24, 2016, when the entity completed its security patch 
assessment for the missed patches and applied applicable patches. 

Risk Assessment       This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The entity’s failure to evaluate security patches for applicability at least 
once every 35 calendar days could have potentially provided security holes that could have resulted in the occurrence of malicious activity.  

  In 
addition, malware protection, baseline monitoring, and security logging were in place to thwart intruders. 

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity: 

1) added service packs to the patching tool applicability report option and determined it had several CIP cyber assets with SQL service packs available for evaluation.  The entity applied the applicable
service packs;
2) reviewed the entity’s documented processes regarding patching and determined the language was sufficient for the review of "security patch" and "service pack";
3) The patching tool applicability report template has to be populated each month and the options for "security patch" and "service pack" need to be selected.  The entity’s BES cyber support team made
the change to the monthly patch process workflow; and
4) discussed the change to the monthly patch process work flow during the next CIP meeting, held each Monday. At this meeting, the entity made its BES cyber support team members aware of the
revised monthly patch process work flow.  The BES cyber support team will implement this version going forward, ensuring the service packs will be selected in the patching tool applicability report
options.
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Mitigation  Completion 
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SERC2017018724 CIP-007-6 
R2; 
P2.3 

8/23/2017 11/20/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On November 28, 2017,  submitted a Self-Report to SERC stating that, 
 it was in noncompliance with CIP-007-6 R2, Part 2.3.  The entity did not did not apply a patch to two Bulk Electric System (BES) Cyber Assets within 35 calendar days of completing its 

evaluation. 

On July 18, 2017, the entity reviewed a security patch for applicability and found it to be applicable, but failed to apply the patch to two BES Cyber Assets within 35 days of the assessment.  The two 
involved BES Cyber Assets were housed within a backup control center and a data center and were part of one Medium Impact BES Cyber System.  

On November 20, 2017, the entity discovered this noncompliance while reviewing energy management system (EMS) July security patches as part of a workflow execution internal control.  The internal 
control involved reconciling implemented patch configuration changes against the new documented baseline.  Upon discovering an inconsistency, the entity promptly applied the overdue July patch the 
same day. 

The entity performed an extent-of-condition review by broadly applying the internal control that resulted in the discovery of the compliance issue.  Specifically, the entity reviewed all past patch 
evaluations and applications of security patches and did not find any additional issues.  

The root cause of this noncompliance was insufficiently robust workflow tools and associated training. 

This noncompliance started on August 23, 2017, when the entity failed to apply a security patch within 35 days of determining it was applicable, and ended on November 20, 2017, when the entity applied 
the missed security patch. 

Risk Assessment       This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The entity’s failure to apply a security patch for approximately 90 days 
after determining it was applicable created a potential for intruders to exploit security vulnerabilities, install malware or otherwise gain control over Cyber Assets and bulk power system facilities, and 
potentially create an unstable grid.  However, the entity and its EMS vendor determined the late patch addressed minor risks.  The entity employed the affected Cyber Assets primarily as backup control 
center assets.  Additionally, the entity utilized electronic access controls, malware protection, logging and alerting, and housed the assets in Electronic and Physical Security Perimeters. 

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity: 

1) applied the missed security patch to the applicable software; and
2) implemented a process for all subject matter experts to use a check list which will be attached to the asset and resource management tool case.
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

SERC2017016970 CIP-010-2 
R1; 
P1.2; 
P1.4 

12/13/2016 2/8/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On February 8, 2017,  submitted a Self-Report to SERC stating that, 
 it was in noncompliance with CIP-010-2 R1, Parts 1.2 and 1.4.  The entity did not authorize and document changes that deviated from the existing baseline configuration (1.2) and did not 

determine, verify, and document any adverse effects related to changes that deviated from the existing baseline (1.4). 

On December 13, 2016, the entity made modifications to a custom script reflecting a revised load shed plan and then deployed the script to four Bulk Electric System (BES) Cyber Assets, 
  Similarly, on December 19, 2016, the entity made modifications to a different custom script implementing 

 and deployed the script to the same four BES Cyber Assets.  The four involved BES Cyber Assets were part of one Medium Impact BES Cyber System and were 
located at the primary and backup control centers and data centers.   

Although all of the modifications to the baseline configurations were technically necessary and correct from an operations standpoint, the entity did not implement them in conformance with its 
documented procedures and the baseline configuration change requirements of CIP-010-2 R1, Parts 1.2 and 1.4.  The entity did not authorize and document the changes that deviated from the existing 
baseline configuration and did not determine and verify that CIP-005 and CIP-007 cyber security controls were not adversely impacted after the changes.   

On February 6, 2017, the entity discovered this noncompliance during an internal control reconciliation process, where every 31 days it compared actual baseline configurations with its change control 
management system, and noticed an actual configuration that was inconsistent with the expected baseline configuration. 

On February 8, 2017, the entity performed the baseline configuration change management procedures for these four BES Cyber Assets. 

As the extent-of-condition review, the entity reviewed all change control records in the change management system for proper adherence to procedures and did not find any additional failures.  

The root cause of this noncompliance was shortfalls in training related to consistently following baseline change control procedures. 

This noncompliance started on December 13, 2016, when the entity made configuration changes without following change control procedures, and ended on February 8, 2017, when the entity completed 
change control procedures. 

Risk Assessment       This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The entity not evaluating security controls could result in 
modifications to the existing security infrastructure that would enable misoperation or unauthorized access to BES Cyber Systems, which could adversely impact the BPS.  However, a monthly internal 
control led to discovery.  All of the modifications to the baseline configurations were technically necessary and correct from an operations standpoint.   

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity: 

1) interviewed the involved operations engineer and re-reviewed all change records in the change management system to determine the extent of condition, which confirmed no other custom script
changes were made and not reconciled; 
2) made the operations engineer fully aware of the existing policy that the custom script changes require a case within the asset and resource management tool, for review and approval; and
3) created a case within the asset and resource management tool to complete the required review and approval process for the changes to the baseline.
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

SERC2017018599 CIP-010-2 

R1; 
P1.1; 
P1.2; 
P1.3; 
P1.4 

7/1/2016 1/18/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On November 7, 2017,  submitted a Self-Report to SERC stating that, 
 it was in noncompliance with CIP-002-5.1a R1, Part 1.2.  However, SERC determined that the entity was instead in noncompliance with CIP-010-2 R1, Part 1.1 – 1.4 because it failed to identify and 

develop baseline configurations for Physical Access Control Systems (PACS).  

On September 28, 2017, as a follow up from a 2016 Cyber Vulnerability Assessment (CVA), the entity’s Bulk Electric System (BES) cyber support group reviewed Cyber Assets located at the primary control 
center data center and discovered that it had not identified two Remote Terminal Units (RTUs) as components of the PACS.  The two RTUs transmitted alarming signals from the PACS to the Supervisory 
Control and Data Acquisition system, which then provided the physical security status, alerts, and alarms to the electric system dispatchers for monitoring.  Because the entity used the two RTUs to 
transmit alarming, they were components of the PACS and required to be protected under CIP-010-2 R1, Part 1.1 – 1.4.  The noncompliance affected four facilities, including the primary and back-up 
control centers and their associated data centers, which contained medium impact Bulk Electric System (BES) Cyber Systems.   

The entity conducted an extent-of-condition assessment and determined there were no other instances of unidentified or misclassified Cyber Assets. 

The failure to identify the RTUs as PACS resulted in the entity not affording the RTUs the protections required by CIP-010-2 R1, Part 1.1 -1.4 (baselines), CIP-010-2 R3, Parts 3.1 and 3.4 (vulnerability 
assessments), CIP-007-6, R1 Part 1.1 (justified ports), CIP-007-6 R2, Parts 2.1-2.4 (security patch management), CIP-007-6 R3, Parts 3.1-3.3 (malicious code prevention), CIP-007-6 R4, Parts 4.1 and 4.2 
(event logging and alerting), CIP-007-6 R5, Part 5.2 (document default or generic accounts), and CIP-007-6 R5, Parts 5.5-5.7 (password complexity, change process, and technical feasibility exception). 

The root-cause of this noncompliance was a lack of formal guidance, such as procedures and checklists, to evaluate and classify all Cyber Assets within the CIP program. 

This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable on the entity, and ended on January 18, 2018, when the entity provided all appropriate CIP protections 
to the PACS Cyber Assets. 

Risk Assessment       This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  By not identifying and fully protecting the PACS Cyber Assets, the entity 
created a potential that an attack could destroy, damage, or degrade Critical Infrastructure within the entity’s facilities via weaknesses in security on the two RTUs responsible for generating alerts and 
alarms for physical security problems.  However, the entity did physically secure the two RTUs at issue within a Physical Security Perimeter, shielding them from general access.  The entity also enforced 
local authentication for access and did not allow access to any shared accounts on the two RTUs.  Although the entity did not document default accounts, it did change all default passwords on the two 
RTUs.  The System Operators also monitored the health and status of the two RTUs at issue in real-time.  Any abnormal operations or changes to the RTUs would have resulted in an alarm to the operator 
to investigate.  During the noncompliance, the RTUs operated as intended to send alerts and alarms to the System Operators.  

SERC considered the entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity: 

1) reviewed the NERC Standard requirements applicable to a BES Cyber Asset to determine if the current RTU is capable of meeting these requirements when the RTU is added to the entity’s CIP-002 BES
Cyber Asset list. The entity confirmed the current RTU does not support the NERC Cyber Security requirements associated with a BES Cyber Asset and would require a Technical Feasibility Exception (TFE). 
Therefore, the entity purchased a new RTU compatible with the current NERC Cyber Security requirements and moved the BES Cyber Asset into the Electronic Security Perimeter (ESP);  
2) reviewed the functionality of the RTU and associated analog and status data points to confirm if  functional type data was transmitted through the RTU to SCADA 
for use by the electric system operators; 
3) the entity’s BES cyber support group developed the CIP-002 Medium Impact Cyber Asset evaluation flow chart The BES cyber support group members are the employees that will be using the
evaluation flow chart; 
4) updated the Cyber Asset list to include the dispatch and strip chart RTUs;
5) updated the Cyber Asset list to remove the dispatch RTU. The entity removed the dispatch RTU from Medium BES Cyber System sheet and moved it to the retired assets sheet;
6) added the involved RTU to the Medium BES Cyber System list and moved the strip chart RTU to the retired assets sheet;
7) completed all required steps prior to placing the asset on the network.  The entity will place the asset on the FEP network in order to test the log collection and aggregation tool for logging and alerting.
Once the entity configures logging, it will place the asset into full service on the BES; 
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

SERC2017018599 CIP-010-2 

R1; 
P1.1; 
P1.2; 
P1.3; 
P1.4 

7/1/2016 1/18/2018 Self-Report Completed 

8) updated and approved the remaining documentation upon successful completion of new baseline reports per CIP-010-2 Part 1.1. The entity will manage the new asset by its configuration change
management process; 
9) reviewed and approved the Cyber Asset provisioning checklist. The entity configured logging and alerting for the asset connected to  the ESP;
10) implemented a new RTU asset which is now performing BES functionality;
11) received information on why the specific communication protocol  is required and opened a port for internal communications only per port guide; and
12) closed the related asset and resource management tool workflow case and provided a summary of actions taken by the entity for the deployment of the new RTU with dates.
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