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This filing contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in 
this filing and provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 MRO2018019141 Yes Yes Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years

2 RFC2019021654 Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years

3 TRE2019022002 Yes Yes Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years

4 WECC2016015678 Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years

5 WECC2018019396 Yes Yes Yes Category 1: 3 years; Category 
2-12: 2 years
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021654  CIP‐007‐6  R2  10/2/2017  3/15/2019  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On June 3, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐007‐6 R2.  On December 5, 
2018, as part of a separate investigation, the entity discovered one applicable security patch released on October 1, 2018, that it did not evaluate within a 35‐calendar‐day interval.  Since it did not 
complete an evaluation, the entity also did not (a) apply the patch or (b) create or revise a plan to mitigate the vulnerabilities addressed by the patch.  The patch was associated with one of the 
technologies that the entity uses for cyber security event monitoring.  The entity evaluated the patch on December 5, 2018 (i.e., 30 days late), and created a plan to mitigate the vulnerabilities addressed 
by the patch on January 2, 2019.  On January 14, 2019, the entity applied the patch. 

The entity performed a comprehensive review of patches for cyber security event monitoring technologies that had been released since July 1, 2016, and discovered four additional instances of 
noncompliance.  In each additional instance, the entity did not evaluate a patch and, therefore, did not (a) apply the patch or (b) create or revise a plan to mitigate vulnerabilities addressed by the patch.  
The additional instances are summarized as follows:  (a) a patch was released on August 28, 2017, and was no longer applicable as of November 16, 2017, because the entity installed a new product 
version, which eliminated the vulnerability associated with the patch; (b) a patch was released on August 30, 2017, and was no longer applicable as of November 16, 2017, because the entity installed a 
new product version, which eliminated the vulnerability associated with the patch; (c) a patch was released on September 6, 2018, and was no longer applicable as of March 15, 2019, because the entity 
installed a new product version, which eliminated the vulnerability associated with the patch; and (d) a patch was released on October 16, 2018, and was no longer applicable as of March 15, 2019, 
because the entity installed a new product version, which eliminated the vulnerability associated with the patch. 

Collectively, the missed patches were applicable to   devices. 

The root causes of this noncompliance were a process failure and insufficient training.  Entity personnel were reviewing patches every three weeks in a recurring meeting but failed to identify the patches 
referenced herein, in part, because they were not filtering the vendor’s website correctly.  And, the entity failed to identify and correct the instances of noncompliance through existing detective controls 
(i.e., the issues were identified and corrected by happenstance). 

The noncompliance involves the management practice of workforce management.  Workforce management includes, in part, the development and implementation of clear, thorough, and repeatable 
processes, procedures, work instructions, and controls.  Such efforts can (a) minimize the frequency of the types of issues experienced in this case and (b) assist in identifying and correcting them in a 
more timely manner. 

The noncompliance involved five separate instances with the following durations:  (a) The first instance started on October 2, 2017, when the entity failed to evaluate a patch and ended on November 16, 
2017, when the entity installed a new product version; (b) The second instance started on October 4, 2017, when the entity failed to evaluate a patch and ended on November 16, 2017, when the entity 
installed a new product version; (c) The third instance started on October 11, 2018, when the entity failed to evaluate a patch and ended on March 15, 2019, when the entity installed a new product 
version; (d) The fourth instance started on November 5, 2018, when the entity failed to evaluate a patch and ended on December 5, 2018, when the entity evaluated the patch; and (e) The fifth instance 
started on November 20, 2018, when the entity failed to evaluate a patch and ended on March 15, 2019, when the entity installed a new product version. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of bulk power system (BPS) based on the following factors.  Errors in patch management allow 
known vulnerabilities to persist in an entity’s environment, and a bad actor could leverage those vulnerabilities and cause harm to the BPS.  Here, the risk was not serious or substantial because each 
discrete instance was relatively short in duration, and existing controls in the entity’s environment reduced the risks associated with the missed patches (e.g., firewall protections, access controls, and 
multi‐factor authentication).  However, the risk was not minimal in this case because it involved several instances of noncompliance that affected   that perform critical cyber security 
event monitoring functions.  Further, this noncompliance involved process failures and a lack of sufficient detective controls.  No harm is known to have occurred. 

The entity has relevant compliance history.  A majority of the entity’s prior noncompliances involved separate and distinct issues as well as different root causes.  While one of the prior noncompliances 
involved conduct that is arguably similar to the instant noncompliance, ReliabilityFirst determined that the instant noncompliance does not warrant a penalty because the current issue posed only a 
moderate risk to the BPS, involves high frequency conduct, and is not indicative of a systemic or programmatic failure. 

Mitigation  To mitigate this noncompliance, the entity: 

1) evaluated and documented the initial missed patch identified in the self‐report;
2) conducted a comprehensive review of all cyber security patches released since July 1, 2016, for cyber security event monitoring technologies (note: the entity discovered the four additional missed
patches described herein that had all been superseded by product version upgrades);
3) centralized primary responsibility for coordinating the evaluation of security patches; and
4) provided training on the new process enhancements for personnel who will be responsible for patch evaluations.
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021654  CIP‐007‐6  R2  10/2/2017  3/15/2019  Self‐Report  Completed 
ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2019022002  CIP-004-6 R5; R5.1; 5.3; 
5.5 (the “Entity”) 

O5/29/2017 08/01/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit from , Texas RE determined that the Entity, as a 
was in noncompliance with CIP-004-6 R5.  Specifically, the Entity did not remove the unescorted physical access and Interactive Remote Access of three employees within 24 hours of termination 
actions under CIP-004-6 R5.1. Further, the Entity did not remove access to the designated BES Cyber System Information (BCSI) storage locations for three employees after termination within the 
next calendar day pursuant to CIP-004-6 R5.3. Finally, for one employee, the Entity did not change the password for a shared account known to one user within 30 calendar days of the termination 
action, under CIP-004-6 R5.5. 

The root cause of each instance for the CIP-004-6 R5.1 and CIP-004-6 R5.3 noncompliances was from a supervisor either filing the wrong revocation request date or not timely requesting revocation. 
The root cause of the CIP-004-6 R5.5 instance was that a manual alerting mechanism failed to send alerts to the appropriate personnel, and the Entity did not collect the evidence of the password 
changes.   

This noncompliance started on May 29, 2017, which, for the CIP-004-6 R5.5 noncompliance, is 31 days after an employee left the company without his or her password being changed, and ended on 
August 1, 2018, when, for the  CIP-004-6 R5.1 and 5.3 noncompliances, a terminated employee whose unescorted physical access, Interactive Remote Access, and access to the designated BCSI 
storage locations was not removed within 24 hours had their access removed. 

Risk Assessment  This noncompliance posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The Entity’s failure to remove users’ unauthorized access within the 
Standard’s specific time period and change the password for a shared accounts for terminated employees increases the risk of compromise to the Entity. The Entity’s 

.  

The risk of the noncompliance is lessened by a few factors: (1) the employees’ physical access had been revoked within 24 hours of termination. All physical access badges and electronic devices were 
returned to the Entity; (2) the terminated employees’ cyber and physical access to all in-scope devices and BCSI was revoked within 24 hours of termination. Thus, the employees had no access to in-
scope assets or data. The assets and data all reside within secure areas providing “defense in depth.”  Additionally, the Entity’s buildings in question are all protected by various levels of security (card 
key readers, guards, etc.). Further, the durations of inappropriate access under CIP-004-6 R5.1 and CIP-004-6 R5.3 was relatively short for those three employees at one day, 22 days, and 31 days.  
The duration of the CIP-004-6 R5.5 noncompliance was also relatively short, at 34 days. No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there was one relevant instances of noncompliance for CIP-004-6 R5.1, with a substantially similar root cause. Therefore, 
Compliance Exception treatment is not appropriate here.  

Mitigation To end this noncompliance, the Entity:  

1) removed the individuals’ unescorted physical access to PSPs,  Interactive Remote Access, and access to the designated BCSI storage locations for the three employees at issue; and
2) provided evidence that passwords for accounts on the  were changed.

To prevent reoccurrence of this noncompliance:  

1) for the R5.1 and 5.3 noncompliances, the Entity implemented a new access management tool as its onboard/offboard/transfer/reassignment tool. With this tool, supervisors cannot initiate the
off-boarding process without first submitting a proper access revocation request; and

2) for the R5.5 noncompliance, the Entity implemented a tool that will detect the failures of its alerting mechanism.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2016015678 CIP-006-3c R5 2/26/2015 9/28/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible or confirmed violation.) 

On April 19, 2016, the entity submitted a Self-Report stating that, as a , it was in potential noncompliance with CIP-006-3c R5. 

Specifically, in April 2016, during a review of physical security logs, the entity discovered that the security company it had contracted with to perform offsite monitoring of the Physical Security 
Perimeter (PSP) at  of its  had not reviewed all of the physical security logs for the  access point door alarms to the Physical Security Perimeter (PSP) controlling access to 
a Medium Impact BES Cyber System (MIBCS) located at a  since February 26, 2015.   During discussions of this issue with the security company, the entity learned that the 
security company was unable to staff qualified personnel with an appropriate head-count to perform the review of logged alarm events.  Upon learning of the deficiency, the entity immediately 
terminated its contract with the security company and contracted with another security company. This issue began on February 26, 2015, when the first physical access attempt was not 
immediately reviewed and handled per the entity’s procedures and ended on September 28, 2017, when the entity completed mitigating activities.  

The root cause of the issue was attributed to too few workers assigned to the tasks.  Specifically, the vendor the entity contracted with did not provide an adequate number of skilled staff to 
perform the obligations required to monitor, respond to, or escalate events or incidents at the PSPs. 

Risk Assessment This issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to immediately review and 
handle unauthorized access attempts in accordance with its procedures specified in CIP-008-3, as required by CIP-006-3c R5, for  access points to the PSPs controlling access to a MIBCS.  

Failure to review unauthorized access attempts could have resulted in unauthorized physical access to the PSPs to go unnoticed and unchecked, thereby potentially allowing access to Cyber Assets 
by someone intent on doing harm. However, as compensation, the entity had implemented internal controls to prevent potential unauthorized physical access occurrences, which included 

 personnel, 24 hours, seven days-a week control room staffing, and policies and procedures that restricted access to only authorized personnel.  Additionally, the entity did not experience any 
physical security events or incidents during the duration of noncompliance. No harm is known to have occurred.  

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty because the previous noncompliance had a different root cause and fact pattern, and the 
mitigation activities would not have prevented the current issue.  

Mitigation To mitigate this violation, the entity: 
1) hired a new security company to monitor the PSP at the generation facility;
2) modified the contract to require that the contractor perform a PSP door alarm review at the end of each shift. The reviewer will look for any missed door alarms during the shift and initiate
the appropriate response;
3) established a weekly review of PSP door alarms by its personnel who will investigate any alarms that were missed by the contract security guards; and
4) established a policy to make sure that failed PACS components that cause false door alarms are corrected in a timely fashion, to include maintaining a stock of PACS components that are
known to be failure prone to allow for timely repairs.  Reducing the false door alarms will allow the guards more time to respond to valid alarms.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2018019396 CIP-006-3c R4 12/29/2015 9/26/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible or confirmed violation.) 

On March 15, 2018, the entity submitted a Self-Report stating that, as a , it was in potential noncompliance with CIP-006-3c R4. 

Specifically, as the result of a component failure at  Physical Security Perimeter (PSP) doors controlling access to a Medium Impact BES Cyber System (MIBCS) located at a , 
nuisance alarms filled the Physical Access Control or Monitoring Screens (PACS) screens.  To prevent the screens from filling up with these nuisance alarms, entity staff masked the alarms, that is 
configured the PACS to ignore them.  While masked, the alarms did not register at the PACS, and the doors could be forced open without the entity being aware.  

, which the entity did not do during the time the masking was in place.   There 
were two separate instances where the entity  to monitor access; the first instance began on December 29, 2015 and the second instance on 
September 1, 2017.  These instances ended on March 3, 2017 and September 26, 2017, when masking was removed from the PSP door alarms.  

The root cause of the issue was attributed to inadequate training.  Specifically, although the entity had a documented policy which 
, the personnel responsible for the masking in this instance were not aware of the policy. 

Risk Assessment This issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to adequately implement its operational 
and procedural controls to manage physical access at all access points to the PSP twenty-four hours a day, seven days, a week, for  PSP access points as required by CIP-006-3c R4.  

Failing to create alarms for PSP doors controlling access to MIBCS could have resulted in the entity being unaware of unauthorized access into that PSP by someone with malicious intent to cause 
damage to the MIBCS to affect reliability of the BPS. However, as compensation, some of the Cyber Assets were within view of the Chief Operator’s desk, and the  was protected 
by , both of which were manned 24 hours, seven days-a-week. No harm is known to have occurred. 

WECC determined that the entity’s compliance history should not serve as a basis for aggravating the disposition track.  The prior one relevant compliance history had a different fact pattern and root 
cause and is not indicative of a broader issue.  The mitigation activities of the previous noncompliance would not have prevented the current issue. 

Mitigation To mitigate this issue, the entity has: 

1) removed the masking from the PSP doors of this issue;
2) reduced the number of PSPs by one when it moved the Cyber Assets into another PSP and updated its Physical Security Plan accordingly; and
3) updated personnel on the requirements related to masking PSP doors and alarming.
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COVER PAGE 

This filing contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in 
this filing and provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 MRO2018019130 Yes Yes Yes Category 2 – 12: 2 years 

2 RFC2019021832 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

3 SERC2017017559 Yes Yes Yes Yes Yes Category 2 – 12: 2 years 

4 SERC2017018662 Yes Yes Yes Yes Yes Category 2 – 12: 2 years 

5 SERC2018019419 Yes Yes Yes Yes Category 2 – 12: 2 years 

6 FRCC2019021601 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years  

7 FRCC2019021602 Yes Yes Yes Yes Yes Category 2 – 12: 2 years 

8 TRE2017018208 Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

9 TRE2017018673 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 
– 12: 2 year

10 WECC2017017464 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

11 WECC2017017465 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

12 WECC2017017511 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

13 WECC2017018579 Yes Yes Yes Category 2 – 12: 2 years 

14 WECC2017017466 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

15 WECC2017017467 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

16 WECC2017017468 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

17 WECC2017017469 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

18 WECC2017017470 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

19 WECC2017017471 Yes Yes Yes Category 2 – 12: 2 years 

20 WECC2017017472 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 
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Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

21 WECC2017017891 Yes Yes Yes Category 2 – 12: 2 years 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021832  CIP‐004‐6  R4  3/13/2019  5/24/2019  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On July 11, 2019, the entity submitted a Self‐Report stating that,   it was in 
noncompliance with CIP‐004‐6 R4.  An entity administrator did not follow the entity’s process for granting a part‐time employee access to CIP‐scoped systems and information on March 13, 2019, in 
violation of CIP‐004‐6 R4.1.  As a result, the entity did not complete a personnel risk assessment (PRA) prior to provisioning access (CIP‐004‐6 R3), and the part‐time employee did not complete requisite 
training prior to obtaining access (CIP‐004‐6 R2).  The administrator granted the part‐time employe

  No access was granted to the

The part‐time employee was hired on a temporary basis as an intern and separated from the entity on May 24, 2019, on good terms upon completion of scheduled work.  The entity discovered the 
noncompliance while executing its access revocation procedure upon separation. 

The root cause of this noncompliance was the administrator’s lack of understanding of the entity’s process for granting access.  This noncompliance implicates the management practice of workforce 
management.  Workforce management includes the need to ensure that staff are adequately trained and capable of carrying out their tasks and responsibilities in a manner that minimizes the risk to the 
reliability of the bulk power system (BPS). 

This noncompliance started on March 13, 2019, when the administrator did not follow the entity’s process for granting access, and ended on May 24, 2019, when the entity revoked the part‐time 
employee’s access. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the BPS based on the following factors.  There is an increased risk of an individual obtaining 
improper access, misusing access, or failing to adhere to security practices when an entity fails to: (a) follow a process to authorize access; (b) complete a PRA prior to granting access; and (c) require the 
completion of training prior to granting access.  The risk was not minimal in this case because of the lack of requisite qualifications (i.e., no training or PRA) coupled with the type of access that was 
provisioned (i.e., access to  ).  Additionally, the circumstances under which this noncompliance arose were problematic, namely an administrator 
neglecting to follow (or failing to understand the importance of) the entity’s policies and procedures when provisioning heightened access privileges.  However, the risk was not serious or substantial 
based upon the following facts.  No access was granted to  .  The part‐time employee’s access to   did not include the ability to 

.  Further, even though it was not as thorough as a CIP‐based PRA, the entity did complete a standard pre‐employment background check prior to hiring the 
part‐time employee.  The entity reviewed records and could not find evidence that the part‐time employee accessed   during the course of his temporary 
employment.  The potential harm to the overall BPS was also minimized based upon  .  No harm is known to have occurred. 

The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
involved separate and distinct issues with different underlying causal factors. 

Mitigation  To mitigate this noncompliance, the entity: 

1) disabled the part‐time employee’s administrator account within an hour of the notification of departure from the entity;
2) sent out a reminder e‐mail to all corporate domain administrators to reinforce the requirements  and 
3) retrained all corporate domain administrators on , including the necessity for a personnel risk assessment and training. 
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3) implemented and enhanced controls necessary to produce the evidence necessary to meet CIP-007 R1 and R4. Corrective activities include: a) installing baseline monitoring software on the hypervisor;
b) pulling down initial baseline configuration to document ports and services c) documenting ports and services justifications; d) configuring logging and alerts for the hypervisor e) verifying that logging,
alerting, and ports and services monitoring is functioning as intended; f) updating procedural documentation: and g) identify evidence and internal controls;

To mitigate this noncompliance for the PACS issue, the Entity will complete the following mitigation activities by August 31, 2020:  
1) implement and enhance controls necessary to produce the evidence necessary to meet CIPO-009 R1-R3 and CIP-010 R1 and R3. Corrective activities will include: a) reviewing current plan and modify
roles and responsibilities as needed to include the hypervisor;  b) updating procedural documentation; c) identifying evidence and internal controls;
2) implement and enhance controls necessary to produce the evidence necessary to meet CIP-010 R1 and R3. Corrective activities will include: a) implementing baseline monitoring for the hypervisor: b)
pulling the hypervisor into the existing vulnerability assessment process; c) updating procedural documentation; and d) identifying evidence and internal controls; and
3) verify that the hypervisors met all the applicable CIP requirements, socialize changes, and ensure that the parties responsible for execution understand roles and responsibilities.  This includes: a)
providing assurance by reviewing and validating that all proposed controls and procedural documents meet the applicable NERC CIP requirements; and b) providing impacted stakeholders (control owners
and performers with instruction regarding roles and responsibilities, required activities, and evidence output associated with pulling the hypervisor into the NERC CIP program.

To mitigate this noncompliance for the EACM issue, the Entity replaced high EACM intermediary devices and medium EACM servers with physical servers and retired the virtual machines. 

SERC Reliability Corporation (SERC) CIP
FFT 
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9) implemented an off-boarding checklist for BES Cyber Systems and their associated BCAs, PCA, EACMS, and PACS.
10) purchased software tool to enhance rule analysis capability;
11) built supporting physical hardware associated with the software tool implementation;
12) implemented software tool solution to enhance firewall rule analysis capability for each ESP; and
13) will implement software tool solution to continuously monitor, assess and track changes to protected networks for security issues related to network access rules that will augment and
compliment the associated manual controls.

SERC Reliability Corporation (SERC) CIP
FFT 
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Texas Reliability Entity, Inc. (Texas RE)  FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017018673  CIP‐007‐6  R3; P3.3   (the 
“Entity”) 

7/1/2016  8/7/2018  Compliance Audit   Completed  

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from   Texas RE determined that the Entity, as a   was 
in noncompliance with CIP‐007‐6 R3. In particular, the Entity did not implement a documented process to test signatures and patterns for the Entity’s deployed method to deter, detect, or prevent 
malicious code.  

The Entity configured 25 clients running its antivirus system to automatically download and install signature updates multiple times per day.   As a result, signatures and patterns were not tested before 
they were applied.  On August 7, 2018, the Entity approved and implemented a new process for testing signatures for its antivirus system. 

The root cause of this issue is that the Entity’s process documents did not adequately address the requirement to test signatures and patterns, which led to the Entity failing to implement the required 
process.  Specifically, during the noncompliance, the Entity’s process documents stated in general terms that signatures and patterns should be tested, but these documents did not provide sufficiently 
detailed instructions to ensure that the Entity’s personnel implemented a process for testing signatures and patterns. As a result, the Entity’s personnel followed the software vendor’s instructions 
to automatically immediately install signature updates. 

The noncompliance started on July 1, 2016, when CIP‐007‐6 R3 became enforceable, and ended on August 7, 2018, when the Entity implemented a process for testing signatures for its antivirus 
software. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The risk posed by this issue is that an untested signature update 
could adversely impact the integrity or functionality of the Entity’s Cyber Assets by failing to protect against malicious code or by causing the protected BES Cyber Systems not to function as intended. 
In addition, this issue affected   that are associated with   that are associated with a High Impact BES Cyber System.  However, 
the risk posed by this issue is reduced by the following factors.  First, the Entity’s transmission network has a 

The Entity’s  . The Entity does 
 Second, the Entity implemented other 

methods to deter, detect, and prevent malicious code, and the Entity had a documented process for testing and installing signatures for these other methods. No harm is known to have occurred. 

Texas RE determined the Entity’s and its affiliates’ compliance history should not serve as a basis for aggravating the risk posed by this issue.  The Entity’s and its affiliates’ relevant compliance history 
involves three prior instances, under Violation IDs  .  Regarding Violation ID  , the Entity and its affiliates discovered and 
mitigated the prior instance when it was reviewing its compliance processes in addressing the instant instance of noncompliance.  Regarding Violation IDs  , 
the prior instances involved different factual circumstances and root causes from the instant instance of noncompliance. 

Mitigation  To mitigate this noncompliance, the Entity: 

1) implemented a revised documented process that includes a process for testing signature updates for the antivirus system; and
2) created an annual training requirement regarding the new process and conducted training for the Entity’s personnel.

Texas RE has verified the completion of all mitigation activity. 
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creates tasks based on deadlines.  When creating a task in the system, an initial due date is required.  This tool will also escalate the task and initiates email alerts to subject matter experts and their 
manager until the task is completed. 

Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

WECC has verified the completion of all mitigation activity. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) CIPFFT 
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and operations obligations, with dedicated resources to manage and ensure compliance.  Lastly, the entity implemented a task management, workflow, and scheduling system which automatically 
creates tasks based on deadlines.  When creating a task in the system, an initial due date is required.  This tool will also escalate the task and initiates email alerts to subject matter experts and their 
manager until the task is completed.   

Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

WECC has verified the completion of all mitigation activity. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) CIPFFT 
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b) implemented operational and procedural controls to restrict physical access to the affected PACS, to including methods to monitor, alarm, and alert for unauthorized physical access.

To fully address the root cause of the noncompliance herein (NERC Violation IDs: WECC2017017464, WECC2017017465, WECC2017017511, WECC2017018579, WECC2017017466, 
WECC2017017467, WECC2017017468, WECC2017017469, WECC2017017470, WECC2017017471, WECC2017017472, and WECC2017017891), the entity has implemented a combination of 
technical controls via new tools and solutions as well as procedural changes.  Together these changes provide internal controls that will be preventative and detective in nature.  The entity 
has moved to a single source patch notification service to streamline administration and provide transparency.  Additionally, the entity developed a responsibilities matrix for all Standards 
pertaining to the PACS to support regulatory and operations obligations, with dedicated resources to manage and ensure compliance.  Lastly, the entity implemented a task management, 
workflow, and scheduling system which automatically creates tasks based on deadlines.  When creating a task in the system, an initial due date is required.  This tool will also escalate the 
task and initiates email alerts to subject matter experts and their manager until the task is completed.   

Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

WECC has verified the completion of all mitigation activity. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) CIPFFT 
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Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

 WECC has verified the completion of all mitigation activity. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) CIPFFT 
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i. documentation and justification for ports;
ii. security patch management;

iii. malicious code detection, which automated the updating of signatures or patterns;
iv. security event alerting and log retention;
v. system access control, which included changing the password length to eight or more characters on the affected EACMS, and where technically feasible enforced account

authentication thresholds through Group Policy; and
vi. roles and responsibilities;

e) distributed the updated documentation to applicable personnel.

To fully address the root cause of the noncompliance herein (NERC Violation IDs: WECC2017017464, WECC2017017465, WECC2017017511, WECC2017018579, WECC2017017466, WECC2017017467, 
WECC2017017468, WECC2017017469, WECC2017017470, WECC2017017471, WECC2017017472, and WECC2017017891), the entity has implemented a combination of technical controls via new 
tools and solutions as well as procedural changes.  Together these changes provide internal controls that will be preventative and detective in nature.  The entity has moved to a single source patch 
notification service to streamline administration and provide transparency.  Additionally, the entity developed a responsibilities matrix for all Standards pertaining to the PACS to support regulatory 
and operations obligations, with dedicated resources to manage and ensure compliance.  Lastly, the entity implemented a task management, workflow, and scheduling system which automatically 
creates tasks based on deadlines.  When creating a task in the system, an initial due date is required.  This tool will also escalate the task and initiates email alerts to subject matter experts and their 
manager until the task is completed.  

Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

WECC has verified the completion of all mitigation activity. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) CIPFFT 
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To fully address the root cause of the noncompliance herein (NERC Violation IDs: WECC2017017464, WECC2017017465, WECC2017017511, WECC2017018579, WECC2017017466, WECC2017017467, 
WECC2017017468, WECC2017017469, WECC2017017470, WECC2017017471, WECC2017017472, and WECC2017017891), the entity has implemented a combination of technical controls via new 
tools and solutions as well as procedural changes.  Together these changes provide internal controls that will be preventative and detective in nature.  The entity has moved to a single source patch 
notification service to streamline administration and provide transparency.  Additionally, the entity developed a responsibilities matrix for all Standards pertaining to the PACS to support regulatory 
and operations obligations, with dedicated resources to manage and ensure compliance.  Lastly, the entity implemented a task management, workflow, and scheduling system which automatically 
creates tasks based on deadlines.  When creating a task in the system, an initial due date is required.  This tool will also escalate the task and initiates email alerts to subject matter experts and their 
manager until the task is completed. 

Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

WECC has verified the completion of all mitigation activity. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC)
CIPFFT 

A-2 Public CIP – Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 05/28/2020 27





To fully address the root cause of the noncompliance herein (NERC Violation IDs: WECC2017017464, WECC2017017465, WECC2017017511, WECC2017018579, WECC2017017466, WECC2017017467, 
WECC2017017468, WECC2017017469, WECC2017017470, WECC2017017471, WECC2017017472, and WECC2017017891), the entity has implemented a combination of technical controls via new 
tools and solutions as well as procedural changes.  Together these changes provide internal controls that will be preventative and detective in nature.  The entity has moved to a single source patch 
notification service to streamline administration and provide transparency.  Additionally, the entity developed a responsibilities matrix for all Standards pertaining to the PACS to support regulatory 
and operations obligations, with dedicated resources to manage and ensure compliance.  Lastly, the entity implemented a task management, workflow, and scheduling system which automatically 
creates tasks based on deadlines.  When creating a task in the system, an initial due date is required.  This tool will also escalate the task and initiates email alerts to subject matter experts and their 
manager until the task is completed. 

Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

WECC has verified the completion of all mitigation activity. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) CIPFFT 
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system which automatically creates tasks based on deadlines.  When creating a task in the system, an initial due date is required.  This tool will also escalate the task and initiates email alerts 
to subject matter experts and their manager until the task is completed. 
WECC has verified the completion of all mitigation activity.  

Additionally, in May 2018, the entity decommissioned a majority of the affected PACS to reduce its risk of future noncompliance. 

WESTERN ELECTRICITY COORDINATING COUNCIL (WECC) CIPFFT 

A-2 Public CIP – Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 05/28/2020 34





Filing Date: April 30, 2020 

COVER PAGE 

This filing contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in 
this filing and provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 SPP2018019309 Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 year 

2 RFC2019021402 Yes Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 year 

3 SERC2017017807 Yes Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

4 SERC2018019508 Yes Yes Yes Category 2 – 12: 2 year 

5 SERC2017016833 Yes Yes Yes Yes Yes Category 2 – 12: 2 year 

6 SERC2017018663 Yes Yes Yes Yes Yes Category 2 – 12: 2 year 
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Midwest Reliability Organization (MRO) FFT  CIP 

NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SPP2018019309 CIP-007-6 R4 
(the Entity) 

11/1/2016 02/21/2018 Self-Certification Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On February 28, 2018, the Entity submitted a Self-Certification stating that as a , it was in noncompliance with CIP-007-6 R4.

The Entity reported that after performing CIP-007-6 R4 internal review on February 14, 2018, that it could not produce sufficient evidence to prove that it was in compliance with CIP-007-6 R4. Specifically, 
the Entity was failing to collect, process, and retain logged events, which relates to parts 4.1, 4.2, 4.3, and 4.4 of CIP-007-6 R4. Specifically, the Entity’s Security Information and Event Management (SIEM) 
tool had experienced a hardware failure. Per the Entity, there were insufficient employees assigned to monitor and maintain the SIEM, and the Entity did not address the hardware failure, which resulted 
in logging information not being collected or reviewed. 

The cause of the noncompliance was that the Entity failed to follow its documented procedures related to log collection, alert generation, retention, and logged event review. 

The noncompliance began on November 1, 2016, which was the day after the last day of stored event logs, and it ended on February 21, 2018, when the Entity replaced the defective SIEM hardware. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The risk was moderate and not minimal because the Entity’s control 
system was not compliant with CIP-007-6 R4 for an extended period of 478 days. The noncompliance was not severe because the affected BES Cyber Systems are Medium Impact and because the Entity’s 
malware protection software continued to function continued to provide visibility of possible malicious activity; however, log collection, alert generation, log retention, and log reviews were not being 
performed for 478 days. Additionally, the Entity’s awareness of the security state of its BES Cyber Systems was reduced, as would have been its ability to conduct forensic investigations had a successful 
attack occurred. No harm is known to have occurred. 

The Entity does not have any relevant compliance history. 

Mitigation To mitigate this noncompliance, the Entity:  

1) repaired or replaced the defective SIEM hardware and returned it to service;
2) upgraded its SIEM software to current version;
3) configured BCAs to log to the SIEM;
4) removed  from service to correct a hardware failure;
5) reviewed its threat protection software for indications of suspicious or malicious activity that may have occurred during the SIEM hardware failure;
6) updated its threat detection software and incorporated it into its monitoring application;
7) assigned an additional resource for administration and training;
8) re-trained responsible primary and backup SME on documented policies and procedures; and
9) implemented internal procedures to start monthly for six months and then quarterly thereafter.
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021402  CIP‐005‐5  R1  7/3/2018  10/16/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On April 22, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐005‐5 R1.  

On October 16, 2018, while implementing a change request, the entity discovered that an access control list (ACL) at a medium impact substation was not correctly configured on one of the router’s 
embedded switch modules. 

 The embedded switch module misconfiguration allowed communications to occur without correct inbound and outbound access permissions. 

The entity determined that the embedded switch module was missing an ACL when the entity replaced it with a new module on July 3, 2018 to repair communications for a break fix event. When the 
entity replaced the embedded switch module, the entity used a configuration tool to develop and output the ACL to be uploaded to a new device. 

During the noncompliance, the communication that was allowed to occur without the correct inbound and outbound restrictions 
 Between July 3, 2018 and October 16, 2018 normal communications and operations continued to function as expected. 

The noncompliance involved the management practices of asset and configuration management and reliability quality management. The root cause of this noncompliance was the design of the tool was 
not adequate 

This noncompliance started on July 3, 2018, when the embedded switch module misconfiguration allowed the communications to occur without correct inbound and outbound access permissions and 
ended on October 16, 2018 when the module was successfully reconfigured. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that improper configuration of the embedded switch could have allowed for the injection of malicious code and the possibility of the misoperation of the breakers protected by the router. The risk is not 
minimal because of the more than three month duration and that the entity did not discover this noncompliance through an internal control. The entity discovered this when implementing a change 
request. 

here is no Internet access to any substation.
 All of these protections make it difficult to remotely 

access the router. Lastly, ReliabilityFirst notes that the entity has multiple layers of physical protections 
 in place that make it more difficult for a bad actor to physically access the router in the substation. No harm is known to have occurred. 

ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation  To mitigate this noncompliance, the entity: 

1) fixed the misconfigured access control list.  The technician applied the correct configuration to the embedded switch module;
2) improved the configuration tool (spreadsheet) to alert when CIP devices are being configured with a conditional format highlighting function that automatically marks the top red and the form

labelling changes to be    This improvement in functionality allows the subject matter expert to become aware of the importance of the configuration as a CIP device.  
Also, the configuration tool now has a validation step that requires the user to input a station voltage for any network interface that’s  ; 

3) evaluated all substations affected by the configuration tool that contained Routers with Ethernet switch modules to identify the locations where this device type would function without proper access
control configuration.  Based on those results, the entity determined that by adding a firewall in the path of the router\switch module device at these impacted substations increased the management
capability, security posture, and consistent access control configurations; and

4) 

A-2 Public CIP - Find, Fix, Track, and Report] Spreadsheet

Last Updated 04/30/2020 3



ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021402  CIP‐005‐5  R1      7/3/2018  10/16/2018  Self‐Report  Completed 

 
 

 
ReliabilityFirst has verified the completion of all mitigation activity. 
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SERC Reliability Corporation FFT CIP 

NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

SERC2017017807 CIP-005-5 R1, 
R1.2 

 
 

 7/1/2016 5/23/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On , SERC sent the Entity an audit notification letter of the CIP compliance audit scheduled for .  On , the Entity submitted a Self-Report 
stating that, as a  it had an instance of noncompliance with CIP-005-5 
R1, P1.2.  The noncompliance involved  where the Entity did not route all external routable connectivity to an Electronic Security Perimeter (ESP) through an identified electronic access 
point.   

In mid-2015, during the transition from CIP Version 3 to Version 5, the Entity initiated a project with a contractor to remove external routable connectivity from  
.  The contractor removed external routable connectivity for  

.  On January 22, 2016, the Entity performed a review of the changes performed at the  and determined that external routable connectivity still remained between  
 remote terminal unit (RTU) and the local control center. However, the Entity failed to follow-up on this issue and erroneously informed the  that external routable 

connectivity had been properly removed and thus compliant with CIP-005-5 R1.  On  while reviewing network diagrams in preparation of an upcoming CIP Audit, the Entity discovered that 
external routable connectivity still existed.  The Entity failed to confirm that the contractor tasked with the project removed all external routable connectivity during the transition to CIP Version 5. 

The Entity conducted an extent-of-condition assessment by reviewing all  that contained medium impact BCSs and found no other facilities had ERC enabled. 

This noncompliance started on July 1, 2016, when the standard became mandatory and enforceable, and ended on May 23, 2017, when the Entity removed the external routable connectivity from the 
substation. 

The causes of this noncompliance were insufficient process document and poor internal controls that failed to ensure the Entity maintained an accurate Bulk Electric System Cyber Asset (BCA) inventory. 
The Entity did not require its members to implement and maintain a CIP process document detailing their obligation to maintain accurate BCA inventory. Additionally, the Entity lack an internal control, 
e.g., a secondary approver, to ensure it followed up with its contractor to ensure all external routable connectivity had been removed before communicating with a  that all such activity had 
been removed.  

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to protect external routable connectivity 
through an identified ESP electronic access point could have permitted attackers to utilize communication from those paths to gain access to facility’s BES Cyber System, which ultimately could have 
created conditions adversely affecting operations of the substation and local operations of the BPS.  However, all network traffic to this substation was on a private fiber network.  Also, the Entity enabled 
port security at the substation to prevent unauthorized Cyber Assets from attempting to connect and communicate with authorized Cyber Assets.  Circuit state changes (up/down) are monitored and 
alerted upon.  The Entity segmented all network traffic for the substation onto its own dedicated Virtual Local Area Network that prevented any cross communications from being able to be established 
from another substation that could become compromised.  The Entity physically secured the substation with restricted access card readers, alarming door contacts, and camera feeds with active, 24x7 
real-time monitoring by the network operations center.  No harm is known to have occurred. 

SERC considered the Entity’s compliance history and determined that there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) removed external routable connectivity from the substation;
2) verified external routable connectivity was removed by performing a physical inspection and reviewed substation network diagrams to ensure accuracy;
3) reviewed all of the substations to ensure all of the required external routable connectivity connections were removed;
4) coached the employee that performed the audit to ensure that accurate and reliable information is transmitted between the Entity and all members; and
5) completed a review of the its CIP-002-5.1 R1 impact rating criteria assessment process and determined the following actions/controls would be implemented:

a) ensured each  executed and maintained a CIP certified process document which details their obligation to maintain an accurate BCA inventory. In
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  addition the Entity CIP-002-5.1a certified process document has been revised to detail how the Entity performs an assessment of the BCA inventories maintained by each ; 
b) provided training on the new CIP process documents to each CIP delegate;
c) implemented nine new internal controls as result of the execution on the new process documents. Seven of these controls are for each  and impacted the Entity business unit to perform an 
annual update for their respective BCA inventory lists. Two additional controls were implemented by the Entity to perform an annual assessment of these BCA inventory lists and update the NERC 
RSAW as needed;

d) implemented a management review and approval of each internal control and control test plan to allow for additional transparency, accountability, and reliability.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2018019508 CIP-010-2 R1: 
P1.4 

   10/05/2016 03/02/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On April 5, 2018, the Entity submitted a Self-Report stating that, as a , it was in violation of CIP-010-2 R1, P1.4. The 
Entity failed to accurately verify and document that its CIP-007 cyber security controls were not adversely affected following an upgrade to its Energy Management System (EMS). 

On January 16, 2018, while working on the firewalls for its primary energy control center (ECC) and backup control center (BCC), the Entity received a logging alert for the ECC firewall, but not the BCC 
firewall. Upon further inspection, the Entity discovered that between December 5, 2017, and December 14, 2017, an employee unintentionally disabled the BCC firewall’s logging settings during a rules 
update to the firewall. The rules update was part of a larger upgrade to its EMS.  

The entity conducted an extent-of-condition (EOC) by reviewing the logging status of all CIP Bulk Electric System Cyber Assets and the associated Electronic Access Control and/or Monitoring Systems and 
Protected Cyber Asset (PCAs). On February 13, 2018, the Entity completed the EOC and found  additional cyber assets, which were a part of the EMS upgrade, that were not sending logs. Additionally, 
the Entity also found that during a transition from manual to automatic logging on October 5, 2016, PCAs were never configured to send logs. In total, as part of its EOC, the Entity found 
approximately 1/3 of all EMS cyber assets were not sending logs. 

This noncompliance started on October 5, 2016, when the Entity stopped manually reviewing the PCAs logs, and ended on March 2, 2018, when the Entity reconfigured the cyber assets to log. 

The cause of this noncompliance was management oversight, specifically, ineffective project management and a lack of an internal control to ensure adherence to its change control process. Management 
failed to allot sufficient time for personnel to complete all manual verifications while undergoing a large-scale update to its EMS. Here, management had previously automated verification for some cyber 
assets. Additionally, management failed to implement all necessary internal controls to ensure that its change control process was being followed. While the process required personnel to select whether 
verification was completed, there was not a control in place that identified which assets needed to be manually verified in addition to the assets that provided automated verification. Therefore, the assets 
which required manual verification were overlooked. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. Specifically, the Entity’s failure to verify that the required cyber security 
controls were unaffected by its upgrades allowed its high-impact BCS Control Centers to be partially unmonitored through logging and alerting, which could have allowed vulnerabilities in the system to 
go undetected. However, the risk is partially reduced because the devices reside within both an ESP and PSP and there are multiple firewalls, which separate the ESP from the internet.  No harm is known 
to have occurred. 

SERC determined that the Entity’s compliance history should not serve as a basis for applying a penalty because the causes between the prior and instant noncompliances are different, and the prior 
mitigation plans would not have prevented this instance of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) reconfigured the logging settings for all assets identified in the EOC;
2) implemented an automated review that confirms assets are sending logs and prompts a manual review if no log has been produced in seven days;
3) updated its change control process to include a spreadsheet that tracks the configuration and validation of security controls for each individual asset; and
4) trained the EMS support group and supervisor on the updated change control process.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017016833 CIP-007-6 R5, 
P5.4 

  07/01/2016 04/29/2019 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On January 25, 2017, December 6, 2017, May 3, 2018, and June 5, 2019, the Entity submitted Self-Reports stating that, as a  it was in noncompliance with 
CIP-007-6 R5, P5.4.  The Entity failed to change known default passwords per Cyber Asset capability on multiple Cyber Assets. 

Regarding Instance 1, the Entity initially self-reported that it had placed new  into service at a substation without changing the factory default passwords.  However, after discovery and further 
assessment of the issue, it was determined that the Entity had incorrectly identified the   as Bulk Electric System (BES) Cyber Assets (BCAs). Because the  are not BCAs, they are not subject 
to the requirements of CIP-007-6 R5. Additionally, the Entity identified different  that it placed into service without changing the default passwords.  

The Entity discovered the BCAs when an engineer queried a password status report and found ‘scripting failures’ that were not previously identified upon installation.  Prior to July 1, 2016, the date CIP 
Version 5 became mandatory and enforceable, the Entity deployed the BCAs into service in substations, which were not Critical Assets under CIP Version 3.  These same substations became 
facilities containing medium impact BCSs under CIP Version 5.  

The Entity conducted an extent-of-condition (EOC) assessment on all substations that contained medium impact BCSs using the failed status report notes to verify that password changes had occurred. 
The Entity concluded the EOC review on April 5, 2017, and discovered an additional instance of noncompliance with CIP-007-6 R5, which is the subject of Instance 2 described below. 

The scope of affected facilities in Instance 1 included  substations and BCAs.  

The noncompliance in Instance 1 started on July 1, 2016, when the Standard became mandatory and enforceable, and ended on August 9, 2016, when the Entity changed default passwords on BCAs. 

The cause of Instance 1 was an inadequate internal control.  Specifically, the software associated with the newly implemented reports that were generated and used to confirm that default passwords 
were changed had a bug.  As a result, the generated reports incorrectly displayed “Updated” in the Status section of the report.  Although the Notes section of the report displayed “Failure,” the 
technicians had no reason to believe that the status was incorrect causing them to read other sections of the reports.   

On December 6, 2017, the Entity submitted an additional Self-Report of CIP-007-6 R5, P5.4, designated NERC ID  (Instance 2).  SERC determined that this noncompliance involves the same 
Standard and Requirement as Instance 1 and dismissed and consolidated with SERC2017016833.  

In Instance 2, on April 27, 2017, while conducting the 2017 Cyber Vulnerability Assessment (CVA), the Entity discovered that on April 13, 2016, it commissioned without changing the 
default password.  Prior to July 1, 2016, the date CIP Version 5 became mandatory and enforceable, the Entity did not classify the substation housing as a Critical Asset under CIP Version 3.  
Beginning with CIP Version 5, the Entity determined that the substation housed a medium impact BCS. The Entity initially discovered this instance of noncompliance on July 21, 2016, while conducting the 
EOC assessment associated with Instance 1 above.  After initial discovery, the Entity did not change the default password due to a task list copy and paste error while anually manipulating a list of  
requiring password changes.   was not included in the list. The Entity re-discovered this instance of noncompliance while conducting the CVA on April 27, 2017.  On April 27, the Entity changed 
the password. 

The Entity determined no additional EOC was necessary following the conclusion of the CVA since it identified no additional instances of noncompliance with CIP-007-6 R5. 

The scope of affected Facilities in Instance 2 included   

The noncompliance in Instance 2 started on July 1, 2016, when the Standard became mandatory and enforceable, and ended April 27, 2017, when the default password of the affected was changed. 

The cause of Instance 2 was inadequate training. The technician was trained on the specific task at issue but the quality of the training was inadequate.  Specifically, the training failed to clearly explain list 
editing techniques, which resulted in an application usage error (a copy and paste error).   

On May 3, 2018, the Entity submitted an additional Self-Report of CIP-007-6 R5, P5.4, designated NERC ID .  SERC determined that this noncompliance involves the same Standard and 
Requirement as Instance 1 and dismissed and consolidated  with SERC2017016833.  

In Instance 3, from January 22, 2018 through February 26, 2018, the Entity placed a total of  into service at a total of transmission substations.  The Entity determined 
that beginning January 22, 2018, out of the DFRs had not had their default passwords changed upon installation. On March 28, 2018, the Entity discovered the noncompliance while conducting a 
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7) developed a work instruction that includes a self-check after each script has been completed, in addition to the self-check of running the Password Status Report.  Once published, the Entity provides 
training to the relevant stakeholders (Instance 1);

8) documented a work instruction to be used when bringing in a new device or new firmware.  The acceptance process for any new device and firmware must first be done in test environment to ensure 
that all upgrades are correctly implemented before it is introduced into the production environment (Instance 1);

9) implemented in production the release that contains the bug fix for the Password Status Report after testing is completed (Instance 1);
10) updated the  change task implementation template for the “run reports and send to document librarian” task and added “check both the Status and Notes” to Step 2 of the Password 

Report (Instance 1);
11) modified the Excel macro used by the CIP consultant to pull the Notes column (Instance 1);
12) trained/coached the individual at issue regarding the human error that occurred during manual manipulation of a list of requiring password changes (Instance 2);
13) implemented a quarterly review of the Entity’s password system to regularly scan for and identify any occurrences going forward (Instance 2);
14) completed and closed the password changes in the change management system (Instance 3);
15) held a compliance stand-down with the  group (Instance 3);
16) conducted a human performance learning opportunity review with the responsible individual (Instance 3);
17) added a Program Manager to the organization to coordinate the project tasks across all  projects, along with other external organizations to plan and schedule the due dates for 

changes (Instance 3);
18) implemented 5-10 minute meetings, where each team member states their workload, the task due dates, project deadlines, and any impediments to achieving those actions.  This allows the manager 

to understand the current status, and to redirect the team to any higher priority tasks.  This would include discussion/peer check as to whether it is appropriate to extend the date on a task (Instance 
3);

19) sent a request for all DFR inventory information available to the  responsible for the DFRs along with a list of the fields needed for establishing compliance, and received a 
response that included a full list of DFRs with all inventory information that was available for each DFR (Instance 3);

20) created an  New Hire Checklist to ensure there is training or orientation related to CIP Requirements where the requirements are addressed in the IT Procedures and how that 
relates to the Change Tasks (Instance 3);

21) provided training on  New Hire Checklist (Instance 3);
22) changed “P5.3” to “P5.4” and added language requiring the default passwords to be changed before adding a device to the ESP, in the  change task template (Instance 3);
23) reviewed all CIP-related  change tasks for required updates and implemented the updated task templates, which included adding any required new tasks (Instance 3);
24) performed training for all affected organizations on the updated change tasks template (Instance 3);
25) added the tasks to  administrators project team to create a new overview page to help clean the backlog and keep current on emergent assignments to the group (Instance 3);
26) gathered/captured evidence of actions taken to resolve Instance 3 (Instance 3);
27) performed validation that fixes to Task Templates as identified are performed correctly (Instance 3);
28) reviewed all CIP devices during the EOC (Instance 4);
29) updated the Transmission Procedure and associated checklist to have a section for password updates on CIP designated devices during the device commissioning process (Instance 4);
30) reviewed/updated/created a quality review checklist to include checking all applicable line items (Instance 4);
31) created a work instruction to be used by  to formalize the work flow process and added language from the Supervisory Control and Data Acquisition (SCADA) bulletins used in 

the training processes.  Specifically included language for verifying that new points added to the model are not commissioned until verified (Instance 4);
32) updated the  procedure and checklist to give an overall work process flow with verification steps including self-checks and peer checks.  Work flow process should include sections covering the 

use of the HUER tools and logging into the devices to verify correct passwords for the self-check and peer check sections (Instance 4);
33) provided training to the team to review the  procedure updates (Instance 4);
34) created a process to have a scheduled review of pending  tasks that have potential CIP-related implications to assure these are addressed in the appropriate time frame by verifying 

schedule of the site with . A daily report is already sent out to the appropriate team showing all open  tasks assigned to each team member;
35) conducted change management training and implemented the new process noted in Step 34 (Instance 4);
36) updated the DFR Commissioning Document to address CIP-compliant passwords being put in for  devices when a device is put into service 

and that the must contact the during the install process (Instance 4);
37) updated work instructions used by appropriate  to have procedures for CIP password updates and SCADA checkout during device install and commissioning process ,and provided training on 

process updates (Instance 4);
38) set up a schedule with  to distribute training and performed work instruction updates across all  for changes implemented with respect to the CIP password update process, 

SCADA checkout process, and the  password process for commissioning devices at CIP designated sites (Instance 4);  and
39) formalized the commissioning procedure (Instance 4).
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018663 CIP-004-6 R3, 
P3.5 

  07/13/2017 07/25/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On November 16, 2017, October 16, 2018, and November 6, 2018, the Entity submitted Self-Reports stating that, as a , it was in 
noncompliance with CIP-004-6 R3.  The Entity had three instances where it failed to timely update Personnel Risk Assessments (PRAs) of employees with authorized electronic and unescorted physical 
access to Bulk Electric (BES) Cyber Systems (BCSs).    

In Instance 1, on August 2, 2017, the Entity discovered that access management software had not initiated automatic revocation of CIP electronic and physical access for one employee with an expired 
PRA.    

The Entity performed an extent-of-condition (EOC) assessment by using a new automated rule that was created to pull any instances where an employee had an expired PRA.  The EOC identified two 
additional employee users who had not had a PRA completed within the last seven years.   For all three employees, July 13, 2017, was the earliest instance of an overdue PRA.  On August 7, 2017, the 
Entity revoked access from the three employees. 

Combined, the three individuals had potential access to  

The cause of Instance 1 was a failure to verify that the software was properly functioning.  Specifically, during testing of a new software project, an analyst incorporated a new software feature.  The CIP 
access removal logic was an internal portion of the code in the workflow’s set of events that gets triggered when an employee or contractor is terminated.  When the new feature was introduced, the logic 
was corrupted and access revocation was automatically applied only to terminated employees.   

On October 16, 2018, the Entity submitted an additional Self-Report of CIP-004-6 R3, P3.5  which was dismissed and consolidated with the original November 16, 2017 Self-Report. 

In Instance 2, on July 25, 2018, the Entity’s  notified the Entity’s  that a PRA expiration report identified one employee with an expired PRA.   

As an overview of the Entity’s process,  the Entity’s identity management system generated a PRA expiration report on a weekly basis.  The Entity’s  utilized a shared access 
management tracking spreadsheet with Human Resources (HR).  HR manually entered upcoming PRA expirations into the spreadsheet.  Due to a spreadsheet filtering oversight, an analyst inadvertently 
hid spreadsheet rows of three individuals in order to limit the display of relevant records.  As a result of the hidden rows, did not identify one employee with an expired PRA (the 
other two were not overdue). The expired PRA was due for completion on July 20, 2018.  However, the Entity did not complete the PRA for the employee until July 31, 2018. 

A more extensive EOC assessment conducted in relation to Instance 1 by analyzing the tracking spreadsheet to determine if there were any expired or missing records noted.  As a result of the EOC, the 
expired PRA for the employee at issue was discovered.  The Entity found no additional instance where an employee had an expired PRA.  On July 25, 2018, the Entity revoked the employee’s access. 

The scope of the noncompliance in Instance 2 impacted physical access to  
 

On November 6, 2018, the Entity submitted an additional Self-Report of CIP-004-6 R3, P3.5  which was dismissed and consolidated with the original November 16, 2017 Self-Report. 

In Instance 3, on July 25, 2018, while performing an ad hoc access review the Entity discovered that its identity management system was not writing access prevention flags to a new user’s record.  The 
Entity used access prevention flags on user records to disallow access provisioning to personnel requesting access in the event of an expired PRA, training, etc.  Later that day, further review resulted in 
the discovery that four users had expired PRAs.  This instance involved a modification to a facility that required a PSP to be commissioned.  Because of this, personnel working in that physical area needed 
to be upgraded to CIP-related roles even though there were no changes to their job function.  The CIP PSP commissioning task template in the change management system did not account for this type of 
situation. 

On the day of discovery, July 25, 2018, the Entity revoked access for all four users. 
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On October 12, 2018, the Entity performed an EOC assessment by reviewing all individuals with CIP access and confirming their User IDs against the authorization records to confirm need and approval, 
and then confirmed that each individual with access had a current and valid PRA and recent cyber security training.  The Entity identified no new or additional instances. 

The only facility that could have been affected through possible physical access by the personnel at issue was a single facility containing  
  

The cause of Instance 2 and Instance 3 was a deficient procedure.  The procedure did not clearly define the roles and responsibilities for the processing of authorization records, which created confusion as 
to ownership of specific tasks and resulted in inconsistent application of the procedure. 

This noncompliance started on July 13, 2017, when in Instance 1, the three employees’ PRAs became due, and ended on July 25, 2018, when the Entity revoked access to the employee in Instance 2. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The Entity’s failure to conduct a timely PRA increased the chance of 
malicious actors having physical/electronic access to BCAs.  However, in each instance, the noncompliance period was brief (longest period was 151 days) relative to the seven year requirement period.  
Additionally, all other applicable CIP cyber protections were in-service, including automatic revocation of access for terminated individuals, and, all personnel at issue were in good standing with the Entity 
throughout the duration of the noncompliance.  No harm is known to have occurred. 

SERC considered the Entity’s CIP-004-6 R3, P3.5 compliance history in determining the disposition track.  The Entity has one relevant prior noncompliance with CIP-004-6 R3, P3.5.  SERC determined that 
the Entity’s relevant compliance history should not serve as a basis for applying a penalty. The underlying cause of the instant and prior noncompliance is different. The cause of the prior noncompliance 
was an employee’s failure to follow the manual procedures used to review access and PRA status.  Therefore, the steps taken to mitigate the prior noncompliance could not have prevented the occurrence 
of the instant noncompliance.  

Mitigation To mitigate the noncompliance, the Entity: 

1) removed CIP access from the employees at issue (all Instances);
2) corrected and verified the workflow that executes Request Access Change events (Instance 1);
3) implemented and executed a manual daily check to ensure automated tasks were properly executing and performing as expected (Instance 1);
4) trained users on the new manual daily check (Instance 1);
5) performed a Human Performance Error Review. (Instances 2 and 3);
6) updated background check process to ensure that all steps were included in the work instructions (Instance 2);
7) worked with team members to evaluate automation options for the manual background check process. (Instance 2);
8) updated the background check process Work Instruction to specify action steps for processing of authorization records (Instance 2);
9) trained on the updated work instruction (Instance 2);
10) redesigned the background check alert spreadsheet to take advantage of data validation and automated status assignment updates, eliminate the need to hide row data, and simplify the renewal list

(Instance 2);
11) conducted a stand down training completion acknowledgement (Instance 2);
12) documented an interim process for validation of authorization records (background check date, training date, manager authorization, and role authorization) in order to verify that the identity

management system process was performed properly.  The interim process was put in place to manually address each request for access that was submitted.  The manual process was documented in
a nonpublished work instruction during the transition to the new identity management system (Instance 3);

13) updated the background check process work instruction to specify actions steps for processing authorization records and distributed the nonpublished work instruction for team review and training
(Instance 3); and

14) worked with change management to ensure that all change tasks specific to access management were included in the CIP PSP commissioning task template.  As a result, in the future, any personnel
working in a physical area that is converted to a PSP will have their roles updated as part of the zero day testing that happens with every PSP commissioning task (Instance 3).
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This filing contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in 
this filing and provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document. 

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 RFC2018019429 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

2 RFC2018019430 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

3 RFC2019021624 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

4 RFC2019021567 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

5 RFC2019021568 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 years 

6 TRE2019020991 Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

7 TRE2017018207 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

8 TRE2017018211 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

9 TRE2017018672 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

10 TRE2018019173 Yes Yes Yes Yes Yes Category 1: 3 years;  Category 
2 – 12: 2 year 

11 WECC2018019934 Yes Yes Yes Category 2 – 12: 2 years 

12 WECC2016016680 Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 years 

13 WECC2017017296 Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 years 

14 WECC2018019704 Yes Yes Yes Yes Category 1: 3 years; Category 
2 – 12: 2 years 
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018019429  CIP‐010‐2  R1      7/1/2016  12/14/2018  Self‐Report  Completed 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021624  CIP‐004‐6  R5      12/15/2018  1/29/2019  Self‐Report  Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On May 24, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐004‐6 R5.  
On December 14, 2018, a contractor working on a project under the direction of an entity project leader voluntarily separated from the entity upon completion of assigned work.  The assigned project 
leader was aware of the separation; however, the assigned administrative leader was unaware of the separation.  The administrative leader was responsible for, inter alia, initiating removal of the 
contractor’s ability for access within 24 hours of the separation. 
 
Upon learning of the separation on January 29, 2019, the administrative leader initiated removal of the contractor’s ability for access.  The entity had previously implemented a detective control to 
identify late access revocations, but in this case, it did not discover the noncompliance until February 4, 2019.  The detective control was designed to   

  In this case,   
  An employee who regularly reviews NERC‐related revocation records flagged this particular revocation for further investigation as a possible noncompliance. 

 
During the course of the engagement, the contractor was not provisioned physical access or an identification badge, thus no physical access revocation was necessary.  The contractor had been 
provisioned the ability for Interactive Remote Access to Bulk Electric System (BES) Cyber System Information (BCSI) and numerous assets and systems.  Examples of the contractor’s remote access abilities 
included:  

 
The root cause of this noncompliance was a lack of communication between the assigned project leader and the assigned administrative leader regarding the contractor’s employment status.  Further, the 
entity did not have any controls that would trigger or facilitate such communication. 
 
This noncompliance involves the management practices of planning and workforce management.  The entity was relying on contractors as part of the above‐referenced project, and it needed to identify 
and plan for risks associated with such engagements and more effectively manage those risks.  One way to achieve this is through proper workforce management.  Workforce management includes the 
development and implementation of clear, thorough, and executable processes, procedures, and controls that are designed to minimize the frequency of human factor issues, such as neglecting to 
communicate a contractor’s last day of work to appropriate personnel who are responsible for initiating the removal of contractor access to BES Cyber Systems. 
 
This noncompliance started on December 15, 2018, after the entity failed to initiate removal of a contractor’s ability for access within 24 hours of separation and ended on January 29, 2019, when the 
entity initiated the removal. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk of this noncompliance is 
that an individual could exploit or misuse remaining access and cause corresponding harm to the BPS.  The risk was not minimal in this case because of the duration of the noncompliance, the scope of the 
contractor’s remote access abilities, roles, and privileges, and the entity’s lack of preventative controls.  Further, the entity’s primary detective control failed   

  The risk was not serious or substantial in this case because this noncompliance involved a trusted contractor who voluntarily separated from the entity on 
good terms upon completion of assigned work.  The entity reviewed its records and verified that the contractor did not use or attempt to use remote access capabilities during the period of this 
noncompliance.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
involved different issues and causes.  Further, the current noncompliance posed only a moderate risk to the BPS, is not indicative of a systemic issue, and was self‐identified and corrected. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) revoked the contractor’s access;  
2) reviewed access logs to verify that no unauthorized access to the BES Cyber Systems took place; 
3) reviewed access revocation responsibilities with appropriate personnel and required said personnel to retake training; 
4) conducted a stand‐down to reinforce understanding of, and compliance with, CIP‐004 R5 requirements, and the stand‐down included leadership from business units involved in the project; 
5) clarified with appropriate personnel the importance of entering specific and accurate information into the system; 
6) issued a “required read” to all pertinent supervisors that reinforced their responsibility for timely management of access for all administrative reports and for proactively establishing lines of 

communications necessary to accomplish this task; and 
7) added a standing bullet item to the weekly project update template for projects identified as having a NERC‐related impact to review/discuss “upcoming changes in contractor status.” 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2019020991 CIP-004-6 R4; 4.1 and 
4.2  (the “Entity”) 

07/01/2016 01/22/2020 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from , Texas RE determined that the Entity, as a 
, was in noncompliance with CIP-004-6, R4.  Specifically the Entity did not have sufficient evidence, consistent with the Entity’s implemented documented access 

management program, for authorization records for vendor personnel with electronic access pursuant to CIP-004-6, R4.1. Additionally, the Entity did not verify at least once each calendar quarter 
(Q4 of 2016 to Q4 of 2017) that individuals with active electronic access or unescorted physical access have authorization records pursuant to CIP-004-6, R4.2. There were two different vendor 
providers involved with this issue.   

The root cause of this noncompliance was that the Entity erroneously believed that vendor-authorized personnel lists satisfied CIP-004-6 R4.1, and was erroneously treating this vendor’s list as the 
authorization records for its quarterly verification under CIP-004-6, R4.2.  

This noncompliance started on July 1, 2016, when the standard became effective, and ended on January 22, 2020, when the Entity submitted evidence that showed that the electronic access of the 
second of the two vendors was revoked.  

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The potential risk of unauthorized access to into a Physical Security 
Perimeter or  to  physical or electronic designated storage locations for BES Cyber System Information is that the unauthorized access could be used to compromise the physical security of BES Cyber 
Systems, and ultimately impact the reliability and security of the bulk power system. The potential risk from failing to regularly verify that individuals with active electronic access or unescorted 
physical access have the proper authorization records is that an Entity may fail to discover that an unauthorized individual provisioned themselves access.  However, the risk of these noncompliances 
was reduced by the following factors. Upon creating proper authorization records for contract personnel with electronic access, the Entity did not discover any contract personnel who had been 
granted access who should not been given access. Additionally, the Entity has a relatively small footprint .  No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) created authorization records for contract personnel with electronic access for the first vendor;
2) decommissioned the SCADA EMS system of the first vendor and revoked electronic access for personnel of the first vendor;
3) revoked the second vendor’s electronic access so that vendor only has view-only access; and
4) provided sufficient evidence for CIP-004-6, Part 4.2.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017018207 CIP-007-6 R1 (the “Entity”)  07/01/2016  02/12/2018  Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted per an existing multi-region registered entity agreement from , Texas RE determined that the Entity, as a  
was in noncompliance with CIP-007-6 R1.  Specifically, the Entity did not enable only logical network accessible ports that have been determined to be 

needed for individual Cyber Assets associated with the Entity’s energy management system, which is identified as a High Impact BES Cyber System. Furthermore, the Entity did not document the 
justification for UDP ports determined to be needed at one of its generating facilities, which contains a Medium Impact BES Cyber System.  

The root cause of the noncompliance was an insufficient process for compliance with CIP-007-6 R1. Regarding the Control Center, the Entity mistakenly believed controlling ports and service at the 
Electronic Security Perimeter (ESP) was acceptable to meet compliance with this requirement, and the Entity failed to enable only logical network accessible ports on the individual Cyber Assets.  For 
the issue at the , the Entity had not completed the documentation and justification of UDP ports by the effective date of the Entity’s identification of that facility as an asset containing 
a Medium Impact BES Cyber System.  

This noncompliance started on July 1, 2016, when the Reliability Standard became enforceable, and ended on February 12, 2018, when the Entity verified only logical network accessible ports 
determined to be needed are enabled.  

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  A failure to disable enabled logically accessible network ports that 
are not needed unnecessarily increases the attack surface of the affected Cyber Asset.  For example, an attack on a Physical Access Control System can compromise the implemented physical security 
protections an entity has deployed, either by allowing unauthorized individuals to enter a Physical Security Perimeter (PSP) or by preventing authorized individuals from entering a PSP when needed. 
Regarding the energy management system BES Cyber System, the Entity’s portfolio includes a  

, although the Entity stated that .  The specific generating facility at issue is a 
 with a ,  and the asset is associated with a Medium Impact BES Cyber System.   

However, the risk of this noncompliance was lessened by several factors.  To begin, regarding the energy management system BES Cyber System, while the Entity was not justifying and 
documenting ports at the Cyber Asset level, they were documenting and justifying TCP and UDP ports at the ESP level  and used methods to deter, detect, and prevent malicious code at the ESP 
boundary.  Further, with regards to the generating facility issue, the Entity is also using endpoint security software for whitelisting.   No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) deployed a  to verify only logical network accessible ports determined to be needed are enabled;
2) documented a justification for UDP Ports/Services for the substation location;
3) to prevent reoccurrence, ensured continued compliance with NERC CIP-007-6 R1 requirements by maintaining an automated compliance tracking system that, on a quarterly basis, automates

scheduled tasks to review and validate the ports/services inventory;  and
4) to prevent reoccurrence, ensured all unsupported/unpatchable Cyber Assets at the generating facility location are monitored by cloud-native endpoint security software.

Texas RE has verified completion of all mitigating activities. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017018211 CIP-006-6 R1; P1.2, P1.3  (the “Entity”)  07/01/2016  07/01/2019 Compliance Audit Completed 
Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted per an existing multi-region registered entity agreement from , Texas RE determined that the Entity, as a  
 was in noncompliance with CIP-006-6 R1. Specifically, the Entity failed to, where technically feasible, utilize sufficient physical access controls to collectively 

allow unescorted physical access into Physical Security Perimeters (PSPs) to only those individuals who have authorized unescorted physical access for PSPs associated with the Entity’s energy 
management system BES Cyber System.  

The first instance of noncompliance involves PSPs at the Entity’s  location, which are associated with the Entity’s  BES Cyber System. The Entity stored BES 
Cyber Assets (BCAs), which were used as operator workstations, in locked cabinets,  with each cabinet considered by the Entity to be a PSP.  However, on June 26, 2017, during the Compliance Audit, 
the Entity’s personnel discovered that the electronic locks for these cabinets failed intermittently, allowing access to the BCAs without the use of physical access controls.  During the same day that 
the issue was discovered, the Entity secured the cabinets using keyed physical locks, and on June 27, 2017, the electronic locks were corrected to function as intended.  In addition, keyboards and 
mice connected to the BCAs extended beyond the cabinets and were physically accessible without the use of physical access controls.  Because the keyboards and mice required the use of a badge 
and pin code to interact with the attached BCAs, the Entity’s personnel mistakenly believed that this configuration was compliant with CIP-006-6 R1.  During November 2017, the Entity began the 
process of constructing a single PSP enclosing all of the BCAs at issue, which was commissioned on July 1, 2019, ending the noncompliance.  

The second instances of noncompliance involves a PSP at a different location, which is associated with the same BES Cyber System.  A cabinet PSP, which housed switches, firewalls, and  BCAs,  at 
the  backup Control Center had an aperture, potentially allowing access to the network cables inside the PSP without the use of physical access controls.  During the Compliance 
Audit, a metal plate was installed over the aperture, ending this instance of noncompliance.  

The root cause of the noncompliance was an insufficient process for compliance with CIP-006-6 R1. Regarding, the  location, the root cause was that the Entity’s personnel mistakenly 
believed that it was permitted for the keyboards and mice to extend beyond the PSP cabinets because of the controls required for the keyboards and mice to control the BCAs at issue.  In addition, 
the locks for the cabinets at the  location had been wired to fail to an unlocked state, instead of failing to a secure state.  Finally, the aperture on the  PSP had been intended for 
a fan to be installed but was unintentionally omitted.  

This noncompliance started on July 1, 2016, when CIP-006-6 R1 became enforceable, and ended on July 1, 2019, when the new PSP for the  location was commissioned. 
Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. These instances could have allowed unauthorized physical access 

to the Entity’s  BES Cyber System.  The Entity’s portfolio includes  
 although the Entity stated that .  At the start of the noncompliance, the BES 

Cyber System was identified as a Medium Impact BES Cyber System subject to CIP-006-6 R1, Part 1.2, but it became a High Impact BES Cyber System subject to Part 1.3 during the noncompliance.   

However, the risk posed by this issue was reduced by the following factors. First, the Entity possessed other controls that reduced the impact posed by these issues. Regarding the  location, 
the Entity implemented monitoring and alarms that would have detected unauthorized access inside the cabinets,  as well as security guards and badge readers to allow only corporate employees 
and contractors access to all corporate areas, including the  location.  Further, although of the Entity’s employees who were not authorized had potential physical access to the 
keyboards and mice that extended beyond the PSP area,  the keyboards were equipped with a card reader in order to function, which would have prevented unauthorized access to control the BCAs 
at issue.  Regarding the backup Control Center location, the Compliance Audit noted that multiple layers of physical controls were used, including fencing, electronic gates, security guards, and badge 
or fingerprint readers, which reduced the possibility of unauthorized access.   The aperture in the backup Control Center PSP was raised off the ground, and the Compliance Audit only indicated that 
the aperture permitted physical access to certain network cabling.  Second, although the duration of the noncompliance was three years, the Entity began mitigating these issues shortly after they 
were discovered. The  location locks and backup Control Center location aperture were mitigated before the end of the Compliance Audit.  Similarly, the Entity began the process of 
constructing a new PSP around the  BCAs at issue in November 2017. No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) constructed a new PSP for the  location;
2) prior to constructing the new PSP, corrected the locks for the cabinets at the  location and rewired them to remain locked in case of an equipment failure;
3) installed a metal plate to cover the aperture at the top of the  PSP;  and
4) provided training regarding physical security controls. 

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2017018672 CIP-010-2 R3; P3.1, P3.3 (the “Entity”)  7/1/2016 3/23/2018 Compliance Audit Completed 
Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from , Texas RE determined that the Entity, as a , was 
in noncompliance with CIP-010-2 R3. In particular, the Entity did not conduct a paper or active vulnerability assessment for each applicable BES Cyber System at least once every 15 calendar months, 
as required by Part 3.1, and did not perform an active vulnerability assessment of  new applicable Cyber Assets before adding them to a production environment, as required by Part 3.3. 

Regarding CIP-010-2 R3, Part 3.1, the Entity did not document vulnerability assessment results for Cyber Assets located at  containing Medium Impact BES Cyber 
Systems when the Entity performed vulnerability assessments during February and March 2017. During February and March 2018, the Entity revised its documented vulnerability assessments to 
include the Cyber Assets at issue, ending the noncompliance. Regarding Part 3.3, on July 1, 2016 and on September 13, 2016, the Entity added  Cyber Assets to its Control Center production 
environment without first performing an active vulnerability assessment. On March 23, 2018, the Entity documented a subsequent active vulnerability assessment that included the Cyber Assets at 
issue, ending the noncompliance. 

The root cause of this issue is that the Entity did not have a sufficient process for compliance with CIP-010-2 R3. Regarding Part 3.1, different personnel managed the Cyber Assets at issue than the 
personnel who were responsible for documenting the vulnerability assessment, and the Entity’s documented process and form did not clearly instruct personnel to address the omitted Cyber 
Assets. Regarding Part 3.3, the Entity’s process did not make personnel aware of the requirement to complete an active vulnerability assessment before placing the Cyber Assets at issue into a 
production environment. 

This noncompliance started on July 1, 2016, when CIP-010-2 R3 became enforceable and also when the Entity added  Cyber Assets to its Control Center production environment without first 
performing an active vulnerability assessment, and ended on March 23, 2018, when the Entity completed the required paper or active vulnerability assessments for the Cyber Assets at issue. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. The risk posed by failing to perform a vulnerability assessment is 
that the Entity would not be aware of the vulnerabilities of a Cyber Asset in use in its production environment. The instance regarding CIP-010-2 R3, Part 3.1 affected  firewalls classified as Electronic 
Access Control and Monitoring Systems (EACMS) and  BES Cyber Assets located at  containing Medium Impact BES Cyber Systems. The instance regarding Part 3.3 
affected  BES Cyber Assets, including  operator consoles, and  firewalls classified as EACMS, located at the Entity’s primary Control Center, which is used to control the Entity’s  

 and is associated with a High Impact BES Cyber System. However, the risk posed by this issue was reduced by the following factors. First, the Entity’s  
. The Entity’s  

. The Entity does not  
. Second, regarding Part 3.1, the noncompliance appears to be, in part, a documentation issue. In particular, the Cyber Assets at issue were included in some 

portions of the Entity’s vulnerability assessment, including the Entity’s scan of open discovered ports, but those Cyber Assets were not listed on other portions of the Entity’s vulnerability assessment 
documentation where, for example, password complexity was reviewed. When the required vulnerability assessments were documented, no issues were detected. Third, regarding Part 3.3, other 
controls reduced the risk posed this issue. In particular, during the period of noncompliance, the Entity did complete a paper vulnerability assessment, including reviews of network discovery scans 
and security configuration controls, which identified potential vulnerabilities for the Cyber Assets at issue. In addition, the Compliance Audit did not note any missed security patches for the Cyber 
Assets at issue. No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity: 

1) revised the vulnerability assessments for  assets to include the previously omitted Cyber Assets;
2) performed an active vulnerability assessment for the Control Center Cyber Assets;
3) revised the Entity’s written processes for conducting paper or active vulnerability assessments; and
4) created a recurring training requirement and provided training to applicable personnel.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery Mitigation Completion 

Date 
TRE2018019173 CIP-007-6 R1; 1.1  

 (“the Entity”) 
 07/01/2016 01/16/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from , Texas RE determined the Entity, as a , was in noncompliance with CIP-007-6, R1.  
Specifically, the Entity did not enable only logically network accessible ports that have been determined to be needed for  sampled Cyber Assets, and did not document a business need for  
sampled Cyber Assets. 

The root cause of the noncompliance was insufficient communication from the compliance specialist to the technology and transmission teams, and a lack of NERC CIP training for the technology 
team.  

This noncompliance started on July 1, 2016, when CIP-007-6, R1 became enforceable, and ended on January 16, 2018, when the Entity updated the list of ports with associated justifications. 
Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). The failure to adequately document enabled ports has the 

potential to affect BPS reliability by providing an opportunity for the installation of unauthorized network traffic into an Electronic Security Perimeter (ESP) over a port that is not adequately monitored 
for malicious traffic.  However, several factors limited the risk associated with this issue in the current circumstances.  First, the Entity deployed methods to deter, detect, or prevent malicious code. 
Additionally, for some of the Cyber Assets, the Entity had a host-based firewall. Further, threat detection is running at every ESP perimeter.  Finally, the Entity has a relatively  

.   No harm is 
known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the Entity:  

1) expanded its CIP-007-6 R1 ports and service worksheet to include a “justification” column to further detail the need for logical ports and services;
2) enabled only logically network accessible ports that have been determined to be needed;  and
3) held trainings for all affected SMEs.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

WECC2018019934 CIP-010-2 R1: P1.1; 
P1.3; P1.4 

  7/1/2016 5/21/2018 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible or confirmed violation.) 

During a Compliance Audit conducted  determined that the entity, as a  
, was in potential noncompliance with CIP-010-2 R1 Parts 1 subpart 1.1.1, 1.3, and 1.4. 

Specifically, regarding Part 1.1, between, July 1, 2016 and March 15, 2018, the entity initiated a firmware upgrade on some of its Substation System Protection and Automation devices classified as 
BES Cyber Assets (BCAs). One version out of  of BCAs firmware (or .7%) and one version out of three versions of  classified as Electronic Access Control or 
Monitoring System (EACMS) firmware (or 33%) were left off the initial baseline but were recorded in a different engineering change management system  than the system originally 
used  to develop the baselines. A comparison of the entity’s  systems uncovered a previously unidentified version of BCA firmware. All versions in production were 
approved and authorized when recorded in , but a single version was overlooked during development of the BCA baseline. The scope included  BCA and  EACMS.  This issue began 
on July 1, 2016 when the Standard and Requirement became mandatory and enforceable and ended on May 21, 2018 when the entity updated the baseline configurations to include the firmware, 
for a total of 690 days of noncompliance.   

Regarding Part 1.3, between July 1, 2016 and January 5, 2018, the entity had  firmware baseline configuration changes affecting  different BCA configuration baselines that were not 
updated within the required 30 calendar days after completion of the change. The scope included  BCAs associated with the Medium Impact BES Cyber System (MIBCS) located at  different 
substations, and  Protected Cyber Assets (PCAs) associated with  MIBCS at  substation. This issue began on July 1, 2016 when the Standard and Requirement became mandatory and 
enforceable and ended on ended on May 21, 2018 when the entity updated the baseline configurations for the  firmware changes, for a total of 690 days of noncompliance. 

Regarding Part 1.4, the entity had eight occurrences of changes that lacked sufficient documentation or evidence of the review and verification of the impact to the CIP-005 and CIP-007 cyber 
security controls due to changes that deviated from the existing baselines.  The scope included  Cyber Assets, including PCAs, EACMS, and Physical Access Control Systems (PACS), of which  
were associated with MIBCS and  were associated with High Impact BES Cyber Systems (HIBCS). This issue began on July 1, 2016 when the Standard and Requirement became mandatory and 
enforceable and ended on January 25, 2018 when the entity verified and documented that the required security controls were not affected, for a total of  574 days of noncompliance. 

The root cause of these issues was attributed to a manual process for updating baseline configuration documentation and a lack of management oversight to ensure infrequently performed tasks 
were executed accurately. Specifically, the sustainment of spreadsheet baselines was prone to human error and lacked data input validation. 

Risk Assessment This issue posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In these instance, the entity failed to develop baseline configurations 
which included the firmware where no independent operating system exits for  BCA and  EACMS as required by CIP-010-2 R1 Part 1.1; for a change that deviated from the existing baseline 
configuration, update the baseline configuration as necessary within 30 calendar days of completing the changes for  Cyber Assets, as required by CIP-010-2 R1 Part 1.3; and for a change that 
deviated from the existing baseline configuration, prior to the change, determine required cyber security controls in CIP-005 and CIP-007 that could be impacted by the change, following the change 
verify the quired cyber security controls were not adversely affected, and document the results of the verification for  Cyber Assets, as required by CIP-010-2 R1 Part 1.4.   

Failing to have correct documented baselines could have resulted in a prolonged system restoration of the Cyber Assets had they needed to be restored or rolled back to a recommended and 
secured configuration. Additionally, the lack of baseline configuration information could have caused the entity to not know whether recommended security levels had been implemented on a Cyber 
Asset, whether changes to configurations were appropriate for the existing system state or whether changes would have an effect on other system protective measures.  Lastly, failing to verify the 
CIP-005 and CIP-007 security controls that could possibly be affected before and after the changes could have resulted in inoperability issues with Cyber Assets hardware, software, and applications 
which could have affected the reliability and security of the BES.  

However, Part 1.1 was purely an administrative error between the engineering change management system and the CIP-010 R1 baseline development process documentation. Additionally, as 
compensation, the affected Cyber Assets had all other baseline configuration protective measures applied, were protected with electronic and physical access controls and monitor and were 
updated with the most recent firmware to ensure operational integrity and security.  No harm is known to have occurred.  

WECC determined the entity had no prior relevant instances of noncompliance. 

Mitigation To mitigate these issues, the entity has: 

1) updated and documented all baseline configurations for the affected Cyber Assets;
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2016016680 CIP-007-3a R:5; 
R5.2 

  2/15/2016 7/8/2016 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On December 14, 2016, the entity submitted a Self-Report stating that, as  
, it was in noncompliance with CIP-007-3a R5.   

Specifically, on July 8, 2016, during a review of the CVA of eight switches classified as CCAs, a vulnerability was identified.  As part of this review, the results of the CVA scan showed a successful login with 
the default account and password combination.  The default account was removed from the CCAs upon implementation, so the expected result was a login failure.  However, the entity identified two 
configuration errors to the Access Control Server (ACS) classified as an Electronic Access Control and Monitoring System (EACMS).  In the first error the ACS allowed access to the CCAs to  

 because the access policy that was applied to the CCAs was configured in a manner such that if a , it would continue instead 
of rejecting the access, and for the second error the ACS allowed access to the CCAs  because the wrong access policies were being applied to 
the CCAs.  The CCAs were not in the correct “device type” that would allow the correct access policy to be applied.   

  These issues were localized to only the CCAs installed within the   This issue began on February 15, 2016 when access authentication 
controls should have been enforced and ended on July 8, 2016, when the entity corrected the authentication errors, for a total of 144 days of noncompliance.  

The root cause of this issue was attributed to the entity not appropriately implementing its test procedures on the affected Cyber Assets  as required by CIP-007-3a R1. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to adequately implement its polity to 
minimize and manage the scope and acceptable use of administrator, shared, and other generic account privileges including factory default accounts as required by R5.2.    

Such failures could have resulted in inoperability of Cyber Assets should a program, port, or software not be compatible between one or more assets that could lead to a loss of operating or monitoring 
within the Energy Management System; unauthorized access and exposure to critical systems with the entity’s Control Centers with the intent to compromise, disrupt or misuse the entity’s infrastructure; 
and access to switches by personnel within the ESP (authorized or unauthorized) could expose the entire configurations of these devices, thus providing topology, accounts, logging device access accounts, 
etc. exposing the entity's infrastructure details. 

However, as compensation, the entity utilized two-factor authentication  to gain access to the ESP where the CCAs were located.  
Additionally, the 

entity confirmed that no unauthorized access was gained to the CCAs in scope during the noncompliance. No harm is known to have occurred. 

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  Due to the root cause, and timing of the entity’s prior noncompliance, the current violation is not 
indicative of a systemic or programmatic issue. 

Mitigation To remediate and mitigate this violation, the entity has: 
1) corrected the ACS rule on the CCAs in scope to , which included testing to ensure authentication was working as expected;
2) held a meeting as part of its internal compliance program with the personnel involved to determine cause and discuss lessons learned;
3) updated the ; and
4) modified its ACS test procedures to include testing of access to downstream devices using various passwords, including defaults and blank.  This updated process will be used on all new

installations to validate that no default or blank passwords exist prior to being put into production.

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2017017296 CIP-007-3a R2: 
R2.1; 
R2.2 

  5/8/2016 3/23/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On DATE, the entity submitted a Self-Report stating that, as  it 
was in noncompliance with CIP-007-3a R2. 

Specifically, as part of the upgrade of its Energy Management System (EMS) supervisory control and data acquisition (SCADA) system, the entity added new Cyber Assets and upgraded existing Cyber 
Assets in its production environment.  During the review and validation of documentation and evidence associated with the upgrade, and a subsequent Cyber Vulnerability Assessment (CVA), the entity 
identified for  of those Cyber Assets, that the ports and services were not correctly documented as part of their baseline configurations.  The Cyber Assets were in both the primary and backup Control 
Centers.  This issue began on May 8, 2016, when ports and services were not appropriately enabled or disabled on the Cyber Assets in scope and ended on March 23, 2017, when the entity appropriately 
accounted for the ports and services, for a total of 320 days of noncompliance. 

The root cause of this issue was attributed to the entity not appropriately implementing its test procedures on the affected Cyber Assets  as required by CIP-007-3a R1. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to enable only those ports and services 
required for normal and emergency operations and disable other ports and services, including those used for testing purposes, prior to production use of all Cyber Assets inside the ESP, as required by CIP-
007-3a R2.1 and R2.2.

Such failures could have resulted in inoperability of Cyber Assets should a program, port, or software not be compatible between one or more assets that could lead to a loss of operating or monitoring 
within the Energy Management System; unauthorized access and exposure to critical systems with the entity’s Control Centers with the intent to compromise, disrupt or misuse the entity’s infrastructure; 
and access to switches by personnel within the ESP (authorized or unauthorized) could expose the entire configurations of these devices, thus providing topology, accounts, logging device access accounts, 
etc. exposing the entity's infrastructure details. 

However, as compensation, the entity utilized two-factor authentication to a  to gain access to the ESP where the CCAs were located.  The  
 Additionally, the 

entity confirmed that no unauthorized access was gained to the CCAs in scope during the noncompliance. No harm is known to have occurred. 

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  Due to the root cause, and timing of the entity’s prior noncompliance, the current violation is not 
indicative of a systemic or programmatic issue. 

Mitigation To remediate and mitigate this violation, the entity has: 
1) updated its baselines and ports and services documentation for the Cyber Assets in scope;
2) disabled or removed unnecessary ports on the Cyber Assets in scope;
3) updated its configuration management database to include applicable port changes to the Cyber Assets in scope;
4) identified all applicable Cyber Assets in its baseline configuration;
5) implemented a change control template to specifically address adding new device class and changing an existing device class;
6) created a visual add to help users spot the difference between the change workflows and to aid in choosing he correct one; and
7) conduced an in-depth Cyber Asset owner training focusing on all aspects of the Cyber Asset life cycle.

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2018019704 CIP-007-3a R1:   5/8/2016 7/6/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On Date , the entity submitted a Self-Report stating that, as , it 
was in noncompliance with CIP-007-3a R1.   

On May 8, 2016, the entity did not appropriately implement its test procedures on the Cyber Assets identified in R5 (WECC2016016680) and R2 (WECC2017017296) noncompliance mentioned herein, (  
total), to ensure that new Cyber Assets and significant changes to existing Cyber Assets within the Electronic Security Perimeter (ESP) did not adversely affect existing cyber security controls, as required 
by CIP-007-3a R1, which was the root cause of R5 and R2.  On July 6, 2017, the entity completed validation testing, for a total of 425 days of noncompliance.   

The root cause of this issue was attributed to the entity utilized the wrong revision of its testing procedure.  Specifically, the entity had a process document in place that included testing changes in a test 
environment for any existing devices.  The entity also had a process for adding a new device.  The entity used the add a new device process by accident instead of using the change to existing device 
process. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. In this instance, the entity failed to implement its test procedures when 
its added new Cyber Assets within the ESP to ensure they do not adversely affect existing cyber security controls, as required by CIP-007-3a R1.     

Such failures could have resulted in inoperability of Cyber Assets should a program, port, or software not be compatible between one or more assets that could lead to a loss of operating or monitoring 
within the Energy Management System; unauthorized access and exposure to critical systems with the entity’s Control Centers with the intent to compromise, disrupt or misuse the entity’s infrastructure; 
and access to switches by personnel within the ESP (authorized or unauthorized) could expose the entire configurations of these devices, thus providing topology, accounts, logging device access accounts, 
etc. exposing the entity's infrastructure details. 

However, as compensation, the entity utilized two-factor authentication to a jump host to gain access to the ESP where the CCAs were located.   
 Additionally, the 

entity confirmed that no unauthorized access was gained to the CCAs in scope during the noncompliance. No harm is known to have occurred.

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty.  Due to the root cause, and timing of the entity’s prior noncompliance, the current violation is not 
indicative of a systemic or programmatic issue. 

Mitigation To remediate and mitigate this violation, the entity has: 
1) updated test process documentation to include the steps necessary to complete a change control processes for testing prior to a planned change to existing device(s) within the device class.

This addresses existing devices and helps to mitigate CIP-007 in this instance and CIP-010-2 R1.4 and R1.5. There is also a process for new devices and when upgrading an existing device class,
to confirm any substantial changes to the information in the change management database. The change control to add a new device class must be complete prior to adding the first device
associated with that device class. This process also helps meet compliance for existing devices;

2) updated its test templates to include the required steps for testing new devices or changes to existing devices;
3) developed a change control template for new device class types;
4) held training with key business areas to kick off the updated processes;
5) added weekly change control meetings to it schedule to review and discuss change control templates for CIP Changes; and
6) upgrade its Energy Management System using the updated processes and templates.

WECC has verified the completion of all mitigation activity. 
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COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the Find, Fix, Track, and Reports in this posting and 
provided the justifications that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document.  

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6  Category 7 Category 8 Category 9 Category 10  Category 11  Category 12  CEII PROTECTION (YEARS) 

1  RFC2018020074 Yes Yes Yes Yes Yes 
Category 1: 3 years; Category  2-12: 
2 years  

2  RFC2019021593 Yes Yes Yes Yes Yes Yes 
Category 1: 3 years; Category  2-12: 
2 years  

3  RFC2018019698 Yes Yes Yes Yes Yes 
Category 1: 3 years; Category  2-12: 
2 years  

4  SERC2017018736 Yes Yes Yes Yes 
Category 1: 3 years; Category 2 – 12: 
2 year  

5  TRE2017018201 Yes Yes Yes Yes Yes 
Category 1: 3 years;  Category 2 – 
12: 2 year  

6  TRE2018019269 Yes Yes Yes Yes Yes 
Category 1: 3 years;  Category 2 – 
12: 2 year  

7  TRE2018019270 Yes Yes Yes Yes Yes 
Category 1: 3 years;  Category 2 – 
12: 2 year  

8  WECC2016016714 Yes Yes Yes Category 2 – 12: 2 year 

9  WECC2018020723 Yes Yes Yes Category 2 – 12: 2 year 

10  WECC2019022617 Yes Yes Yes Category 2 – 12: 2 year 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018020074  CIP‐010‐2  R1      10/30/2017  4/26/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On July 13, 2018, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐010‐2 R1.  The entity identified two separate 
occasions where it did not complete security controls testing on baseline configuration changes before implementing those changes. 
 
First, on October 30, 2017, a storage analyst submitted a change to update custom‐developed scripts used for certain   transfers on four servers classified as Bulk Electric 
System Cyber Assets (BCA).  The storage analyst performing the change indicated within the change request that the updates to the custom‐developed scripts constituted a baseline configuration change 
to custom software.  The identification of a baseline configuration change requires Security Controls Testing (SCT) to ensure changes to Cyber Assets will not unexpectedly impact the security of the 
system.  The storage analyst correctly identified the need to perform SCT and added the appropriate SCT tasks to the change request, but the SCT tasks were not performed. The change was implemented 
in the production environment without conducting the required SCT pre‐change scans and post‐change scans to ensure the established security controls had not been adversely affected. The entity 
attributed the error to ineffective training and inadequate procedures. The entity did not perform the overdue SCT testing until April 26, 2018. 
 
Second, on April 25, 2018, a cyber‐security engineer submitted a change request to  on two servers used as one of the entity’s   

 systems which are    Similar to the first incident on October 30, 2017, the cyber security engineer 
correctly identified the need to perform SCT and added the appropriate tasks to the ticket, but the pre‐change SCT tasks were not performed and the change was implemented in the production 
environment.  Post‐change SCT scans were conducted to ensure the security controls identified in CIP‐005 and CIP‐007 had not been adversely affected, and the entity performed a review of target 
systems baseline configuration scan taken from the previous day. The entity attributed the error to ineffective training and inadequate procedures. 
 
This noncompliance involves the management practices of workforce management, work management, and implementation. Workforce management is involved because entity employees were not 
properly trained to execute the internal process for change management. Implementation management is involved because the entity employees failed to execute internal processes while implementing 
system changes due to ineffective internal controls. 
 
The root cause of this noncompliance was an ineffective work procedure that resulted in the entity not performing SCT tasks before a change was implemented in the production environment. That poor 
work procedure is combined with ineffective training of entity employees tasked with performing SCT tasks. 
 
This noncompliance started on October 30, 2017, when the first instance began where the entity implemented the baseline configuration change without completing the required SCT, and ended on April 
26, 2018, when the entity finished completing the post‐change SCT scans on all impacted baseline configuration changes. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk posed by this instance of 
noncompliance is that a change could be implemented that could have adversely affected system security and the BPS without having undergone security controls testing.  This risk was mitigated in this 
case by the following factors. First, there were only two changes missed. Second, the entity maintained an effective security posture due to its defense‐in‐depth approach and production monitoring. The 
entity’s configuration management process detects drifts from the known baseline for a particular CIP Cyber Asset and alerts the support teams for investigation, those drifts are tracked and monitored to 
ensure timely resolution, and those resolutions are documented. That process helped discover these missed changes, but did not discover the first instance because the security control testing scans were 
not properly executed in the first instance. ReliabilityFirst notes that subsequent testing and review performed by the entity confirmed that there were no adverse effects on security controls for either 
instance.  No harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) completed technical updates to the IT Service Management tool to centralize and enhance security controls testing processes; 
2) updated procedural documentation, including process flow diagrams, procedures, and work‐level instructions; and 
3) developed and implemented education and training, ensuring all process participants have been educated on procedural changes implemented within IT Service Management tool. 
 
Since the first instance occurred in October 2017, the entity has made significant improvements to its configuration management process, including the implementation of a new   environment 
and automating the monitoring and alerting for configuration drifts.  Because of this automation, a post‐scan now occurs overnight, every day, outside of the SCT process. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 

 

A-2 Public CIP  - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 02/27/2020 2



ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021593  CIP‐010‐2  R1      10/19/2018  10/19/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On May 21, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐010‐2 R1.  On October 19, 2018, the entity 
inadvertently patched 12 different   servers which were under CIP‐scope.  The change was part of an internal “patching initiative” which was planned, however, these specific servers were not intended 
to be patched on the day it occurred. The entity had patched roughly 85% of the platform, and the   servers which were inadvertently patched on October 19, 2018, were the remaining 15% which were 
scheduled to be patched by the end of November, 2018. While the 12   servers were inadvertently patched on October 19, 2018, the servers were meant to have these patches implemented at a later 
date. 
 
The inadvertent patching occurred at approximately 10:30 am. Later that day, at approximately 1:53 pm, the entity created an emergency change ticket to document what happened and to update the 
baseline based on the patch implementation. The inadvertent implementation occurred during a review of the patching initiative. Instead of using the reporting function to review what   servers had 
been patched, an entity employee inadvertently implemented the patching function, resulting in the noncompliance. The patching function was incorrectly applied to both the active and redundant 
database clusters which caused all database connections to fail until the servers were returned to service.  

 
 

 
The root cause of this noncompliance was a latent error in design in the patch management application which made it possible for an employee to accidentally initiate the patching function instead of the 
reporting function without a second confirmation step. 
 
This noncompliance involves the management practices of asset and configuration management and implementation. Asset and configuration management is involved because the entity failed to 
properly implement a patch series resulting from an insufficient patch management tool. Implementation management is involved because the entity failed to properly execute a staged patch 
implementation plan due to an insufficient patch management tool. 
 
This noncompliance started at 10:30 am on October 19, 2018, when the entity inadvertently implemented patching on 12   servers and ended on October 19, 2018 at 1:53 pm, when the entity executed 
its emergency change ticket. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The potential risk posed by failing to 
properly authorize a change here was that the change would be installed incorrectly, thus causing an operational outage.   

 
  The risk is partially reduced because the patches were tested, approved, and scheduled for implementation. The only issue is that an entity employee inadvertently 

implemented the patches before they were authorized to be implemented. Further reducing the risk, the patches had already been applied to approximately 85% of the scheduled devices already without 
issue. The entity promptly identified, assessed, and corrected this noncompliance.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because while the result of the prior 
noncompliance was arguably similar, the prior noncompliance arose from a different cause. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
1) implemented a quick stop‐gap to prevent reoccurrence; 
2) reviewed the self‐report with the CIP Senior Manager; 
3) developed a long‐term locking solution.   

 
 

4) implemented a long‐term locking solution; 
5) updated work level instructions and process documentation to reflect the locking solution; 
6) developed a control to validate lock status; and 
7) tested the control to validate lock status.  The entity also created a quarterly report that shows that the systems are locked. The entity implemented a control to review the report on a periodic basis 

to ensure the feature is being used appropriately and to reduce the risk of reoccurrence. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018019698  CIP‐005‐5  R2   
    7/1/2016  4/17/2018  Compliance Audit  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

 ReliabilityFirst determined that the entity,  , was in noncompliance with 
CIP‐005‐5 R2 identified during a Compliance Audit  .  During the Compliance Audit, ReliabilityFirst reviewed the firewall configuration files utilizing NP‐
View.  ReliabilityFirst noticed that a particular firewall group, consisting of two network hosts, permitted access using   and   directly into the Electronic 
Security Perimeter (ESP) without the use of an Intermediate System.  Access requires the use of Interactive Remote Access; therefore, the entity should not have had firewall configurations that permit 
direct access into the ESP for   and   
 
The root cause of this noncompliance was the entity’s misunderstanding of the requirement.  The entity mistakenly believed an Intermediate System was not required based on its network configuration.  
This root cause involves the management practice of workforce management, which includes providing training, awareness, and education to employees. 
 
This noncompliance started on July 1, 2016, when the entity was required to comply with CIP‐005‐5 R2 and ended on April 17, 2018, when the entity corrected the issue by changing its network 
configurations. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by not utilizing an 
Intermediate System in this case was that it allowed devices to have direct access into the ESP, which introduces an additional attack vector.  The risk is not minimal in this case based on the fact that the 
issue was identified at audit and the amount of time that the issue persisted.  The risk is not serious in this case based on the following factors.  First, this issue was present on only two network hosts, 
indicating that this was an isolated issue.  Second, the two network hosts at issue were physically located in a secure area (  which protected them behind multifactor physical 
protection controls.  Third, the two network hosts resided logically within a  .  Therefore, even if they were compromised, an 
unauthorized individual would still need to bypass other security controls in place such as the entity’s use of  .  No 
harm is known to have occurred. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) developed and implemented a better understanding of Interactive Remote Access to ensure that those with Interactive Remote Access to applicable Cyber Assets, understand the NERC glossary 

definition of Interactive Remote Access, how this term relates to CIP‐005‐5 R2, and what approach the entity must take to be in full compliance; and 
2) developed and implemented change to Interactive Remote Access system currently in place to ensure that Interactive Remote Access does not allow for direct access to an applicable Cyber Asset in 

the set‐up room or anywhere else. 
 
ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

SERC2017018736 CIP-010-2 R1, 
P1.2 

  07/01/2016 8/31/2019 Self-Report 
 

Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 
 

On November 30, 2017, the Entity submitted a Self-Report stating that, as a , it was in noncompliance with CIP-010-2 R1, P1.4.  SERC determined that this instance was more 
appropriately addressed under CIP-010-2 R1, P1.2.  The Entity did not implement one or more documented process that included authorizing and documenting changes that deviated from the existing 
baseline configuration. 
 
On August 7, 2017, an Entity manager conducted a post-work verification and discovered  protective relays that had actual configurations inconsistent with existing documented baseline configurations 
(Instance 1).  
 
The Entity conducted an extent-of-condition assessment by reviewing  devices at  sites, which resulted in the identification of  additional protective relays with the same issue.  Thus, a total of  
relays were affected.  

  
 
On August 3, 2017 and August 17, 2017, during an annual documentation compliance review of all  the Entity discovered  switches that 
were classified as PCAs with  erroneously enabled, which was not consistent with the documented baseline configuration.  Additionally, on November 4, 2017, during the same annual 
documentation compliance review, the Entity discovered switches that were classified as PCAs with  service erroneously enabled, which was not consistent with the 
documented baseline configuration and not authorized. 
 
On March 15, 2018, the Entity submitted a Scope Expansion (Instance 2). On December 14, 2017, while conducting commissioning activities at a construction site on a  

, the Entity identified another  at a different site that did not have an accurate documented baseline configuration record.  A documented baseline record existed for the old version of the 
firmware, but not for the new version that was installed.  The Entity did not properly tie the baseline record to the  being installed with the updated firmware version during commissioning.  
 
The Entity conducted an extent-of-condition assessment by reviewing all assets deployed within its asset management system to confirm firmware versioning.  The Entity identified  

 (one active and one inactive) that were commissioned without recording a baseline.   
 
On September 5, 2018, the Entity submitted a Scope Expansion (Instance 3).  On July 20, 2018, while reviewing baseline configurations for Cyber Assets involved with the first Scope Expansion, the Entity 
discovered inconsistencies between installed firmware for Cyber Assets and their associated baseline documentation records.  The Entity had not recorded point release firmware versions as part of the 
baseline record.  
 
This noncompliance started on July 1, 2016, when the Standard became mandatory and enforceable, and ended on August 31, 2019, when the Entity completed it mitigation.  
 
The cause of these instances of noncompliance was management oversight.  Management failed to ensure that its configuration management process included a step to verify correct baseline 
configurations.   

Risk Assessment                                                                 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The Entity’s failure to authorize and document changes that 
deviated from the existing baseline configuration could have led to security administration errors decreasing cyber defenses and harming grid security.  However, in all instances, the Cyber Assets did not 
have External Routable Connectivity or dial-up connectivity, and all Cyber Assets were placed within physically secure areas and Electronic Security Perimeters.  Additionally, none of the instances involved 
a facility containing high impact BCSs.  Furthermore, the Entity had malware detection, alerting and logging in place, and, the internal controls allowed for same day discovery of the problem, permitting a 
quick resolution.  No harm is known to have occurred.  
 
SERC determined that the Entity’s CIP-010-2 R1 compliance history should not serve as a basis for aggravating any penalty.  The prior instance of noncompliance was ten years ago and before a CIP 
program overhaul required by CIP Version 5, which does not demonstrate a programmatic failure.   

Mitigation 
 

To mitigate this noncompliance, the Entity:   
 
1) modified the configuration documentation to clarify verification activities for the protective relays; 
2) modified the configuration management process to include a step to validate configuration against baseline configuration documentation; 
3) configured  per device baseline configuration documentation; 
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4) trained personnel on the updated configuration document; 
5) upgraded  to an existing baseline; 
6) performed an assessment to determine extent-of-condition; 
7) reinforced CIP change management roles and processes via training;   
8) determined the point release versions of firmware in scope of the issue; 
9) provided awareness to affected personnel of the issue; and  
10) identified and created needed BuildIDs to reestablish proper configuration for the devices.  
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Texas Reliability Entity, Inc. (Texas RE) FFT CIP 

NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation Completion 
Date 

TRE2017018201 CIP-004-6 R4  (the 
“Entity”) 

07/01/2016 09/06/2016 Compliance Audit Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit per an existing multi-region registered entity agreement from , Texas RE determined that the Entity, as a 
 was in noncompliance with CIP-004-6 R4.  Specifically, although CIP-004-6 R4, Part 4.1 required the Entity to implement a process to authorize access based on need, 

as determined by the Entity, as of August 25, 2016, there were accounts for access to software that controls group policy settings for BES Cyber Assets at the Entity’s Control Center and for which 
no documented approvals could be found.  

The root cause of the noncompliance was uncorrected legacy configurations upon conversion to a NERC CIP System that occurred one month prior to identifying the issue. 

This noncompliance started on July 1, 2016, when the Reliability Standard became enforceable, and ended on September 6, 2016, the date by which all  accounts had either been approved or 
revoked. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  The risk posed by this noncompliance arises from allowing multiple 
unauthorized individuals the ability to access software that controls access to BES Cyber Assets.  Those unauthorized individuals could potentially compromise BES Cyber Assets and negatively affect 
the BPS.  In particular, .  The 
Entity’s portfolio includes a generating capacity of approximately .  However, the majority of the  accounts were approved 
after the Entity discovered the issue, most within a day of that discovery.  No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) reviewed the need for the access to the accounts at issue, and revoked access for those accounts that did not need access;  and
2) implemented quarterly access reviews to track, log, and to maintain the periodic reviews and related documentation.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation Completion 
Date 

TRE2018019269 CIP-007-6 R2; R2.2; 
R2.3 (“the Entity”) 

10/06/2016  12/13/2017  Self-Report  Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation. 

On February 24, 2018, the Entity submitted a Self-Report to Texas Reliability Entity, Inc. (Texas RE), under an existing Multi-Region Registered Entity (MRRE) agreement, stating that, as a 
, it was in noncompliance with CIP-007-6 R2.  During a subsequent Compliance Audit conducted , additional evidence of the 

noncompliances was collected.  Specifically, the Entity failed to implement one or more documented processes that collectively include each of the applicable requirement parts in CIP-007-6, 
Table R2, Parts 2.2, and 2.3.     

On February 24, 2018, the Entity Self-Reported six separate instances where it had failed to evaluate security patches, in accordance with Table R2, Part 2.2, and/or apply the patches, in accordance 
with Table R2, Part 2.3.  In the first two instances, a  update was not evaluated and the appropriate security patches were not applied, in accordance with Tables 2.2 
and 2.3.   These two instances of noncompliance ran concurrently, the longest of which occurred from October 6, 2016, until May 23, 2017.   The third instance occurred when a security update was 
assessed as necessary for the  but not applied within 35 calendar days, in accordance with Part 2.3.   The third instance occurred from March 23, 2017, until May 23, 2017.   In the fourth and fifth 
instances, the Entity failed to recognize that an update for  was for the purpose of security, and failed to subsequently apply the security update.   These two instances of 
noncompliance ran concurrently from September 11, 2017 until December 13, 2017.   In the sixth instance, a newer version of was assessed as a necessary security update, but was not applied 
within 35 calendar days, in accordance with Part 2.3.   The sixth instance occurred from March 23, 2017, until November 4, 2017.  

The root cause of these instances of noncompliance was inadequate procedural controls.  First, there was a lack of specificity in the procedure identifying the necessary activity after an evaluation 
occurs in accordance with Part 2.2.   Second, there was insufficient peer and management review of each security patch evaluation conducted, and a lack of detail in the evidence maintained to show 
compliance with Part 2.3 and 2.3.   

These instances of noncompliance began on October 6, 2016, when the first instance of noncompliance occurred, and continued concurrently until December 13, 2017, when the last instance was 
mitigated. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  The risk to the BPS is that the Entity’s failure to evaluate and 
install patches, in accordance with CIP-007-6 R2, Parts 2.2 and 2.3, could lead to network instability and vulnerabilities that would affect both the primary and backup Control Center.  However, this 
risk is lessened by the fact that, although the Entity had not evaluated and/or applied patches for numerous Cyber Assets within the required timeframe in the six instances outlined by the Self-
Report, the noncompliance was limited in scope as the auditors did not identify any additional instances of noncompliance.    Further offsetting the risk is the fact that none of the Entity’s 
are contracted as Blackstart resources, and none are impacted by Remedial Action Scheme (RAS) operations.    

The size of this Entity supports the categorization of these noncompliances as moderate risk. 

 No harm is known to have 
occurred.   

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity: 

1) completed the required evaluations in accordance with Part 2.2, and installed the required patches in accordance with Part 2.3;
2) revised its security patch evaluation and management process to provide better instruction and guidance and to include peer and Compliance Coordinator review of patching process;
3) added steps to applicable procedures to require that details (Screenshots) of each patch assessment is attached to each change ticket to ensure that evidence of compliance is maintained;  and
4) conducted a patching workshop to provide staff with additional training on reviewing and assessing patching protocols and data. 

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2018019270 CIP-010-2 R1 
(“the Entity”) 

07/01/2016 03/24/2018 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation. 

On February 24, 2018, the Entity submitted a Self-Report to Texas Reliability Entity (Texas RE), under an existing Multi-Region Registered Entity (MRRE) agreement, stating that, as a r 
 it was in noncompliance with CIP-010-2 R1.  During a subsequent Compliance Audit conducted , additional instances of noncompliance with CIP- 

010-2 R1 were identified.  Specifically, the Entity failed to implement one or more documented processes that collectively include each of the applicable requirement parts in CIP-010-2, Table R1,
Parts 1.1, 1.3 and 1.4.

Self-Report: 
Part 1.3: 
On February 24, 2018, the Entity Self-Reported four separate instances where it had failed to update the baseline configuration for Electronic Access Control or Monitoring System (EACMS) for 
Medium-Impact Bulk Electric System (BES) Cyber Assets (BCAs) within 30 days of the updates, in accordance with CIP-010-2 R1.3.  On July 1, 2016, the operating system for the Entity’s 

, an EACMS for a Medium-Impact BES Cyber System, was changed to a different feature release.  This change occurred without commensurate documentation in the baseline-
tracking document within 30 calendar days, as required by CIP-010-2 R1.3.  The proper documentation occurred on September 16, 2016.  This instance of noncompliance occurred for 77 days.  The 
Entity further Self-Reported that, in separate instances, electronic ports were opened on the , and electronic ports were opened on the , both EACMS for 
Medium-Impact BES Cyber Systems, without commensurate documentation in the baseline-tracking document within 30 days of the port changes. Each instance was eventually properly documented, 
ending the noncompliance.  These instances occurred from July 5, 2017 to August 5, 2017 (31 days), and June 5, 2017 to February 14, 2018 (8 months, and 9 days), respectively. 

Compliance Audit: 
Table R1, Part 1.1: 
During a Compliance Audit subsequent to the Entity’s Self-Report, Texas RE determined that the baseline for a  workstation, a Medium-Impact Cyber Asset, was not developed by July 1, 2016, 
as required by the Standard’s Implementation Plan.  This occurred due to a failure in the data collection functionality of the .  The failure in the tool was identified and 
corrected by the Entity, and the baseline was developed on July 6, 2016.  This noncompliance occurred for 5 days. 

Table R1, Part 1.3: 
During the Compliance Audit, Texas RE also discovered an additional instance of noncompliance with Part 1.3. Texas RE determined that on November 27, 2016, a software update occurred on a 

 workstation, a Medium-Impact Cyber Asset, without the required update to the baseline within 30 calendar days.  This instance also occurred due to a failure in the data collection functionality 
of the .  The failure in the tool was identified and corrected by the Entity, and the baseline was updated in accordance with CIP-010-2 R1, Table 1.3.  The update to the Cyber 
Asset’s baseline was due on December 27, 2016 and occurred on April 18, 2017.  This noncompliance occurred for 3 months, and 22 days. 

Table R1, Part 1.4: 
During the Compliance Audit, Texas RE also determined that the Entity possessed a procedure for compliance with CIP-010-2 R1, but failed to maintain documentation to indicate compliance with 
the standard for any of their BCAs, as required in Table 1.4.   The noncompliance began July 1, 2016, the effective date of the standard, and continued until March 24, 2018, when the Entity began 
attaching a document to change tickets to indicate that controls were verified in accordance with the standard.  These instances of noncompliance occurred for 1 year, 8 months, and 23 days.  

The root cause of these instances of noncompliance was inadequate procedural controls.  First, there was a lack of specificity in the procedure regarding the version of software updates completed 
in the Entity’s baseline tracking process. Second, there was a lack of software tools within the Entity’s baseline tracking process that would scan for, and identify, open ports that are not accounted 
for in the Entity’s baseline tracking spreadsheet.  

The longest of the above instances of noncompliance began on July 1, 2016, when CIP-010-2 became effective and enforceable, and ended March 24, 2018, when the Entity began attaching a 
document to change tickets to indicate that controls were verified in accordance with Table 1.4. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  

With regard to the Entity’s noncompliances with CIP-010-2, Table 1.1 and 1.3, the potential harm to the reliability of the BPS that could derive from an Entity’s failure to develop, or timely update, a 
baseline is that the Entity might rely on inaccurate information when conducting a reconciliation of baseline changes and that a BCA may not receive the appropriate updates. However, this risk is 
offset by the fact that the subject BCA received the appropriate updates, and that the noncompliance was limited to a failure in maintaining documentation to show compliance.  Further mitigating 
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the risk is the fact that, with regard to the Entity’s noncompliances with CIP-010-2, Table 1.1 concerning the  workstation, the noncompliance lasted just 5 days, and affected only a single BCA 
at a Medium-Impact location. 

With regard to the Entity’s noncompliance with CIP-010-2, Table 1.4, the risk to the BPS is that the Entity’s failure to assess the security controls in CIP-005 and CIP-007, could lead to network instability 
and vulnerabilities that would affect both the primary and backup Control Center.  However, this risk is lessened by the fact that the Entity provided evidence that it had a procedure in place during 
the period of noncompliance, but was unable to provide commensurate documentation for the security assessments conducted before the February 2018 patch cycle.   

The size of this Entity supports the categorization of these noncompliances as moderate risk. 

 Further 
offsetting the risks identified above is the fact that none of the Entity’s  are contracted as Blackstart resources, and none are impacted by Remedial Action Scheme (RAS) operations.  

No harm is known to have occurred. 

Texas RE considered the Entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the Entity:  

1) developed and updated baselines to address noncompliances with Tables 1.1 and 1.3, and completed assessments for compliance with Table 1.4;
2) developed a tool to perform a comparison of the  scans run and the baseline list of approved ports to better identify deviations from the baseline of approved ports;
3) added steps to applicable procedures to verify that the version on the baseline documentation accurately reflects what is installed on the system, and for management review of change

requests; and
4) revised the change request system to auto-generate sub-tasks for application updates.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2016016714 CIP-007-6 R2: P2.1; 
P2.2; P2.3 

  7/1/2016 4/12/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of 
this document, each noncompliance at issue is 
described as a “noncompliance,” regardless of its 
procedural posture and whether it was a possible,  
or confirmed violation.) 

On December 8, 2016, the entity submitted a Self-Report stating, as a , 
it had a potential noncompliance with CIP-007-6 R2.  Specifically, the entity had several issues during its implementation of CIP Version 5.  Regarding R2 Part 2.1, the entity failed to identify patch sources 
associated with  software/firmware applications between July 1, 2016 and April 12, 2017. Regarding R2 Part 2.2, the entity failed to evaluate security patches on five separate occasions from  
different sources for applicability at least once every 35 calendar days since the last evaluation between July 1, 2016 and October 26, 2016. Regarding R2 Part 2.3, the entity failed to either apply an 
applicable patch, create dated mitigation plan, or revise an existing mitigation plan, for  Cyber Assets between July 1, 2016 and January 24, 2017.  The scope of these issues included  BES Cyber 
Assets,  Electronic Access Control or Monitoring Systems (EACMS), and  Protected Cyber Assets (PCAs) associated the High Impact BES Cyber System (HIBCS) located at the primary and backup 
Controls Centers.  The aggregate of these issues began July 1, 2016, when the Standard and Requirement became mandatory and enforceable and ended on April 12, 2017, when the entity evaluated 
all security patches for applicability, for a duration of 286 days (noncontiguous). 

The root cause was attributed to management not allocating enough resources and time to complete compliance with is transition to CIP Version 5.  Specifically, the entity’s management did not 
adequately monitory its transition to identity resource or implementation issues along the way. 

Risk Assessment  These violations posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In these instances, for CIP-007-6, the entity failed 1) to identify 
patch sources associated with  software/firmware applications as required by R2 Part 2.1; 2) to evaluate security patches on five separate occasions from  different sources for applicability at least 
once every 35 calendar days since the last evaluation as required by R2 Part 2.2; and 3) to either apply an applicable patch, create dated mitigation plan, or revise an existing mitigation plan, for  
Cyber Assets as required by R2 Part 2.3.  The scope of these issues included  BES Cyber Assets,  EACMS, and  PCAs associated the HIBCS located in the primary and backup Controls Centers. 

These failures could have permitted vulnerabilities to remain unidentified, available, and open to exploit by malicious actors, who could potentially gain control over Cyber Assets and bulk power 
system facilities and adversely impact BES reliability.  However, the Cyber Assets resided in a secure Electronic Security Perimeter, within a secured Physical Security Perimeter behind multiple layers 
of firewalls, anti-malware and monitory systems, two factor authentication for remote access and intrusion protection systems. No harm is known to have occurred.  

WECC determined that the entity’s compliance history should not serve as a basis for applying a penalty because the previous relevant compliance history consisted of one minimal risk issue in 2011 
and not indicative of a broader issue. 

Mitigation To remediate and mitigate this noncompliance, the entity has: 
1) performed patch evaluations for the patch sources that had not been evaluated for the Cyber Assets in scope;
2) added the missing patch sources to the patch source list and begin patch assessment for those sources;
3) implemented the  Cyber Assets in scope into the patching process and began the patch assessment  for those Cyber Assets;
4) created a revised tracking, reporting, and alerting process to provide better visibility and notice regarding the compliance deadlines;
5) ensured all instances of missing patch sources had been identified;
6) ensured all the BES Cyber Assets were included in the patching program;
7) identified and documented additional control(s) that resolved the root cause:

a. development of scheduler tool to ensure tasks are created on a timely basis, the evaluation of standards are consistent, and multiple evaluators are assigned to provide redundancy, and
continual improvement of that process;

b. monitoring of patch management process via a SharePoint tool and continual improvement of that process;
c. daily monitoring of software via its configuration management database which correlates to the identified patch source. As patches are implemented this monitoring ensures that all

assets are upgraded, and all are patched to the same version;
d. automated the manual baseline checks using its configuration management database;

8) identified and updated any CIP-007 review processes or procedures that needed updating based on new controls identified;
9) trained personnel to monitor for performance using the revised tracking, reporting, and alerting process; and
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10) performed formal training of personnel on identification of patch sources, patch assessment, mitigation, and installation processes.  
 
WECC has verified the completion of all mitigation activity.  
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2018020723 CIP-010-2 R1: 
P1.1 

 
 

 7/1/2016 1/24/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On November 21, 2018, the entity submitted a Self-Report stating, as a  
, it had a potential noncompliance with CIP-010-2 R1.  Specifically, for  EACMS associated with the HIBCS located in the primary Control Center, the entity did not establish a system baseline 

configuration that satisfied the Part 1.1 sub-parts 1.1.1, 1.1.2, 1.1.3, and 1.1.4. This issue began on July1, 2016, when the Standard and Requirement became mandatory and enforceable and ended on 
January 24, 2017, when the entity established a baseline configuration on   EACMS, for a duration of 208 days.   

The root cause was attributed to system interactions not considered or identified.   Specifically,  EACMS  incorporated in the entity’s CIP Version 5 implementation project; however, the role of  
EACMS with regards to the other components of CIP were not understood, and the entity lacked internal controls and processes to detect the omission. 

Risk Assessment  WECC determined this violations posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed to document a baseline 
configuration on  EACMS associated with the HIBCS that included sub-parts 1.1.1, 1.1.2, 1.1.3, and 1.1.4 as required by CIP-010-2 R1 Part 1.1. 

Such failure could have resulted in unauthorized system modifications to the HIBCS within the entity’s Control Center which could have led to undetected malware infection or other successful intrusion 
into the network locations of the modified system. However, as compensation  EACMS  protected in an established demilitarization zone; had up to date anti-malware and security patches, was 
being monitored, and required authentication for interactive user access.   No harm is known to have occurred.  

WECC determined the entity had no prior relevant instances of noncompliance. 

Mitigation To remediate and mitigate this noncompliance, the entity has:  
1) established a baseline configuration for   EACMS in scope;
2) updated its BES Cyber Asset on-board and change management procedure and templates to add check/review steps; and
3) updated its BES Cyber Asset inventory processes to improve the ability to detect BES Cyber Asset classification errors and improve oversight.  This new process clarifies that the CIP Program

Manager will create a BES Cyber Systems list and will send it to the CIP Senior Manager for approval, instead of a sending a Cyber Asset inventory list for approval.

WECC has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2019022617 CIP-010-2 R2: P2.1  
 

 8/6/2016 5/24/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of 
this document, each noncompliance at issue is 
described as a “noncompliance,” regardless of its 
procedural posture and whether it was a possible,  
or confirmed violation.) 

On December 9, 2019, the entity submitted a Self-Report stating, as a  
, it had a potential noncompliance with CIP-010-2 R2.  Specifically, on three separate occasions, the entity failed to monitor at least once every 35 calendar days for changes to the baseline 

configuration for  EACMS associated with the HIBCS located in the primary Control Center.  

The first occurrence began on August 6, 2016, when the Standard and Requirement became mandatory and enforceable and ended on January 24, 2017, when the entity updated the baseline 
configuration on   EACMS, for a duration of 172 days. The second occurrence began on March 1, 2017, 36 days after the previous monitoring and ended on April 12, 2017, when the entity 
updated the baseline configuration on  EACMS, for a duration of 43 days.  The third occurrence began on May 18, 2017, 36 days after the previous monitoring and ended on May 24, 2017, when 
the entity updated the baseline configuration on  EACMS, for a duration of seven days.  

The root cause of these issues was attributed to system interactions not considered or identified. Specifically,  EACMS  incorporated in the entity’s CIP Version 5 implementation project; 
however, the role of  EACMS with regards to the other components of CIP were not understood, and the entity lacked internal controls and processes to detect the omission. 

Risk Assessment  WECC determined this violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System (BPS). In this instance, the entity failed on three separate 
occasions to monitor at least once every 35 calendar days for changes to the baseline configuration for  EACMS associated with the HIBCS 

Such failure could have allowed changes to the baseline configuration to be undetected which could have exposed vulnerabilities or disruption to the entity’s operations. However, as compensation  
EACMS  protected in an established demilitarization zone; had up to date anti-malware and security patches, was being monitored, and required authentication for interactive user access. No harm 
is known to have occurred. 

WECC determined the entity had no prior relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity has:  
1) implemented a programmatic, scheduled baseline configuration evaluation for  EACMS in scope.  This implementation also addresses the entity’s need to perform a baseline

configuration evaluations on any irregularly powered-on Cyber Asset;
2) updated its BES Cyber Asset on-board and change management procedure and templates to add check/review steps; and
3) updated its BES Cyber Asset inventory processes to improve the ability to detect BES Cyber Asset classification errors and improve oversight.  This new process clarifies that the CIP Program

Manager will create a BES Cyber Systems list and will send it to the CIP Senior Manager for approval, instead of a sending a Cyber Asset inventory list for approval.

WECC has verified the completion of all mitigation activity. 

A-2 Public CIP  - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 02/27/2020 14



COVER PAGE 

This posting contains sensitive information regarding the manner in which an entity has implemented controls to address security risks and comply with the CIP standards. NERC has applied redactions to the FFTs in this posting and provided the justifications 
that are particular to each noncompliance in the table below. For additional information on the CEII redaction justification, please see this document.  

Count Violation ID Category 1 Category 2 Category 3 Category 4 Category 5 Category 6 Category 7 Category 8 Category 9 Category 10 Category 11 Category 12 CEII PROTECTION (YEARS) 

1 RFC2019021276 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category  2-12: 2 years 

2 RFC2019021272 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category  2-12: 2 years 

3 RFC2019021051 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category  2-12: 2 years 

4 RFC2019021273 Yes Yes Yes Yes Yes Yes Category 1: 3 years; Category 2 – 12: 2 year 

5 RFC2019021274 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 12: 2 year 

6  SERC2017018750 Yes Yes Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 12: 2 year 

7  WECC2015015220 Yes Yes Yes Yes Category 1: 3 years;  Category 2 – 12: 2 year 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021276  CIP‐004‐6  R4      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐004‐6 R4. 
 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System Cyber System 
Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline management 
tool. This is an automated non‐interactive process without any end‐user involvement. One of the file share locations was designated as a BCSI repository/storage location, and the other one was not. Both 
fileshares did not have the proper permissions for BCSI required under CIP‐004‐6 R4. 
 
The root cause of this noncompliance was that the entity did not have a process in place to manage fileshares with BCSI resulting in a failure to appropriately restrict access to the fileshares. Secondarily, 
the entity did not perform any application structure reviews to assess the data flow of BCSI before the entity introduced the fileshares into the production environment. 
 
This noncompliance involves the management practices of workforce management and information management. Workforce management is involved because the entity failed to sufficiently train 
employees on the process to manage fileshares involving BCSI. Information management is involved because the entity failed to identify and assess BCSI. 
 
This noncompliance started on February 1, 2018, when the entity uploaded BCSI to the two impacted fileshares without proper permission restrictions and ended on December 7, 2018, when the entity 
corrected the permissions on the two fileshares. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that unauthorized parties could potentially access BCSI which could in turn lead to alteration or misuse of the information.  The risk is not minimal because of the long approximately ten month duration. 
The risk is minimized because the fileshares were stored on a restricted   Domain separate from the entity Corporate Domain with access limited to only   
Staff via multi‐factor authentication. Further minimizing the risk, the BCSI was part of a system‐to‐system process   which is an 
automated non‐interactive process without any end‐user involvement. (The entity concluded that there was no evidence that the fileshare data was known outside of the baseline management tool 
administrator who was authorized for BCSI access. Accessing the data requires multi‐factor authentication.) No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  The entity also performed an extent of condition on all 

NERC CIP Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access; 
2) sent on a weekly basis, tasks to subject matter experts to remediate fileshares with “Everyone permissions”.  This weekly review will report any instance of a file share configured with “OPEN” 

permissions and requires the subject matter expert to remediate this level of access; 
3) performed an extent of condition to review data protections of existing Bulk Electric System Cyber System Information (BCSI) repositories to identify unprotected data within the repositories.  The 

entity will separately report any findings; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following:  incorporate changes and verify accuracy of the BCSI repository inventory; ensure 

access permissions and data protections are in place for each BCSI repository; and communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate access permissions when commissioning new systems to verify that the systems containing BCSI have the proper access restrictions in place as 
part of the evaluation process. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021272  CIP‐004‐6  R4      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐004‐6 R4.    
 

 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System Cyber System 
Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline management 
tool. This is an automated non‐interactive process without any end‐user involvement. One of the file share locations was designated as a BCSI repository/storage location, and the other one was not. Both 
fileshares did not have the proper permissions for BCSI required under CIP‐004‐6 R4. 
 
The root cause of this noncompliance was that the entity did not have a process in place to manage fileshares with BCSI resulting in a failure to appropriately restrict access to the fileshares. Secondarily, 
the entity did not perform any application structure reviews to assess the data flow of BCSI before the entity introduced the fileshares into the production environment. 
 
This noncompliance involves the management practices of workforce management and information management. Workforce management is involved because the entity failed to sufficiently train 
employees on the process to manage fileshares involving BCSI. Information management is involved because the entity failed to identify and assess BCSI. 
 
This noncompliance started on February 1, 2018, when the entity uploaded BCSI to the two impacted fileshares without proper permission restrictions and ended on December 7, 2018, when the entity 
corrected the permissions on the two fileshares. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that unauthorized parties could potentially access BCSI which could in turn lead to alteration or misuse of the information.  The risk is not minimal because of the long approximately ten month duration. 
The risk is minimized because the fileshares were stored on a restricted   Domain separate from the entity Corporate Domain with access limited to only   
Staff via multi‐factor authentication. Further minimizing the risk, the BCSI was part of a system‐to‐system process   which is an 
automated non‐interactive process without any end‐user involvement. (The entity concluded that there was no evidence that the fileshare data was known outside of the baseline management tool 
administrator who was authorized for BCSI access. Accessing the data requires multi‐factor authentication.) No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  The entity also performed an extent of condition on all 

NERC CIP Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access; 
2) sent on a weekly basis, tasks to subject matter experts to remediate fileshares with “Everyone permissions”.  This weekly review will report any instance of a file share configured with “OPEN” 

permissions and requires the subject matter expert to remediate this level of access; 
3) performed an extent of condition to review data protections of existing Bulk Electric System Cyber System Information (BCSI) repositories to identify unprotected data within the repositories.  The 

entity will separately report any findings; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following:  incorporate changes and verify accuracy of the BCSI repository inventory; ensure 

access permissions and data protections are in place for each BCSI repository; and communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate access permissions when commissioning new systems to verify that the systems containing BCSI have the proper access restrictions in place as 
part of the evaluation process. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021051  CIP‐011‐2  R1      8/10/2016  4/13/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On January 30, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐011‐2 R1. 
 
On April 12, 2018, an entity   analyst emailed a link to a “Confidential Special Handling: CIP” document to a director in 
the   Department. The director realized the two files, an   and a  , were being stored on a SharePoint site that was not a Bulk Electric System (BES) Cyber System Information 
(BCSI) Repository and reported the potential incident the same day. The documents had been stored on this site since their initial posting on August 10, 2016. 
 
On April 13, 2018, the entity moved the documents to an area designated as a BCSI Repository. 
 
This noncompliance involves the management practices of workforce management and information management. The root cause is that an accessible, secure storage location was not readily available 
and easily known for this particular activity, and a list of BCSI locations was not routinely communicated as part of normal training activities. 
 
This noncompliance started on August 10, 2016, when the entity first posted the CIP files to a SharePoint site that was not a BCSI repository and ended on April 13, 2018, when the entity moved the files 
to a BCSI repository. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed is that the content of 
these files could be used along with other access and information to gain unauthorized access to an Electronic Security Perimeter (ESP). The risk is not minimal because of the almost two year duration of 
this noncompliance. The risk is lessened because the files were stored on a   site. (Access from the corporate domain would require two‐factor authentication and 
authorized access into the   domain.) Access to this site is controlled through   security and requested and approved through the entity’s access management 
tool. Only individuals on the   access list could access the files. Of the two files posted, an   and a  , the   file was password protected and only three employees had the password. 

. Additionally, the entity’s defense in depth model 
was in place protecting the BCSs/ESPs whose information was improperly stored during the time the files were posted and includes:  (a) intrusion detection and prevention systems (IDS/IPS) monitoring of 
ESPs; (b) advanced monitoring intrusions from the external internet; (c) host IPS and antivirus protecting against potentially malicious software; (d) two‐factor authentication is enabled which provides for 
stronger access controls; and (e) firewalls and other security tools securing the network perimeter.  No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) moved the documents to a designated BES Cyber System Information (BCSI) Repository; 
2) required the employee involved to take additional Information Protection Training in addition to the yearly NERC CIP training; 
3) performed an extent of condition review to review documents that are Confidential Special Handling and Confidential Special Handling: CIP to ensure that they are stored in BCSI repositories within 

entity  ; 
4) added an   technical Preventive Control preventing BCSI documentation from being transferred outside of the entity by email or by using a USB drive.  The 

control is managed by the entity’s   team.  When a user plugs in any removable media to an entity user’s laptop or computer, a scan is performed of the removable 
media.  If any files contain a classification of “Confidential Special Handling: CIP” a warning is presented to the user saying “You are attempting to copy NERC CIP data to removable storage” and the 
user must attest the contents are being transferred to an approved encrypted storage device or the transfer action is cancelled.  For emails being sent outside of the entity email domain, if the email 
content contains a classification of “Confidential Special Handling: CIP” and the email is not encrypted, then the email is deleted at the email gateway perimeter and a message is sent to the sender 
that the email was blocked. 

5) implemented a new detective control to evaluate BCSI repositories and BCSI (labeled as “Confidential Special Handing: CIP” or “Confidential Special Handling”) that exist outside of designated BCSI 
repositories on a quarterly basis to achieve the following:  (i) Incorporate changes and verify accuracy of the BCSI repository inventory; and (ii) ensure entity Confidential Special Handling: CIP 
documents are places in a BCSI repository.  This control will examine the whole entity   environment to ensure BCSI data is properly protected; and 

6) improved awareness of   BCSI repositories and associated protective measures through the following actions:  (i)   Operations Compliance personnel will provide repository 
updates and best practices real‐time during key   meetings (all‐hands meetings, quarterly staff/leads meetings, quarterly safety meetings, etc.); and (ii) Distribution of BCSI 
repository updates and protective measures on a periodic basis to   personnel and users with access to   BCSI repositories. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021273  CIP‐011‐2  R1      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐011‐2 R1.    
 

 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment (CVA) results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System (BES) Cyber 
System Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline 
management tool. This is an automated non‐interactive process without any end‐user involvement. 
 
This incident had been occurring since February 1, 2018 based on the date of timestamps of the files in the two fileshares. The entity failed to adhere to its NERC CIP Information Protection Program and 
did not "protect and secure handle BES Cyber System Information, including storage, transit, and use". 
 
This noncompliance involves the management practices of asset and configuration management, work management, and information management. The root cause of this incident was that no procedures 
were in place to ensure the fileshares with BCSI were appropriately restricted when the application was developed and the file shares were created. There were also no application architectures reviews 
completed that considered the data flows of BCSI before the application was introduced into production. 
 
This noncompliance started on February 1, 2018, when the entity first had two fileshares containing BCSI with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device) and 
ended on December 7, 2018, when the permissions on the two devices were corrected. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that the content of these files could be used along with other access and information to harm BES Cyber Assets. The risk is not minimal because of the long approximately ten month duration. The risk is 
lessened because the fileshares existed on a restricted   domain that is separate from the entity corporate domain with access limited to entity   personnel. 
Access from the corporate domain would require two‐factor authentication and authorized access into the   domain.   

 The entity confirmed that there is no evidence the fileshare data was known outside of the baseline 
management tool administrator who was authorized for BCSI access. No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  An extent of condition was performed on all NERC CIP 

Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access 
2) sent tasks on a weekly basis to subject matter experts to remediate fileshares with “Everyone permissions”.  This control is a weekly review of a   scan that reports any instance of a file share 

configured with “OPEN” permissions and requires the subject matter expert to remediate this level of access.  There are file shares that allow “OPEN” permissions meaning these access permissions 
have been set to “Everyone” instead to designating proper access for those who need it; 

3) performed an extent of condition review to review data protections of existing BCSI repositories within the entity   to identify unprotected data within those repositories; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following: (i) Incorporate changes and verify accuracy of the BCSI repository inventory; (ii) Ensure 

access permissions and data protections are place for each BCSI repository; and (iii) Communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate BCSI data when commissioning new systems.  This control will be modified to verify that any destinations for BCSI data leaving the system are also 
properly protected.  This control will prevent future occurrences of BCSI data being passed to unprotected destinations. 
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ReliabilityFirst Corporation (ReliabilityFirst)   FFT  CIP 
 

       

NERC Violation ID  Reliability 
Standard  Req.  Entity Name  NCR ID  Noncompliance Start Date  Noncompliance End Date  Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2019021274  CIP‐011‐2  R1      2/1/2018  12/7/2018  Self‐Report  Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On March 26, 2019, the entity submitted a Self‐Report stating that,   it was in noncompliance with CIP‐011‐2 R1. 
 
On November 20, 2018, as a result of reviewing Cyber Vulnerability Assessment (CVA) results on non‐CIP devices, an entity employee discovered two fileshares containing Bulk Electric System (BES) Cyber 
System Information (BCSI) with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device). The data was part of a process to send CIP‐010‐2 R1 baseline data to a baseline 
management tool. This is an automated non‐interactive process without any end‐user involvement. 
 
This incident had been occurring since February 1, 2018 based on the date of timestamps of the files in the two fileshares. The entity failed to adhere to its NERC CIP Information Protection Program and 
did not "protect and secure handle BES Cyber System Information, including storage, transit, and use". 
 
This noncompliance involves the management practices of asset and configuration management, work management, and information management. The root cause of this incident was that no procedures 
were in place to ensure the fileshares with BCSI were appropriately restricted when the application was developed and the file shares were created. There were also no application architectures reviews 
completed that considered the data flows of BCSI before the application was introduced into production. 
 
This noncompliance started on February 1, 2018, when the entity first had two fileshares containing BCSI with read/write access set to "everyone" on two non‐CIP devices (one fileshare per device) and 
ended on December 7, 2018, when the permissions on the two devices were corrected. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by this noncompliance is 
that the content of these files could be used along with other access and information to harm BES Cyber Assets. The risk is not minimal because of the long approximately ten month duration. The risk is 
lessened because the fileshares existed on a restricted   domain that is separate from the entity corporate domain with access limited to entity   personnel. 
Access from the corporate domain would require two‐factor authentication and authorized access into the   domain.   

 The entity confirmed that there is no evidence the fileshare data was known outside of the baseline 
management tool administrator who was authorized for BCSI access. No harm is known to have occurred. 
 
The entity has relevant compliance history.  However, ReliabilityFirst determined that the entity’s compliance history should not serve as a basis for applying a penalty because the prior noncompliances 
arose from either different causes or involved different facts and circumstances. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) corrected the permissions on the two fileshare devices so that only individuals with approved NERC CIP Access would be able to have access.  An extent of condition was performed on all NERC CIP 

Asset fileshares to make sure that the permissions were restricted to individuals with approved NERC CIP access 
2) sent tasks on a weekly basis to subject matter experts to remediate fileshares with “Everyone permissions”.  This control is a weekly review of a   scan that reports any instance of a file share 

configured with “OPEN” permissions and requires the subject matter expert to remediate this level of access.  There are file shares that allow “OPEN” permissions meaning these access permissions 
have been set to “Everyone” instead to designating proper access for those who need it; 

3) performed an extent of condition review to review data protections of existing BCSI repositories within the entity   to identify unprotected data within those repositories; 
4) developed a policy regarding the creation of fileshares and reviewing permissions when such fileshares are set up; 
5) implemented a new detective control to evaluate BCSI repositories on a quarterly basis to achieve the following: (i) Incorporate changes and verify accuracy of the BCSI repository inventory; (ii) Ensure 

access permissions and data protections are place for each BCSI repository; and (iii) Communicate and raise awareness of BCSI repositories to end users.  This control will examine the whole entity 
 environment to ensure BCSI data is properly protected; and 

6) modified an existing preventative control to evaluate BCSI data when commissioning new systems.  This control will be modified to verify that any destinations for BCSI data leaving the system are also 
properly protected.  This control will prevent future occurrences of BCSI data being passed to unprotected destinations. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

WECC2015015220 CIP-005-3 R2: 
R2.1; 
R2.4 

 
 

 1/1/2011 12/21/2017 Compliance Audit Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

During a Compliance Audit conducted , WECC determined the entity, as a , had a potential 
noncompliance with CIP-005-3 R2.1 and R2.4.  Specifically, during the configuration review of  Electronic Access Points (EAPs) the auditors found several access rules which were configured to allow any 
IP traffic from specific critical networks to any other network on the EAP, including identified ESPs. These rules superseded other explicit and implicit "deny all" rules applied on the specific critical 
network interfaces and as required by CIP-005-3 R2.1 did not provide the required explicit access permissions.  

Additionally, where external interactive access into an ESP had been enabled, the entity did not implement strong procedural or technical controls at the access points to ensure authenticity of the 
accessing party as required by CIP-005-3 R2.4.  Specifically,  the entity  demonstrated strong technical controls for authenticating into the ESP while outside of the entity’s networks. However, it 
did not include workstations connecting from within the entity’s non-ESP networks. Instead, the entity mistakenly considered its use of a common access card to access its Physical Security Perimeters 
(PSPs) as one factor for ensuring authenticity of accessing party into the ESP and the login credentials of said party as a second factor, during external interactive access. The root cause of this issue was 
attributed to the entity not consulting with all departments involved in the task to ensure compliance prior to configuring the firewall rules, as well as an alternative implementation of its technical 
controls to its PSP access points rather than ESP access points.   

These issues began on January 1, 2011, when the entity should have implemented explicit access permissions to the ESP at all EAPs and ended on December 21, 2017, when the entity completed 
mitigating activities, for a total of 2,547 days of noncompliance. 

Risk Assessment  WECC determined this violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the Bulk Power System. In the first instance, for  EAPs, the entity failed to 
include in its processes and mechanisms, the use of an access control model that denied access by default, such that explicit access permissions must be specified as required by CIP-005-3 R2.1, and in the 
second instance, failed to implement strong procedural or technical controls at the EAPs to ensure authenticity of the accessing party where external interactive access into six ESPs had been enabled as 
required by CIP-005-3 R2.4.  

The failure of R2.1 could have provided paths into the ESP that could have been exploited to gain unauthorized access and the failure of R2.4 could have provided attackers with additional vectors to gain 
unauthorized access.  However, WECC confirmed, the entity provided adequate controls for network segmentation and an applicable access control list for each protected network at the affected ESPs, via 
a  that was placed in front of the .  Specifically, the entity asserted it had implemented  VLAN segmentation controls such as vendor best-practices that were followed for the 
configuration of all  to resist VLAN hopping including; , , and having , which disables VLAN tagging.  
Nevertheless, no harm is known to have occurred. 

The entity has no relevant prior compliance history with this or similar Standards and Requirements. 

Mitigation To mitigate R2.1 of this violation, the entity has: 
1. changed the access list rules on the two access points in scope of R2.1;
2. removed the firewall rules that allowed workstations to access systems directly; and
3. reviewed final network design with Compliance to ensure all applicable requirements are being met and have sufficient documentation.

To mitigate R2.4 of this violation, the entity has: 
1. implemented a jump server cluster which serves as Electronic Access Control or Monitoring System that requires dual-factor authentication for access to interactive remote access to the CCAs in the

ESPs in scope.  Workstations in the PSP but outside the ESP will no longer have access to CCAs in the ESP without first authenticating through the jump server; and
2. provided a Reliability Compliance Manager for addressing concerns with interpretation of Standards and Requirements, as well as attending compliance workshops and providing regular training to

its subject matter experts.
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