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 determined , the Entity was in violation of CIP Reliability 

Standards in multiple areas of security and compliance. The Entity also had issues with personnel and 
training, configuration change management and vulnerability assessments, and information protection. 
For each violation, the Entity conducted an extent of condition review to determine the scope, root 
causes, and contributing causes. The root cause of the violations was inadequate processes and 
procedures. 
 
CIP-004-6 R3   

 determined that  did not implement a personnel risk assessment (PRA) program 
that included a process or criteria or verifying that PRAs performed by contractors were conducted.  
 
The root cause of this violation was inadequate procedures. The  only verified the 
completion of the PRA through a signed affidavit by the contractor conducting the PRA, but  

was not actively involved in the assessment criteria or results of PRAs conducted by contractors. 
 

 determined that the violation posed a minimal risk and did not pose a serious or substantial risk 
to the reliability of the Bulk Power System (BPS). Attachment 3 includes the facts regarding the violation 
that  considered in its risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 3a 
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The Entity certified completion of the Mitigation Plan.  verified the Entity completed the Mitigation 
Plan as of February 28, 2018. Attachments 3b and 3c provide specific information on verification of the 
Entity’s completion of the activities. 
 
CIP-004-6 R4   

 determined  did not have sufficient controls over the distribution of physical keys 
which led to the improper provisioning of a physical key to an employee without authorization. 
 
The root cause of this violation was insufficient procedures that lacked specific details on how to manage 
physical access keys. 
 

 determined the violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the BPS. Attachment 3 includes the facts regarding the violation that  considered in its 
risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 4a. 
 
The Entity certified completion of the Mitigation Plan.  verified the Entity completed the Mitigation 
Plan by March 5, 2018. Attachments 4b and 4c provide specific information on verification of the Entity’s 
completion of the activities. 
 
CIP-005-5 R1   

 determined that  permitted Internet Control Message Protocol (ICMP) inbound 
and outbound communications through an Electronic Access Point (EAP) to its High and Medium Impact 
BCSs without maintaining documentation supporting the reason it granted the communication access. 
 
The root cause was insufficient procedures that lacked the granularity necessary to ensure that access 
rules had need and reason clearly documented. 
 

 determined the violation posed a moderate risk and did not pose a serious or substantial risk to 
the reliability of the BPS. Attachment 3 includes the facts regarding the violation that  considered 
in its risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 5a 
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The Entity certified completion of the Mitigation Plan.  
 
CIP-006-3c R1   

 determined that did not maintain complete visitor access control logs for one 
facility containing high impact Bulk Electric system Cyber Systems (BCSs). 
 
The root cause of this violation was inadequate process and oversight.  did not include 
periodic reviews to ensure compliance.  
 

 determined the violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the BPS. Attachment 3 includes the facts regarding the violation that  considered in its 
risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 6a 
 
The Entity certified completion of the Mitigation Plan.  verified the Entity completed the Mitigation 
Plan by January 1, 2018. Attachments 6b and 6c provide specific information on verification of the 
Entity’s completion of the activities. 
 
CIP-006-6 R1   

 determined that  did not implement two or more different physical access 
controls to restrict unescorted physical access into its  PSP. 
 
The root cause of this violation was a lack of clarity in its physical security plan and inadequate 
procedures for how  should implement access control and management. 
 

 determined the violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the BPS. Attachment 3 includes the facts regarding the violation that  considered in its 
risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 7a. 
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The Entity certified completion of the Mitigation Plan.  verified the Entity completed the Mitigation 
Plan by October 10, 2017. Attachments 7b and 7c provide specific information on verification of the 
Entity’s completion of the activities. 
 
CIP-007-3a R2   

 determined that  did not properly document the need for enabled BES Cyber 
Asset (BCA) logical network accessible ports. Additionally,  did not provide evidence 
that a certain device had no provision for restricting or disabling ports. 
 
The root cause of this violation was inadequate processes including a lack of controls to ensure it enabled 
only logical network accessible ports and services deemed necessary. 
 

 determined the violation posed a serious risk to the reliability of the BPS. Attachment 3 includes 
the facts regarding the violation that  considered in its risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 8a. 
 
The Entity certified completion of the Mitigation Plan.  
 
CIP-007-3a R3  

 determined that  did not assess security patches prior to deployment into the 
production environment. 
 
The root cause was a lack of adequate processes and controls around the evaluation of security patches. 
 

 determined the violation posed a serious and substantial risk to the reliability of the BPS.  
Attachment 3 includes the facts regarding the violation that  considered in its risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 9a. 
 
CIP-007-6 R3   

 determined that  did not implement a documented process to deter, detect, or 
prevent malicious code on Cyber Assets associated with High Impact BES Cyber Systems. 
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The root cause was inadequate processes and a lack of controls around the deployment of malware 
prevention protections.  
 

 determined the violation posed a serious and substantial risk to the reliability of the BPS.  
Attachment 3 includes the facts regarding the violation that  considered in its risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 10a 
 
The Entity certified completion of the Mitigation Plan. 
 
CIP-007-3a R5 

 determined that  did not identify all individuals with access to shared accounts. 
Additionally, where  had Cyber Assets which could not limit unsuccessful 
authentication attempts to generate alerts after a threshold of unsuccessful authentication attempts, 

 failed to document compensating measures in a filed technical feasibility exception 
(TFE). 
 
The root causes were insufficient procedures that lacked specific details on how to manage access to 
system accounts and a lack of system access controls. 
 

 determined the violation posed a serious and substantial risk to the reliability of the BPS.  
Attachment 3 includes the facts regarding the violation that  considered in its risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 11a 
 
The Entity certified completion of the Mitigation Plan. 
   
CIP-007-6 R4   

 determined that  did not implement a process to log events for identification of, 
and after-the-fact investigations of, Cyber Security Incidents on Cyber Assets associated with High Impact 
BCSs. 
 
The root causes were inadequate processes and a lack of controls around the event logging and 
generation of alerts. 
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 determined the violation posed a serious and substantial risk to the reliability of the BPS.  

Attachment 3 includes the facts regarding the violation that  considered in its risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 12a. 
 
 The Entity certified completion of the Mitigation Plan. 
  
CIP-010-2 R2   

 determined that  did not have documented processes for investigating detected 
unauthorized changes to its baseline configurations. 
 
The root cause was a lack of documented steps for documenting or investigating detected unauthorized 
changes. 
 

 determined the violation posed a minimal risk and did not pose a serious or substantial risk to the 
reliability of the BPS. Attachment 3 includes the facts regarding the violation that  considered in its 
risk assessment. 
 
The Entity submitted a Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities the Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 13a 
 
The Entity certified completion of the Mitigation Plan.  verified the Entity completed the Mitigation 
Plan by February 28, 2018. Attachments 13b and 13c provide specific information on verification of the 
Entity’s completion of the activities. 
 
CIP-011-2 R1   

 determined that  did not verify a storage area network (SAN), used to store 
security configurations of its BCAs, as a Bulk Electric System Cyber System Information (BCSI) repository. 
 
The root cause was a lack of documented methodology that included a detailed assessment to account 
for all locations that may contain BCSI. 
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Statement Describing the Assessed Penalty, Sanction, or Enforcement Action Imposed7 
 
Basis for Determination 
 
Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction Guidelines 
and the Commission’s July 3, 2008, October 26, 2009 and August 27, 2010 Guidance Orders,8 the NERC 
BOTCC reviewed the Settlement Agreement and supporting documentation on May 7, 2019 and 
approved the resolution between  and the Entity. In approving the Settlement Agreement, the 
NERC BOTCC reviewed the applicable requirements of the Commission-approved Reliability Standards 
and the underlying facts and circumstances of the violations at issue. 
 
For the foregoing reasons, the NERC BOTCC approved the Settlement Agreement and believes that the 
assessed penalty of  

ne million dollar ($1,000,000) penalty is appropriate for the violations and 
circumstances at issue, and is consistent with NERC’s goal to promote and ensure reliability of the BPS. 
 
Pursuant to 18 C.F.R. § 39.7(e), the penalty will be effective upon expiration of the 30-day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon 
final determination by FERC. 
 
Request for Confidential Treatment 
 
For the reasons discussed below, NERC is requesting nonpublic treatment of certain portions of this filing 
pursuant to Sections 39.7(b)(4) and 388.113 of the Commission’s regulations. This filing contains 
sensitive information regarding the manner in which an entity has implemented controls to address 
security risks and comply with the CIP standards. As discussed below, this information, if released 
publically, would jeopardize the security of the Bulk Power System and could be useful to a person 
planning an attack on Critical Electric Infrastructure. NERC respectfully requests that the Commission 
designate the redacted portions of the Notice of Penalty as non-public and as Critical Energy/Electric 
Infrastructure Information (“CEII”), consistent with Sections 39.7(b)(4) and 388.113, respectively.9 
 

                                                      
7 See 18 C.F.R. § 39.7(d)(4). 

8 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC ¶ 61,015 (2008); North 
American Electric Reliability Corporation, “Further Guidance Order on Reliability Notices of Penalty,” 129 FERC ¶ 61,069 (2009); North 
American Electric Reliability Corporation, “Notice of No Further Review and Guidance Order,” 132 FERC ¶ 61,182 (2010). 

9 18 C.F.R. § 388.113(e)(1). 
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a. The Redacted Portions of this Filing Should Be Treated as Nonpublic Under Section 
39.7(b)(4) as They Contain Information that Would Jeopardize the Security of the Bulk 
Power System if Publicly Disclosed 

 
Section 39.7(b)(4) of the Commission’s regulations states: 
 
The disposition of each violation or alleged violation that relates to a Cybersecurity Incident or that 
would jeopardize the security of the Bulk Power System if publicly disclosed shall be nonpublic unless 
the Commission directs otherwise. 
 
Consistent with its past practice, NERC is redacting information from this Notice of Penalty according to 
Section 39.7(b)(4) because it contains information that would jeopardize the security of the BPS if 
publicly disclosed.10 The redacted information includes details that could lead to identification of the 
Entity, and information about the security of the Entity’s systems and operations, such as specific 
processes, configurations, or tools the Entity uses to manage its cyber systems. As the Commission has 
previously recognized, information related to CIP violations and cyber security issues, including the 
identity of the Entity, may jeopardize BPS security, asserting that “even publicly identifying which entity 
has a system vulnerable to a ‘cyber attack’ could jeopardize system security, allowing persons seeking 
to do harm to focus on a particular entity in the Bulk-Power System.”11  
 
Consistent with the Commission’s statement, NERC is treating as nonpublic the identity of The Entity and 
any information that could lead to its identification.12 Information that could lead to the identification 
of The Entity includes The Entity’s name, its NERC Compliance Registry ID, and information regarding the 
size and characteristics of The Entity’s operations.  
 
NERC is also treating as nonpublic any information about the security of The Entity’s systems and 
operations.13 Details about The Entity’s systems, including specific configurations or the tools/programs 
it uses to configure, secure, and manage changes to its BES Cyber Systems, would provide an adversary 
relevant information that could be used to perpetrate an attack on The Entity and similar entities that 
use the same systems, products, or vendors.  
                                                      
10 NERC has previously filed dispositions of CIP violations on a nonpublic basis because of this regulation. To date, the Commission has 
directed public disclosure regarding the disposition of CIP violations in only a small number of cases. See Freedom of Information Act 
Appeal, FOIA No. FY18-75 (August 2, 2018); FOIA No. FY19-019 Determinations on Docket Nos. NP14-32 and NP14-41 (February 28, 2019); 
FOIA No. FY19-030, Determination on Docket No. NP10-132 (April 26, 2019). Based on the facts specific to those cases, the Commission 
directed public disclosure of the identity of the registered entity; the Commission did not disclose other details regarding the CIP violations. 
11  Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval and Enforcement 
of Electric Reliability Standards, Order No. 672, 2006-2007 FERC Stats. & Regs., Regs. Preambles ¶ 31,204 at P 538 (Order No. 672). 

12 See the next section for a list of this information. 
13 See below for a list of this information.  
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b. The Redacted Portions of this Filing Should Also be Treated as CEII as the Information 

Could be Useful to a Person Planning an Attack on Critical Electric Infrastructure 
 
In addition to the provisions of Section 39.7(b)(4), the redacted information also separately qualifies for 
treatment as CEII under Section 388.113 of the Commission’s regulations. CEII is defined, in relevant 
part, as specific engineering, vulnerability, or detailed design information about proposed or existing 
critical infrastructure (physical or virtual) that: (1) relates details about the production, generation, 
transmission, or distribution of energy; and (2) could be useful to a person planning an attack on critical 
infrastructure. As discussed above, this filing includes vulnerability and design information that could be 
useful to a person planning an attack on The Entity’s critical infrastructure. The incapacity or destruction 
of The Entity’s systems and assets would negatively affect national security, economic security, and 
public health and safety. For example, this Notice of Penalty includes the identification of a specific cyber 
security issue and related vulnerabilities, as well as details concerning the types and configurations of  
 
The Entity’s systems and assets. The information also describes strategies, techniques, technologies, and 
solutions used to resolve specific cyber security issues.  
 
In addition to the name of The Entity, the following information has been redacted from this Notice of 
Penalty: 

1. BES Cyber System Information, including security procedures; information related to BES Cyber 
Assets; individual IP addresses with context; group of IP addresses; Electronic Security Perimeter 
diagrams that include BES Cyber Asset names, BES Cyber System names, IP addresses, IP address 
ranges; security information regarding BES Cyber Assets, BES Cyber Systems, Physical Access 
Control Systems, Electronic Access Control and Monitoring Systems that is not publicly available; 
and network topology diagrams, etc.  

2. The names of The Entity’s vendors and contractors. 
3. The NERC Compliance Registry numbers of The Entity. 
4. The registered functions and registration dates of The Entity. 
5. The names of The Entity’s facilities. 
6. The names of The Entity’s assets. 
7. The names of The Entity’s employees. 
8. The names of departments that are unique to The Entity. 
9. The sizes and scopes of The Entity’s operations. 
10. The dates of Compliance Audits of the registered entities, as those dates are included in 

schedules published by the Regional Entities. 
11. The names of the Regional Entities where the Companies are registered, along with information 

that would indicate the involved Regional Entities. 
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Under Section 388.113, NERC requests that the CEII designation apply to the redacted information in 
Items 1-2 for five years from this filing date, May 30, 2019.  Details about The Entity’s operations, 
networks, and security should be treated and evaluated separately from its identity to avoid unnecessary 
disclosure of CEII that could pose a risk to security.  NERC requests that the CEII designation apply to the 
redacted information from Items 3-9 for three years from this filing date, May 30, 2019.  NERC requests 
the CEII designation for three years to allow for several activities that should reduce the risk to the 
security of the BPS.  Those activities include, among others: 
 

1. Compliance monitoring of The Entity to ensure sustainability of the improvements described in 
this Notice of Penalty; and 

2. Remediation of any subsequent violations discovered through compliance monitoring by the 
Regions. 

 
The Entity should be less vulnerable to attempted attacks following these activities.  After three years, 
disclosure of the identity of The Entity may pose a lesser risk than it would today. 
 
Attachments to be Included as Part of this Notice of Penalty 
 
The attachments to be included as part of this Notice of Penalty are the following documents: 

1. Settlement Agreement by and between  and The Entity executed April 23, 2019, included 
as Attachment 1;  

2. FERC Final Audit Report dated June 8, 2017, included as Attachment 2; 

3. The Entity’s Mitigation Plan designated as MIT013657 for CIP-004-6 R3 submitted February 
22, 2018, included as Attachment 3a; 

4. The Entity’s Certification of Mitigation Plan Completion for CIP-004-6 R3 submitted May 23, 
2018, included as Attachment 3b;  

5. Verification of Mitigation Plan Completion for CIP-004-6 R3 dated August 28, 2018, included as 
Attachment 3c. 

6. The Entity’s Mitigation Plan designated as MIT013930 for CIP-004-6 R4 submitted June 19, 
2018, included as Attachment 4a; 

7. The Entity’s Certification of Mitigation Plan Completion for CIP-004-6 R4 submitted July 20, 
2018, included as Attachment 4b;  
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8. Verification of Mitigation Plan Completion for CIP-004-6 R4 dated August 16, 2018, included as 
Attachment 4c. 

9. The Entity’s Mitigation Plan designated as MIT013916 for CIP-005-5 R1 submitted May 30, 
2018, included as Attachment 5a; 

10. The Entity’s Certification of Mitigation Plan Completion for CIP-005-5 R1 submitted September 
18, 2018, included as Attachment 5b;  

11. Verification of Mitigation Plan Completion for CIP-005-5 R1 dated May 9, 2019, included as 
Attachment 5c. 

12. The Entity’s Mitigation Plan designated as MIT013907 for CIP-006-3c R1 submitted May 
23, 2018, included as Attachment 6a; 

13. The Entity’s Certification of Mitigation Plan Completion for CIP-006-3c R1 submitted June 11, 
2018, included as Attachment 6b;  

14. Verification of Mitigation Plan Completion for CIP-006-3c R1 dated August 17, 2018, included as 
Attachment 6c. 

15. The Entity’s Mitigation Plan designated as MIT013658 for CIP-006-6 R1 submitted February 
22, 2018, included as Attachment 7a; 

16. The Entity’s Certification of Mitigation Plan Completion for CIP-006-6 R1 submitted May 18, 
2018, included as Attachment 7b;  

17. Verification of Mitigation Plan Completion for CIP-006-6 R1 dated August 17, 2018, included as 
Attachment 7c. 

18. The Entity’s Mitigation Plan designated as MIT013928 for CIP-007-3a R2 submitted June 4, 
2018, included as Attachment 8a; 

19. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R2 submitted August 17, 
2018, included as Attachment 8b;  

20. Verification of Mitigation Plan Completion for CIP-007-3a R2 dated May 9, 2019, included as 
Attachment 8c. 

21. The Entity’s Mitigation Plan designated as MIT013929 for CIP-007-3a R3 submitted June 7, 
2018, included as Attachment 9a; 

22. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R3 submitted February 
28, 2019, included as Attachment 9b;  

23. Verification of Mitigation Plan Completion for CIP-007-3a R3 dated May 9, 2019, included as 
Attachment 9c. 
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24. The Entity’s Mitigation Plan designated as MIT013917 for CIP-007-6 R3 submitted May 30, 
2018, included as Attachment 10a; 

25. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R3 submitted August 17, 
2018, included as Attachment 10b;  

26. Verification of Mitigation Plan Completion for CIP-007-6 R3 dated May 9, 2019, included as 
Attachment 10c. 

27. The Entity’s Mitigation Plan designated as MIT013931 for CIP-007-3a R5 submitted June 
19, 2018, included as Attachment 11a; 

28. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R5 submitted December 
31, 2018, included as Attachment 11b;  

29. Verification of Mitigation Plan Completion for CIP-007-3a R5 dated May 9, 2019, included as 
Attachment 11c.  

30. The Entity’s Mitigation Plan designated as MIT013918 for CIP-007-6 R4 submitted May 30, 
2018, included as Attachment 12a; 

31. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R4 submitted August 17, 
2018, included as Attachment 12b;  

32. Verification of Mitigation Plan Completion for CIP-007-6 R4 dated May 9, 2019, included as 
Attachment 12c. 

33. The Entity’s Mitigation Plan designated as MIT013908 for CIP-010-2 R2 submitted May 23, 
2018, included as Attachment 13a; 

34. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R2 submitted May 29, 
2018, included as Attachment 13b;  

35. Verification of Mitigation Plan Completion for CIP-010-2 R2 dated August 21, 2018, included as 
Attachment 13c. 

36. The Entity’s Mitigation Plan designated as MIT013909 for CIP-011-2 R1 submitted May 23, 
2018, included as Attachment 14a; 

37. The Entity’s Certification of Mitigation Plan Completion for CIP-011-2 R1 submitted August 8, 
2018, included as Attachment 14b;  

38. Verification of Mitigation Plan Completion for CIP-011-2 R1 dated May 9, 2019, included as 
Attachment 14c. 

 
 







NON-PUBLIC AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION















    
         

              
        

        

              
     

    

      

                  

   

NON-PUBLIC AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION























































































Designated Critical Energy/Electric Infrastructure Information (CEII) 

CEII Designation Period: June 5, 2017 – June 4, 2022.  Designation may be renewed. 

Document must be treated as CEII until the CEII Coordinator removes the designation. 

2 

 

Table of Contents 

I.  Executive Summary ................................................................................ 4 

Overview ................................................................................................... 4 

 ............................................................. 5 

 ......................................... 6 

II.  Audit Process .......................................................................................... 7 

Objectives ................................................................................................. 7 

Scope and Methodology ........................................................................... 7 

Confidentiality .......................................................................................... 8 

Critical Energy/Electric Infrastructure Information (CEII) ...................... 8 

Audit Participants...................................................................................... 9 

III. Audit Findings and Recommendations ................................................. 10 

Possible Violations.................................................................................. 10 

CIP-004-6, Requirement R3 - Personnel Risk Assessment Program . 10 

CIP-004-6, Requirement R4 - Access Management Program ............ 11 

CIP-005-5, Requirement R1 - Electronic Security Perimeter ............ 12 

CIP-006-6, Requirement R1 - Physical Security Plan ........................ 13 

CIP-006-6, Requirement R2 - Visitor Control Program ..................... 14 

CIP-007-6, Requirement R1 - Ports and Services .............................. 15 

CIP-007-6, Requirement R2 - Security Patch Management ............... 16 

CIP-007-6, Requirement R3 - Malicious Code Prevention ................ 18 

CIP-007-6, Requirement R4 - Security Event Monitoring ................. 19 

CIP-007-6, Requirement R5 - System Access Control ...................... 20 

CIP-010-2, Requirement R2 - Configuration Monitoring .................. 22 

CIP-011-2, Requirement R1 - Information Protection ....................... 23 

Other Risk(s) Identified .......................................................................... 24 

CIP Reliability Standards Documentation .......................................... 24 

Staff Training of CIP Reliability Processes and Procedures .............. 26 

NON-PUBLIC AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



Designated Critical Energy/Electric Infrastructure Information (CEII) 

CEII Designation Period: June 5, 2017 – June 4, 2022.  Designation may be renewed. 

Document must be treated as CEII until the CEII Coordinator removes the designation. 

3 

 

CIP-002-5.1, Requirement R1 - Identification and Categorization of 
BES Cyber System ......................................................................................... 27 

CIP-004-6, Requirement R4 - Access Management Program ............ 28 

CIP-005-5, Requirement R1 - Electronic Security Perimeter ............ 28 

CIP-005-5, Requirement R1 - Electronic Security Perimeter ............ 29 

CIP-007-6, Requirement R1 - Ports and Services .............................. 29 

CIP-007-6, Requirement R3.1 - Malicious Code Prevention ............. 30 

CIP-007-6, Requirement R4 - Security Event Monitoring ................. 31 

CIP-007-6, Requirement R5 - System Access Control ...................... 32 

CIP-010-2, Requirement R1 - Configuration Change Management .. 32 

CIP-010-2, Requirement R1 - Configuration Change Management .. 33 

CIP-010-2, Requirement R2 - Configuration Monitoring .................. 34 

CIP-010-2, Requirement R3 - Vulnerability Assessments ................. 34 

CIP-011-2, Requirement R1.1 - Information Protection .................... 35 

CIP-011-2, Requirement R1.2 - Information Protection .................... 35 

CIP‐002‐5.1, Requirement R1 - Identification and Categorization of 
BES Cyber System ......................................................................................... 35 

CIP-002-5.1, Requirement R1 - Attachment 1 Criteria 1.4 
Identification and Categorization of BES Cyber System .............................. 37 

IV. Post-Audit Activities ............................................................................. 38 

 

 

NON-PUBLIC AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION













Designated Critical Energy/Electric Infrastructure Information (CEII) 

CEII Designation Period: June 5, 2017 – June 4, 2022.  Designation may be renewed. 

Document must be treated as CEII until the CEII Coordinator removes the designation. 

9 

 

Audit Participants 

The audit was conducted by DRSS with the assistance of the Division of 
Audits and Accounting in the Commission’s Office of Enforcement.   

, and  participated during the audit, including the on-site portion, 
and had access to the audit evidence.  
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IV. Post-Audit Activities 

The Possible Violations identified above in Section III will be referred for 
processing by  , and , as applicable, in accordance with 
NERC’s ROP.  The ORIs will be processed by audit staff.  We further recommend 
that  and  coordinate the development and submittal of the 
following to audit staff for review: 

1. A plan for implementing audit staff’s ORI recommendations.   
should provide this plan within 30 days after the final audit report is 
issued. 

2. Quarterly reports describing progress in completing each corrective 
action recommended in the final audit report.   should make these 
nonpublic quarterly filings no later than 30 days after the end of each 
calendar quarter, beginning with the first quarter after submission of the 
implementation plan, and continuing until all recommended corrective 
actions are completed. 

3. Copies of any written policies and procedures developed in response to 
the recommendations in the final audit report.  These documents should 
be submitted for review in the first quarterly filing after the products are 
completed. 
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