






























d. IM-CIP-006-PRO-Key_Control_DiffBetween2v3-CEII.pdf; IM KEY CONTROL PROCEDURE, Version 
3.0 dated 1/31/2017, All Pages, shows redlined version of the changes to the IM Key Control Procedure. 

e. IT-CIP-004-EVD-Remedy_Support_005948104-CEII.pdf; Untitled, Pages 1 and 2 shows ticket for 
creation of Key Custodian roles, with Date Closed shown as 1/26/2017. Pages 3 and 4 show a Meeting 
Invite for January 25, 2017, detailing the information needed to create eight new  roles for each of 
the IT Managed PSPs, including the Key Custodians, Role Owner, Role Name, CIP Access to specific PSPs, 
and a description of the PSP. 

f. IM-CIP-004-R4-EvidSumM4_New KeyCustRoles-CEII.xlsx; Undated Excel workbook, 
AccessVerify tab, shows the EXCEL workbook that was generated from  In the “AccessVerify” 
spreadsheet is a list of the Key Custodians that were assigned the new roles. After confirming that the 
new Key Custodian roles were created, an IT CIP office representative performed a manual validation to 
confirm that each of the Key Custodians have authorized unescorted physical access to the assigned 
site(s). 

g. IM-CIP-004-R4-ExcelValidationKeyCustodiansIM-CEII.pdf; System output dated 2/27/2017, 
shows -generated list that was used to validate the Key Custodians who have authorized 
unescorted physical access to IT managed PSPs. The report also shows all the unescorted physical access 
roles assigned to each Key Custodian. 

4. Entity provided several files as evidence of this milestone: 

a. IT-CIP-004-EVD-Cyber_Physical_Roles_20170419-CEII.pdf; System output dated 4/19/2017, 
shows an -generated report listing roles that had both physical and electronic access to BES Cyber 
Assets. 

b. IT-CIP-004-EVD-Roles_PIT_20170501-CEII.pdf; System output dated 5/1/2017, shows an 
generated report listing CIP-related roles. 

c. CIP-004-EVD-Roles_PIT_20170818-CEII.pdf; System output dated 8/18/2017, shows 
evidence that no CIP physical access role is still also granting electronic access to Cyber Assets. 

d. *-CIP-004-EVD-Physical_Access_Matrix_201708*-CEII.pdf; Undated system output, shows 
unescorted physical access matrices by business unit. These reports list all CIP unescorted physical 
access roles and define which PSP the  role is authorizing access. No role was found to grant both 
physical and cyber access. 

5. Entity provided several files as evidence of this milestone: 

a. 15_06_02*.docx; CIP SUBSTATION PHYSICAL SECURITY PLAN, show a series of updates to the 
physical security plan used by  with the last update showing an effective date of 
8/29/2017. Section 6.1 (Key Control – Overview) includes the newly required process step for  to 
verify that a Substation key requestor has authorized unescorted physical access prior to issuing a 
physical key. 

b. CIP-006 Procedure Update B to C Training Invite.pdf; Undated meeting invitation, shows that a 
meeting was scheduled for 1/30/2017 to train  responsible for the protection and distribution of 
physical keys in regard to the updated “physical” key distribution procedure. 
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8: Working with the inventory report from the Extent of Condition in Milestone 4, IT will determine how 
the evidence should be structured, and how the implementation evidence template will be a repeatable, 
sustainable process. The enterprise-wide templates will be used to perform a consistent Extent of 
Condition across all BCS EAPs and will include (1) List of all ESPs with the applicable cyber assets that 
reside within the ESP, and which are connected via routable protocol; (2) Network Diagrams and/or lists 
depicting the ESP that consistently identifies: (a) All external routable communication paths, (b) All 
Electronic Access Points (EAPs), (c) Cyber Assets logically located within the ESP, (d) Cyber Assets 
allowing interactive remote access, and (e) Cyber Assets used for detecting malicious communication; 
(3) Documented firewall rule(s) that at a minimum include the business justification and technical 
guidelines for firewall rules developed in Milestone 3; (4) Dial-up connectivity (if needed for future); and 
(5) Methods used for detecting malicious communication and implementation steps. Policies, 
procedures, and work instructions will be addressed in Milestone 12. Completed by February 28, 2018. 

 

9: Using the inventory list from the Extent of Condition in Milestone 6, and the guidance documentation 
and template(s) created in Milestone 8, determine which firewall rules and business justifications, 
(inclusive of those related to temporary rules), meet the requirements listed within the guidance 
document. This milestone is specific to Part 1.3, requiring inbound and outbound access permissions, 
(including those related to temporary rules), the reason for granting access, and deny all other access by 
default. Deliverable will be the discovery of any discrepancies for firewall rule(s) when compared to 
guidance documentation which will be reported to  and will be mitigated as part of 
Milestone 15. Completed by March 28, 2018. 

 

10: Using the identified BCS EAP inventory list for all High and Medium Impact BCS at Control Centers, 
perform an Extent of Condition to verify that there is at least one method of detecting malicious 
communication for all inbound and outbound communications. This milestone is specific to Part 1.5, to 
have one or more methods for detecting known or suspected malicious communications for both 
inbound and outbound communications. Deliverable will be (i) a list of any EAPs that do not have at 
least one method of detecting malicious communication; and (ii) a documented list per ESP of the 
method(s) used to detect malicious communication. EAPs that do not have at least one method of 
detecting malicious communication will be reported to the Regional Entities and will be mitigated as 
part of Milestone 15. Completed by April 18, 2018. 

 

11: Perform a Root Cause Analysis (RCA). The BUs will perform a RCA to identify the actual root cause(s). 
This milestone will address the following parts of Requirement R1: Part 1.1, all applicable Cyber Assets 
connected to a network via a routable protocol shall reside within a defined ESP; Part 1.2, all External 
Routable Connectivity must be through an identified Electronic Access Point (EAP); Part 1.3, require 
inbound and outbound access permissions, (including those related to temporary rules), the reason for 
granting access, and deny all other access by default; Part 1.4, certification that no Dial-up Connectivity 
is used for High and Medium Impact BCAs; and, Part 1.5, have one or more methods for detecting 
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instructions on how to perform quarterly reviews of visitor logs in the  business unit. It 
was noted that such instructions should be added to other business units’ plans as well. 

2. Entity provided two files as evidence of this milestone: 

a. CS-CIP-006-EVD_R2MS2_Email_2_28_ AddEnh_CEII.pdf; Email chain, Dated 2/28/2017, 
describes planned enhancements to the visitor logging process, as identified during review of said 
process. 

b. C6-01-SubstationVisitorAccessLog_CEII.xlsx; Substation Visitor Log, No revision, Undated, shows 
spreadsheet visitor sign-in form that will be used at substations, as well as at other PSPs, as a backup log 
form when the electronic system “  is out-of-service. 

3. Entity provided several files as evidence of this milestone: 

a. ALL-CIP006-EVD-R2MS3 MPSumOfDiscrep_CEII.xlsx; Undated spreadsheet, summarizes the 
number of discrepancies discovered during the Extent of Condition analysis, broken out by business unit 
and by location. 

b. CIP006-R2M3_LogReview_*.pdf; show attestations collected from each employee responsible 
for performing the review of each PSP visitor access log, listing the discrepancies discovered during 
these reviews. The last of these are dated 4/24/2017. 

4. Entity provided two files as evidence of this milestone: 

a. CS-CIP-006-PRO-PSPVisitorMgmt_CEII.docx; ENTERPRISE VISITOR MANAGEMENT PROCEDURE, 
Version 1.0 dated 1/1/2018, Pages 1 – 5, Sections 5.1 – 5.4, shows newly developed enterprise-wide 
visitor management procedure integrating the enhancements identified during milestones 1 and 2.  

b. CS-CIP-006-TMP-VisitorAccessLogs_Reviews_CEII.xlsx;  Visitor Access, No 
revision, Undated, shows workbook that will be used enterprise-wide for documenting visitor access to 
PSPs, and performing the quarterly reviews. The spreadsheet titled “Cover Sheet” is where the ‘Site 
Name’ will be entered for the PSP access point. The “Visitor Log Template” spreadsheet is a 
standardized log-in sheet. It also contains the warning statement, “NOTE: Failure to complete ALL fields 
is a violation of the Reliability Standard and may result in a penalty and/or result in disciplinary action”. 
The “Visitor Log Review Template” is the spreadsheet that must be completed during performance of 
the quarterly review of the visitor log; and, a spreadsheet titled, “Visitor Log Review Sample” which 
provides an example of the how the fields in the spreadsheet should be populated when a log review is 
performed. 

5. CIP006-EVD_R2M5_*.pdf; show attestations intended to close out incomplete log entries where 
possible. 

6. Entity provided two files as evidence of this milestone: 

a. CS-CIP006-EVD-R2MS6_VisitorMgmtTrng_CEII.pdf; CIP-006 R2 Mitigation Plan – Milestone 6 
Execution Evidence, Dated 12/15/2017, shows explanation of the activities completed to identify all 
individuals who would need to be trained on the new Enterprise-wide Visitor Management Procedure. 
This file also explains the activities completed to develop the training deck. All individuals who 
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for additional input for the EOC analysis. The results of the interviews will be given to the BUs to 
incorporate into the EOC analysis. Possible Root Cause(s) will be identified. Any additional findings of 
non-compliance will be reported to the Regional Entities. Completed by October 25, 2017. 

 

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will 
perform a Root Cause analysis and identify the root cause(s) and contributing factors. Completed by 
October 27, 2017. 

 

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified 
during the performance of the Root Cause Analysis in milestone 7. Completed by November 24, 2017. 

 

9: Develop enterprise-wide documentation for ports and services. The enterprise-wide documentation 
will be supplemented with processes that specifically address: (A) Determination of devices for enabled 
ports and services.; (B) Documenting the need for enabled ports and services. (For ephemeral ports, 
evaluate and document the need for port ranges. This can come from vendor documentation and BU 
SME input according to how or where the device is used, and output from milestone 6. This 
determination will be an enterprise-wide methodology.); (C) If a port and/or service cannot be disabled 
due to manufacturer constraints, document how the BU reaches out to the vendor to obtain evidence 
and document that this port and/or service as enabled.; (D) Documenting the process on how the BUs 
determine if a TFE is necessary for Part 1.1. This will include a device type where the device has no 
provision for disabling ports and/or services, and there is no vendor documentation to support disabling. 
A TFE will be created.; and, (E) The process on how to protect against the use of unnecessary physical 
input/output ports. The process will include what the execution evidence would look like, (e.g. annual 
CVA check for port locks, system configuration for logically disabled ports, etc.). Completed by 
December 22, 2017. 

 

10: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage for all 
ports and services. The BUs will collaboratively determine and document who is responsible for specific 
inventoried devices based on location. The BUs will document the responsible BU and the SMEs, Groups, 
and/or Departments who are responsible for the ports and services for those devices. This mitigating 
action will also include identifying who is responsible for administering training. Completed by 
December 22, 2017. 

 

11: The CIP Senior Manager and BU Directors will review the results of Milestone 10 and agree to the 
designated BU ownership of devices, and their obligation to maintain processes, evidence and training 
for ports and services. A letter will be drafted and signed by the CIP Senior Manager and BU Directors 
agreeing to assigned ports and services responsibilities for specific inventoried devices, including 
training. Completed by January 25, 2017. 
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incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the EOC 
Analysis. Any additional findings of non-compliance will be reported to . Completed 
by October 25, 2017. 

 

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will 
perform a Root Cause analysis and identify the root cause(s) and contributing factors. Completed by 
October 27, 2017. 

 

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified 
during the performance of the Root Cause Analysis. Completed by December 22, 2017. 

 

9: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The 
BUs will collaboratively determine and document who is responsible for inventoried devices based on 
location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who 
are responsible for compliance activities for those devices. This exercise will also determine who is 
responsible for administering training. Completed by December 22, 2017. 

 

10: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their 
designated BU ownership of devices, and their obligation to maintain processes, evidence and training. 
A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned 
compliance responsibilities for specific devices, including training. Completed by January 25, 2018. 

 

11: The BUs will create enterprise-wide documentation, which will include input from Milestone 4. The 
new enterprise-wide documentation will be supplemented with processes to ensure compliance. This 
will include: (A) A process for documenting contact with vendors every 35 calendar days on the 
availability of applicable security patches; (B) A process for the evaluation of security patches to include 
who performs the evaluation and the criteria used for determination; (C) A process for creating and 
revising mitigation plans for security patches that cannot be applied within 35 calendar days after the 
patch evaluation. The process will include actions to mitigate the vulnerabilities by each patch, 
timeframe for completing the mitigation plan, if an extension, the reason. For extensions, the process 
for notifying CIP Senior Manager for approval of the extension; (D) A process on applying security 
patches within 35 calendar days of evaluation. The process will include: (i) The responsible group for 
applying the patches; (ii) How the patches are applied: by device type, by location, are they manually 
applied, pushed by an intermediate system or by the vendor; and (iii) How and who documents when 
the patches are applied; and (E) If there are network scans provided as evidence, where they are stored, 
and who does the scans. Completed by January 31, 2018. 
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12: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. 
Controls for creating and maintaining all processes will be documented for the enterprise-wide 
documentation developed during the execution of Milestone 11. Completed by February 23, 2018. 

 

13: The BUs will create enterprise-wide implementation evidence templates. The templates will have 
common nomenclature that will be used enterprise-wide. The templates will include: (A) A section for 
contact with vendors for applicable security patches every 35 calendar days; (B) A section to track the 
evaluation results of security patches, showing completion dates within 35 calendar days of being 
notified of a security patch release. How the evaluation was performed, who performed the evaluation, 
and the date of the evaluation; (C) Capturing the documentation that security patches were applied 
within 35 calendar days of evaluation; (D) Capturing the details of the mitigation plan to include: (i) How 
the vulnerability will be addressed while the patch is not applied; (ii) Timeframe for completion; (iii) 
Responsible BU/SME; (iv) Device type / name; (v) Vendor and patch number; and, (vi) If a revision, a 
place for CIP Senior Manager sign-off. Templates will also include revision history, proper “Confidential – 
CEII” headers or footers, columns or fields to capture the measures of the requirement. Completed by 
March 23, 2018. 

 

14: Develop Training program for new and updated documentation and implementation evidence 
templates. The BUs will develop an enterprise-wide Training program for when documentation and/or 
implementation evidence templates are created or updated. Personnel listed in the ‘Roles and 
Responsibilities’ section of the documentation and implementation evidence templates, and anyone 
identified as needing the training, will be required to complete the training. Also, each BU will designate 
who is responsible for administering, maintaining, updating and tracking completion of the training 
program. Completed by May 11, 2018. 

 

15: Perform Training. The BUs will determine who is required to complete the training, when and how 
often training is needed, how training will be scheduled and documented, and how completed training 
records will be stored and managed. To be completed by June 29, 2018. 

 

16: Implement new and/or updated CIP-007 documentation and controls. BUs will implement the new 
and /or updated documentation and controls, and submit implementation evidence for each Part of the 
CIP-007 Requirement R2: (A) Documentation of contact with vendors for applicable security patches 
every 35 calendar days; (B) Evaluation results of security patches, showing completion dates within 35 
calendar days of being notified of a security patch release. Document how the evaluation was 
performed, by whom, and date of evaluation.; (C) Documentation that security patches were applied 
within 35 calendar days of evaluation. This will include how the patch was applied (manually, pushed by 
an intermediate device, pushed by the vendor), date of patch application and verification that the patch 
was successfully applied.; and, (D) Documentation of Mitigation Plan or revision to Mitigation Plan, 
planned actions to mitigate any vulnerabilities, timeframe for completion and approval of the Mitigation 
Plan by the CIP Senior Manager. To be completed by September 28, 2018. 
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for additional input for the EOC analysis. The results of the interviews will be given to the BUs to 
incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the EOC 
Analysis. Any additional findings of non-compliance will be reported to . Completed 
by October 25, 2017. 

 

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will 
perform a Root Cause analysis and identify the root cause(s) and contributing factors. Completed by 
October 27, 2017. 

 

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified 
during the performance of the Root Cause Analysis. Completed by November 24, 2017. 

 

9: Develop a technical and/or procedural solution for those devices that cannot deter, detect or prevent 
malicious code. This solution should be captured in an enterprise-wide policy document and list the 
solutions and business justification, (to include vendor documentation, if necessary) for protecting the 
devices. Completed by December 8, 2017. 

 

10: Create enterprise-wide documentation, (which will include input from Milestone 4). The new 
enterprise-wide documentation should be supplemented with: (A) A process to protect devices from 
malicious code. This will be based on the assessment performed in Milestone 7, for devices that are not 
capable of deterring, detecting, or preventing malicious code. BUs will investigate traditional antivirus, 
system hardening, policies, and use of intrusion detection/prevention devices. (B) Process on how to 
respond to malicious code detection. Who is this performed by, how alerts for malicious code are setup, 
how/where should this be documented. (C) Process on how to mitigate the threat of malicious code. 
After finding possible malicious code and responding, what is the process to restore systems back to 
normal, safe functions? Who is doing this, and how/where is it documented. (D) Process on how to 
transition into the Cyber Security Incident Response Plan, if malicious code is detected. (E) Process for 
the update of signatures or patterns, to include: (i) Who will be performing the update; (ii) How are the 
updates received; and, (iii) How is testing performed, what does it entail, and how is it documented. (F) 
How and when to perform installations, for example, is it better to do when installing patches. 
Completed by December 22, 2017. 

 

11: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The 
BUs will collaboratively determine and document who is responsible for inventoried devices based on 
location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who 
are responsible for compliance activities for those devices. This exercise will also determine who is 
responsible for administering training. Completed by December 22, 2017. 
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12: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. 
Controls for creating and maintaining all processes will be documented for the enterprise-wide 
documentation developed during the execution of Milestone 10. Completed by January 5, 2018. 

 

13: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their 
designated BU ownership of devices, and their obligation to maintain processes, evidence and training. 
A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned 
compliance responsibilities for specific devices, including training. Completed by January 25, 2018. 

 

14: Create enterprise-wide implementation evidence templates for capturing compliance evidence. The 
templates will have common nomenclature that will be used enterprise-wide. Templates will include: (A) 
Device name and device type; (B) Which method the device is using to prevent malicious code; (C) If 
device is not capable of preventing against malicious code, what method is used to protect device; (D) 
Document if the device uses signatures or patterns; (E) Document when and by whom signatures 
/patterns have been updated; and, (F) Revision history, proper “Confidential – CEII” headers/footers, 
columns/fields to capture requirement measures. Completed by February 16, 2018. 

 

15: Develop Training program for new and updated documentation and implementation evidence 
templates. The BUs will develop an enterprise-wide Training program for when documentation and/or 
implementation evidence templates are created or updated. Personnel listed in the ‘Roles and 
Responsibilities’ section of the documentation and implementation evidence templates, and anyone 
identified as needing the training, will be required to complete the training. Also, each BU will designate 
who is responsible for administering, maintaining, updating and tracking completion of the training 
program. Completed by April 6, 2018. 

 

16: Perform Training. The BUs will determine who is required to complete the training, when and how 
often training is needed, how training will be scheduled and documented, and how completed training 
records will be stored and managed. Completed by May 18, 2018. 

 

17: Implement new and/or updated CIP-007 documentation and controls. BUs will implement the new 
and/or updated documentation and controls, and submit implementation evidence for each Part of the 
CIP-007 Requirement R3: (A) Documentation of devices capable of detecting, deterring, or preventing 
malicious code, and how each device is performing (traditional AV, hardening, policies, etc.). If devices 
are not capable of malicious code prevention it will also be documented. (B) Document if the devices 
use signatures or patterns. (C) Document when malicious code is detected, how it is mitigated, what was 
the response process, and who performed the process. (D) Testing and installation of signature or 
pattern updates, who they were performed by, and date for testing or update. To be completed by 
August 17, 2018. 
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number of unsuccessful authentication attempts, or generate alerts after a threshold of unsuccessful 
authentication attempts occurs (Part 5.7). Completed by October 23, 2017. 

 

6: Perform an Extent of Condition (EOC) analysis to identify possible Root Cause(s). The BUs will perform 
an EOC analysis using the inventory of documentation and devices that were identified during execution 
of Milestones 1, 2, and 5. The compliance group will compile questions and perform BU SME interviews 
for additional input for the EOC analysis. The results of the interviews will be given to the BUs to 
incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the EOC 
Analysis. Any additional findings of non-compliance will be reported to the Regional Entities. Completed 
by October 25, 2017. 

 

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will 
perform a Root Cause analysis and identify the root cause(s) and contributing factors. Completed by 
October 27, 2017. 

 

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified 
during the performance of the Root Cause Analysis. Completed by December 1, 2017. 

 

9: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The 
BUs will collaboratively determine and document who is responsible for inventoried devices based on 
location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who 
are responsible for compliance activities for those devices. This exercise will also determine who is 
responsible for administering training. Completed by December 22, 2017. 

 

10: Create enterprise-wide documentation, (which will include input from Milestone 4). The new 
enterprise-wide documentation will be supplemented with the following processes: (A) A method on 
how interactive user access is authenticated. This process will include: (i) the types, if more than one, of 
authentication methods used; (ii) individual responsible for process; and, (iii) Individuals identified that 
are granted interactive user access. (B) A process to determine if a TFE is required for when 
authentication of interactive user access cannot be enforced. Process will include why this cannot be 
achieved, what compensating measures the BUs will put into place, and retaining vendor 
documentation, if applicable. (C) A process to remove, rename or disable default or generic accounts on 
devices prior to placing into production. This process will include: (i) name of person performing the 
work; (ii) where confirmation of the account removal is documented and stored; (iii) verification steps; 
and, (iv) date work performed. (D) A process on documenting shared accounts and the individuals who 
have authorized access to shared accounts. This process will include adding or replacing CIP devices, or 
removing a device from production, and how to remove that device and shared account information 
from implementation evidence template. (E) A process for changing default passwords on devices prior 
to being placed into production. If password cannot be changed and is unique to the device, then the 
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process shall state this and require that vendor documentation be maintained as evidence. (F) Process 
for enforcing password complexity, by determining whether technically or procedurally passwords are 
enforced based on device type. (G) Process for enforcing password changes at least once every 15 
calendar months. (H) Process to determine if a TFE is required for when passwords cannot be changed 
on specific devices or device types every 15 calendar months. Process will include documenting why this 
cannot be achieved and what compensating measures the BUs put into place, and maintaining vendor 
documentation, if applicable. (I) Process on how devices shall limit the number of unsuccessful 
authentication attempts, or generate alerts after a threshold of unsuccessful authentication attempts 
occurs. (J) If devices are not capable of limiting the number of unsuccessful authentication attempts, or 
generating alerts after a threshold of unsuccessful authentication attempts, then document how the BU 
shall determine if a TFE is necessary. Process will include why this cannot be achieved, what 
compensating measures the BUs will put into place, and retaining vendor documentation, if applicable. 
Completed by January 12, 2018. 

 

11: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. 
Controls for creating and maintaining all processes will be documented in the enterprise-wide 
documentation developed during the execution of Milestone 10. Completed by January 19, 2018. 

 

12: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their 
designated BU ownership of devices, and their obligation to maintain processes, evidence and training. 
A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned 
compliance responsibilities for specific devices, including training. Completed by January 25, 2018. 

 

13: Create enterprise-wide implementation evidence templates for capturing compliance evidence. The 
templates will have common nomenclature that will be used enterprise-wide. Templates will include: (A) 
Device name and device type; (B) Which method the device uses to authenticate user access; (C) If 
device is able to limit the number of unsuccessful authentication attempts, or generate alerts after a 
threshold of unsuccessful authentication attempts occur; (D) If device has a default password, or allows 
for password complexity; (E) Document password capabilities, compensating measures, and location of 
stored vendor documentation; and, (F) Revision history, proper “Confidential – CEII” headers or footers, 
columns or fields to capture requirement measures. Completed by February 16, 2018. 

 

14: Review and validate that all Active Directory (AD) groups in the  have properly 
assigned roles. Verify that all CIP AD roles in the  have a corresponding 
access management role, that all access management roles are found in  and 
that all  administrators have a corresponding access management role. Completed by 
February 16, 2018. 
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15: Move al  access from  to 
 Using the results of milestone 14, create new  

roles to migrate all  access currently in  and ensure new roles require both PRA 
and NERC CIP Training, assign authorized individuals the new  roles, remove all AD CIP access from 

, and create an access matrix to maintain all roles. Completed by March 9, 2018. 

 

16: Identify how the Access Control Lists (ACL) are determined across the various platform types. 
Contact the SMEs for each CIP device and solicit documentation on each platform's ACL. Gather the 
requirements needed to extract the ACL data from target systems. Completed by March 23, 2018. 

 

17: Develop Training program for new and updated documentation and implementation evidence 
templates. The BUs will develop an enterprise-wide Training program for when documentation and/or 
implementation evidence templates are created or updated. Personnel listed in the ‘Roles and 
Responsibilities’ section of the documentation and implementation evidence templates, and anyone 
identified as needing the training, will be required to complete the training. Also, each BU will designate 
who is responsible for administering, maintaining, updating and tracking completion of the training 
program. Completed by April 6, 2018. 

 

18: Perform Training. The BUs will determine who is required to complete the training, when and how 
often training is needed, how training will be scheduled and documented, and how completed training 
records will be stored and managed. Completed by May 18, 2018. 

 

19: Perform an Extent of Condition (EOC) by identifying all CIP  devices, and mapping all 
roles from the CIP  device to the access management system roles in EAMS. Verify that 
access to CIP devices is granted through access management roles. Create new roles if 
discrepancies are identified. Assign appropriate personnel to any new role once confirmed they are 
eligible and have a business need. Notify  of any compliance issues discovered. To be 
completed by June 2, 2018. 

 

20: Create a standardized enterprise-wide access matrix template with clearly defined roles. Working 
with the results of milestones 16 and 19, identify the enterprise-wide access matrix requirements, 
(including how privileges must be captured), create a roles guideline (rules on what makes up a role and 
how roles should be used), and determine the feasibility of consolidating into one enterprise-wide list. 
To be completed by August 1, 2018. 

 

21: Implement countermeasures and execute updated CIP-007 documents and controls. The BUs will 
implement the updated documents and controls, and submit implementation evidence for each part of 
CIP-007-6 Requirement R5, which will include: (A) Documentation describing how interactive user access 
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6: Perform an Extent of Condition (EOC) analysis to identify possible Root Cause(s). The BUs will perform 
an EOC analysis using the inventory of documentation and devices that were identified during execution 
of Milestones 1, 2, and 5. The compliance group will compile questions and perform BU SME interviews 
for additional input for the EOC analysis. The results of the interviews will be given to the BUs to 
incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the EOC 
Analysis. Any additional findings of non-compliance will be reported to . Completed 
by October 25, 2017. 

 

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will 
perform a Root Cause analysis and identify the root cause(s) and contributing factors. Completed by 
October 27, 2017. 

 

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified 
during the performance of the Root Cause Analysis. Completed by November 24, 2017. 

 

9: Create enterprise-wide documentation, (which will include input from Milestone 4). The new 
enterprise-wide documentation will be supplemented with: (A) A process for tracking log events at 
either the BCS level, or at the BES asset level. (If there is no ability to log events at the BCS or BES asset 
level, vendor documentation will be required. (B) A process on generating alerts for security events that 
require an alert. This includes how the device type generates an alerts, where the alerts go, the format, 
who reviews, will alerts get pushed to a SIEM, or are they seen by the firewall. (C) A process for retaining 
event logs for the last 90 consecutive calendar days. This will include who is responsible for this process, 
where logs will be retained, process for purging old logs, and what will be the reporting process for 
recording where the logs are kept. In the case of a CIP Exceptional Circumstance event, the process for 
retaining logs longer than 90 consecutive calendar days. (D) A process on how the BUs determine if a 
TFE is necessary for when event logs cannot be retained for at least 90 consecutive calendar days. This 
will include why logs cannot be retained and what compensating measures the BUs have put into place. 
Process will require using the vendor documentation as evidence. (E) A process for the review of 
sampled logged events at intervals no greater than 15-calendar days to identify undetected cyber 
security incidents. The review will include: (i) Name of person performing; (ii) Date of review; (iii) Device 
type for logged events; (iv) Any findings and how they will be resolved; and (v) Reviewer’s signature. (F) 
Process for suspicious activity that requires activation of the Cyber Security Incident Response Plan. 
Completed by December 22, 2017. 

 

10: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The 
BUs will collaboratively determine and document who is responsible for inventoried devices based on 
location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who 
are responsible for compliance activities for those devices. This exercise will also determine who is 
responsible for administering training. Completed by December 22, 2017. 
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11: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. 
Controls for creating and maintaining all processes will be documented for the enterprise-wide 
documentation developed during the execution of Milestone 9. Completed by January 5, 2018. 

 

12: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their 
designated BU ownership of devices, and their obligation to maintain processes, evidence and training. 
A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned 
compliance responsibilities for specific devices, including training. Completed by January 25, 2018. 

 

13: Create enterprise-wide implementation evidence templates for capturing compliance evidence. The 
templates will have common nomenclature that will be used enterprise-wide. Templates will include: (A) 
Devices that are capable of logging and alerting security events. For logging of events, this includes 
detection of successful login attempts, failed access and dial-in login attempts, and malicious code. (B) 
For generating alerts, document which devices are configured to generate alerts for detected malicious 
code, failure of logging and other events the Responsible Entity deems necessary. (C) Sampling of logged 
events every 15 calendar days to include who performed the review, any findings from the review, and 
when the review was completed. (D) Revision history, proper “Confidential – CEII” headers/footers, 
columns/fields to capture requirement measures. Completed by February 23, 2018. 

 

14: Develop Training program for new and updated documentation and implementation evidence 
templates. The BUs will develop an enterprise-wide Training program for when documentation and/or 
implementation evidence templates are created or updated. Personnel listed in the ‘Roles and 
Responsibilities’ section of the documentation and implementation evidence templates, and anyone 
identified as needing the training, will be required to complete the training. Also, each BU will designate 
who is responsible for administering, maintaining, updating and tracking completion of the training 
program. Completed by April 6, 2018. 

 

15: Perform Training. The BUs will determine who is required to complete the training, when and how 
often training is needed, how training will be scheduled and documented, and how completed training 
records will be stored and managed. Completed by May 18, 2018. 

 

16: Implement new and/or updated CIP-007 documentation and controls. BUs will implement the new 
and/or updated documentation and controls and submit implementation evidence for each Part of CIP-
007 Requirement R4, to include: (A) List of event types for which the BES Cyber Assets and Systems are 
capable of detecting and configured to log; (B) List of security events that require alerts, and how alerts 
are configured for each BES Cyber Asset or System; (C) Evidence of system generated reports for logs 
being retained for the last 90 consecutive calendar days; and, (D) Documentation of sample entries for 
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b. MS01\IM-CIP-010-PRO-*.docx; show the procedure documents identified in the above-cited 
Excel Workbook. 

2. CIP-010 R2 MS02 Completion Summary.docx; Summary of Completed 
Milestone Activity, Undated, shows the narratives that were proposed to be incorporated into the 
documents identified in milestone 1. 

3. MS03\IM-CIP-010-PRO-*.docx; show evidence the narratives documented during milestone 2 
have been incorporated into the CIP-010 procedure documents identified during milestone 1. The 
exception is IM-CIP-010-PRO-TS KVM, which is being retired, as the device type to which it applied has 
been retired. 

4. MS04\IM-CIP-010-PRO-*.docx; show evidence the updated CIP-010 procedure documents from 
milestone 3 were approved on 12/7/2017, each with an Effective Date of 1/31/2018. 

5. Entity provided multiple files as evidence of this milestone: 

a. IT-CIP-010-EVD-EAMS-ActiveAccessReport_20180111-CEII.xlsx; Undated spreadsheet, shows 
report which was used to identify all employees with CIP roles. This system-generated report was cross-
checked against the list of employees and contractors who might perform Configuration Monitoring 
activities to determine who should attend the online training session. 

b. IT-CIP-010-EVD-TrainingRoster-CEII.xlsx; Undated Microsoft Excel workbook, “IT Device Report” 
spreadsheet, shows list of employees and contractors who were assigned CIP roles and could potentially 
perform Configuration Monitoring activities, and were thus required to complete the online training 
session. “Training Roster” spreadsheet shows the date and time each required individual attended the 
scheduled online training session, the last being on 1/19/2018. 

c. IT-CIP-010-EVD-Training*.pdf; show evidence of attendees at each scheduled training session, as 
well as a one-on-one training session. 

d. IT-CIP-010-EVD-010-2_ProcedureUpdates.pptx; Research & report requirements for baseline 
deviations, Dated 1/16/2018, shows content of training from the above-referenced training sessions. 

6. Entity provided multiple files as evidence of this milestone: 

a. MS06\IM-CIP-010-PRO-*.docx; show evidence the updated CIP-010 procedure documents from 
milestone 3 were approved on 12/7/2017, each with an Effective Date of 1/31/2018. 

b. IT-CIP-010-EVD-ProcedureUpdate-SME-20180131-CEII.pdf; Email from  
, Dated 1/30/2018, communicates the January 31, 2018 official implementation 

date for the CIP-010 Configuration Management Procedures, and disseminates in the form of a reminder 
that the updated procedures will be available via the . 

c. IT-CIP-010-EVD-ProcedureUpdate-MGR-20180131-CEII.pdf; Email from  
 to managers, Dated 1/30/2018, communicates the January 31, 2018 official 

implementation date for the CIP-010 Configuration Management Procedures, and disseminates in the 
form of a reminder that the updated procedures will be available via the . 
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