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actions to mitigate the instant violations and facilitate future compliance under the terms and conditions 
of the Settlement Agreement.   
 
Statement of Findings Underlying the Violations 
 
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement Agreement, 
by and between and The Entity. The details of the findings and basis for the penalty are set forth 
in the Settlement Agreement and herein. This Notice of Penalty filing contains the basis for approval of 
the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC BOTCC).   
 
In accordance with Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7 (2019), NERC provides 
the following summary table identifying each violation of a Reliability Standard resolved by the 
Settlement Agreement. Further information on the subject violations is set forth in the Settlement 
Agreement and herein. 
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The violations discussed herein were the result of an organizational weakness with respect to the 
processes and procedures The Entity had in place at the time of the Compliance Audit. The Entity has 
since addressed its weakness and established measures to prevent recurrence.  
 
CIP-004-6 R3 
 

determined that The Entity did not properly retain required documentation of personnel risk 
assessments (PRA).  The Entity did not have an attesting affidavit for one contractor identified in audit 
team’s sample testing.  In addition, the company did not verify the performance of attestations (P3.4) 
associated with PRAs performed by contractors.    
 
The root cause of this violation was inadequate procedures. No Entity staff were actively involved in 
verifying the assessment criteria or results, and the completion of the PRA was only verified through a 
signed affidavit by the contractor conducting the assessment. Additionally, The Entity failed to 
implement the flawed procedure, which required The Entity to obtain and retain signed affidavits for 
completion of contractor PRAs. 
 

determined that this violation posed a minimal and not a serious or substantial risk to the reliability 
of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that 
considered in its risk assessment. 
 
The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 4a. 
 
The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of October 25, 2018. Attachments 4b and 4c provide specific 
information on verification of The Entity’s completion of the activities. 
 
CIP-004-6 R4 
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The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of October 25, 2018. Attachments 6b and 6c provide specific 
information on verification of The Entity’s completion of the activities. 
 
 
CIP-006-6 R1 
 

determined that The Entity did not implement two or more different physical access controls to 
restrict unescorted physical access into the foyer of the which was 
classified by The Entity as a part of a Physical Security Perimeter (PSP). 
 
The root cause for this violation was a lack of clarity in its physical security plan and inadequate 
procedures for how The Entity should implement access control and management, particularly in unique 
or complicated facilities. 
 

determined that this violation posed a minimal and not serious or substantial risk to the reliability 
of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that 
considered in its risk assessment. 
 
The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 7a. 
 
The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of October 25, 2018. Attachments 7b and 7c provide specific 
information on verification of The Entity’s completion of the activities. 
 
CIP-006-3c R1 
 
During a review of evidence provided, the audit team discovered several instances where The Entity 
failed to record the exit time for visitors from the Physical Security Perimeter (PSP). 
 
The root cause of this noncompliance was inadequate processes and internal controls for reviewing logs, 
and deficient training of escorts. 
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determined that this violation posed a minimal and not serious or substantial risk to the reliability 
of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that 
considered in its risk assessment. 
 
The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 8a. 
 
The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of October 25, 2018. Attachments 8b and 8c provide specific 
information on verification of The Entity’s completion of the activities. 
 
CIP-007-3a R2 
 

determined that The Entity did not properly document its need to have logical network accessible 
ports enabled for certain of its BES Cyber Assets (BCAs).  In addition, The Entity did not properly 
document that certain of its BCAs did not have a provision for disabling or restricting logical ports nor 
did it file a Technical Feasibility Exception (TFE) to document the mitigating measures for these BCAs.   
 
The root cause for this noncompliance was inadequate processes including a lack of controls to ensure 
it enabled only logical network accessible ports and services deemed necessary, gathering of appropriate 
vendor documentation to support when they could not be technically disabled or filed in an appropriate 
TFE. 
 

determined that this violation posed a serious or substantial risk to the reliability of the bulk power 
system (BPS). Attachment 3 includes the facts regarding the violation that considered in its risk 
assessment. 
 
The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 9a. 
 
The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of May 8, 2019. Attachments 9b and 9c provide specific information 
on  verification of The Entity’s completion of the activities. 
 
CIP-007-3a R3 
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determined that The Entity’s documented processes of cyber security patch management for its 
BES Cyber Assets did not include procedures for evaluating the applicability of new security patches prior 
to installation that were consistent with the Standard Requirements. Specifically, The Entity’s process 
neither appropriately assessed the applicability of new security patches for Cyber Assets nor provided 
for the retention of tracking records that support the performance of tests of patches.  
 
The root cause of this noncompliance is a lack of adequate processes and controls around the evaluation 
of security patches. 
 

determined that this violation posed a serious or substantial risk to the reliability of the bulk power 
system (BPS). Attachment 3 includes the facts regarding the violation that considered in its risk 
assessment. 
 
The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 10a. 
 
The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of May 8, 2019. Attachments 10b and 10c provide specific 
information on  verification of The Entity’s completion of the activities. 
 
CIP-007-6 R3 
 

 determined that The Entity implemented a network system option through an intrusion detection 
and prevention system (IDPS) for the Cyber Assets that could not support Cyber Asset-based malware 
prevention software. In this instance, the eight (8) Cyber Assets identified by the audit team were outside 
of the Electronic Security Perimeter (ESP), and thus were not available for protection by the network 
solution The Entity had implemented.   
 
The root cause for this violation was inadequate processes and a lack of controls around the deployment 
of malware prevention protections. Where The Entity did not utilize Cyber Asset-level malware 
prevention at the suggestion of device vendors, The Entity also did not research or utilize a BES Cyber 
Systems approach for malware prevention. 
 

determined that this violation posed a serious or substantial risk to the reliability of the bulk power 
system (BPS). Attachment 3 includes the facts regarding the violation that considered in its risk 
assessment. 
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The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 11a. 
 
The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of May 8, 2019. Attachments 11b and 11c provide specific 
information on verification of The Entity’s completion of the activities. 
 
CIP-007-6 R4 
 

determined that The Entity implemented a network system option through an intrusion detection 
and prevention system (IDPS) for the Cyber Assets that could not support Cyber Asset-based malware 
prevention software. In this instance, the eight (8) Cyber Assets identified by the audit team were outside 
of the Electronic Security Perimeter (ESP), and were not available for monitoring and event logging by 
the network solution The Entity had implemented.  
 
The root cause for this violation was inadequate processes and a lack of controls around the proper 
identification of a Cyber Assets ability to perform event logging and generation of alerts. 
 

determined that this violation posed a serious or substantial risk to the reliability of the bulk power 
system (BPS). Attachment 3 includes the facts regarding the violation that considered in its risk 
assessment. 
 
The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a 
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation 
Plan is included as Attachment 12a. 
 
The Entity certified that it had completed all mitigation activities. verified that The Entity had 
completed all mitigation activities as of May 8, 2019. Attachments 12b and 12c provide specific 
information on  verification of The Entity’s completion of the activities. 
 
CIP-007-3a R5 
 

determined that The Entity did not properly identify individuals who had authorized access to 
shared accounts. In addition, The Entity did not file a TFE for its inability to support alerting for 
unsuccessful login attempts on a BCA, nor demonstrate its implementation of compensating and/or 
mitigating measures on the BCA.  
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NERC BOTCC reviewed the applicable requirements of the Commission-approved Reliability Standards 
and the underlying facts and circumstances of the violations at issue. 
 
For the foregoing reasons, the NERC BOTCC approved the Settlement Agreement and believes that the 
assessed penalty of one million dollars ($1,000,000) is appropriate for the violations and circumstances 
at issue, and is consistent with NERC’s goal to promote and ensure reliability of the BPS. 
 
Pursuant to 18 C.F.R. § 39.7(e), the penalty will be effective upon expiration of the 30-day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon 
final determination by FERC. 
 
Request for Confidential Treatment 
 
For the reasons discussed below, NERC is requesting nonpublic treatment of certain portions of this filing 
pursuant to Sections 39.7(b)(4) and 388.113 of the Commission’s regulations. This filing contains 
sensitive information regarding the manner in which an entity has implemented controls to address 
security risks and comply with the CIP standards. As discussed below, this information, if released 
publically, would jeopardize the security of the Bulk Power System and could be useful to a person 
planning an attack on Critical Electric Infrastructure. NERC respectfully requests that the Commission 
designate the redacted portions of the Notice of Penalty as non-public and as Critical Energy/Electric 
Infrastructure Information (“CEII”), consistent with Sections 39.7(b)(4) and 388.113, respectively.9 
 

a. The Redacted Portions of this Filing Should Be Treated as Nonpublic Under Section 
39.7(b)(4) as They Contain Information that Would Jeopardize the Security of the Bulk 
Power System if Publicly Disclosed 

 
Section 39.7(b)(4) of the Commission’s regulations states: 
 
The disposition of each violation or alleged violation that relates to a Cybersecurity Incident or that 
would jeopardize the security of the Bulk Power System if publicly disclosed shall be nonpublic unless 
the Commission directs otherwise. 
 
Consistent with its past practice, NERC is redacting information from this Notice of Penalty according to 
Section 39.7(b)(4) because it contains information that would jeopardize the security of the BPS if 

                                                      
9 18 C.F.R. § 388.113(e)(1). 
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publicly disclosed.10 The redacted information includes details that could lead to identification of The 
Entity, and information about the security of The Entity’s systems and operations, such as specific 
processes, configurations, or tools The Entity uses to manage its cyber systems. As the Commission has 
previously recognized, information related to CIP violations and cyber security issues, including the 
identity of The Entity, may jeopardize BPS security, asserting that “even publicly identifying which entity 
has a system vulnerable to a ‘cyber attack’ could jeopardize system security, allowing persons seeking 
to do harm to focus on a particular entity in the Bulk-Power System.”11  
 
Consistent with the Commission’s statement, NERC is treating as nonpublic the identity of The Entity and 
any information that could lead to its identification.12 Information that could lead to the identification 
of The Entity includes The Entity’s name, its NERC Compliance Registry ID, and information regarding the 
size and characteristics of The Entity’s operations.  
 
NERC is also treating as nonpublic any information about the security of The Entity’s systems and 
operations.13 Details about The Entity’s systems, including specific configurations or the tools/programs 
it uses to configure, secure, and manage changes to its BES Cyber Systems, would provide an adversary 
relevant information that could be used to perpetrate an attack on The Entity and similar entities that 
use the same systems, products, or vendors.  
 

b. The Redacted Portions of this Filing Should Also be Treated as CEII as the Information 
Could be Useful to a Person Planning an Attack on Critical Electric Infrastructure 

 
In addition to the provisions of Section 39.7(b)(4), the redacted information also separately qualifies for 
treatment as CEII under Section 388.113 of the Commission’s regulations. CEII is defined, in relevant 
part, as specific engineering, vulnerability, or detailed design information about proposed or existing 
critical infrastructure (physical or virtual) that: (1) relates details about the production, generation, 
transmission, or distribution of energy; and (2) could be useful to a person planning an attack on critical 
infrastructure. As discussed above, this filing includes vulnerability and design information that could be 
useful to a person planning an attack on The Entity’s critical infrastructure. The incapacity or destruction 
of The Entity’s systems and assets would negatively affect national security, economic security, and 
                                                      
10 NERC has previously filed dispositions of CIP violations on a nonpublic basis because of this regulation. To date, the Commission has 
directed public disclosure regarding the disposition of CIP violations in only a small number of cases. See Freedom of Information Act 
Appeal, FOIA No. FY18-75 (August 2, 2018); FOIA No. FY19-019 Determinations on Docket Nos. NP14-32 and NP14-41 (February 28, 2019). 
Based on the facts specific to those cases, the Commission directed public disclosure of the identity of the registered entity; the Commission 
did not disclose other details regarding the CIP violations. 
11  Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval and Enforcement 
of Electric Reliability Standards, Order No. 672, 2006-2007 FERC Stats. & Regs., Regs. Preambles ¶ 31,204 at P 538 (Order No. 672). 

12 See the next section for a list of this information. 
13 See below for a list of this information.  
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public health and safety. For example, this Notice of Penalty includes the identification of a specific cyber 
security issue and related vulnerabilities, as well as details concerning the types and configurations of  
The Entity’s systems and assets. The information also describes strategies, techniques, technologies, and 
solutions used to resolve specific cyber security issues.  
 
In addition to the name of The Entity, the following information has been redacted from this Notice of 
Penalty: 

1. BES Cyber System Information, including security procedures; information related to BES Cyber 
Assets; individual IP addresses with context; group of IP addresses; Electronic Security Perimeter 
diagrams that include BES Cyber Asset names, BES Cyber System names, IP addresses, IP address 
ranges; security information regarding BES Cyber Assets, BES Cyber Systems, Physical Access 
Control Systems, Electronic Access Control and Monitoring Systems that is not publicly available; 
and network topology diagrams, etc.  

2. The names of The Entity’s vendors and contractors. 
3. The NERC Compliance Registry numbers of The Entity. 
4. The registered functions and registration dates of The Entity. 
5. The names of The Entity’s facilities. 
6. The names of The Entity’s assets. 
7. The names of The Entity’s employees. 
8. The names of departments that are unique to The Entity. 
9. The sizes and scopes of The Entity’s operations. 

 
Under Section 388.113, NERC requests that the CEII designation apply to the redacted information in 
Items 1-2 for five years from this filing date, May 30, 2019.  Details about The Entity’s operations, 
networks, and security should be treated and evaluated separately from its identity to avoid unnecessary 
disclosure of CEII that could pose a risk to security.  NERC requests that the CEII designation apply to the 
redacted information from Items 3-9 for three years from this filing date, May 30, 2019.  NERC requests 
the CEII designation for three years to allow for several activities that should reduce the risk to the 
security of the BPS.  Those activities include, among others: 
 

1. Compliance monitoring of The Entity to ensure sustainability of the improvements described in 
this Notice of Penalty; and 

2. Remediation of any subsequent violations discovered through compliance monitoring by the 
Regions. 

 
The Entity should be less vulnerable to attempted attacks following these activities.  After three years, 
disclosure of the identity of The Entity may pose a lesser risk than it would today.   
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Attachments to be Included as Part of this Notice of Penalty 
 
The attachments to be included as part of this Notice of Penalty are the following documents: 

1. Settlement Agreement by and between The Region and The Entity executed April 29, 2019, 
included as Attachment 1;  

2. Final Audit Report dated June 8, 2017, included as Attachment 2 

3. Details of the Violations, included as Attachment 3; 

4. The Entity’s Mitigation Plan designated as  for CIP-004-6 R3 submitted February 
14, 2018, included as Attachment 4a; 

5. The Entity’s Certification of Mitigation Plan Completion for CIP-004-6 R3 submitted February 14, 
2018, included as Attachment 4b;  

6. The Region’s Verification of Mitigation Plan Completion for CIP-004-6 R3 dated October 24, 2018, 
included as Attachment 4c. 

7. The Entity’s Mitigation Plan designated as for CIP-004-6 R4 submitted June 19, 
2018, included as Attachment 5a; 

8. The Entity’s Certification of Mitigation Plan Completion for CIP-004-6 R4 submitted July 20, 2018, 
included as Attachment 5b;  

9. The Region’s Verification of Mitigation Plan Completion for CIP-004-6 R4 dated October 24, 2018, 
included as Attachment 5c. 

10. The Entity’s Mitigation Plan designated as for CIP-005-5 R1 submitted May 30, 
2018, included as Attachment 6a; 

11. The Entity’s Certification of Mitigation Plan Completion for CIP-005-5 R1 submitted September 
18, 2018, included as Attachment 6b;  

12. The Region’s Verification of Mitigation Plan Completion for CIP-005-5 R1 dated May 8, 2018, 
included as Attachment 6c. 

13. The Entity’s Mitigation Plan designated as for CIP-006-6 R1 submitted February 
26, 2018, included as Attachment 7a; 

14. The Entity’s Certification of Mitigation Plan Completion for CIP-006-6 R1 submitted May 8, 2018, 
included as Attachment 7b;  

15. The Region’s Verification of Mitigation Plan Completion for CIP-006-6 R1 dated October 28, 2018, 
included as Attachment 7c. 
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16. The Entity’s Mitigation Plan designated as for CIP-006-3c R1 submitted May 24, 
2018, included as Attachment 8a; 

17. The Entity’s Certification of Mitigation Plan Completion for CIP-006-3c R1 submitted June 11, 
2018, included as Attachment 8b;  

18. The Region’s Verification of Mitigation Plan Completion for CIP-006-3c R1 dated October 24, 
2018, included as Attachment 8c. 

19. The Entity’s Mitigation Plan designated as for CIP-007-3a R2 submitted May 24, 
2018, included as Attachment 9a; 

20. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R2 submitted August 17, 
2018, included as Attachment 9b;  

21. The Region’s Verification of Mitigation Plan Completion for CIP-007-3a R2 dated May 7, 2019, 
included as Attachment 9c. 

22. The Entity’s Mitigation Plan designated as for CIP-007-3a R3 submitted June 19, 
2018, included as Attachment 10a; 

23. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R3 submitted September 
28, 2018, included as Attachment 10b;  

24. The Region’s Verification of Mitigation Plan Completion for CIP-007-3a R3 dated May 7, 2019, 
included as Attachment 10c. 

25. The Entity’s Mitigation Plan designated as for CIP-007-6 R3 submitted May 30, 
2018, included as Attachment 11a; 

26. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R3 submitted August 17, 
2018, included as Attachment 11b;  

27. The Region’s Verification of Mitigation Plan Completion for CIP-007-6 R3 dated May 8, 2019, 
included as Attachment 11c. 

28. The Entity’s Mitigation Plan designated as for CIP-007-6 R4 submitted May, 30, 
2018, included as Attachment 12a; 

29. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R4 submitted August 17, 
2018, included as Attachment 12b;  

30. The Region’s Verification of Mitigation Plan Completion for CIP-007-6 R4 dated May 8, 2019, 
included as Attachment 12c. 

31. The Entity’s Mitigation Plan designated as  for CIP-007-3a R5 submitted June 19, 
2018, included as Attachment 13a; 
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32. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R5 submitted January 2, 
2019, included as Attachment 13b;  

33. The Region’s Verification of Mitigation Plan Completion for CIP-007-3a R5 dated May 8, 2019, 
included as Attachment 13c. 

34. The Entity’s Mitigation Plan designated as for CIP-010-2 R2 submitted May 23, 
2018, included as Attachment 14a; 

35. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R2 submitted May 29, 2018, 
included as Attachment 14b;  

36. The Region’s Verification of Mitigation Plan Completion for CIP-010-2 R2 dated October 24, 2018, 
included as Attachment 14c. 

37. The Entity’s Mitigation Plan designated as  for CIP-011-2 R1 submitted May 23, 
2018, included as Attachment 15a; 

38. The Entity’s Certification of Mitigation Plan Completion for CIP-011-2 R1 submitted May 31, 2018, 
included as Attachment 15b;  

39. The Region’s Verification of Mitigation Plan Completion for CIP-011-2 R1 dated May 18, 2019, 
included as Attachment 15c. 

40. The Entity’s Mitigation Plan designated as for CIP-005-3a R2 submitted January 
26, 2015, included as Attachment 16a; 

41. The Entity’s Certification of Mitigation Plan Completion for CIP-005-3a R2 submitted December 
17, 2015, included as Attachment 16b; and 

42. The Region’s Verification of Mitigation Plan Completion for CIP-005-3a R2 dated October 25, 
2016, included as Attachment 16c. 
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Notices and Communications: Notices and communications with respect to this filing may be addressed 
to the following: 
 

*Persons to be included on the Commission’s 
service list are indicated with an asterisk. NERC 
requests waiver of the Commission’s rules and 
regulations to permit the inclusion of more than 
two people on the service list. 

Edwin G. Kichline* 
Senior Counsel and Director of 
Enforcement Oversight 
North American Electric Reliability Corporation 
1325 G Street NW 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
edwin.kichline@nerc.net 
 
Jill Goatcher* 
Associate Counsel  
North American Electric Reliability Corporation 
1325 G Street NW 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
jill.goatcher@nerc.net 

 
 
  





Attachment 1 

Settlement Agreement by and between The 
Region and The Entity executed April 29, 2019 
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reasons for such rejection and  will attempt to negotiate with  a revised 
settlement agreement that addresses NERC’s concerns.  If a settlement cannot be 
reached, the enforcement process will continue to conclusion.  If NERC approves 
the Agreement, NERC will (a) report the approved settlement to the Commission 
for review and approval by order or operation of law and (b) publicly post the 
violations and the terms provided for in this Agreement in accordance with 
applicable FERC regulations and the NERC Rules of Procedure. 

21. This Agreement binds the Parties upon execution and may only be altered or 
amended by written agreement executed by the Parties.   expressly waives its 
right to any hearing or appeal concerning any matter set forth herein, unless and 
only to the extent that  contends that any NERC or Commission action 
constitutes a material modification to this Agreement. 

22.  reserves all rights to initiate enforcement action against  in accordance 
with the NERC Rules of Procedure in the event that  fails to comply with any 
of the terms or conditions of this Agreement.   retains all rights to defend 
against such action in accordance with the NERC Rules of Procedure. 

23.  consents to  future use of this Agreement for the purpose of 
assessing the factors within the NERC Sanction Guidelines and applicable 
Commission orders and policy statements, including, but not limited to, the factor 
evaluating  compliance history.  Such use may be in any enforcement action 
or compliance proceeding undertaken by NERC or any Regional Entity or both, 
provided however that  does not consent to the use of the conclusions, 
determinations, and findings set forth in this Agreement as the sole basis for any 
other action or proceeding brought by NERC or any Regional Entity or both, nor 
does  consent to the use of this Agreement by any other party in any other 
action or proceeding. 

24.  affirms that the information provided during the audit, and ultimately leading 
to this Agreement, is true and correct to the best of its knowledge, information, 
and belief, and that it understands that  enters into this Agreement in 
express reliance on the representations contained herein, as well as any other 
representations or information provided by  to  during any  
interaction with  relating to the subject matter of this Agreement. 

25. Upon execution of this Agreement, the Parties stipulate that any requirements stated 
in Section 5.3 of the Compliance Monitoring and Enforcement Program (“CMEP”) 
will be deemed to have been satisfied or waived by this Agreement. 

26. Each of the undersigned agreeing to and accepting this Agreement warrants that he 
or she is an authorized representative of the party designated below, is authorized 
to bind such party, and accepts the Agreement on the party’s behalf. 

27. The undersigned agreeing to and accepting this Agreement warrant that they enter 
into this Agreement voluntarily and that, other than the recitations set forth herein, 
no tender, offer, or promise of any kind by any member, employee, officer, director, 
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agent, or representative of the Parties has been made to induce the signatories or 
any other party to enter into this Agreement. 

28. The Agreement may be signed in counterparts. 

29. This Agreement is executed in duplicate, each of which so executed shall be 
deemed to be an original.  

[SIGNATURE PAGE TO FOLLOW]4 

[REMAINDER OF PAGE INTENTIONALLY LEFT BLANK] 

  

                                                            
4 An electronic version of this executed document shall have the same force and effect as the original. 
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Attachment 2 
 

 Final Audit Report dated  
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Audit Participants 

The audit was conducted by DRSS with the assistance of the Division of 
Audits and Accounting in the Commission’s Office of Enforcement.   

, and  participated during the audit, including the on-site portion, 
and had access to the audit evidence.  
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Attachment 9 

9a. The Entity’s Mitigation Plan designated as  for CIP-007-3a R2 submitted May 
24, 2018 

9b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R2 submitted August 
17, 2018 

9c. The Region's Verification of Mitigation Plan Completion for CIP-007-3a R2 dated May 7, 
2019 
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11a. The Entity’s Mitigation Plan designated as  for CIP-007-6 R3 submitted May 
30, 2018 

11b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R3 submitted August 
17, 2018 

11c. The Region's Verification of Mitigation Plan Completion for CIP-007-6 R3 dated May 8, 
2019 
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12a. The Entity’s Mitigation Plan designated as  for CIP-007-6 R4 submitted 
May, 30, 2018 

12b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R4 submitted August 
17, 2018 

12c. The Region's Verification of Mitigation Plan Completion for CIP-007-6 R4 dated May 8, 
2019 
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