NERC

Ess—————————
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May 30, 2019

VIA ELECTRONIC FILING

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re: NERC Full Notice of Penalty regarding_

FERC Docket No. NP19-_-000

Dear Ms. Bose:

The Nort i i iability Corporation (NERC) hereby provides this Notice of Penalty?!
regardingW(The Entity), NERC Registry ID# -2 with information and
details regarding the nature and resolution of the violations® discussed in detail in the Settlement
Agreement attached hereto (Attachment 1), in accordance with the Federal Energy Regulatory

Commission’s (Commission or FERC) rules, regulations, and orders, as well as NERC’s Rules of Procedure
including Appendix 4C (NERC Compliance Monitoring and Enforcement Program (CMEP)).*

is filing this Notice of Penalty with the Commission because_

and The Entity have entered into a Settlement Agreement to resolve all outstanding issues arising
etermination and findings of the violations of the CIP Reliability Standards listed below.

from

According to the Settlement Agreement, The Entity neither admits nor denies the violations, but has
agreed to the assessed penalty of one million dollars ($1,000,000), in addition to other remedies and

1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and Enforcement
of Electric Reliability Standards (Order No. 672), 114 FERC 4] 61, 104 (2006); Notice of New Docket Prefix “NP” for Notices of Penalty Filed
by the North American Electric Reliability Corporation, Docket No. RM05-30-000 (February 7, 2008). See also 18 C.F.R. Part 39 (2017).
Mandatory Reliability Standards for the Bulk-Power System, FERC Stats. & Regs. 9 31,242 (2007) (Order No. 693), reh’g denied, 120 FERC §
61,053 (2007) (Order No. 693-A). See 18 C.F.R § 39.7(c)(2).

2 The Entity was included on the NERC Compliance Registry as a

3 For purposes of this document, each violation at issue is described as a “violation,” regardless of its procedural posture and whether it
was a possible, alleged, or confirmed violation.

4See 18 C.F.R § 39.7(c)(2) and 18 C.F.R § 39.7(d).
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actions to mitigate the instant violations and facilitate future compliance under the terms and conditions
of the Settlement Agreement.

Statement of Findings Underlying the Violations

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement Agreement,
by and between iand The Entity. The details of the findings and basis for the penalty are set forth
in the Settlement Agreement and herein. This Notice of Penalty filing contains the basis for approval of
the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC BOTCC).

In accordance with Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7 (2019), NERC provides
the following summary table identifying each violation of a Reliability Standard resolved by the
Settlement Agreement. Further information on the subject violations is set forth in the Settlement
Agreement and herein.
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HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Violation(s) Determined and Discovery Method

*SR = Self-Report / SC = Self-Certification / CA = Compliance Audit / SPC = Spot Check / Cl = Compliance Investigation

. Applicable Discovery Violation
NERSolain Standard Req. | VRF/VSL | Function(s Method* Start-End Risk Hagatty
ID Amount
) Date Date
R3. .
| croois | port | Mo . ﬁ - Minimal
Severe
3.4
R4. .
B cvooes | ree | Mo - Viniml
Moderate
4.1
R1. .
_ CIP-005-5 | part | Medium/ Moderate
Severe
1.3
R1. .
B cvoccs | e | Moo - vinimi
Severe
1.3
R1, ,
- cIP-006-3¢ | R16. | Medium/ . - - Minimal | $1M
Severe
1
| cro0rsa | Re | Medio/ . - B -
High
_ CIP-007-3a R3 Lower/ . “ - Serious
High
. CA
Severe
R4 . CA
_ CIP-007-6 | part | Medium/ Serious
a1 Severe
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R5
Part
5.3, g
5.7
Severe
Severe
R2, .
29 Severe

Serious

Minimal

Moderate

- -
—
—
—

Serious

$1M

FACTS COMMON TO VIOLATIONS

The Entity and

entered into a Settlement Agreement to resolve 13 violations of the CIP Reliabilit

5 One violation in this case was open before the -ompliance Audit and is resolved in the instant Settlement Agreement.
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The violations discussed herein were the result of an organizational weakness with respect to the
processes and procedures The Entity had in place at the time of the Compliance Audit. The Entity has
since addressed its weakness and established measures to prevent recurrence.

CIP-004-6 R3

-determined that The Entity did not properly retain required documentation of personnel risk
assessments (PRA). The Entity did not have an attesting affidavit for one contractor identified in audit
team’s sample testing. In addition, the company did not verify the performance of attestations (P3.4)
associated with PRAs performed by contractors.

The root cause of this violation was inadequate procedures. No Entity staff were actively involved in
verifying the assessment criteria or results, and the completion of the PRA was only verified through a
signed affidavit by the contractor conducting the assessment. Additionally, The Entity failed to
implement the flawed procedure, which required The Entity to obtain and retain signed affidavits for
completion of contractor PRAs.

-determined that this violation posed a minimal and not a serious or substantial risk to the relighili
of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that
considered in its risk assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 4a.

The Entity certified that it had completed all mitigation activities. -verified that The Entity had
completed all mitiiation activities as of October 25, 2018. Attachments 4b and 4c provide specific

information on erification of The Entity’s completion of the activities.

CIP-004-6 R4
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-:letermined that The Entity did not have sufficient controls over the distribution of physical keys,
which led to the improper provisioning of physical keys to employees without authorization.

The root cause for this violation was identified as insufficient procedures that lacked specific details on
how to manage physical access keys.

determined that this violation posed a minimal and not serious or substantial risk to the reliabiliti

of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that
considered in its risk assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 5a.

The Entity certified that it had completed all mitigation activities.-/erified that The Entity had

completed all mitigation activities as of October 25, 2018. Attachments 5b and 5c provide specific
information oniverification of The Entity’s completion of the activities.

CIP-005-5 R1

-determined that The Entity permitted Internet Control Message Protocol (ICMP) inbound and
outbound communications through an Electronic Access Point (EAP) to its high and medium impact Bulk

Electric System Cyber Systems (BCSs) without maintaining documentation supporting the reason it
granted the communication access.

The root cause of this violation was insufficient procedures that lacked the granularity necessary to
ensure that access rules had the need and reason clearly documented. A lack of clear guidance within
the procedures allowed for multiple failures of this type, where the subject matter experts would either
not address the potential access permissions on EAPs or manage the EAP configurations through their
professional judgment and experience.

etermined that this violation posed a moderate and not serious or substantial risk to the reliabilit
of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation thati
considered in its risk assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a

description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 6a.
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The Entity certified that it had completed all mitigation activities.-verified that The Entity had
completed all mitigation activities as of October 25, 2018. Attachments 6b and 6¢ provide specific
information on ﬁverification of The Entity’s completion of the activities.

CIP-006-6 R1

-determined that The Entity did not implement two or more different physical access controls to
restrict unescorted physical access into the foyer of the _which was
classified by The Entity as a part of a Physical Security Perimeter (PSP).

The root cause for this violation was a lack of clarity in its physical security plan and inadequate
procedures for how The Entity should implement access control and management, particularly in unique
or complicated facilities.

determined that this violation posed a minimal and not serious or substantial risk to the reliabilit
of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that i
considered in its risk assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 7a.

The Entity certified that it had completed all mitigation activities. -verified that The Entity had

completed all mitigation activities as of October 25, 2018. Attachments 7b and 7c provide specific
information on ﬁverification of The Entity’s completion of the activities.

CIP-006-3c R1

During a review of evidence provided, the-audit team discovered several instances where The Entity
failed to record the exit time for visitors from the Physical Security Perimeter (PSP).

The root cause of this noncompliance was inadequate processes and internal controls for reviewing logs,
and deficient training of escorts.
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of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that
considered in its risk assessment.

-:Ietermined that this violation posed a minimal and not serious or substantial risk to the reIiabiIiti

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 8a.

The Entity certified that it had completed all mitigation activities. -verified that The Entity had
completed all mitigation activities as of October 25, 2018. Attachments 8b and 8c provide specific
information onﬁverification of The Entity’s completion of the activities.

CIP-007-3a R2

etermined that The Entity did not properly document its need to have logical network accessible
ports enabled for certain of its BES Cyber Assets (BCAs). In addition, The Entity did not properly
document that certain of its BCAs did not have a provision for disabling or restricting logical ports nor
did it file a Technical Feasibility Exception (TFE) to document the mitigating measures for these BCAs.

The root cause for this noncompliance was inadequate processes including a lack of controls to ensure
it enabled only logical network accessible ports and services deemed necessary, gathering of appropriate
vendor documentation to support when they could not be technically disabled or filed in an appropriate
TFE.

etermined that this violation posed a serious or substantial risk to the reliability of the bulk power
system (BPS). Attachment 3 includes the facts regarding the violation that considered in its risk
assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 9a.

The Entity certified that it had completed all mitigation activities. -verified that The Entity had
completed all mitigation activities as of May 8, 2019. Attachments 9b and 9c provide specific information
on ﬁverification of The Entity’s completion of the activities.

CIP-007-3a R3
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etermined that The Entity’s documented processes of cyber security patch management for its
BES Cyber Assets did not include procedures for evaluating the applicability of new security patches prior
to installation that were consistent with the Standard Requirements. Specifically, The Entity’s process
neither appropriately assessed the applicability of new security patches for Cyber Assets nor provided
for the retention of tracking records that support the performance of tests of patches.

The root cause of this noncompliance is a lack of adequate processes and controls around the evaluation
of security patches.

-determined that this violation posed a serious or substantial risk to the reliability of the bulk power
system (BPS). Attachment 3 includes the facts regarding the violation that-‘,onsidered in its risk
assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 10a.

The Entity certified that it had completed all mitigation activities. -verified that The Entity had
completed all mitigation activities as of May 8, 2019. Attachments 10b and 10c provide specific
information on iverification of The Entity’s completion of the activities.

CIP-007-6 R3

Il determined that The Entity implemented a network system option through an intrusion detection
and prevention system (IDPS) for the Cyber Assets that could not support Cyber Asset-based malware
prevention software. In this instance, the eight (8) Cyber Assets identified by the audit team were outside
of the Electronic Security Perimeter (ESP), and thus were not available for protection by the network
solution The Entity had implemented.

The root cause for this violation was inadequate processes and a lack of controls around the deployment
of malware prevention protections. Where The Entity did not utilize Cyber Asset-level malware
prevention at the suggestion of device vendors, The Entity also did not research or utilize a BES Cyber
Systems approach for malware prevention.

system (BPS). Attachment 3 includes the facts regarding the violation that onsidered in its risk
assessment.

-determined that this violation posed a serious or substantial risk to the Wty of the bulk power
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The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 11a.

The Entity certified that it had completed all mitigation activities.-verified that The Entity had
completed all mitigation activities as of May 8, 2019. Attachments 11b and 11c provide specific
information on i/erification of The Entity’s completion of the activities.

CIP-007-6 R4

-determined that The Entity implemented a network system option through an intrusion detection
and prevention system (IDPS) for the Cyber Assets that could not support Cyber Asset-based malware
prevention software. In this instance, the eight (8) Cyber Assets identified by the audit team were outside
of the Electronic Security Perimeter (ESP), and were not available for monitoring and event logging by
the network solution The Entity had implemented.

The root cause for this violation was inadequate processes and a lack of controls around the proper
identification of a Cyber Assets ability to perform event logging and generation of alerts.

-determined that this violation posed a serious or substantial risk to the reliability of the bulk power
system (BPS). Attachment 3 includes the facts regarding the violation that onsidered in its risk
assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 12a.

The Entity certified that it had completed all mitigation activities. -verified that The Entity had
completed all mitigation activities as of May 8, 2019. Attachments 12b and 12c provide specific
information oniverification of The Entity’s completion of the activities.

CIP-007-3a R5

determined that The Entity did not properly identify individuals who had authorized access to
shared accounts. In addition, The Entity did not file a TFE for its inability to support alerting for
unsuccessful login attempts on a BCA, nor demonstrate its implementation of compensating and/or
mitigating measures on the BCA.
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The root cause for this violation was inadequate processes and a lack of controls for system access
controls, including identifying and documenting shared accounts; and, limiting the number of
unsuccessful authentication attempts or generating alerts after a threshold of unsuccessful
authentication attempts.

determined that this violation posed a serious or substantial risk to the reliability of the bulk power
system (BPS). Attachment 3 includes the facts regarding the violation that [Jjjjj considered in its risk
assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 13a.

The Entity certified that it had completed all mitigation activities. | verified that The Entity had
completed all mitigation activities as of May 8, 2019. Attachments 13b and 13c provide specific
information on ] verification of The Entity’s completion of the activities.

CIP-010-2 R2

Il determined that The Entity did not have documented processes for investigating detected
unauthorized changes to baseline configurations of its BCAs, as required.

The root cause for this violation was a lack of documented steps for documenting or investigating
detected unauthorized changes.

[l determined that this violation posed a minimal and not a serious or substantial risk to the reliability
of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that [Jjjjj
considered in its risk assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 14a.

The Entity certified that it had completed all mitigation activities. [JJjjjj verified that The Entity had
completed all mitigation activities as of October 25, 2018. Attachments 14b and 14c provide specific
information on [ verification of The Entity’s completion of the activities.

CIP-011-2 R1
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[l determined that The Entity did not properly identify a storage area network Cyber Asset used to
store security configurations of its BCAs as a BES Cyber System Information (BCSI) storage location.

The root cause for this violation was lack of a documented methodology that included a detailed
assessment to account for all locations that may contain BCSI.

determined that this violation posed a moderate and not a serious or substantial risk to the
reliability of the bulk power system (BPS). Attachment 3 includes the facts regarding the violation that
[l considered in its risk assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 15a.

The Entity certified that it had completed all mitigation activities. | verified that The Entity had
completed all mitigation activities as of May 8, 2019. Attachments 15b and 15c provide specific
information on [ verification of The Entity’s completion of the activities.

CIP-005-3a R2

[l determined that The Entity’s documentation was insufficient to demonstrate that it uses an access
control model such that explicit access permissions are specified. In addition, The Entity’s
documentation was insufficient to demonstrate: 1) that it enabled only ports and services required for
operations and for monitoring Cyber Assets within the Electronic Security Perimeter; and 2) that The
Entity documented, individually or by specified grouping, the configuration of those ports and services.

The root cause for this violation was inadequate processes and a lack of controls around access control
such that explicit access permissions are specified.

determined that this violation posed a serious or substantial risk to the reliability of the bulk power
system (BPS). Attachment 3 includes the facts regarding the violation that - considered in its risk
assessment.

The Entity submitted its Mitigation Plan to address the referenced violation. Attachment 3 includes a
description of the mitigation activities The Entity took to address this violation. A copy of the Mitigation
Plan is included as Attachment 16a.

RELIABILITY | ACCOUNTABILITY




NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

NERC Notice of Penalty NON-PUBLIC AND CONFIDENTIAL INFORMATION
The Entity HAS BEEN REDACTED FROM THIS PUBLIC VERSION
May 30, 2019

Page 13

The Entity certified that it had completed all mitigation activities. JJjj verified that The Entity had
completed all mitigation activities as of October 26, 2016. Attachments 16b and 16c provide specific
information on ] verification of The Entity’s completion of the activities.

Regional Entity’s Basis for Penalty

According to the Settlement Agreement, ] has assessed a penalty of one million dollars ($1,000,000)
for the referenced violations. In reaching this determination, JjJjjjjj considered the following factors:

1. i considered the instant violations as repeat noncompliance with the subject NERC Reliability
Standards.- considered The Entity’s compliance history with CIP-004 R4, CIP-005 R2, and CIP-
007 R2, R3, R4, R5, and R6 as an aggravating factor in the penalty determination;®

2. The Entity had an internal compliance program at the time of the violation which -
considered a neutral factor, as discussed in Attachment 1;

3. The Entity was cooperative throughout the compliance enforcement process;

4. There was no evidence of any attempt to conceal a violation nor evidence of intent to do so;

After consideration of the above factors, - determined that, in this instance, the penalty amount of
one million dollars ($1,000,000) is appropriate and bears a reasonable relation to the seriousness and
duration of the violations.

Statement Describing the Assessed Penalty, Sanction, or Enforcement Action Imposed’

Basis for Determination
Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction Guidelines
and the Commission’s July 3, 2008, October 26, 2009 and August 27, 2010 Guidance Orders,® the NERC

BOTCC reviewed the Settlement Agreement and supporting documentation on May 7, 2019, and
approved the resolution between- and The Entity. In approving the Settlement Agreement, the

5 The Entity’s relevant prior noncompliance with CIP-004 R4, CIP-005 R2. and CIP-007 R2, R3. R4, R5. and R6 includes: NERC Violation ID

7 See 18 C.F.R. § 39.7(d)(4).

8 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC § 61,015 (2008); North
American Electric Reliability Corporation, “Further Guidance Order on Reliability Notices of Penalty,” 129 FERC 9] 61,069 (2009); North
American Electric Reliability Corporation, “Notice of No Further Review and Guidance Order,” 132 FERC 4 61,182 (2010).
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NERC BOTCC reviewed the applicable requirements of the Commission-approved Reliability Standards
and the underlying facts and circumstances of the violations at issue.

For the foregoing reasons, the NERC BOTCC approved the Settlement Agreement and believes that the
assessed penalty of one million dollars ($1,000,000) is appropriate for the violations and circumstances
at issue, and is consistent with NERC's goal to promote and ensure reliability of the BPS.

Pursuant to 18 C.F.R. § 39.7(e), the penalty will be effective upon expiration of the 30-day period
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon
final determination by FERC.

Request for Confidential Treatment

For the reasons discussed below, NERC is requesting nonpublic treatment of certain portions of this filing
pursuant to Sections 39.7(b)(4) and 388.113 of the Commission’s regulations. This filing contains
sensitive information regarding the manner in which an entity has implemented controls to address
security risks and comply with the CIP standards. As discussed below, this information, if released
publically, would jeopardize the security of the Bulk Power System and could be useful to a person
planning an attack on Critical Electric Infrastructure. NERC respectfully requests that the Commission
designate the redacted portions of the Notice of Penalty as non-public and as Critical Energy/Electric
Infrastructure Information (“CEIl”), consistent with Sections 39.7(b)(4) and 388.113, respectively.’

a. The Redacted Portions of this Filing Should Be Treated as Nonpublic Under Section
39.7(b)(4) as They Contain Information that Would Jeopardize the Security of the Bulk
Power System if Publicly Disclosed

Section 39.7(b)(4) of the Commission’s regulations states:

The disposition of each violation or alleged violation that relates to a Cybersecurity Incident or that
would jeopardize the security of the Bulk Power System if publicly disclosed shall be nonpublic unless
the Commission directs otherwise.

Consistent with its past practice, NERC is redacting information from this Notice of Penalty according to
Section 39.7(b)(4) because it contains information that would jeopardize the security of the BPS if

918 C.F.R. § 388.113(e)(1).
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publicly disclosed.'® The redacted information includes details that could lead to identification of The
Entity, and information about the security of The Entity’s systems and operations, such as specific
processes, configurations, or tools The Entity uses to manage its cyber systems. As the Commission has
previously recognized, information related to CIP violations and cyber security issues, including the
identity of The Entity, may jeopardize BPS security, asserting that “even publicly identifying which entity
has a system vulnerable to a ‘cyber attack’ could jeopardize system security, allowing persons seeking
to do harm to focus on a particular entity in the Bulk-Power System.”*!

Consistent with the Commission’s statement, NERC is treating as nonpublic the identity of The Entity and
any information that could lead to its identification.'? Information that could lead to the identification
of The Entity includes The Entity’s name, its NERC Compliance Registry ID, and information regarding the
size and characteristics of The Entity’s operations.

NERC is also treating as nonpublic any information about the security of The Entity’s systems and
operations.'3 Details about The Entity’s systems, including specific configurations or the tools/programs
it uses to configure, secure, and manage changes to its BES Cyber Systems, would provide an adversary
relevant information that could be used to perpetrate an attack on The Entity and similar entities that
use the same systems, products, or vendors.

b. The Redacted Portions of this Filing Should Also be Treated as CEll as the Information
Could be Useful to a Person Planning an Attack on Critical Electric Infrastructure

In addition to the provisions of Section 39.7(b)(4), the redacted information also separately qualifies for
treatment as CEll under Section 388.113 of the Commission’s regulations. CEll is defined, in relevant
part, as specific engineering, vulnerability, or detailed design information about proposed or existing
critical infrastructure (physical or virtual) that: (1) relates details about the production, generation,
transmission, or distribution of energy; and (2) could be useful to a person planning an attack on critical
infrastructure. As discussed above, this filing includes vulnerability and design information that could be
useful to a person planning an attack on The Entity’s critical infrastructure. The incapacity or destruction
of The Entity’s systems and assets would negatively affect national security, economic security, and

10 NERC has previously filed dispositions of CIP violations on a nonpublic basis because of this regulation. To date, the Commission has
directed public disclosure regarding the disposition of CIP violations in only a small number of cases. See Freedom of Information Act
Appeal, FOIA No. FY18-75 (August 2, 2018); FOIA No. FY19-019 Determinations on Docket Nos. NP14-32 and NP14-41 (February 28, 2019).
Based on the facts specific to those cases, the Commission directed public disclosure of the identity of the registered entity; the Commission
did not disclose other details regarding the CIP violations.

11 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval and Enforcement
of Electric Reliability Standards, Order No. 672, 2006-2007 FERC Stats. & Regs., Regs. Preambles 9 31,204 at P 538 (Order No. 672).

12 See the next section for a list of this information.
13 See below for a list of this information.
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public health and safety. For example, this Notice of Penalty includes the identification of a specific cyber
security issue and related vulnerabilities, as well as details concerning the types and configurations of
The Entity’s systems and assets. The information also describes strategies, techniques, technologies, and
solutions used to resolve specific cyber security issues.

In addition to the name of The Entity, the following information has been redacted from this Notice of
Penalty:

1. BES Cyber System Information, including security procedures; information related to BES Cyber
Assets; individual IP addresses with context; group of IP addresses; Electronic Security Perimeter
diagrams that include BES Cyber Asset names, BES Cyber System names, IP addresses, IP address
ranges; security information regarding BES Cyber Assets, BES Cyber Systems, Physical Access
Control Systems, Electronic Access Control and Monitoring Systems that is not publicly available;
and network topology diagrams, etc.

The names of The Entity’s vendors and contractors.

The NERC Compliance Registry numbers of The Entity.

The registered functions and registration dates of The Entity.
The names of The Entity’s facilities.

The names of The Entity’s assets.

The names of The Entity’s employees.

The names of departments that are unique to The Entity.
The sizes and scopes of The Entity’s operations.

e NOUREWN

Under Section 388.113, NERC requests that the CEll designation apply to the redacted information in
Iltems 1-2 for five years from this filing date, May 30, 2019. Details about The Entity’s operations,
networks, and security should be treated and evaluated separately from its identity to avoid unnecessary
disclosure of CEll that could pose a risk to security. NERC requests that the CEll designation apply to the
redacted information from Items 3-9 for three years from this filing date, May 30, 2019. NERC requests
the CEll designation for three years to allow for several activities that should reduce the risk to the
security of the BPS. Those activities include, among others:

1. Compliance monitoring of The Entity to ensure sustainability of the improvements described in
this Notice of Penalty; and

2. Remediation of any subsequent violations discovered through compliance monitoring by the
Regions.

The Entity should be less vulnerable to attempted attacks following these activities. After three years,
disclosure of the identity of The Entity may pose a lesser risk than it would today.

RELIABILITY | ACCOUNTABILITY
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Attachments to be Included as Part of this Notice of Penalty

The attachments to be included as part of this Notice of Penalty are the following documents:

1.

N

10.

11.

12.

13.

14.

15.

Settlement Agreement by and between The Region and The Entity executed April 29, 2019,
included as Attachment 1;

-Final Audit Report dated June 8, 2017, included as Attachment 2
Details of the Violations, included as Attachment 3;

The Entity’s Mitigation Plan designated as for CIP-004-6 R3 submitted February

14, 2018, included as Attachment 4a;

The Entity’s Certification of Mitigation Plan Completion for CIP-004-6 R3 submitted February 14,
2018, included as Attachment 4b;

The Region’s Verification of Mitigation Plan Completion for CIP-004-6 R3 dated October 24, 2018,
included as Attachment 4c.

The Entity’s Mitigation Plan designated as for CIP-004-6 R4 submitted June 19,

2018, included as Attachment 5a;

The Entity’s Certification of Mitigation Plan Completion for CIP-004-6 R4 submitted July 20, 2018,
included as Attachment 5b;

The Region’s Verification of Mitigation Plan Completion for CIP-004-6 R4 dated October 24, 2018,
included as Attachment 5c.

The Entity’s Mitigation Plan designated as for CIP-005-5 R1 submitted May 30,

2018, included as Attachment 63a;

The Entity’s Certification of Mitigation Plan Completion for CIP-005-5 R1 submitted September
18, 2018, included as Attachment 6b;

The Region’s Verification of Mitigation Plan Completion for CIP-005-5 R1 dated May 8, 2018,
included as Attachment 6c.

The Entity’s Mitigation Plan designated as| for CIP-006-6 R1 submitted February

26, 2018, included as Attachment 7a;

The Entity’s Certification of Mitigation Plan Completion for CIP-006-6 R1 submitted May 8, 2018,
included as Attachment 7b;

The Region’s Verification of Mitigation Plan Completion for CIP-006-6 R1 dated October 28, 2018,
included as Attachment 7c.

RELIABILITY | ACCOUNTABILITY
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16. The Entity’s Mitigation Plan designated as
2018, included as Attachment 8a;

or CIP-006-3c R1 submitted May 24,

17. The Entity’s Certification of Mitigation Plan Completion for CIP-006-3c R1 submitted June 11,
2018, included as Attachment 8b;

18. The Region’s Verification of Mitigation Plan Completion for CIP-006-3c R1 dated October 24,
2018, included as Attachment 8c.

19. The Entity’s Mitigation Plan designated as
2018, included as Attachment 9a;

for CIP-007-3a R2 submitted May 24,

20. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R2 submitted August 17,
2018, included as Attachment 9b;

21. The Region’s Verification of Mitigation Plan Completion for CIP-007-3a R2 dated May 7, 2019,
included as Attachment 9c.

22. The Entity’s Mitigation Plan designated as
2018, included as Attachment 10a;

or CIP-007-3a R3 submitted June 19,

23. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R3 submitted September
28, 2018, included as Attachment 10b;

24. The Region’s Verification of Mitigation Plan Completion for CIP-007-3a R3 dated May 7, 2019,
included as Attachment 10c.

25. The Entity’s Mitigation Plan designated as
2018, included as Attachment 113;

for CIP-007-6 R3 submitted May 30,

26. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R3 submitted August 17,
2018, included as Attachment 11b;

27. The Region’s Verification of Mitigation Plan Completion for CIP-007-6 R3 dated May 8, 2019,
included as Attachment 11c.

28. The Entity’s Mitigation Plan designated as
2018, included as Attachment 123;

for CIP-007-6 R4 submitted May, 30,

29. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R4 submitted August 17,
2018, included as Attachment 12b;

30. The Region’s Verification of Mitigation Plan Completion for CIP-007-6 R4 dated May 8, 2019,
included as Attachment 12c.

31. The Entity’s Mitigation Plan designated as for CIP-007-3a R5 submitted June 19,

2018, included as Attachment 13a;

RELIABILITY | ACCOUNTABILITY
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32. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R5 submitted January 2,
2019, included as Attachment 13b;

33. The Region’s Verification of Mitigation Plan Completion for CIP-007-3a R5 dated May 8, 2019,
included as Attachment 13c.

34. The Entity’s Mitigation Plan designated as_for CIP-010-2 R2 submitted May 23,
2018, included as Attachment 14a;

35. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R2 submitted May 29, 2018,
included as Attachment 14b;

36. The Region’s Verification of Mitigation Plan Completion for CIP-010-2 R2 dated October 24, 2018,
included as Attachment 14c.

37. The Entity’s Mitigation Plan designated as _for CIP-011-2 R1 submitted May 23,
2018, included as Attachment 15a;

38. The Entity’s Certification of Mitigation Plan Completion for CIP-011-2 R1 submitted May 31, 2018,
included as Attachment 15b;

39. The Region’s Verification of Mitigation Plan Completion for CIP-011-2 R1 dated May 18, 2019,
included as Attachment 15c.

40. The Entity’s Mitigation Plan designated as_for CIP-005-3a R2 submitted January
26, 2015, included as Attachment 16a;

41. The Entity’s Certification of Mitigation Plan Completion for CIP-005-3a R2 submitted December
17, 2015, included as Attachment 16b; and

42. The Region’s Verification of Mitigation Plan Completion for CIP-005-3a R2 dated October 25,
2016, included as Attachment 16c.

RELIABILITY | ACCOUNTABILITY
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Notices and Communications: Notices and communications with respect to this filing may be addressed
to the following:

*Persons to be included on the Commission’s Edwin G. Kichline*
service list are indicated with an asterisk. NERC Senior Counsel and Director of
requests waiver of the Commission’s rules and Enforcement Oversight
regulations to permit the inclusion of more than | North American Electric Reliability Corporation
two people on the service list. 1325 G Street NW
Suite 600

Washington, DC 20005
(202) 400-3000

(202) 644-8099 — facsimile
edwin.kichline@nerc.net

Jill Goatcher*

Associate Counsel

North American Electric Reliability Corporation
1325 G Street NW

Suite 600

Washington, DC 20005

(202) 400-3000

(202) 644-8099 — facsimile
jill.goatcher@nerc.net

RELIABILITY | ACCOUNTABILITY
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Conclusion

NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with its rules,
regulations, and orders.

Respectfully submitted,

/s/ Jill Goatcher

Edwin G. Kichline

Senior Counsel and Director of
Enforcement Oversight

Jill Goatcher

Associate Counsel

North American Electric Reliability
Corporation

1325 G Street NW

Suite 600

Washington, DC 20005

(202) 400-3000

(202) 644-8099 - facsimile
edwin.kichline@nerc.net
jill.goatcher@nerc.net

cc: The Entity

Attachments

RELIABILITY | ACCOUNTABILITY
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Settlement Agreement by and between The
Region and The Entity executed April 29, 2019
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SETTLEMENT AGREEMENT

serwee~ I

AND

I. INTRODUCTION

1. The and
enter mnto this Settlement Agreement (Agreement) to resolve all
outstanding Alleged Violations by - of the below-referenced Reliability
Standards and Requirements.

Reliability Standard | Requirement - Tracking No. | NERC Tracking No.
CIP-005-3a R2. )
CIP-004-6 R3. Part 3.4 |
CIP-004-6 R4. Part 4.1 |
CIP-005-5 R1. Part 1.3 -
CIP-006-6 R1. Part 1.3 )
CIP-006-3c R1.6.1 )
CIP-007-3a R2. |
CIP-007-3a R3. |
CIP-007-6 R3. -
CIP-007-6 R4. )
CIP-007-3a RS. )
CIP-010-2 R2. |
CIP-011-2 RI1. ]
2. The Parties enter into this Agreement, including Attachment A, for the sole

purpose of resolving all outstanding issues related to the violations and the
associated extent of conditions and Mitigation Plans. The Parties have worked
extensively to determine what violations may have occurred and, more
importantly, how best to ensure that progress is made to improve - processes
for compliance. The Agreement and Attachment A have been drafted from the
standpoint of theF review and its determinations rather than from a
stipulated set of facts or joint determinations between the Parties. In the interest

! This Agreement references the version of the Reliability Standard in effect at the time each Alleged Violation
began. however, committed to perform mitigating actions to comply with the most recent version of each
Reliability Standard Requirement.



II.

OVERVIEW OF i}

3.
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of reaching a resolution of the matters set forth herein, the Parties enter into this
Agreement on the basis that: (a)- make a payment in the amount referenced
below in Paragraph 16 below; and (b) continues to work to improve its
compliance processes, taking into account the determinations set forth in
this Agreement and Attachment A, but without stipulation by as to any facts
or statements in this Agreement or Attachment A. neither admits nor denies
the facts or statements in this Agreement or Attachment A or that they constitute
violations of the above-referenced Reliability Standard Requirements.
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III. EXECUTIVE SUMMARY

8. This Agreement resolves thirteen (13) violations? of Critical Infrastructure
Protection (CIP) Reliability Standards related to 3

9. - determined that- was 1n violation CIP Reliability Standards in multiple
areas of security and compliance, most seriously in systems security management
(CIP-007), including physical and electronic security. - also found had

1ssues with personnel and training, configuration change management and
vulnerability assessments, and information protection.
determined that five (5) posed a miimal risk the bu

power system (BPS), two (2) posed a moderate risk to the BPS, and five (5) posed
a serious and substantial risk to the BPS.
posed a serious and substantial risk to the BPS.
The details of the 13 violations are provided in Attachment A to this agreement.

10. drafted Mitigation Plans that address each violation
and prevent recurrence. Overall, submitted 13 Mitigation Plans that
collectively include over 150 milestones. For each Violation,- conducted an
extent of condition review to determine the scope, root causes, and contributing
causes. Inadequate processes and procedures were the root cause for all of the
violations H The root cause for the preexisting violation

was an inadequate nstallation/design configuration of the firewalls.

11.  Based on the mix of serious, moderate, and minimal risk posed by the violations
and the repeat nature of some of the violations, determined a monetary
penalty of $1,000,000.00 to be applicable to

Iv. ADJUSTMENT FACTORS

12.  In addition to the facts and circumstances stated above, the following factors were
considered by the- in the penalty determination:

2 Each Violation is described as a violation, regardless of its procedural posture and whether it is a possible, alleged,
or confirmed violation.
3 The facts related to the Violations are set forth in Attachment A, which is incorporated herein by reference.
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Internal Compliance Program

mternal compliance program (ICP) was reviewed and considered to be a
neutral factor in the penalty determination. has a documented ICP, the most
recent revision 1 , which includes components,
processes, responsibilities, and training needed to ensure maintains
compliance. However, in this case it did not effectively enable - to prevent
and detect the violations.

Cooperation

cooperation during the audit and Agreement process was considered and
determined to be a neutral factor. - timely provided responses to requests for
information; however, the responses were sometimes unclear and required
additional information to enable- to discern it.

Compliance History

When calculating the penalty for the violations at issue in this Agreement,
whether the facts of these violations constitute repetitive infractions was
considered. - has prior violations of CIP-004 R4, CIP-005 R2, and CIP-007
R2, R3, R4, RS, and R6 that are similar to the current violations and were
considered aggravating factors in determining the penalty.

PENALTY

16.

17.

18.

Based upon the foregoing, agreed to pay a monetary penalty of
$1,000,000.00 in total to

shall remit the penalty payment to- via check within thirty days after
the Agreement is either approved by the Commission or by operation of law.
ilshall notify the Commission if the payment is not timely received.

If - fails to remit the payment by the required date, interest payable to -
will begin to accrue on the outstanding balance, pursuant to the Commission’s
regulations at18 C.F.R. § 35.19a(a)(2)(i11) from the date that payment is due and
shall be payable in addition to the payment.

ADDITIONAL TERMS

19.

20.

The Parties agree that this Agreement is in the best interest of BES reliability.
The terms and conditions of the Agreement are consistent with the regulations and
orders of the Commission and the NERC Rules of Procedure.

shall report the terms of all settlements of compliance matters to NERC.
NERC will review the Agreement for the purpose of evaluating its consistency
with other settlements entered into for similar violations or under similar
circumstances. Based on this review, NERC will either approve or reject this
Agreement. If NERC rejects the Agreement, NERC will provide specific written



21.

22.

23.

24.

25.

26.

27.
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reasons for such rejection and- will attempt to negotiate with- a revised
settlement agreement that addresses NERC’s concerns. If a settlement cannot be
reached, the enforcement process will continue to conclusion. If NERC approves
the Agreement, NERC will (a) report the approved settlement to the Commission
for review and approval by order or operation of law and (b) publicly post the
violations and the terms provided for in this Agreement in accordance with
applicable FERC regulations and the NERC Rules of Procedure.

This Agreement binds the Parties upon execution and may only be altered or
amended by written agreement executed by the Parties. ﬁ expressly waives its
right to any hearing or appeal concerning any matter set forth herein, unless and
only to the extent thatﬂ contends that any NERC or Commission action
constitutes a material modification to this Agreement.

reserves all rights to initiate enforcement action against in accordance
with the NERC Rules of Procedure in the event that fails to comply with any
of the terms or conditions of this Agreement. - retains all rights to defend

against such action in accordance with the NERC Rules of Procedure.

consents to - future use of this Agreement for the purpose of
assessing the factors within the NERC Sanction Guidelines and applicable
Commission orders and policy statements, including, but not limited to, the factor
evaluating- compliance history. Such use may be in any enforcement action
or compliance proceeding undertaken by NERC or any Regional Entity or both,
provided however that- does not consent to the use of the conclusions,
determinations, and findings set forth in this Agreement as the sole basis for any
other action or proceeding brought by NERC or any Regional Entity or both, nor
does - consent to the use of this Agreement by any other party in any other
action or proceeding.

- affirms that the information provided during the audit, and ultimately leading

to this Agreement, is true and correct to the best of its knowledge, information,
and belief, and that it understands that - enters into this Agreement in
express reliance on the representations contained herein, as well as any other
representations or information provided by- to - during any
interaction with- relating to the subject matter of this Agreement.

Upon execution of this Agreement, the Parties stipulate that any requirements stated
in Section 5.3 of the Compliance Monitoring and Enforcement Program (“CMEP”’)
will be deemed to have been satisfied or waived by this Agreement.

Each of the undersigned agreeing to and accepting this Agreement warrants that he
or she is an authorized representative of the party designated below, is authorized
to bind such party, and accepts the Agreement on the party’s behalf.

The undersigned agreeing to and accepting this Agreement warrant that they enter
into this Agreement voluntarily and that, other than the recitations set forth herein,
no tender, offer, or promise of any kind by any member, employee, officer, director,
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agent, or representative of the Parties has been made to induce the signatories or
any other party to enter into this Agreement.

28.  The Agreement may be signed in counterparts.

29.  This Agreement is executed in duplicate, each of which so executed shall be
deemed to be an original.

[SIGNATURE PAGE TO FOLLOW]*

[REMAINDER OF PAGE INTENTIONALLY LEFT BLANK]

4 An electronic version of this executed document shall have the same force and effect as the original.
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Agreed to and accepted by:

7//27‘ [

7

¥/26//7
/

ate
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Attachment 2

- Final Audit Report date-
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Designated Critical Energy/Electric Infrastructure Information (CEII)
CEII Designation Period: June 5, 2017 — June 4, 2022. Designation may be renewed.

Document must be treated as CEII until the CEII Coordinator removes the designation.

Final Audit Report
Docket No. PA16-7-000

NERC ID#

Date of Report: _
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I. Executive Summary

Overview
The Division of Reliability Standards and Security (DRSS) in the Office of
Electric Reliability of the Federal Energy Regulatory Commission (FERC, or the

Commission) conducted a non-public audit of]
! 1s a Registered Entity with the North American Electric Reliability

Corporation (NERC). The audit evaluated compliance with the applicable
mandatory Reliability Standards for the Bulk-Power System Critical Infrastructure
Protection (CIP) Reliability Standards (CIP Reliability Standards).

|

Staff from - ,and participated in the audit, including
the on-site portion, and had access to the audit evidence. The audit was

commenced on and covered the period of’

218 C.F.R. Part 40 (2016).

3
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Audit staff identified twelve (12) Possible Violations of the CIP Reliability
Standards for- In addition, audit staff 1dentified eighteen (18) other risks,
each with audit staff’s recommended steps to address these other risks.

Other Risks Identified (ORIs) are areas of concern and associated
cybersecurity practice recommendations that audit staff identified during the audit
that were not possible violations. The Commission has explained that an area of
concern 1s a “situation that does not appear to involve a current or ongoing
violation of a Reliability Standard requirement, but instead represents an area of
concern that could become a violation.”® The cyber security practice
recommendations that audit staff makes in this report are improvements to the
cyber security posture of the entity that address areas that are outside the scope of
the CIP Reliability Standards.

These audit results are further explained in Section III - Audit Findings and
Recommendations. The Possible Violations will be processed throughi

, and- in accordance with NERC’s Rules of Procedure (ROP).
The audit staff recommendations associated with the ORIs will be processed by
DRSS pursuant to its audit implementation procedures, as discussed below in
Section IV - Post-Audit Activities of this report.

> Compliance with Mandatory Reliability Standards, 126 FERC 9 61,038 P
13 (2009).
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II. Audit Process

Objectives

The audit evaluated- compliance with the CIP Reliability Standards
that are applicable to its registered and functional responsibilities identified above.

Scope and Methodology

The audit was commenced on and covered the period of
. The audit evaluated compliance
with the CIP Reliability Standards as follows:

e CIP Reliability Standards version 5° (CIP v5) for the period of _
,and;

e CIP Reliability Standards version 3° (CIP v3), for the period of
(the end date of the last - CIP compliance audit) through

(the end effective date of CIP v3).

8 Revised Critical Infrastructure Protection Reliability Standards, Order
No. 822, 81 Fed. Reg. 4,177 (Jan 26, 2016), 154 FERC 4 61,037 (2016), reh’g
denied, 156 FERC 4 61,052 (2016); see Reliability Standards: CIP-003-6, CIP-
004-6, CIP-006-6, CIP-007-6, CIP-009-6, CIP-010-2, and CIP-011-2. Version 5
Critical Infrastructure Protection Reliability Standards, Order No. 791, 78 FR
72,755 (Dec. 3, 2013), 145 FERC 4 61,160 (2013), order on clarification and
reh’g, 46 FERC 9 61,188 (2014); see Reliability Standards: CIP-002-5.1a, CIP-
005-5, and CIP-008-5.

® North American Electric Reliability Corp., 128 FERC ¥ 61,291, order
denying reh’g and granting clarification, 129 FERC 9§ 61,236 (2009), order on
compliance, 130 FERC 4 61,271 (2010); see Reliability Standards: CIP-002-3,
CIP-003-3, CIP-004-3, CIP-005-3, CIP-006-3, CIP-007-3, CIP-008-3, and CIP-
009-3.
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Audit fieldwork primarily consisted of evidence requests and reviews,
teleconferences, and Subject Matter Expert (SME) interviews. Audit staff issued
data requests to gather evidential information pertaining to the - CIP
activities and operations. Audit staff conducted teleconferences to discuss the
audit scope and objectives, data requests and responses, technical and
administrative matters, and compliance concerns. Audit staff conducted a site
visit during the week of * to interview SMEs, observe operating
practices, processes and procedures of staff and equipment, and further understand
the - functions, operations, practices, and regulatory and corporate
compliance programs. While on site, audit staff interviewed employees and
managers responsible for performing tasks within the audit scope and analyzed
documentation to verify compliance with requirements. Additionally, audit staff
conducted several field inspections and observed the functioning of certain assets
identified by- as High, Medium, or Low Impact. Audit staff also interviewed
compliance program managers and staff, and employees responsible for day-to-
day compliance and regulatory oversight activities.

The audit staff evaluated the data, information, and evidence provided by
for sufficiency, appropriateness, and validity. Documentation submitted in
the form of policies, procedures, e-mails, logs, studies, data sheets, etc., was
validated, substantiated, and crosschecked for accuracy as appropriate.
Requirements that required a sampling to be conducted were developed based on
the significance of the sampling to the reliability of the Bulk Electric System
(BES).

Confidentiality

Confidentiality of all evidence received is governed under 18 CFR Part 388
(2016) (Information and Requests).

Critical Energy/Electric Infrastructure Information (CEII)

The audit report contains Critical Energy/Electric Infrastructure
Information (CEII) pursuant to 18 C.F.R. § 388.113 (2016). The recipients
(except for employees of the owner-operator, - of this document are required
to execute a non-disclosure agreement (NDA) prior to receipt certifying that
access to CEII is provided pursuant to the terms and restrictions of the NDA.*

The specific paragraphs that are categorized as CEII are designated as such.

10 See: Critical Energy/Electric Infrastructure Information General Non-
Disclosure Agreement, https://www.ferc.gov/legal/ceii-foia/ceii/gen-nda.pdf.

8
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Audit Participants

The audit was conducted by DRSS with the assistance of the Division of
Audits and Accounting in the Commission’s Office of Enforcement.
, and - participated during the audit, including the on-site portion,
and had access to the audit evidence.
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III. Audit Findings and Recommendations

Audit staff’s findings and recommendations are detailed below, including a
description of each identified Possible Violation (PV) and Other Risk Identified
(ORI).

Possible Violations

CIP-004-6, Requirement R3 - Personnel Risk Assessment Program

did not properly retain required documentation of personnel risk
assessments (PRA) that it performed. In addition, the company did not verify the
performance of attestations associated with PRAs performed by contractors, as
required. As a result, - was not in compliance with the CIP Reliabili
Standard CIP-004-6 Requirement R3.

Pertinent Guidance

CIP-004-6 R3 requires that each Responsible Entity implement one or more
personnel risk assessment program(s). These programs govern processes that
allow personnel to attain and retain authorized electronic or authorized unescorted
physical access to BES Cyber Systems and must: (R3.1) confirm identity; (R3.2)
perform a seven year criminal history records check as part of each personnel risk
assessment; (R3.3) evaluate criminal history records checks for authorizing access;
(R3.4) verify personnel risk assessments are performed for contractors or service
vendors; and (R3.5) ensure that individuals with authorized electronic or
authorized unescorted physical access have had a personnel risk assessment
completed within the last seven years.

Background

- procedures for performing PRAs required, among other things, that
the company acquire and retain documentation supporting the performance of
PRASs by its contractors.

Audit staff reviewed a sample of PRAs performed by contractors and
associated affidavits to determine whether -Pappropriately retained
documentation associated with the PRAs and that it verified the affidavits of
officers that supported PRAs performed by the contractors, consistent with the
requirements of CIP-004-6. The audit team found that- did not retain required
documentation of some PRAs performed.

10



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Designated Critical Energy/Electric Infrastructure Information (CEII)
CEII Designation Period: June 5, 2017 — June 4, 2022. Designation may be renewed.

Document must be treated as CEII until the CEII Coordinator removes the designation.

acknowledged the issues and consented that it did not have an attesting
affidavit for one contractor identified in audit staff’s sample testing.! Because the
audit staff’s review involved a sample of PRA records out of a larger population,
the audit team believes that review of a larger number of records may have
revealed additional retention and verification errors.

CIP-004-6, Requirement R4 - Access Management Program

- did not properly track access authorizations of its domain
administrator accounts. In addition, - did not have sufficient controls over the
distribution of physical keys, which led to the improper provisioning of physical
keys to employees without authorization. As a result, was not in compliance
with the CIP Reliability Standard CIP-004-6 Requirement R4.

Pertinent Guidance

CIP-004-6 R4 requires that each Responsible Entity implement one or more
documented access management program(s) that (R4.1) have a process to
authorize based on need, as determined by the Responsible Entity, except for CIP
Exceptional Circumstances: (R4.1.1) Electronic access, (R4.1.2) Unescorted
physical access into a Physical Security Perimeter; (R4.1.3) access to designated
storage locations, whether physical or electronic, for BES Cyber System
Information; and (R4.2) verify at least once each calendar quarter that individuals
with active electronic access or unescorted physical access have authorization
records.'?

Background

As part of its access management program, - implemented procedures
intended to control electronic access to its BES Cyber System Information (BCSI).
The audit team analyzed access management policies and procedures,
evaluated access records, and observed employee access practices. The audit team
discovered that- did not effectively track access authorizations or review
access to its domain administrator accounts within it

1 See evidence artifact: CIP-004-R3-L11-06 Evidence-CEILpdf at 1 — 3.
12 CIP-004-6 at 15-19.

13 See the Administrator Properties screen on page 9, Index 5 of CIP-004-
R4-1.2-04 Evidence-CEILpdf.

11
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— - acknowledged this deficiency in response to

an audit staff data request.

Additionally, the audit team discovered that- key administrator who
was tasked with distributing physical keys that provide employees and contractors
unescorted access to identified BES Cyber System assets did not have authorized
unescorted access to the BES Cyber System assets despite having physical copies
of all the keys for- Medium Impact substations.’® In another instance, a key
was 1ssued to someone who did not have authorized unescorted physical access
according to- access list.’® Finally, the audit staff observed two instances
during its site visit in Which- could not locate keys provisioned for access to a
door.

CIP-005-5, Requirement R1 - Electronic Security Perimeter

Pertinent Guidance

CIP-005-5 R1.3 requires Electronic Access Points for both High and
Medium Impact BES Cyber Systems to require access permissions for all inbound
and outbound communication, including the reason for granting access, and deny
all other access by default.

Background

- used Internet Control Message Protocol (ICMP), a supporting protocol
in the Internet protocol suite on its network devices for error messages and
operational information. ICMP is encapsulated within Internet Protocol (IP),
similar to how Transmission Control Protocol (TCP) is encapsulated. TCP
encapsulated within IP is known as TCP/IP. It is common industry practice for

14 See evidence artifacts: (1) CIP-004-R4-L13-05 Evidence-CEILpdf and
(2) CIP-004-R4-L13-05 Cover Letter-CEII submitted August 29, 2016.

15 See evidence artifact: CIP-004-R4-1.13-05 Evidence-CEILpdf.

16 See evidence artifact: of SV-L3-CIP-006-04 Evidence-CEILpdf at 3.

12
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network engineers or system administrators to block the echo component of ICMP
for sensitive or critical networks.

CEII

CIP-05-005 R1.3 states that access permission must be granted for all
inbound and outbound communication to High and Medium Impact BES Cyber
Systems, and a reason must be provided when access 1s granted. allowed
such communication access to its BES Cyber Systems without maintaining
required documentation to support the reason it granted the access.

CIP-006-6, Requirement R1 - Physical Security Plan
CEII

Pertinent Guidance

CIP-006-6 R1.3 requires Responsible Entities to implement one or more
documented physical security plan(s) that, where technically feasible, utilize two
or more different physical access controls (this does not require two completely
independent physical access control systems) to collectively allow unescorted

17 A demilitarized zone (DMZ) is a physical or logical sub-network that
contains an organization's external-facing services to an untrusted network, usually
the Internet.

18 Per NERC’s Glossary of Terms, the PSP is a physical border surrounding
locations in which BES Cyber Assets, BES Cyber Systems, or Electronic Access
Control or Monitoring Systems reside, and for which access 1s controlled.
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physical access into Physical Security Perimeters to only those individuals who
have authorized unescorted physical access.

Background

CEII

CIP-006-6, Requirement R2 - Visitor Control Program

did not properly maintain complete visitor access control logs for its
PSP. As a result, i was not in compliance with the CIP
Standard CIP-006-6 Requirement R2.

Pertinent Guidance

CIP-006-6 R2 requires Responsible Entities to implement one or more
documented visitor control program(s) that require: (2.1) continuous escorted
access of visitors (individuals who are provided access but are not authorized for
unescorted physical access) within each Physical Security Perimeter, except
during CIP Exceptional Circumstances; (2.2) manual or automated logging of
visitor entry into and exit from the Physical Security Perimeter that includes date
and time of the initial entry and last exit, the visitor’s name, and the name of an
individual point of contact responsible for the visitor, except during CIP
Exceptional Circumstances; and (2.3) retention of visitor logs for at least ninety
calendar days.

Background

19 See evidence artifact: CIP-006-R1-1.2-08 Evidence-CEILpdf, page 13.

14



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Designated Critical Energy/Electric Infrastructure Information (CEII)
CEII Designation Period: June 5, 2017 — June 4, 2022. Designation may be renewed.

Document must be treated as CEII until the CEII Coordinator removes the designation.

maintained visitor access logs that documented access into its PSPs.
The audit team reviewed the access logs at- _ PSP and
found that on several occasions visitors signed into the PSP, entering data for the
time-in field, but the time-out fields for these visitors were not populated in the
logs.2® CIP-006-6 R2.2 requires that- log visitors’ entries into and exits out of
the PSP. Moreover, the log must be populated with the date and time of the initial
entry and last exit. visitor access logs were deficient and not consistent
with this Reliability Standard requirement.

CIP-007-6, Requirement R1 - Ports and Services

did not properly document its need to have logical network accessible
ports enabled for certain of its BES Cyber Assets. In addition, - did not
properly document that certain of its BES Cyber Assets did not have a provision
for disabling or restricting logical ports. As a result, was not in compliance
with the CIP Reliability Standard CIP-007-6 Requirement R1.

Pertinent Guidance

CIP-007-6 R1.1 requires Responsible Entities to implement one or more
documented process(es) that, where technically feasible, enable only logical
network accessible ports that have been determined to be needed by the
Responsible Entity, including port ranges or services where needed to handle
dynamic ports. If a device has no provision for disabling or restricting logical ports
on the device then those ports that are open are deemed needed.

CIP-007-6 R1.1 requires the “use of compensating measures and/or
mitigating measures that achieve at least a comparable level of security for the
Bulk Electric System as would Strict Compliance with the Applicable
Requirement, or part thereof,” when Strict Compliance is not technically
feasible.?! Furthermore, the entity is required to file a TFE with their Regional
Entity or NERC that describes the covered asset and the mitigating measures.??

20 See evidence artifact: CIP-006-R2-1.2-02 Evidence-CEILpdf at 22.

21 Appendix 4D to the Rules of Procedure for Requesting and Receiving
Technical Feasibility Exceptions to NERC Critical Infrastructure Protection
Standards, at 5-6 (Apr. 1, 2016) and at 3 (July 1, 2016).

22 Id. at 6 (Apr. 1, 2016) and at 3 (July 1, 2016).
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Background

Audit staff 1‘eviewed- documents pertaining to logical network
accessible ports associated with BES Cyber Assets to determine whether the
company implemented appropriate processes and procedures for enabling,
disabling, or restricting the ports. Audit staff found that- maintained records
that listed open ports and services at its BES Cyber Assets. However, - did not
provide documentation that supported process and procedures the company
implemented to establish that there was a need for the open ports. Based on the
record, the audit team could not determine that- performed an analysis to
evaluate whether there was a need for the ports to remain open. - explained
that its business unit preliminarily updated the
lists prior to the audit. Moreover, maintained that the list was not complete,
and that the business unit was waiting on confirmation from a vendor to
update the remaining ports and services descriptions to become compliant with the
CIP Reliability Standard requirements.?

[CEII]

CIP-007-6, Requirement R2 - Security Patch Management

documented processes of cyber security patch management for its
BES Cyber Assets did not include procedures for evaluating the applicability of
new security packages prior to installation that were consistent with the standard
requirements. Specifically, - process neither appropriately assessed the
applicability of new security patches for Cyber Assets nor provided for the

23 See evidence artifact: CIP-007-R1-L11-04 Evidence-CEILpdf.
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retention of tracking records that support the performance of tests of patches. As a

result, was not in compliance with the CIP Reliability Standard CIP-007-6
Requirement R2.

Pertinent Guidance

CIP-007-6 R2 requires Responsible Entities to implement one or more
documented process(es) that (2.1) have a patch management process for tracking,
evaluating, and installing cyber security patches for applicable Cyber Assets; (2.2)
at least once every 35 calendar days, evaluate security patches for applicability
that have been released since the last evaluation; (2.3) within 35 calendar days of
the evaluation completion, take one of the following actions: (a) apply the
applicable patches, (b) create a dated mitigation plan, or (c) revise an existing
mitigation plan; and (2.4) implement any mitigation plans.

Background
[CEII]

24 See evidence artifact: CIP-007-R2-L.1-01 Evidence-CEII at 27.
25 See evidence artifact: CIP-007-R2-L1-01 Evidence-CEII at 6, section

5.2
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with its documented operating processes. Moreover, - did not provide
documentation to support its past performance of tests of patches on test machines
prior to deployment in the production environment.

[CEII] CIP-007-6 R2 1'equi1‘es- to implement a process to track,
evaluate, and install new security patches for applicable Cyber Assets. - did
not test its patches prior to uploading them in the production environment.
Consequently, the company did not appropriately assess the applicability of new
security patches for Cyber Assets. Furthermore, - did not maintain records on
the results of tests of cyber security patches it installed. As a result of the lack of
records, was unable to provide evidence to prove compliance with the
tracking requirement of the standard.

CIP-007-6, Requirement R3 - Malicious Code Prevention
CEII

Pertinent Guidance

CIP-007-6 R3 requires Responsible Entities to implement one or more
documented process(es) that (3.1) deploy method(s) to deter, detect, or prevent
malicious code; (3.2) mitigate the threat of detected malicious code; and (3.3) for
those methods that use signatures or patterns, have a process for the update of the
signatures or patterns for High or Medium Impact BES Cyber Systems and their
associated (1) Electronic Access Control or Monitoring Systems (EACMS), (2)
Physical Access Control Systems (PACS), and Protected Cyber Assets (PCA).

Background
CEII
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CIP-007-6, Requirement R4 - Security Event Monitoring

28 Intrusion Prevention Systems and Intrusion Detection Systems are
devices or software applications that monitor and protect a network.

2% Electronic Security Perimeter is a CIP Reliability Standards and NERC
Glossary defined term for the logical border surrounding a network to which BES
Cyber Systems are connected using a routable protocol.

30 See evidence artifact: Attachment A — CIP Version 5 Evidence Request
G 22 16 x1sx.
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Pertinent Guidance

CIP-007-6 R4.1 requires Responsible Entities to log events at the BES
Cyber System level (per BES Cyber System capability) or at the Cyber Asset level
(per Cyber Asset capability) for identification of, and after-the-fact investigations
of, Cyber Security Incidents that include, as a minimum, each of the following
types of events: (R 4.1.1) detected successful login attempts; (R 4.1.2) detected
failed access attempts and failed login attempts; and (R 4.1.3) detected malicious
code.

Background
CEII

CIP-007-6, Requirement RS - System Access Control

did not properly identify individuals who had authorized access to

shared accounts. In addition, did not file a TFE for its device,
nor demonstrate its implementation of compensating and/or mitigating measures
. As aresult,

Pertinent Guidance

CIP-007-6 RS requires each Responsible Entity to implement one or more
documented process(es) that have (R5.1) method(s) to enforce authentication of
interactive user access, where technically feasible; (RS5.2) identify and inventory
all known enabled default or other generic account types, either by system, by
groups of systems, by location, or by system type(s); (R5.3) identify individuals
who have authorized access to shared accounts; and (R5.7) where technically

Md.
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feasible, either: (1) Limit the number of unsuccessful authentication attempts; or
(2) Generate alerts after a threshold of unsuccessful authentication attempts.

Background

implementation of Interactive Remote Access (IRA) relies heavily
upon Active Directory (AD).*? Audit staff analyzed a list ofi AD groups that
received remote access to Cyber Systems and Assets. For each group,
stated whether members of the group had corresponding equivalent access
approval roles 1n its and provided the name of the role.* -
admitted that no access role existed for the AD group listed as “Domain
Admin” in the Domain.** Specifically, an role for the shared
account ° was not created as part of transition to CIP version 5.
However, in accordance with the standard, individuals in Domain Admin
group should have been given access roles in the with established
authorized access limitations. addressed this 1ssue in and
submitted an updated spreadsheet to audit staff showing user access information

for the shared account ‘-35

In addition, - acknowledged that members 1n its AD group listed as
“Transmission” in the AD Domain column may not be accurately identified.
explained that it would implement procedures to correct this deficiency. -

32 Active Directory is a directory service that Microsoft developed for
Windows domain networks. A directory service provides information on what
functions or resources a user has on a communication network.

33

3* See evidence artifact: CIP-004-R4-1.13-05_ Evidence-CEILpdf at 2.

35 See evidence artifact: IM-CIP-OO4-EVD-CIP—OO4-R4-L13-05-
Domain Admin-CEII pdf.
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provided supporting documents to audit staff that indicated that- was planning
to fix the issue.*

During the site visit, - demonstrated the authentication and login for its

idevice through an intermediate system. - stated that the device
only supported a single username and password that must be shared with the
different operators, and the idevice does not support alerts for

unsuccessful attempts or have a lock out feature.

Although the _ device did not meet the requirement of CIP-
007-6 Requirement RS Part 5.7, per NERC’s Rules of Procedure (ROP), - was
required to use compensating and/or mitigating measures that achieve at least a
comparable level of security for the Bulk Electric System as would strict
compliance with the applicable requirement.*” Furthermore, - was required to
file a TFE with ior NERC that described the covered asset and the
mitigating measures.™ Audit staff discovered that- did not file a TFE for
Requirement RS Part 5.7, thus no mitigating measures were described, as required.

CIP-010-2, Requirement R2 - Configuration Monitoring

- did not have documented processes for investigating detected
unauthorized changes to baseline configurations of its BES Cyber Assets, as
required. As a result, was not in compliance with the CIP Reliabili
Standard CIP-010-2 Requirement R2.

Pertinent Guidance

CIP-010-2 R2 requires Responsible Entities to implement one or more
documented process(es) that monitor at least once every 35 calendar days for
changes to the baseline configurations, and then document and investigate
detected unauthorized changes.

Background

36 See evidence artifact: CIP-004-R4-1.13-05 Evidence-CEILpdf.

37 Appendix 4D to the Rules of Procedure for Requesting and Receiving
Technical Feasibility Exceptions to NERC Critical Infrastructure Protection
Standards, at 5-6. (Apr. 1, 2016) and at 3 (July 1, 2016).

38 Id. at 6 (Apr. 1, 2016) and 3 (July 1, 2016).
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CEII

CIP-011-2, Requirement R1 - Information Protection

did not properly identify a storage area network used to store security
configurations of its BES Cyber Assets as a BCSI Storage Location. As a result,
- was not in compliance with the CIP Reliability Standard CIP-011-2

Requirement R1.

Pertinent Guidance

CIP-011-2 R1 requires the Responsible Entity to implement one or more
documented information protection program(s) that has (R1.1) method(s) to
identify information that meets the definition of BCSI; and (R1.2) procedure(s) for
protecting and securely handling BCSI, including storage, transit, and use.

Background

CEII

¥ See evidence artifact: CIP-010-R2-L1-01 Evidence-CEILpdf at 5.

40 See evidence artifact: IM-CIP-010-EVD-Any Unauth Changes-
CEIlpdf.
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Other Risk(s) Identified
CIP Reliability Standards Documentation

Audit staff’s review of documentation used to demonstrate compliance with
the CIP Reliability Standards identified numerous areas of concern that did not
appear to involve current or ongoing violations of Reliability Standard
requirements. However, these areas of concern represent risks that could lead to
significant deficiencies in the cyber security program that could become
violations. These concerns present both security and compliance risks.

Examples include, but are not limited to, the following:

1. In BCS identification tool, audit staff found the evidence
provided did not match- documented instructional process in two
instances: (1) the power delivery process document referenced data
fields that the corresponding spreadsheets did not have;* and (2)

BCS categorization tool was not fully completed for approximately ten
percent of the assets evaluated.*? i provided corrected updates in a
subsequent data request.*

2. - used affirmations as evidence of compliance where more
substantive evidence could be used that would not be overly
burdensome.*

3. - lacked approval dates with signatures on some approval
documents.

# See evidence artifacts: (1) CIP-002-R1-L1-01 PD-CIP-002-INS-
BCS Categorization-CEIILpdf and (2) CIP-002-R1-L1-03 PD-CIP-002-EVD-
BCS List -CEII.xlsm.

# See evidence artifact: CIP-002-R1-L1-03 PD-CIP-002-EVD-
BES Asset C lass-C EIlxIsm.

# See evidence artifacts: (1) CIP-002-R1-L10-02 Narrative-CEILpdf and
(2) CIP-002-R1-L10-03 Narrative-CEILpdf.

# See evidence artifact: CIP-002-R2-L1-01_Evidence-CEILpdf.
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4. Several of PSP drawings were inaccurate or lacking in detail. For
example, the Production Lead Office and Restroom off the Control
Room at 1s not considered to be part of the PSP in
the drawings, but should have been marked as such.*® In addition, the

general office cabinets are not shown in sufficient detail in
that drawing.*

Finally, there was a drawing of a PSP,

but only half of the PSP was shaded correctly in the drawing.*

5. The assets listed within documentation did not sufficiently
correlate to the assets listed in response to audit staff’s data request
Attachment A Spreadsheet.* Different names of assets were used in
various documents, which differed from the names provided in
response to the Attachment A Spreadsheet. In addition, listed
different vendors for the same equipment, with various documents
listing one vendor and not the other.*

6. The documentation- provided supporting the exercise of its Cyber
Security Incident Response Plan did not clearly demonstrate
compliance. Specifically, audit staff is concerned that- does not
appear to have followed its documented process for reporting "events"
to the on-call information security analyst.™

%5 See evidence artifact: CIP-006-R1-L.2-04 Evidence-CEILpdf at 10.
4 See evidence artifact: CIP-006-R1-L.2-05 Evidence-CEILpdf at 16.

7 See evidence artifacts: (1) CIP-006-R1-L2-05 Evidence-CEILpdf,
drawing on page 18 of and (2) PACL.20160603.LCD.NOS515.csv.

# See evidence artifact: CIP-006-R1-1.2-08 Evidence-CEILpdf, Room
3410 at 6.

¥ See evidence artifact: CIP-007-R1-L2-01_ Evidence-CEIL.
3% For example, see page 9 of CIP-007-R1-L.2-01 Evidence-CEIL. - lists

five assets as , but within the correspondin
lists one asset as

Attachment A spreadsheet

router for PWC, three as
*1 See evidence artifact: CIP-008-R2-L.1-01 Evidence-CEILpdf.
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7. While had sufficient criteria and processes for evaluating possible
criminal history when PRAs have adverse findings, - did not
sufficiently document these criteria and processes in various instances.>

8. Various documents had minor mistakes in them, however misuse
of terms was common through all of the CIP Reliability compliance
documents. For example, documents referred to “deploying
malicious code tools” instead of "deploying malicious code detection
tools."> Another example of inaccuracies was referencing to assets that

are no longer in service.**

Recommendation 1

Conduct a thorough review of CIP Reliability Standards compliance
documentation, identify areas of improvement to include but not be limited to
instances where the documented instructional processes are inconsistent with
actual processes employed or where inconsistencies exist between documents, and
modify documentation and processes accordingly.

Staff Training of CIP Reliability Processes and Procedures

During fieldwork, audit staff identified various instances in which- staff
was not familiar with relevant details of various cyber security processes and
procedures in place, yet presented them to demonstrate compliance with the CIP
Reliability Standards. Examples include, but are not limited to, the following:

1. - staff did not have knowledge of how the Vendor- contracted to
perform background checks fori employees was sufficiently

32 See evidence artifacts: (1) CIP-004-R3-L11-04 Evidence-CEILpdf; (2)
CIP-004-R3-L11-05_ Evidence-CEILpdf; (3) CIP-004-R3-L13-03 Evidence-
CEIL.pdf; (4) CIP-004-R3-L.13-02 Evidence-CEILpdf; and (5) SV-L7-CIP-004-
01 Evidence 09.16.16.

33 See evidence artifact: CIP-007-R3-1.2-01 Evidence-CEILpdf.

3 See evidence artifacts: (1) SV-LV6-CIP-007-03 Narrative-CEII and
CIP-007-R4-113-08 Evidence-CEIL both specific to |JJldevices.
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meeting CIP standard requirements for background checks pursuant to

CIP-004-6 R3.4.%

2. When providing the list of key custodians in response to audit staff’s
data request, i staff 1dentified a key custodian for a —

who had not been identified in any previous documentation.’

During the site visit, - staff stated that the- was under

deactivation, but they were uncertain whether 1t had been deactivated

yet. Inresponse to an onsite data request about this data center,

stated that it was still in the process of being deactivated and the

network devices remaining have no production data running through the

segment.”’

Recommendation 2

Upon completion of recommendation #1, develop a comprehensive staff
training program for those processes and provide training to all relevant-
staff and contractors.

CIP-002-5.1, Requirement R1 - Identification and Categorization of
BES Cyber System

- implemented a rule on the firewall at_ in- with the
designation of “temporary.” During fieldwork, audit staff discovered the rule
remained with the designation of “temporary” nearly five years later.>

Recommendation 3

33 - 1s a private company that offers fraud deterrent/detection
services and mnvestigative and security consulting services.

¢ See evidence artifact: SV-L3-CIP-006-01 Evidence-CEILpdf.
37 See evidence artifact: SV-L7-CIP-006-02 Narrative-CEILpdf.
38 See evidence artifact: CIP-008-R1-L.15-02 Evidence-CEILpdf.

3 See evidence artifacts: (1) Pmr rulebase. pdf; (2) IM-CIP-005-EVD-
PRM Change Ticket 71722-CEILpdf; (3) IM-CIP-005-EVD-PMR-CFW-
09132016 Logs-CEIILxls; and (4) IM-CIP-005-EVD-PMR-CRW-
09142016 Logs-CEILxlIs.
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Modify firewall policies and procedures to define the term ‘temporary’ to
include parameters around the use of the “temporary” designation, e.g., review
temporary designations within a specific timeframe.

CIP-004-6, Requirement R4 - Access Management Program

The process used by- to import revocations of access from its SAP HR
system to 1its access management system presents the risk that access may be
revoked greater than 24 hours after the termination action, e.g. termination or
retirement, was initiated.% There is a potential gap in time between approval of a
request for termination action entered into the SAP HR system and the time the
request 1s approved in- access management system that may be greater than
the 24 hours that CIP-004-6 R5.1 allows.

Recommendation 4

Modify- access management program to start the revocation 24 hours
from the moment the revocation is entered into the SAP HR system, and not when
the revocation request is transferred to the - access management system.

CIP-005-5, Requirement R1 - Electronic Security Perimeter

practices for conducting Interactive Remote Access (IRA, or “IRA
CA”) allow for other network communications to be made during an IRA session.
Although no CIP Reliability Standard requirement directly limits other network
communications on a Cyber Asset that is conducting IRA, audit staff recommends
that all Cyber Assets that are conducting IRA have all other network access
disabled other than to the BES Cyber System they are remotely accessing, unless
for a documented business or operational need. Disabling other network access
would include disabling split tunneling if the IRA CA 1is using Virtual Private
Network (VPN) to connect to the Intermediate System, disabling dual-homing if
the IRA CA has more than one network connection, or disallowing general
internet access to minimize the overall attack surface and risk to ﬁ cyber
security posture.

Recommendation 5

Modify its CIP reliability process documents to disable all other network
access for clients of IRA, unless for a documented business or operational need.

60 See evidence artifact: CIP-004-R5-L.2-01 Evidence-CEILpdf.
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CIP-005-5, Requirement R1 - Electronic Security Perimeter

Recommendation 6

Evaluate whether the current thresholds that are used to initiate an
investigation are appropriate based on risk. If the evaluation determines that those
thresholds are not appropriate, modify the threshold based on that evaluation, and
modify the CIP reliability process documents, as appropriate.

CIP-007-6, Requirement R1 - Ports and Services

63 See evidence artifact: CIP-005-R1-L.14-03 Evidence CEII Step 1.1.1 at

12.
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Recommendation 7

Evaluate the use of the full range of ephemeral ports, and based on the
evaluation, limit the range of ports that are open, as appropriate, ensuring that the
limit would not affect normal and/or emergency operations.

CIP-007-6, Requirement R3.1 - Malicious Code Prevention

6% An ephemeral port is a short-lived transport protocol port for Internet
Protocol (IP) communications allocated automatically from a predefined range by
the IP stack software. An ephemeral port is typically used as the port assignment
for the client end of a client—server communication to a well-known port on a
Server.

65

66 See evidence artifact: CIP-007-R3-L.2-01_ Evidence-Supplemental at 4.

67

6% See evidence artifact: CIP-007-R3-L2-01_ Evidence-Supplemental at 3.
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Recommendation 8

CEII

CIP-007-6, Requirement R4 - Security Event Monitoring

Recommendation 9

1 See evidence artifact: CIP-007-R3-L.12-05 Evidence-CEII at 1.

2.

73 See evidence artifacts: (1) CIP-007-R4-L13-03 Narrative-CEII and (2)
CIP-007-R4-L1-01_Evidence-CEII [
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CIP-007-6, Requirement RS - System Access Control

Audit staff requested the policy, procedures, and processes for limiting the
number of unsuccessful authentication attempts and the threshold of unsuccessful
authentication attempts for generating alerts for Information Management
(IM) business unit. procedures covering the system access control
requirements of CIP-007-6 R5.7 are governed by a document called CS-CIP-007-
PRO PACS-CEIL™ However, audit staff discovered that the document only
covers PACS.” Audit staff noted that- did not have any Medium
Impact assets at its Control Centers, but referenced

, In 1ts
documentation.”® Audit staff informed that the supplied documentation did
not address this requirement for these business units. ﬁ responded that although
the system controls for limiting the number of unsuccessful authorization attempts
or alerting for unsuccessful authentication are in effect, the procedure does not
specifically address these control measures.”” It is an unnecessary risk to not limit
the number of unsuccessful authorization attempts.

Recommendation 10

Incorporate system controls for limiting the number of unsuccessful
authorization attempts or alerting for unsuccessful authentication into its
documented policies and procedures.

CIP-010-2, Requirement R1 - Configuration Change Management

Audit staff discovered that policies and procedures allow its staff to
connect to its BES Cyber Systems using corporate laptops that have the ability to
connect to non-BES Cyber Systems outside of ESP. The CIP Reliability

74 See evidence artifact: CIP-007-R5-L.1-01 Evidence-CEIlLpdf at 176 —
193.

> CIP-007-6 R5.7 should cover all High- and Medium- Impact BES Cyber
Systems and their associated (1) EACMS; (2) PACS; and (3) PCAs. PACS are
Physical Access Control Systems.

76 See evidence artifact: CIP-007-R5-L1-01 Evidence-CEILpdf.

77 See evidence artifact: (1) CIP-007-R5-L.14-11 Evidence-CEILpdf and
(2) CIP-007-R5-L1-01 Evidence-CEILpdf.
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Standards define the connection of such a device as a Transient Cyber Asset,
which 1s a Cyber Asset that (1) 1s capable of transmitting or transferring executable
code, (i1) 1s not included in a BES Cyber System, (ii1) 1s not a Protected Cyber
Asset (PCA), and (1v) 1s directly connected (e.g., using Ethernet, serial, Universal
Serial Bus, or wireless, including near field or Bluetooth communication) for 30
consecutive calendar days or less to a BES Cyber Asset, a network within an ESP,
or a PCA. During fieldwork, - explained that the connecting corporate laptops
are only temporary, i.e., may be used for no more than 30 days. However, audit
staff is concerned that these Transient Cyber Assets may have network
connectivity outside of the ESP with non-BES Cyber Systems while connected to
a BES Cyber System, increasing the potential attack surface on- system and
presenting unnecessary risk to ipcyber security posture.

Recommendation 11

Modify its policies and procedures over employee use of Transient Cyber
Assets to ensure that all such assets do not have network connectivity outside of
the ESP with non-BES Cyber Systems while connected to a BES Cyber System.

CIP-010-2, Requirement R1 - Configuration Change Management

CIP-010-2 R1.1.4 requires - to perform a baseline configuration of open
ports and services of its BES Cyber Systems. - procedure for baselining
details how an- employee should acquire a list of open ports and services for
- BES Cyber Systems. However, procedure did not specify the
appropriate steps to be taken when open ports and services are discovered that do
not match a previous baseline or that are specifically required by its vendor.”®
During fieldwork, - staff stated that their documentation is lacking and can be
improved in this area. In addition, documentation did not specify whether
an investigation would result from a large discrepancy discovered between the old
baseline and the new scan. Audit staff is concerned with the lack of detail in
- procedures across its business units, presenting an unnecessary risk that an
investigation would not be triggered if a new baseline resulting from a scan
contained undocumented changes.

Recommendation 12

Reexamine its procedures to ensure discrepancies in open ports and
services are investigated for instances where there 1s an undocumented variance
between the baseline and the new scan.

78 See evidence artifact: CIP-010-R1-L1-01 Evidence-CEILpdf at 35.
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CIP-010-2, Requirement R2 - Configuration Monitoring

Recommendation 13

The IM business unit should modify the script to add the date which the
comparison was performed within the output file so a future auditor can better
assess the evidence.

CIP-010-2, Requirement R3 - Vulnerability Assessments

processes and procedures for conducting cyber-vulnerability
assessments (CVA) rely upon a template for each business units to follow.
During fieldwork, audit staff discovered that the content and implementation of
the template varied among each business unit, which resulted in differing
approaches to each CVA.® Audit staff believes that - should coordinate the
performance of CVAs among business units to ensure continuity and completeness
of the assessment.

Recommendation 14

™ See evidence artifact: IM-CIP—OIO-EVD-Baseline_-C EILpdf.
8 Ibid.
81 Ibid.
52 Ibid.

83 See evidence artifact: CIP-010-R3-L1-01 Evidence-CEILpdf.
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Evaluate its processes and procedures for conducting CVAs, and consider
enhancing such processes and procedures to increase the coordination among
business units, where practicable.

CIP-011-2, Requirement R1.1 - Information Protection

rocesses and procedures for identifying BCSI should be improved.
Although had a clear description of what information should be identified as
BCSI, did not have a documented process for its employees to follow and
instead relied solely on employee training for proper identification. In addition,
Information Protection Program fell short of including the guidance listed
in the NERC CIPC document, “Security Guideline for the Electricity Sector:
Protecting Sensitive Information.” %

Recommendation 15

Enhance its documented processes and procedures for identifying BCSI,
taking into consideration the NERC CIPC document, “Security Guideline for the
Electricity Sector: Protecting Sensitive Information.”

CIP-011-2, Requirement R1.2 - Information Protection

documented procedures for conducting its review of BCSI
classification should be improved. - procedures are focused on reviewing
BCSI that reside within defined BCSI storage locations. - explained that this
procedure would partially identify documents not properly classified, but
conceded it would miss documents not stored in defined BCSI storage locations.®

Recommendation 16

Enhance its documented procedures for reviewing BCSI classification to
include information that is not stored in defined BCSI storage locations.

CIP-002-5.1, Requirement R1 - Identification and Categorization of
BES Cyber System

CIP-002-5.1 exists as part of a suite of CIP Reliability Standards related to
cyber security that requires a minimum level of organizational, operational and
procedural security controls to mitigate risk to BES Cyber Systems, and in doing

84

http://www.nerc.com/comm/CIPC/Protecting%20Sensitive%20Information%20G
uideline%20Task1/Protecting%20Sensitive%20Information%20Guideline%20(PS
IGTF).pdf

85 See evidence artifact: CIP-011-R1-L13-03 Evidence-CEILpdf.
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so mitigate risk to the BES. Correct implementation of CIP-002-5.1 requirements,
including the initial identification and categorization of BES Cyber Systems
supports the appropriate protections, as required by the other CIP Reliability
Standards, against compromises that could lead to misoperation or instability in
the BES.

CEII

87 Real Power is the portion of electricity that supplies energy to the Load,
where Load is an end-use device or customer that receives power from the electric
system.

88 Per CIP-002-5.1, Attachment 1, Criteria 2.1 a requirement for a Medium
Impact BES Cyber System 1s “[f]or each group of generating units, the only BES
Cyber Systems that meet this criterion are those shared BES Cyber Systems that
could, within 15 minutes, adversely impact the reliable operation of any
combination of units that in aggregate equal or exceed 1500 MW 1n a single
Interconnection.”
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Recommendation 17

CIP-002-5.1, Requirement R1 - Attachment 1 Criteria 1.4
Identification and Categorization of BES Cyber System

CEII

Recommendation 18
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IV. Post-Audit Activities

The Possible Violations identified above in Section IIT will be referred for
rocessing by , and-, as applicable, in accordance with
ROP. The ORIs will be processed by audit staff. We further recommend
that and- coordinate the development and submittal of the

following to audit staff for review:

1. A plan for implementing audit staff’s ORI recommendations.
should provide this plan within 30 days after the final audit report 1s
1ssued.

2. Quarterly reports describing progress in completing each corrective

action recommended in the final audit report. - should make these
nonpublic quarterly filings no later than 30 days after the end of each
calendar quarter, beginning with the first quarter after submission of the
implementation plan, and continuing until all recommended corrective
actions are completed.

3. Copies of any written policies and procedures developed in response to
the recommendations in the final audit report. These documents should
be submitted for review in the first quarterly filing after the products are
completed.
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Reliabilit Mitization Date Regional Entity
NERC Violation ID y Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery g . Verified Completion of
Standard Completion Date e ae
Mitigation
07/01/2016
(ool dteof Smdrdwhe | 32501
] CIP-004-6 Part | Medium Severe Y properly (when the Entity completed the | Audit 02/28/2018 10/25/2018
required documentation of e
3.4 . mitigation plan)
personnel risk assessments (PRA)
that were performed)

Description of the Violation (For purposes of this
document, each violation at issue is described as

a “violation,” regardless of its procedural violation of CIP-004-6 R3, Part P3.4.
posture and whether it was a possible, or

confirmed violation.) The Entity neither admits | The Entity did not properly retain required documentation of personnel risk assessments (PRA). The Entity did not have an attesting affidavit for one contractor identified_
nor denies any of these statements or that they | In addition, the company did not verify the performance of attestations (P3.4) associated with PRAs performed by contractors.

was in violation of CIP-004-6 R3. The Region later determined the Entity was specifically in

constitute a violation.
During a review of evidence provided, the_ discovered instances where the Entity failed to follow its required documented procedure to acquire and retain documentation supporting the
performance of PRAs conducted by its contractors. The documented program required the Entity to obtain and retain an affidavit from the contractor company attesting that the contractor company had
performed a required PRA for contractor personnel seeking CIP access.

As of August 19, 2016, the Entity had_with access to protected Cyber Assets. Since no contractor processes for conducting PRAs were verified, this would conclude
that just over 11% of those with Cyber Asset access had not been properly vetted as required.

Post audit, the Entity conducted an extent of condition assessment to determine the scope of this violation. The Entity did not discover any additional instances of noncompliance where it did not retain
proper PRA documentation.

The root cause of this violation was inadequate procedures. No Entity staff were actively involved in verifying the assessment criteria or results, and the completion of the PRA was only verified through
a signed affidavit by the contractor conducting the assessment. Additionally, the Entity failed to implement the flawed procedure, which required the Entity to obtain and retain signed affidavits for
completion of contractor PRAs.

Risk Assessment This violation posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to verify the performance of attestations associated with PRAs performed by contractors and retain appropriate documentation could lead to inappropriate access by
unqualified individuals with malicious intent being granted to High Impact BES Cyber Systems and potentially miss refreshes of PRAs on required dates. This inappropriate access could have allowed
malicious actions to occur causing damage resulting in possible disruptions or load losses to occur potentially degrading the BPS and create a condition where a broad and cascading outage could occur.

This risk was reduced because the Entity’s contract companies were performing PRAs using a set of criteria specified in the supplemental terms and conditions for each agency to conform with the
requirements of the Standard.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) developed an enterprise wide PRA procedure for verifying contractor and service vendor background checks and reviewed and revised, as needed, program documentation associated with PRAs for
contractors and service vendors;

2) developed and documented controls to ensure contractor and service vendor PRA process was implemented and documented,

3) developed a training program for contractor and services PRAs;

4) implemented updated PRA procedure;

5) performed an extent of condition assessment; and

6) added "training" section to the PRA procedure that defined who would be required to take training on the PRA process.

_ “the Region”) Confidential Settlement Agreement CIp
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- e e Date Regional Entity
NERC Violation ID Reliability Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery Mltlgatlc?n Verified Completion of
Standard Completion Date e ae
Mitigation
07/01/2016
(ool dteof Smdrdwhe | 32501
] CIP-004-6 Part | Medium Severe - Propery (when the Entity completed the | Audit 02/28/2018 10/25/2018
required documentation of e
3.4 . mitigation plan)
personnel risk assessments (PRA)
that were performed)
Other Factors The Region considered the Entity’s CIP-004-6 (R3) compliance history in determining the penalty. The Region determined that the Entity's compliance history should not serve as a basis for a
the facts and circumstances are different.
_ “the Region”) Confidential Settlement Agreement CIp
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Reliability Mitization Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery g . Verified Completion of
Standard Completion Date e e
Mitigation
07/01/2016
(enforceable date of Standard when | 03/05/2018
R4 the Entity did not have sufficient (when the Entity corrected the
_ CIP-004-6 Part Medium Moderate contr"ols over the.dlstrlbutlon of access and tracking issues, updated Audit 03/05/2018 10/25/2018
a1 physical keys, which led to the the procedures to prevent
' improper provisioning of physical reoccurrence, and trained
keys to employees without appropriate personnel)
authorization)

Description of the Violation (For purposes of this
document, each violation at issue is described as
a “violation,” regardless of its procedural
posture and whether it was a possible, or The Entity did not have sufficient controls over the distribution of physical keys, which led to the improper provisioning of physical keys to employees without authorization.
confirmed violation.) The Entity neither admits
nor denies any of these statements or that they | During the audit, the audit team found the Entity key administrator (the individual responsible for distribution of physical access keys to individuals with authorized unescorted physical access), was not
constitute a violation. authorized for access to the PSPs that the physical access keys controlled. The Entity later informed the Region that the key administrator did have authorized unescorted access permissions.

was in violation of CIP-004-6 R4. The Region later determined that the Entity was in violation of CIP-004-6 R4 Part 4.1.

Additionally, during observations of work practices after analyzing the Entity’s access management policies and procedures, the audit team found that the Entity did not track access or review access for
the domain administrator accounts to Bulk Electric System Cyber System Information (BCSI). The Region determined the Entity’s failure to track or review access to the domain accounts of this violation
was best suited to be addressed under‘ (CIP-007-3a R5).

The Entity completed an extent of con

dition with the following results:
1) For substations, the Entity had—. The Entity reported that the key assessment inventory portion of the extent

of condition efforts found all personnel assigned a key had a key, but some keys were noted as not being in circulation and being in inventory but could not be located.

2) In power plants and the Entity noted no anomalies during the assessment.

3) In control center and data center environments,
assessment.

4) The Entity identified one (1) instance where the key administrator assigned a physical access key for facilities containing High Impact BCSs to an individual who was authorized for unescorted
physical access; however, this key was provided to an unauthorized project manager employee to hand-deliver to the authorized individual at the back-up control center. Approximately five
hours later, on the same day, the project manager delivered the key to the authorized individual.

, and the Entity noted no anomalies during the

The root cause for this violation was identified as insufficient procedures that lacked specific details on how to manage physical access keys.
Risk Assessment This violation posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).

The failure to properly assign and track physical keys used for physical access to facilities containing high impact BCSs and BCSI could permit unauthorized individuals to obtain access and provide an
opportunity for actions, either malicious or unintentional, to affect operations or BPS operations.

The unauthorized project manager employee was an employee in good standing, with a valid PRA, who had been with the Entity for over eleven years.

This risk was reduced, however, as any access made using a physical access override key at any sites containing medium or high BCSs would result in a forced entry alarm to corporate security for
immediate assessment. Further, full time, armed security staff secure the facilities containing High Impact BCSs.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:
1) created a new role in the_ for an ‘the Admin ID’ within the the Entity’s_ domain;
_ “the Region”) Confidential Settlement Agreement CIp




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION
CONFIDENTIAL

I - ctity) - NOC-2623 $1,000,000

Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery . Verified Completion of
Standard Completion Date e e
Mitigation
07/01/2016
(enforceable date of Standard when | 03/05/2018
RA. the Entity did not have sufficient (when the Entity corrected the
_ CIP-004-6 Part Medium Moderate controls over the'dlstrlbutlon of access and tracking issues, updated - 03/05/2018 10/25/2018
a1 physical keys, which led to the the procedures to prevent
improper provisioning of physical reoccurrence, and trained
keys to employees without appropriate personnel)
authorization)
2) removed “physical” keys from the_ custodian who did not have authorized unescorted physical access to the PSPs. Documented by area, the transfer of “physical” keys to the Area
Access Managers (AAMs) in the area “physical” key control log. Compared Area Access Managers (AAMs) “physical” key control logs to il custodian “physical” key control log to ensure all “physical” keys
are logged.
3) validated Information Technology (IT) “physical” key custodians, their “physical” key custodian roles, and the “physical” key distribution process. Ensured roles were created to manage IT “physical”
keys. Validated IT “physical” key custodians have authorized unescorted physical access to the PSPs under their responsibility. Revised “physical” key authorizations and “physical” key distribution
process.
4) created separate roles in ﬁVeriﬁed that no CIP access role in- provides both physical and Cyber Asset access.
5) updated the “physical” key distribution procedure for ;
6) performed an extent of condition assessment;
7) held a training session on management’s expectations, responsibilities, and the updated procedure for managing access to “physical” keys with AAMs that are assignedqs;
8) verified that-roles exist fo for those responsible for managing “physical” keys. Create_ roles for “physical” keys in
9) trained “physical” key custodians on the responsibilities associated with CIP access verification process for controlling “physical” keys;
10) revised and implemented the IT “physical” key control procedure. Documented the approved “physical” key custodians. Revised the IT “physical” key distribution process to confirm that it includes a
statement that “physical” keys are only provided to individuals with authorized unescorted physical access to PSPs and are assigned the “physical” key custodian role in EAMS. Revised documentation for
“physical” key authorizations and distribution to include control processes.
11) remediated any discrepancies found in the Extent of Condition performed in milestone 6;
12) reviewed initial root causes identified during the development of Mitigation Plan, and verify that corrective measures have been implemented for root causes and contributing factors. Document if
additional root causes or contributing factors were found through implementation of corrective measures; and, document any additional preventive or detective controls identified that need to be
implemented.
13) created an enterprise-wide “physical” key management process for Medium and High Impact PSPs; and
14) trained and implemented the newly created enterprise-wide “physical” key distribution documentation. Trained “physical” key custodians on the new enterprise-wide “physical” key distribution
process. Implemented the new enterprise-wide “physical” key distribution process and retire the individual Business Unit’s processes.
Other Factors The Region considered the Entity’s CIP-004-6 (R4) compliance history an aggravating factor in determining the penalty.
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Date Regional Entity
Verified Completion of
Mitigation

Reliability
Standard

Mitigation

NERC Violation ID ]
Completion Date

Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery

07/01/2016
(enforceable date of Standard when
the Entity permitted unnecessary

. inbound and outbound 9/18/2018

_ . communication through an . .
CIP-005-5 Part Medium Severe Electronic Access Point (EAP) to its (V\{hen ’Fhe Entity completed the Audit 9/18/2018 5/8/2019
1.3 mitigation plan)

high and medium impact BCSs
without maintaining documentation
supporting the reason it granted the
communication access)

Description of the Violation (For purposes of this
document, each violation at issue is described as
a “violation,” regardless of its procedural
posture and whether it was a possible, or The Entity permitted Internet Control Message Protocol (ICMP) inbound and outbound communications through an Electronic Access Point (EAP) to its high and medium impact Bulk Electric System
confirmed violation.) The Entity neither admits Cyber Systems (BCSs) without maintaining documentation supporting the reason it granted the communication access.

nor denies any of these statements or that they
constitute a violation. The Audit team observed the Entity subject matter experts use ICMP to communicate from within the Electronic Security Perimeter (ESP) to multiple external servers. The Entity could not provide the
Audit team documentation supporting or documenting the need for having such inbound and access permission enabled.

was in violation of CIP-005-5 R1. The Region later determined the Entity was specifically in violation of CIP-005-5 R1, Part 1.3.

The Entity conducted an extent of condition assessment to establish scope of this violation for the specific ICMP aspect. Out of. high and medium impact EAPs in service, the Entity identified two (2)
high impact and seven (7) medium impact EAPs as needing the ICMP rule disabled. For those other EAPs where ICMP was determined to be necessary, the Entity documented justification for the inbound
and outbound access permissions.

The root cause of this violation was insufficient procedures that lacked the granularity necessary to ensure that access rules had the need and reason clearly documented. A lack of clear guidance within
the procedures allowed for multiple failures of this type, where the subject matter experts would either not address the potential access permissions on EAPs or manage the EAP configurations through
their professional judgment and experience.

Risk Assessment This violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to document the business need for allowing ICMP access both inbound and outbound could have allowed unknown personnel the ability to determine the existence of
hosts within the protection of the ESP. Such information could allow an intruder to make use of such information in a Cyber attack and could increase the number of attack vectors to BCSs within the
Entity's networks (i.e., ESP).

The risk was reduced because the Entity secured the BCSs within an established ESP and PSP, both with real-time monitoring and alerting.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) performed an extent of condition to mitigate ICMP non-compliance deficiencies identified in the audit report for Medium Impact BCS EAPs;

2) performed an extent of condition to mitigate ICMP non-compliance deficiencies identified in the audit report for High Impact BCS EAPs;

3) updated the current EAP rule guidelines for Medium and High Impact BCSs;

4) performed an extent of condition to develop a complete inventory list of existing documentation. The inventory of documentation will include policies, procedures, work instructions, drawings,
implementation evidence templates, and business justification for BCS EAP rules;

5) performed an extent of condition of all the High Impact BCS EAPs, which will include those used in the performance of the_ to identify “high risk”, per the
guidelines developed in milestone 3, and classified each into categories;

6) performed an extent of condition to identify and document all inbound and outbound access permissions and denials and the associated business justification for all High and Medium Impact EAPs;
7) performed an extent of condition to determine whether all High and Medium Impact BCAs, (and their associated Protected Cyber Assets (PCAs)), reside within an ESP, and all external connectivity is
through an EAP that is identified on an ESP diagram;
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Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery . Verified Completion of
Standard Completion Date e ae
Mitigation
07/01/2016
(enforceable date of Standard when
the Entity permitted unnecessary
RL. inbound ?ni ouil:;joundh 9/18/2018
. communication through an . .
_ CIP-005-5 za3rt Medium Severe Electronic Access Point (EAP) to its mzz:g:s E?at:)y completed the Audit 9/18/2018 5/8/2019
' high and medium impact BCSs
without maintaining documentation
supporting the reason it granted the
communication access)
8) worked with the inventory report from the extent of condition in Milestone 4, IT determined how the evidence should be structured, and how the implementation evidence template will be a
repeatable, sustainable process;
9) used the inventory list from the extent of condition in Milestone 6, and the guidance documentation and template(s) created in Milestone 8, to determine which firewall rules and business
justifications, (inclusive of those related to temporary rules), meet the requirements listed within the guidance document.
10) used the identified BCS EAP inventory list for all High and Medium Impact BCS at Control Centers, perform an extent of condition to verify that there is at least one method of detecting malicious
communication for all inbound and outbound communications;
11) performed a Root Cause Analysis;
12) created comprehensive enterprise-wide Policies, Procedures and Work Instructions for current and new ESPs and/or devices;
13) developed training for new and updated documentation and implementation evidence templates, and provide training to Personnel;
14) communicated to all SMEs and users, information about the new or updated policies, procedures and work instructions; and
15) corrected any deficiency found in previous milestones.
Other Factors The Entity’s CIP-005-5 (R1) compliance history was not an aggravating factor in determining the penalty.
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Date Regional Entity
Verified Completion of
Mitigation

Reliability
Standard

Mitigation
Completion Date

NERC Violation ID Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery

07/01/2016
(enforceable date of Standard when

. the Entity did not implement two or 10/10/2017

e CIP-006-6 Part | Medium Severe more different physical access (when the Entity completedthe | Audit 10/10/2017 10/25/2018
13 controls to allow unescorted mitigation plan)
' physical access into the foyer of the g P

LBCC Physical Security Perimeter
(PSP) as required by the Standard)

Description of the Violation (For purposes of this
document, each violation at issue is described as
a “violation,” regardless of its procedural
posture and whether it was a possible, or The Entity did not implement two or more different physical access controls to restrict unescorted physical access into the foyer of th_ which was classified by the
confirmed violation.) The Entity neither admits Entity as a part of a Physical Security Perimeter (PSP).

nor denies any of these statements or that they
constitute a violation. During site visits conducted during the audit, audit team observed an emergency exit door permitted access into the- when an emergency ‘request-to-access’ button on the exterior of the PSP door
was pressed. The Entity modified the designated PSP by removing the door from the PSP description because the door at issue only provided access to the atrium area.

was in violation of CIP-006-6 R1. The Region later determined the Entity was specifically in violation of CIP-006-6 R1. Part 1.3.

After the audit concluded, using its CIP-002 BCS list, the Entity conducted an extent of condition assessment to establish the scope of this violation. The Entity’s corporate security staff conducted a
physical walk down of all PSPs to compare the actual design noted in the physical security plan to the ‘as built’. Specifically, for each PSP access point, the Entity looked for any design where someone
could access a PSP through the activation of an emergency exit method from outside of the PSP egress door. The Entity did not find any additional instances.

The root cause for this violation was a lack of clarity in its physical security plan and inadequate procedures for how the Entity should implement access control and management, particularly in unique or
complicated facilities.
Risk Assessment This violation posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).

The Entity’s failure to properly configure an egress only request-to-exit option could have permitted an individual with malicious intentions to gain access into a PSP from the exterior and impact local
operations or affect operations of the BPS.

The risk was reduced, however, because the door at issue had a loud audible siren, which would sound when the request-to-exit button was activated. Additionally, the foyer, which was a part of a PSP
identified by the Entity, contained no BCSs or BCAs, and was an area that although identified as a part of the PSP, should have been removed from the diagram. Other PSP doors leading from the
foyer into the backup Control Center and computer room were secured with two factor access controls. This ensured access to access BCSs or BCAs were protected at all times. The effort to remediate
this issue was to re-draw the boundaries eliminating the foyer from the PSP.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) updated the PSP at the site to remove the foyer area. The Responsible Entity’s Business Unit (BU) will remove the foyer door programming from the Physical Access Control System (PACS).
Following this change, the Security Operations Center will no longer monitor the foyer as a PSP,

2) revised/updated the PSP drawing for the to properly illustrate the foyer area and its authentication controls;

3) reviewed each High Impact PSP design by conducting a walkdown to ensure no entry by key core, push button, etc., into the PSP from an egress only door;

4) corrected any egress only doors that allow entry into a High Impact PSP found during walkdown in Milestone 3;

5) reviewed Enterprise-wide Physical Security Plan to determine whether design expectations related to egress only doors are described within the Physical Security Plan;

6) conducted training on the design expectations for egress only doors;
7) revisedﬁProcedure to include instructions that physical security drawings should be reviewed as part of a_ walkdown, discussed with the BU any changes

or modifications that may have been made prior to the walkdown, and documented exceptions identified during the walkdown; and
5 tranec R - .o I oo

Other Factors The Entity’s CIP-006-6 (R1) compliance history was not an aggravating factor in determining the penalty.
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Date Regional Entity

NERC Violation ID Reliability Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery Mltlgat"?n Verified Completion of
Standard Completion Date e e
Mitigation
03/01/2015
(when the Entity did not properly
maintain complete visitor access
o1 ;on‘troltlogsEfo: ? Phy:ﬂc'al Security 12/15/2017
e CIP-006-3c 7| Medium Severe erimeter. Entries missing were (when the Entity completedthe | Audit 01/01/2018 10/25/2018

R1.6.1 related to missing exit times, lack of
properly identifying am/pm on
entered time, and missing
signatures from either the escort or
visitor)

Description of the Violation (For purposes of this —_
document, each violation at issue is described as was in violation of CIP-006-3c R1.6.1.

a “violation,” regardless of its procedural
posture and whether it was a possible, or During a review of evidence provided, the_ discovered several instances where the Entity failed to record the exit time for visitors from the Physical Security Perimeter (PSP).
confirmed violation.) The Entity neither admits
nor denies any of these statements or that they | After the audit concluded the Entity conducted an extent of condition assessment to establish the scope of this violation. Each business unit responsible for access at each specific facility assessed PSP

constitute a violation. visitor logs from between March 2015 to December 2016. The Entity assessed pages of monthly and found instances where the individual log entries were incomplete and in violation across
the CIP enterprise. Most of the failures involved not capturing the a.m. or p.m. or documenting the exit time of the visitor.

mitigation plan)

The root cause of this noncompliance was inadequate processes and internal controls for reviewing logs, and deficient training of escorts.
Risk Assessment This violation posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).

The Entity’s failure to properly maintain visitor logs for access and egress from the PSP could lead to an unattended visitor remaining within a PSP and could hinder any forensic investigation to a cyber
security event or occurrence since it would be difficult to know who was within the PSP and had access to BCAs without proper record keeping.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) evaluated the process for reviewing visitor access logs and identified enhancements that needed to be incorporated, including creating new controls and strengthening existing controls;

2) reviewed the process for signing visitors in and out of PSPs. Reviewed the process that is utilized by those who have authorized unescorted physical access; and, identified enhancements that needed
to be incorporated including creating new controls and strengthening existing controls;

3) performed an extent of condition analysis by reviewing visitor log entries to all PSPs;

4) modified visitor log process for signing visitors in-and-out of PSPs, and incorporated enhancements identified in Milestones 1 and 2 into the modified process;

5) reviewed the PSP visitor logs and identified all instances where the escort can correct deficient log entries missing required data, and close out the missing log entries; and

6) administered training with the employees and independent contractors who are responsible for monitoring, managing and reviewing visitor logs according to the revised processes.

Other Factors The Entity’s CIP-006-6 (R2) compliance history was not an aggravating factor in determining the penalty.
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Reliabilit Mitigation Date Regional Entity
NERC Violation ID y Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery g . Verified Completion of
Standard Completion Date e an
Mitigation
12/19/2013
docament s naod 1o have logiea | /1712018
e CIP-007-3a | R2. | Medium High , g (when the Entity completedthe | Audit 8/17/2018 5/8/2019
network accessible ports enabled mitigation plan)
for certain of its BES Cyber Assets g P
(BCAs))

Description of the Violation (For purposes of this
document, each violation at issue is described as
a “violation,” regardless of its procedural
posture and whether it was a possible, or The Entity did not properly document its need to have logical network accessible ports enabled for certain of its BES Cyber Assets (BCAs). In addition, the Entity did not properly document that certain of
confirmed violation.) The Entity neither admits its BCAs did not have a provision for disabling or restricting logical ports nor did it file a Technical Feasibility Exception (TFE) to document the mitigating measures for these BCAs.

nor denies any of these statements or that they

constitute a violation. The Entity, across its entire CIP enterprise, had [N
. After the extent of condition assessment concluded, the Entity identified: two open ports and services on the GPS clock Cyber Asset without justification having the
potential to impact .

was in violation of CIP-007-6 R1. The Region later determined that the violation extended back to CIP-007-3a R2.

The root cause for this noncompliance was inadequate processes including a lack of controls to ensure it enabled only logical network accessible ports and services deemed necessary, gathering of
appropriate vendor documentation to support when they could not be technically disabled or filed in an appropriate TFE.
Risk Assessment This violation posed a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to document the need and justification for all open ports and services could present an opportunity for unneeded and potentially vulnerable ports and services to be
available for exploit by an individual with malicious intent. Additionally, failure to document when unnecessary port and services could not be disabled nor file an appropriate TFE leaves those open ports
and services open without providing appropriate mitigation and creates an opportunity for unneeded and potentially vulnerable ports and services to be available for exploit by an individual with
malicious intent. Both could impact BCS and the operation of the BES.

The risk was reduced because all BCSs were protected in Electronic Security Perimeters and the Entity needed all the ports and services involved but failed to document justification.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) created an inventory list of policies, standards, procedures, and work instruction documentation for ports and services currently in effect;

2) developed an inventory list of all existing ports and services implementation evidence templates not previously identified in milestone 1;

3) determined the sustainability of existing ports and services implementation evidence templates in the inventory list created in milestone 2;

4) evaluated the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for ports and services;

5) performed an extent of condition of all enabled ports and services are documented for all applicable devices;

6) performed an extent of condition analysis to identify possible Root Cause(s) using the inventory of documentation and devices that were identified during execution of Milestones 1, 2, and 5. Possible
Root Cause(s) will be identified.

7) performed a Root Cause Analysis to determine Root Cause(s) and contributing factor(s);

8) developed a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis in milestone 7;

9) developed enterprise-wide documentation for ports and services;

10) determined Roles and Responsibilities. Identified ownership of devices by BU to ensure coverage for all ports and services;

11) reviewed the results of Milestone 10 and The CIP Senior Manager and BU Directors will agree to the designated BU ownership of devices, and their obligation to maintain processes, evidence and
training for ports and services;

12) developed controls for ports and services documentation so that they are repeatable and sustainable. Controls for creating and maintaining all ports and service documentation, and implementation
evidence templates, will be included in the Roles and Responsibilities’ agreements developed in Milestone 11;

13) developed implementation evidence templates for ports and services. The BUs created enterprise-wide implementation evidence templates for capturing evidence for ports and services;
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Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery . Verified Completion of
Standard Completion Date e ae
Mitigation
12/19/2013
when the Entity did not properl
f:locument its n(-:led to ha\f)e |:gicZI §/17/2018
] CIP-007-3a | R2. | Medium High , (when the Entity completedthe | Audit 8/17/2018 5/8/2019
network accessible ports enabled mitigation plan)
for certain of its BES Cyber Assets
(BCAs))
14) developed training program for new and updated ports and services documentation and implementation evidence templates;
15) performed training. The BUs determined who is required to complete the training for ports and services, when and how often training is needed, how training will be scheduled and documented, and
how completed training records will be stored and managed; and
16) implemented countermeasures, updated documentation, templates, and controls.
Other Factors The Entity’s CIP-007-6 (R1) compliance history was an aggravating factor in determining the penalty.
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Date Regional Entity
Verified Completion of
Mitigation

NERC Violation ID Reliability Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery Mitigation

Standard Completion Date
12/19/2013

(when the Entity’s documented
processes of cyber security patch
management for its BES Cyber 9/28/2018
_ CIP-007-3a R3. Lower High Assets did not include procedures (when the Entity completed the Audit 9/28/2018 5/8/2019
for evaluating the applicability of mitigation plan)
new security packages prior to
installation that were consistent

with the Standard Requirements)

Description of the Violation (For purposes of this
document, each violation at issue is described as was in violation of CIP-007-6 R2. The Region later determined that the violation extended back to CIP-007-3a R3.
a “violation,” regardless of its procedural
posture and whether it was a possible, or The Entity’s documented processes of cyber security patch management for its BES Cyber Assets did not include procedures for evaluating the applicability of new security packages prior to installation
confirmed violation.) The Entity neither admits that were consistent with the Standard Requirements. Specifically, the Entity’s process neither appropriately assessed the applicability of new security patches for Cyber Assets nor provided for the
nor denies any of these statements or that they | retention of tracking records that support the performance of tests of patches.

constitute a violation.

The Entity confirmed that it had completed an extent of condition assessment and identified additional instances where the Entity failed to identify patching sources and failed to assess security patches.
The Entity indicated it did not have any additional documentation it wished to provide to demonstrate the assessment and testing of security patches but maintained that it did not identify any instances
where a patch was deployed without proper testing either within an identified test environment or within sample devices in a similar production environment.

The Entity, across its entire CIP enterprise, had
_. After the extent of condition assessment concluded, the Entity identified unique devices that had at least one CIP-007-3a, R3 issue: devices that had one

or more application patch source was not identified; devices that had a missed patch assessment issue; devices that had a patch not installed within the 35-day timeframe; and Jji§ devices that
did not have a patch mitigation plan as required.

The root cause of this noncompliance is a lack of adequate processes and controls around the evaluation of security patches.
Risk Assessment This violation posed a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, failure to identify, assess and test security patches could have allowed malicious individuals to exploit known vulnerabilities for an extended period. Furthermore, this presents a significant
risk to its BCSs of being compromised via the unmitigated system vulnerabilities, thereby placing the reliability of the BPS at risk.

The risk was reduced because all BCSs were protected within an Electronic Security Perimeter.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) created an inventory list of policies, standards, procedures, and work instruction documentation for security patch management currently in effect;

2) developed an inventory list of all existing security patch management implementation evidence templates not previously identified in milestone 1;

3) determined the sustainability of existing security patch management implementation evidence templates in the inventory list created in milestone 2. Decided how evidence should be structured, and
how the security patch management implementation evidence templates could be used to create enterprise-wide security patch management evidence templates that are repeatable and sustainable;
4) evaluated the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for security patch management to determine which content,
instructions, and tools meet the Standard requirement and is repeatable and sustainable;

5) performed an extent of condition where the BUs identified if there was documentation for the hardware and/or software patching requirements which involve monitoring of vendors for possible
patches.

6) performed an extent of condition analysis to identify possible Root Cause(s) using the inventory of documentation and devices that were identified during execution of Milestones 1, 2, and 5;

7) performed a Root Cause Analysis to determine Root Cause(s) and contributing factor(s);

8) developed a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis;
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Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery . Verified Completion of
Standard Completion Date e ae
Mitigation
12/19/2013
(when the Entity’s documented
processes of cyber security patch
management for its BES Cyber 9/28/2018
_ CIP-007-3a R3. Lower High Assets did not include procedures (when the Entity completed the Audit 9/28/2018 5/8/2019
for evaluating the applicability of mitigation plan)
new security packages prior to
installation that were consistent
with the Standard Requirements)
9) determined Roles and Responsibilities to identify and document ownership of devices;
10) reviewed the results of Milestone 5 and The CIP Senior Manager and BU Directors agreed to their designated BU ownership of devices, and their obligation to maintain processes, evidence and
training;
11) created enterprise-wide documentation, which included input from Milestone 4. The new enterprise-wide documentation will be supplemented with processes to ensure compliance;
12) developed controls for the CIP-007 processes to make them repeatable and sustainable;
13) created enterprise-wide implementation evidence templates;
14) developed a Training program for new and updated documentation and implementation evidence templates. Each BU designated who is responsible for administering, maintaining, updating and
tracking completion of the training program,;
15) performed training; and
16) implemented new and/or updated CIP-007 documentation and controls.
Other Factors The Entity’s CIP-007-6 (R2) compliance history was an aggravating factor in determining the penalty.

_ “the Region”) Confidential Settlement Agreement CIp



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION
CONFIDENTIAL

I - ctity) - NOC-2623 $1,000,000

Date Regional Entity
Verified Completion of
Mitigation

Reliability
Standard

Mitigation

NERC Violation ID ]
Completion Date

Req. Violation Risk Factor Violation Severity Level Violation Start Date Violation End Date Method of Discovery

07/01/2016

(enforceable date of Standard when
the Entity did not implement
processes to deter, detect, or 8/17/2018
_ CIP-007-6 R3. Medium Severe prevent malicious code intrusions (when the Entity completed the Audit 8/17/2018 5/8/2019
on two Physical Access Control mitigation plan)
System (PACS) and six Electronic
Access Control and/or Monitoring
System (EACMS) Cyber Assets)

Description of the Violation (For purposes of this —
document, each violation at issue is described as was in violation of CIP-007-6 R3.

a “violation,” regardless of its procedural
posture and whether it was a possible, or The Entity implemented a network system option through an intrusion detection and prevention system (IDPS) for the Cyber Assets that could not support Cyber Asset based malware prevention
confirmed violation.) The Entity neither admits software. In this instance, the eight (8) Cyber Assets identified by the audit team were outside of the Electronic Security Perimeter (ESP), and thus were not available for protection by the network

nor denies any of these statements or that they | solution the Entity had implemented.
constitute a violation.

The Entity confirmed that it had completed an extent of condition assessment and identified additional instances where it did not provide malware prevention protection for all Cyber Assets.

The Entity, across its entire CIP enterprise, had . After the extent of condition assessment concluded, the Entity identified: eight (8) instances where
malware prevention was absent affecting ; six (6) instances where malware prevention was absent affecting. of the. PCAs, 15 instances where malware prevention was absent
affectingi of the EACMS, and two (2) instances where malware prevention was absent affecting il of the PACS.

The root cause for this violation was inadequate processes and a lack of controls around the deployment of malware prevention protections. Where the Entity did not utilize Cyber Asset level malware

prevention at the suggestion of device vendors, the Entity also did not research or utilize a BES Cyber Systems approach for malware prevention.
Risk Assessment This violation posed a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to implement processes to deter, detect, or prevent malicious code on all BES Cyber Systems and related PACS and EACMS could provide the opportunity for the
introduction, exposure, and propagation of malware on BES Cyber Assets within the ESP has the potential to affect the reliable operation of the BPS.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) created an inventory list of policies, standards, procedures, and work instruction documentation for malicious code prevention currently in effect for all Business Units (BU);

2) developed an inventory list of all existing malicious code prevention implementation evidence templates not previously identified in milestone 1;

3) determined the sustainability of existing malicious code prevention implementation evidence templates in the inventory list created in milestone 2. Decided how evidence should be structured, and
how the malicious code prevention implementation evidence templates could be used to create enterprise-wide malicious code prevention evidence templates that are repeatable and sustainable;

4) evaluated the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for malicious code prevention to determine which content,
instructions, and tools meet the Standard requirement and is repeatable and sustainable;

5) performed an extent of condition to confirm there is documentation based on device type for devices capable of detecting, deterring, or preventing malicious code; and, document how each device is
performing (traditional AV, hardening, policies, etc.). If devices use signatures or patterns, or are not capable of malicious code prevention ensure this is documented also;

6) performed an extent of condition analysis to identify possible Root Cause(s) using the inventory of documentation and devices that were identified during execution of Milestones 1, 2, and 5;

7) performed a Root Cause Analysis to determine Root Cause(s) and contributing factor(s);

8) developed a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis;

9) developed a technical and/or procedural solution for those devices that cannot deter, detect or prevent malicious code captured in an enterprise-wide policy document and listed the solutions and
business justification, for protecting the devices;

10) created enterprise-wide documentation;

11) determined Roles and Responsibilities to identify ownership of devices by BU to ensure coverage;
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Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery . Verified Completion of
Standard Completion Date e ae
Mitigation
07/01/2016
(enforceable date of Standard when
the Entity did not implement
processes to deter, detect, or 8/17/2018
_ CIP-007-6 R3. Medium Severe prevent malicious code intrusions (when the Entity completed the Audit 8/17/2018 5/8/2019
on two Physical Access Control mitigation plan)
System (PACS) and six Electronic
Access Control and/or Monitoring
System (EACMS) Cyber Assets)
12) developed documented controls for the CIP-007 processes to make them repeatable and sustainable;
13) drafted a letter signed by the CIP Senior Manager and BU Directors agreeing to assigned compliance responsibilities for specific devices, including training;
14) created enterprise-wide implementation evidence templates for capturing compliance evidence;
15) developed a Training program for new and updated documentation and implementation evidence templates;
16) performed training; and
17) implemented new and/or updated CIP-007 documentation and controls.
Other Factors The Entity’s CIP-007-6 (R3) compliance history was an aggravating factor in determining the penalty.
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Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery . Verified Completion of
Standard Completion Date e ae
Mitigation
07/01/2016
(enforceable date of Standard when
RA. the Entity did not implement a 8/17/2018
_ CIP-007-6 Part 4.1 Medium Severe process to log events for (when the Entity completed the Audit 8/17/2018 5/8/2019
identification of, and after-the-fact mitigation plan)
investigations of, Cyber Security
Incidents)

Description of the Violation (For purposes of this
document, each violation at issue is described as a was in violation of CIP-007-6 R4.1.

“violation,” regardless of its procedural posture

and whether it was a possible, or confirmed The Entity implemented a network system option through an intrusion detection and prevention system (IDPS) for the Cyber Assets that could not support Cyber Asset based malware prevention
violation.) The Entity neither admits nor denies software. In this instance, the eight (8) Cyber Assets identified by the audit team were outside of the Electronic Security Perimeter (ESP), and were not available for monitoring and event logging by the
any of these statements or that they constitute a network solution the Entity had implemented.

violation.

The Entity confirmed that it had completed an extent of condition assessment and identified additional instances where the Entity did not provide event logging for all Cyber Assets.

The Entity, across its entire CIP enterprise, had

; six (6) instances where event logging was absent affecting PCAs, 15 instances where event logging was absent affecting of the

EACMS, and two (2) instances where event logging was absent affecting jll of the PACS.

The root cause for this violation was inadequate processes and a lack of controls around the proper identification of a Cyber Assets ability to perform event logging and generation of alerts.
Risk Assessment This violation posed a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to monitor/log system events that are related to cyber security for its BCAs within the Electronic Security Perimeters (ESPs) could have resulted in a security breach going
undetected. An undetected security breach may have compromised or rendered BES Cyber Systems inoperable, which could significantly impact the BPS.

The risk was reduced because all the BES Cyber Assets resided within an ESP.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) created an inventory list of policies, standards, procedures, and work instruction documentation for security event monitoring currently in effect;

2) developed an inventory list of all existing security event monitoring implementation evidence templates not previously identified in milestone 1,

3) determined the sustainability of existing security event monitoring implementation evidence templates in the inventory list created in milestone 2. Decided how evidence should be structured, and
how the security event monitoring implementation evidence templates can be used to create enterprise-wide security event monitoring evidence templates that are repeatable and sustainable;

4) evaluated the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for security event monitoring to determine which content,
instructions, and tools meet the Standard requirement and is repeatable and sustainable;

5) performed an extent of condition to ensure there is documentation for the devices that are capable of logging and alerting on security events, to include detecting successful login attempts, failed
access and login attempts, and malicious code; ensure there is documentation for the devices that can generate alerts for security events that necessitate an alert and include alerts for detected
malicious code and failure of event logging; documentation for which devices are capable of retaining event logs for greater than 90 consecutive calendar days; and, documentation associated with
review of logged events every 15 calendar days to identify undetected cyber security incidents for High Impact BES Cyber Systems and their associated EACMS and PCA;

6) performed an extent of condition analysis to identify possible Root Cause(s) using the inventory of documentation and devices that were identified during execution of Milestones 1, 2, and 5;

7) performed a Root Cause Analysis to determine Root Cause(s) and contributing factor(s);

8) developed a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis;

9) created enterprise-wide documentation which will include input from Milestone 4;

10) determined Roles and Responsibilities to identify ownership of devices by BU to ensure coverage;

11) developed and documented controls for the CIP-007 processes to make them repeatable and sustainable;
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Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery . Verified Completion of
Standard Completion Date e ae
Mitigation
07/01/2016
(enforceable date of Standard when
RA. the Entity did not implement a 8/17/2018
_ CIP-007-6 Part 4.1 Medium Severe process to log events for (when the Entity completed the Audit 8/17/2018 5/8/2019
identification of, and after-the-fact mitigation plan)
investigations of, Cyber Security
Incidents)
12) drafted and signed a letter by the CIP Senior Manager and BU Directors agreeing to assigned compliance responsibilities for specific devices, including training;
13) created enterprise-wide implementation evidence templates for capturing compliance evidence;
14) developed training program for new and updated documentation and implementation evidence templates;
15) performed training;
16) implemented new and/or updated CIP-007 documentation and controls.
Other Factors The Entity’s CIP-007-6 (R4) compliance history was an aggravating factor in determining the penalty.
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Reliabilit Mitization Date Regional Entity
NERC Violation ID Y Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery g . Verified Completion of
Standard Completion Date e e
Mitigation
RS 12/19/2013
Par.'t 5.2 (when the Entity did not properly 12/31/2018
I CIP-007-3a | 2027 | Lower High identify individuals who had (when the Entity completedthe | [ 12/31/2018 5/8/2019
Part 5.7 authorized access to shared mitigation plan)
accounts

Description of the Violation (For purposes of this

document, each violation at issue is described as a was in violation of CIP-007-6 R5. The Region later determined that the violation

“violation,” regardless of its procedural posture extended back to CIP-007-3a R5.
and whether it was a possible, or confirmed
violation.) The Entity neither admits nor denies The Entity did not properly identify individuals who had authorized access to shared accounts. In addition, the Entity did not file a Technical Feasibility Exception for its inability to support alerting for

any of these statements or that they constitute a unsuccessful login attempts on a BES Cyber Asset (BCA), nor demonstrate its implementation of compensating and/or mitigating measures on the BCA.
violation.

- determined the Entity’s failure to track or review access to the domain accounts of_ (CIP-004-6 R4) was best suited to be addressed under this violation.

Entity had i total domain administrator accounts, |§-shared accounts with i individuals having access and j§ non-shared individual accounts. The Entity failed to track who had access to jji§ of the
domain administrator accounts. The Entity confirmed a variety of uses for the domain administrator accounts, including monitoring systems, infrastructure accounts, and accounts used to manage

virtual desktops in various domains, etc. The Entity attested in the RFl response that the individuals with access to domain administrator accounts had a business need based on their job
responsibilities.

The Entity completed an extent of condition assessment and identified additional instances where the Entity did not track in its internal work management tool, shared accounts and particiiation. The

The root cause for this violation was inadequate processes and a lack of controls for system access controls, including identifying and documenting shared accounts; and, limiting the number of
unsuccessful authentication attempts or generating alerts after a threshold of unsuccessful authentication attempts.
Risk Assessment This violation posed a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to track all accounts and individuals with access to shared accounts on high impact BCSs could permit an individual with malicious intent to obtain access, initiate, or
execute actions that would be detrimental to local operations or the BPS, and not be initially considered in any forensic investigation. In addition, the failure to file a TFE where Cyber Assets could not
limit or alert on unsuccessful authentication attempts could permit Cyber Assets to go without some level of documented remediation or risk management controls and remain vulnerable to a brute
force or denial-of-service attack.

Additionally, the extent of condition assessment revealed that the Entity did not track multiple additional domain administrator accounts or the identification of individuals with access which increases
the risk.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:

1) created an inventory list of policies, standards, procedures, and work instruction documentation for system access control currently in effect;

2) developed an inventory list of all existing system access control implementation evidence templates not previously identified in milestone 1;

3) determined the sustainability of existing system access control implementation evidence templates in the inventory list created in milestone 2. Decided how evidence should be structured, and how
the system access control implementation evidence templates can be used to create enterprise-wide system access control evidence templates that are repeatable and sustainable;

4) evaluated the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for system access control to determine which content,
instructions, and tools meet the Standard requirement and is repeatable and sustainable;

5) performed an extent of condition to evaluate system access control documentation for each device to validate if there is a method to enforce authentication of interactive user access attempts, or
there is business justification documented for infeasibility (Part 5.1); documentation for enabled default or other generic account types that could not be removed, renamed or disabled is available
(Part 5.2); individuals who have authorized access to shared accounts have been identified and documented (Part 5.3); records for when known default passwords are changed, or new devices are
placed into production; or, documentation or vendor manuals showing that default passwords are randomly, or pseudo-randomly generated and are thereby unique to device (Part 5.4);
documentation for those devices, either technically or procedurally, that support password complexity of at least 8 characters in length and 3 or more character types (Part 5.5); records showing for
each device with password only authentication, a system-enforced or procedural periodicity is enforced to change passwords every 15-calendar months, or there is a documented business justification

_ “the Region”) Confidential Settlement Agreement CIp




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION
CONFIDENTIAL

I - ctity) - NOC-2623 $1,000,000

Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery i Verified Completion of
Standard Completion Date e e
Mitigation
RS. 12/19/2013
Part 5.2 (when the Entity did not properly 12/31/2018
I cIP-007-3a | Lo 2" | Lower High identify individuals who had (when the Entity completed the | Audit 12/31/2018 5/8/2019
Part 5.7 authorized access to shared mitigation plan)
accounts)
for infeasibility (Part 5.6); and, documentation for which devices can limit the number of unsuccessful authentication attempts, or generate alerts after a threshold of unsuccessful authentication
attempts occurs (Part 5.7);
6) performed an extent of condition analysis to identify possible Root Cause(s);
7) performed a Root Cause Analysis to determine Root Cause(s) and contributing factor(s);
8) developed a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis
9) determined Roles and Responsibilities to identify ownership of devices by BU to ensure coverage;
10) created enterprise-wide documentation which will include input from Milestone 4;
11) developed and documented controls for the CIP-007 processes to make them repeatable and sustainable;
12) drafted and signed a letter by the CIP Senior Manager and BU Directors agreeing to assighed compliance responsibilities for specific devices, including training;
13) created enterprise-wide implementation evidence templates;
14) reviewed and validated that all Active Directory (AD) groups in the Transmission Domain have properly assigned roles. Verified that all CIP AD roles in the Access Provisioning System (APS) have a
corresponding access management role, that all Transmission CIP AD access management roles are found in APS, and that all Transmission AD administrators have a corresponding access management
role;
15) moved all Transmission Active Directory (AD) access from Access Provisioning System (APS) to Enterprise Access Management System (EAMS);
16) identified how the Access Control Lists (ACL) are determined across the various platform types;
17) developed a training program for new and updated documentation and implementation evidence templates;
18) performed training;
19) performed an extent of condition by identifying all CIP non-Windows devices, and mapping all roles from the CIP non-Windows device to the access management system roles in EAMS. Verified
that access to CIP non-Windows devices is granted through access management roles. Created new roles if discrepancies are identified. Assigned appropriate personnel to any new role once confirmed
they are eligible and have a business need,;
20) created a standardized enterprise-wide access matrix template with clearly defined roles;
21) implemented countermeasures and execute updated CIP-007 documents and controls;
22) developed a mechanism for extracting and comparing the access management tool's users and roles to target system’s Access Control List (ACL);
23) performed an Extent of Condition (extent of condition) by identifying all CIP Windows devices, and mapping all roles from the CIP Windows device to the access management system roles in EAMS.
Created new roles if discrepancies are identified. Assigned appropriate personnel to any new role once confirmed they are eligible and have a business need;
24) cleaned-up and restructure roles; and
25) created a new enterprise-wide access matrix, and populate with roles.
Other Factors The Entity’s CIP-007-6 (R5) compliance history was an aggravating factor in determining the penalty.
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Date Regional Entity

NERC Violation ID Reliability Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery Mltlgat"?n Verified Completion of
Standard Completion Date e e
Mitigation
07/01/2016
(enforceable date of Standard when
the Entity did not have documented | 02/28/2018
_ CIP-010-2 R2. Medium Severe processes for investigating detected | (when the Entity completed the Audit 02/28/2018 10/25/2018

unauthorized changes to baseline mitigation plan)
configurations of its BES Cyber
Assets, as required)

Description of the Violation (For purposes of this
document, each violation at issue is described as
a “violation,” regardless of its procedural posture
and whether it was a possible, or confirmed
violation.) The Entity neither admits nor denies
any of these statements or that they constitute a
violation.

_ was in violation of CIP-010-2 R2.

The Entity did not have documented processes for investigating detected unauthorized changes to baseline configurations of its BES Cyber Assets, as required.

The Entity confirmed that it had completed an extent of condition assessment. The Entity identified six configuration change management processes for high impact Bulk Electric System Cyber Systems
(BCSs) which lacked detailed procedural steps.

The root cause for this violation was a lack of documented steps for documenting or investigating detected unauthorized changes.

Risk Assessment

This violation posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to have detailed work instructions could leave a responding technician unsure of what steps or actions should be taken in response to a detected unauthorized change,
creating an opportunity for key, time sensitive steps to be omitted resulting in an unstable or vulnerable energy management system thereby placing the reliability of the BPS at risk.

The risk was reduced because the Entity did have a process in place, but it lacked specifics on what actions to take when investigating detected unauthorized changes.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation

To mitigate this violation, the Entity:

1) performed an extent of condition analysis to identify all procedures for High Impact BCS within the Responsible Entity that require enhancements to include the process for documenting and
investigating detected unauthorized changes;

2) developed narrative for enhancements;

3) incorporated the enhancements developed in Milestone No. 2, including the creation of new controls, into the CIP-010 Procedures for High Impact BCS. Ensured linkages are established to other
relevant Cyber Security Policies and Procedures.

4) obtained and documented the required approvals and sign-offs of revised documentation before training;

5) scheduled and administered training to those individuals within the Responsible Entity who perform the tasks covered by the procedures. Training will be designed to sustain ongoing content
updates, tracking and delivery;

6) communicated and disseminated documentation enterprise-wide by notifying impacted personnel of updates to documentation; and

7) corrected for any deficiencies found while completing the previous milestones.

Other Factors
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Reliabilit Mitigation Date Regional Entity
NERC Violation ID y Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery g . Verified Completion of
Standard Completion Date e ae
Mitigation
07/01/2016
ot et stndrd e | saons
] CIP-011-2 RL. | Medium Severe y properly (when the Entity completed the | Audit 4/25/2018 5/8/2019
storage area network Cyber Asset L
i mitigation plan)
used to store security
configurations)

Description of the Violation (For purposes of
this document, each violation at issue is was in violation of CIP-011-2 R1.

described as a “violation,” regardless of its

procedural posture and whether it was a The Entity did not properly identify a storage area network Cyber Asset used to store security configurations of its BES Cyber Assets (BCA) as a BES Cyber System Information (BCSI) storage location.
possible, or confirmed violation.) The Entity
neither admits nor denies any of these The extent of condition assessment did not reveal any additional instances.

statements or that they constitute a violation.
The root cause for this violation was lack of a documented methodology that included a detailed assessment to account for all locations that may contain BCSI.
Risk Assessment This violation posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).

Specifically, the Entity’s failure to properly identify and document a BCSI repository could have permitted critical information to be stored on more easily accessible and less protected systems and
allowed unauthorized disclosure of BCSI Information. This disclosure could have allowed an intruder to make use of such information in a Cyber attack and could increase the number of attack vectors to
BES Cyber Systems.

The risk was reduced because the server was within a secured cabinet that had card-reader controlled access and within a partitioned section of secured network. In addition, the server was afforded
protections as a BCA even though it was not classified as such and access was restricted to five (5) individuals with completed personnel risk assessments who were all properly trained.

No events or adverse consequences occurred and thus no actual harm is known to have occurred.

Mitigation To mitigate this violation, the Entity:
1) determined if there is a related access role, for the cited BES Cyber System Information (BCSI) Storage Location, in the_ for the storage location cited, and
document the evidence if the role exists in If there is no access role in for this location, create a role to ensure the location is properly identified as a BCSI Storage Location with access

controls. Performed a risk assessment to fully understand the BES risk;

2) performed an extent of condition analysis to (1) Identify any BCSI Storage Locations that have not been properly identified; and, (2) Identify and document the existence of any unknown additional
root causes;

3) performed Root Cause Analysis to (1) Identify possible root cause(s) for the storage location not being properly identified; and, (2) Verify the root cause(s) by identifying and validating the contributing
factors

4) developed list of countermeasures leveraging results from the Root Cause Analysis; and, develop additional countermeasures by comparing NERC's ""Security Guideline for the Electricity Sector:
Protecting Sensitive Information"" to the existing documentation comprising the Information Protection Program (IPP);

5) addressed any extent of condition findings by: (1) Creating any necessary additional access roles for any BCSI Storage Location(s) identified; (2) Assign access to any new storage locations
identified; and, (3) Properly classify and label the electronic and/or physical documents for any new storage locations identified;

6) implemented countermeasures for enterprise-wide methodology to identify BCSI,

7) developed and delivered training; and

8) communicated and disseminated newly revised IPP documentation enterprise-wide.

Other Factors

_ “the Region”) Confidential Settlement Agreement CIp



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION
CONFIDENTIAL

I - ctity) - NOC-2623 $1,000,000

Reliability Mitigation Date Regional Entity
NERC Violation ID Req. Violation Risk Factor Violation Severity Level | Violation Start Date Violation End Date Method of Discovery g . Verified Completion of
Standard Completion Date e ae
Mitigation
12/14/2015
11/05/2011 (when the Entity corrected the
R2. (the Entity did not have sufficient unnecessary broad ranges of both
] CIP-005-3a | R2.1, |Medium Severe vel Y "8 Audit 12/14/2015 10/26/2016
R2.2 documentation to demonstrate IP subnets and ports issues,
- ports and services required) updated the documentation to
reflect new changes.)

document, each violation at issue is described as was in violation of CIP-005-3a R2.1 and R2.2.

a “violation,” regardless of its procedural
posture and whether it was a possible, or The Entity documentation was insufficient to demonstrate that it uses an access control model such that explicit access permissions are specified. In addition, the the Entity documentation was
confirmed violation.) The Entity neither admits insufficient to demonstrate that it enabled only ports and services required for operations and for monitoring Cyber Assets within the Electronic Security Perimeter; and that the Entity documented
nor denies any of these statements or that they | individually or by specified grouping, the configuration of those ports and services.

constitute a violation.
Specifically, the Entity's documentation illustrates permit statements that include the entire range of ports from_ as well as aII. devices in a subnet using masking. The Entity's supplied
documentation for the '|ustification of the allowed ports were actually the results of a CVA that show the open ports discovered during an assessment and did not demonstrate why the entire range of

ports from were allowed at the access point. Additionally, the entire range of IP addresses in the subnet mask used could not substantiated as explicit given many of the addresses were
not used.
Risk Assessment This violation posed a serious or substantial risk to the reliability of the bulk power system.

Failure to use explicit permissions does not limit network communications traffic to specific devices and in addition not evaluating ports/services needed for operations or monitoring can potentially
allow for unauthorized traffic.

Mitigation To mitigate this violation, the Entity:

1) created an inventory list of policies, standards, procedures, and work instruction documentation for security event monitoring currently in effect;

2) developed an inventory list of all existing security event monitoring implementation evidence templates not previously identified in milestone 1;

3) determined the sustainability of existing security event monitoring implementation evidence templates in the inventory list created in milestone 2. Decided how evidence should be structured, and
how the security event monitoring implementation evidence templates can be used to create enterprise-wide security event monitoring evidence templates that are repeatable and sustainable;

4) evaluated the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for security event monitoring to determine which content,
instructions, and tools meet the Standard requirement and is repeatable and sustainable;

5) performed an extent of condition assessment to ensure there is documentation for the devices that are capable of logging and alerting on security events, to include detecting successful login
attempts, failed access and login attempts, and malicious code; ensure there is documentation for the devices that can generate alerts for security events that necessitate an alert and include alerts for
detected malicious code and failure of event logging; documentation for which devices are capable of retaining event logs for greater than 90 consecutive calendar days; and, documentation associated
with review of logged events every 15 calendar days to identify undetected cyber security incidents for High Impact BES Cyber Systems and their associated EACMS and PCA;

6) performed an extent of condition analysis to identify possible Root Cause(s) using the inventory of documentation and devices that were identified during execution of Milestones 1, 2, and 5;

7) performed a Root Cause Analysis to determine Root Cause(s) and contributing factor(s);

8) developed a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis;

9) created enterprise-wide documentation which will include input from Milestone 4;

10) determined Roles and Responsibilities to identify ownership of devices by BU to ensure coverage;

11) developed and documented controls for the CIP-007 processes to make them repeatable and sustainable;

12) drafted and signed a letter by the CIP Senior Manager and BU Directors agreeing to assigned compliance responsibilities for specific devices, including training;

13) created enterprise-wide implementation evidence templates for capturing compliance evidence;

14) developed Training program for new and updated documentation and implementation evidence templates;

15) performed training; and

16) implemented new and/or updated CIP-007 documentation and controls.

Other Factors The Entity’s CIP-005-3a (R2) compliance history was an aggravating factor in determining the penalty.
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[l Aprevious version of this Mitigation Plan exists

I This item was signed by GGG or /142015

[l This item was marked ready for signature by || o~ 2/14/2018

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A.1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: I
Company Address: I

|
Compliance Registry ID: I

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: L —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
R3. I ] .

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

The possible violation relates to the Responsible Entity’s procedure for verifying Personnel Risk Assessments (PRAs) by Contractors with authorized access to BES Cyber
Systems (“CIP access”). During the audit, as a condition of obtaining CIP access, the Responsible Entity relied on signed affidavits from Contractors ensuring the

completion of a legitimate seven-year criminal background check covering all areas required by NERC.— faulted this process by
noting that “the company did not verify the performance of attestations associated with PRAs performed by contractors, as required” (p.10). In addition, the audit team
reported that the Responsible Entity was unable to provide a PRA affidavit for one Contractor with CIP access from its sample population (p.11).

A preliminary root cause analysis highlighted two main reasons for the possible violation finding. First, the procedure for verifying Contractor PRAs relied solely on signed
affidavits from Contractors without validation of the full scope covered in performance of the seven-year background check. Second, the Responsible Entity failed to
adequately implement procedures for maintaining signed affidavits from Contractors seeking to obtain or retain CIP access. An insufficient procedure, combined with
inadequate implementation led to the possible violation that will be remediated by this Mitigation Plan.

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

The system control center assets are u ilized by the Responsible Entity to perform functions for the reliable operation of the BES. Given the importance of this function to the
reliable operation of the BES, the Responsible Entity prioritized verification of Contractors with CIP access to system control centers while developing and finalizing this
Mitigation Plan.

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

0: Preliminary Root Cause Analysis. During the time period starting on December 7, 2016 through February 1, 2017, representatives from || NG
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developed a Mitigation Plan to remediate. Completed by February 1, 2017.

HAS BEEN REDACTED FROM THIS PUBLIC VERSION
1: Develop an enterprise wide Personnel Risk Assessment (PRA) Procedure for verifying Contractor and Service vendor background checks. Additionally review and revise,
as needed, program documentation associated with PRAs for Contractors and Service vendors. The enterprise-wide PRA Procedure for verifying Contractor and Service
vendor background checks will include: (1) How Business Units (BUs) will verify PRAs for Contractors, Service vendors, and subcontractors of Contractors and Service
vendors that have a master service agreement or contract; and, (2) Requiring that both the affidavit and details of the PRA evaluation for Contractors, Service vendors, and
subcontractors be retained. Revisions to PRA Procedure will include: (1) Execution of review and completion of PRA evaluation template; (2) Review with legal for any
questionable findings on PRA; (3) Destruction of PRA after contents are documented in template; and, (4) Filing affidavit and evaluation template as evidence. Completed by
August 31, 2017.

2: Develop and document controls to ensure Contractor and Service vendor PRA process will be implemented as documented. Operational BUs will develop controls to
ensure documented process steps are followed; and, the controls will be incorporated into the newly revised enterprise-wide PRA Procedure for verifying Contractor and
Service vendor background checks. Completed by August 31, 2017.

3: Develop a training program for Contractor and Service vendor PRAs. Training program will include training materials on revised and enhanced process for handling
Contractor PRAs, delivery of initial training course to Operational BU Representatives who are responsible for granting unescorted physical or electronic access to BES
Cyber Systems, and controls for ensuring evaluation of PRAs for Contractors and Service vendors. Completed by October 31, 2017.

4: Implement updated PRA Procedure. Operational BUs will implement updated process and controls for Contractor and Service vendor PRAs. Completed by November 15,
2017.

5: Extent of Condition: Based on the newly revised and implemented procedure for Contractor and Service vendor PRAs, conduct an Extent of Condition analysis with goal of
verifying that 100% of PRAs have been evaluated for Contractors and Service vendors according to contractual Supplemental Terms & Conditions (T&Cs). The Business Unit
Contract Coordinator (BUCC), or an assigned approver for each Operational BU, with Contractors and Service vendors that have been granted CIP access, or have the
possibility of being granted CIP access, shall: (1) Identify all Contractors and Service vendors with CIP access or the possibility of being granted CIP access since April 1,
2016 through provisions in the Supplemental T&Cs that require copies of PRAs from Contractors, Service vendors, and subcontractors of the Contractors or Service vendors;
(2) Evaluate the PRAs by completing the template; and, (3) Retain a copy of the affidavit and evaluation template for each Contractor and Service vendor. If a copy of the
Contractor or Service vendor’s PRA is not provided for evaluation, or the PRA fails to meet the requirements according to the Supplemental T&Cs, the Contractor’s or Service
vendor’s access will be revoked within 24-hours from the date and time of discovery. Integrated Supply Chain and the BU Vendor Representative will be advised that the
Contractor or Service vendor is not in compliance with the T&Cs and appropriate action will be taken to revoke access; and, (2) Results of the PRA evaluation for all
Contractors and Service vendors will be documented. Completed by December 31, 2017.

6: Add “Training” section to the PRA procedure that will define who will be required to take training on the PRA process and why, as well as the periodicity for any refresher
training. Team will define both initial and refresher training requirements and document in the PRA procedure. This training will be incorporated into the Enterprise-wide
training program that will be covered under Recommendation #2. To be completed by February 28, 2018.

Attachments ()
D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

2/28/2018
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

Conduct an Extent of Condition
Milestone Completed (Due: 12/31/2017 and Completed 12/29/2017)

Based on the newly revised and implemented procedure for Contractor and Service vendor PRAs, conduct an Extent of Condition analysis with goal of verifying that 100%
of PRAs have been evaluated for Contractors and Service vendors according to contractual Supplemental Terms & Conditions (T&Cs). The Business Unit Contract
Coordinator (BUCC), or an assigned approver for each Operational BU, with Contractors and Service vendors that have been granted CIP access, or have the possibility
of being granted CIP access, shall: (1) Identify all Contractors and Service vendors with CIP access or the possibility of being granted CIP access since April 1, 2016
through provisions in the Supplemental T&Cs that require copies of PRAs from Contractors, Service vendors, and subcontractors of the Contractors or Service vendors;
(2) Evaluate the PRAs by completing the template; and, (3) Retain a copy of he affidavit and evaluation template for each Contractor and Service vendor. If a copy of the
Contractor or Service vendor’s PRA is not provided for evaluation, or the PRA fails to meet the requirements according to the Supplemental T&Cs, the Contractor’s or
Service vendor’s access will be revoked within 24-hours from the date and time of discovery. Integrated Supply Chain and the BU Vendor Representative will be advised
that the Contractor or Service vendor is not in compliance with the T&Cs and appropriate action will be taken to revoke access; and, (2) Results of the PRA evaluation for
all Contractors and Service vendors will be documented.

PRA Training Program
Milestone Pending (Due: 2/28/2018)
Add “Training” section to the PRA procedure that will define who will be required to take training on the PRA process and why, as well as the periodicity for any refresher

training. Team will define both initial and refresher training requirements and document in the PRA procedure. This training will be incorporated into the Enterprise-wide
training program that will be covered under Recommendation #2.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at

higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or

impacts; and (ii) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information

may be provided as an attachment):
The possible violation finding raised awareness that individuals working for third-party contractors could obtain CIP access without an appropriate level of risk assessment.
Due to the seriousness of this security risk, the Responsible Entity will verify the sufficiency of the PRAs performed for all Contractors and Service vendors with CIP access.
This work will culminate with the completion of an Extent of Condition analysis in Milestone 5 by December 31, 2017. Following the Extent of Condition analysis, any identified

Contractor or Service vendor in which the PRA has not been assessed will no longer have CIP access. Where possible, the Responsible Entity prioritized verification of
Contractors and Service vendors with CIP access to system control centers while implementing the Mitigation Plan.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

Arter completion of all milestone activities, the Responsible Entity will have implemented a more comprehensive program for managing PRAs, including specifically
evaluating what information was collected in the performance of a background check for all Contractors and Service vendors. There will be a training program in place to
ensure Personnel who are responsible for Contractors and or Service vendors understand the PRA evaluation that must be performed before the Contractor or Service
vendor is granted CIP access. The sufficiency of background checks performed for all Contractors and Service vendors will have been validated prior to obtaining CIP
access.



NON-PUBLIC AND CONFIDENTIAL INFORMATION
Attachments ()
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:

¢ a) Submits this Mitigation Plan for acceptance by il and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and

e ) Acknowledges:

o 1 am
e | am qualified to sign this Mitigation Plan on behalf of | GGG

1 understand | ob'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

* | have read and am familiar with the contents of this Mitigation Plan

I 20<cs to comply with, this Mitigation Plan, including the timetable completion date, as accepted by ] and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned I Sing'e point of contact (SPOC).
If you do not know your assigned || . r'ease contact the | NG dcrartment to determine your assigned SPOC at:



VIEW FORMAL MITIGATION PLAN: CIP-004-6 (REGION REVIEWING MITIGATIONNMOMWN}PUBLIC AND CONFIDENTIAL INFORMATIC

N

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

[l Aprevious version of this Mitigation Plan exists

I This item was signed by GGG or /142015

[l This item was marked ready for signature by || o~ 2/14/2018

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A.1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: I
Company Address: I

|
Compliance Registry ID: I

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: L —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
R3. I ] .

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

The possible violation relates to the Responsible Entity’s procedure for verifying Personnel Risk Assessments (PRAs) by Contractors with authorized access to BES Cyber
Systems (“CIP access”). During the audit, as a condition of obtaining CIP access, the Responsible Entity relied on signed affidavits from Contractors ensuring the

completion of a legitimate seven-year criminal background check covering all areas required by NERC.— faulted this process by
noting that “the company did not verify the performance of attestations associated with PRAs performed by contractors, as required” (p.10). In addition, the audit team
reported that the Responsible Entity was unable to provide a PRA affidavit for one Contractor with CIP access from its sample population (p.11).

A preliminary root cause analysis highlighted two main reasons for the possible violation finding. First, the procedure for verifying Contractor PRAs relied solely on signed
affidavits from Contractors without validation of the full scope covered in performance of the seven-year background check. Second, the Responsible Entity failed to
adequately implement procedures for maintaining signed affidavits from Contractors seeking to obtain or retain CIP access. An insufficient procedure, combined with
inadequate implementation led to the possible violation that will be remediated by this Mitigation Plan.

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

The system control center assets are u ilized by the Responsible Entity to perform functions for the reliable operation of the BES. Given the importance of this function to the
reliable operation of the BES, the Responsible Entity prioritized verification of Contractors with CIP access to system control centers while developing and finalizing this
Mitigation Plan.

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

0: Preliminary Root Cause Analysis. During the time period starting on December 7, 2016 through February 1, 2017, representatives fron |
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developed a Mitigation Plan to remediate. Completed by February 1, 2017.

HAS BEEN REDACTED FROM THIS PUBLIC VERSION
1: Develop an enterprise wide Personnel Risk Assessment (PRA) Procedure for verifying Contractor and Service vendor background checks. Additionally review and revise,
as needed, program documentation associated with PRAs for Contractors and Service vendors. The enterprise-wide PRA Procedure for verifying Contractor and Service
vendor background checks will include: (1) How Business Units (BUs) will verify PRAs for Contractors, Service vendors, and subcontractors of Contractors and Service
vendors that have a master service agreement or contract; and, (2) Requiring that both the affidavit and details of the PRA evaluation for Contractors, Service vendors, and
subcontractors be retained. Revisions to PRA Procedure will include: (1) Execution of review and completion of PRA evaluation template; (2) Review with legal for any
questionable findings on PRA; (3) Destruction of PRA after contents are documented in template; and, (4) Filing affidavit and evaluation template as evidence. Completed by
August 31, 2017.

2: Develop and document controls to ensure Contractor and Service vendor PRA process will be implemented as documented. Operational BUs will develop controls to
ensure documented process steps are followed; and, the controls will be incorporated into the newly revised enterprise-wide PRA Procedure for verifying Contractor and
Service vendor background checks. Completed by August 31, 2017.

3: Develop a training program for Contractor and Service vendor PRAs. Training program will include training materials on revised and enhanced process for handling
Contractor PRAs, delivery of initial training course to Operational BU Representatives who are responsible for granting unescorted physical or electronic access to BES
Cyber Systems, and controls for ensuring evaluation of PRAs for Contractors and Service vendors. Completed by October 31, 2017.

4: Implement updated PRA Procedure. Operational BUs will implement updated process and controls for Contractor and Service vendor PRAs. Completed by November 15,
2017.

5: Extent of Condition: Based on the newly revised and implemented procedure for Contractor and Service vendor PRAs, conduct an Extent of Condition analysis with goal of
verifying that 100% of PRAs have been evaluated for Contractors and Service vendors according to contractual Supplemental Terms & Conditions (T&Cs). The Business Unit
Contract Coordinator (BUCC), or an assigned approver for each Operational BU, with Contractors and Service vendors that have been granted CIP access, or have the
possibility of being granted CIP access, shall: (1) Identify all Contractors and Service vendors with CIP access or the possibility of being granted CIP access since April 1,
2016 through provisions in the Supplemental T&Cs that require copies of PRAs from Contractors, Service vendors, and subcontractors of the Contractors or Service vendors;
(2) Evaluate the PRAs by completing the template; and, (3) Retain a copy of the affidavit and evaluation template for each Contractor and Service vendor. If a copy of the
Contractor or Service vendor’s PRA is not provided for evaluation, or the PRA fails to meet the requirements according to the Supplemental T&Cs, the Contractor’s or Service
vendor’s access will be revoked within 24-hours from the date and time of discovery. Integrated Supply Chain and the BU Vendor Representative will be advised that the
Contractor or Service vendor is not in compliance with the T&Cs and appropriate action will be taken to revoke access; and, (2) Results of the PRA evaluation for all
Contractors and Service vendors will be documented. Completed by December 31, 2017.

6: Add “Training” section to the PRA procedure that will define who will be required to take training on the PRA process and why, as well as the periodicity for any refresher
training. Team will define both initial and refresher training requirements and document in the PRA procedure. This training will be incorporated into the Enterprise-wide
training program that will be covered under Recommendation #2. To be completed by February 28, 2018.

Attachments ()
D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

2/28/2018
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

Conduct an Extent of Condition
Milestone Completed (Due: 12/31/2017 and Completed 12/29/2017)

Based on the newly revised and implemented procedure for Contractor and Service vendor PRAs, conduct an Extent of Condition analysis with goal of verifying that 100%
of PRAs have been evaluated for Contractors and Service vendors according to contractual Supplemental Terms & Conditions (T&Cs). The Business Unit Contract
Coordinator (BUCC), or an assigned approver for each Operational BU, with Contractors and Service vendors that have been granted CIP access, or have the possibility
of being granted CIP access, shall: (1) Identify all Contractors and Service vendors with CIP access or the possibility of being granted CIP access since April 1, 2016
through provisions in the Supplemental T&Cs that require copies of PRAs from Contractors, Service vendors, and subcontractors of the Contractors or Service vendors;
(2) Evaluate the PRAs by completing the template; and, (3) Retain a copy of he affidavit and evaluation template for each Contractor and Service vendor. If a copy of the
Contractor or Service vendor’s PRA is not provided for evaluation, or the PRA fails to meet the requirements according to the Supplemental T&Cs, the Contractor’s or
Service vendor’s access will be revoked within 24-hours from the date and time of discovery. Integrated Supply Chain and the BU Vendor Representative will be advised
that the Contractor or Service vendor is not in compliance with the T&Cs and appropriate action will be taken to revoke access; and, (2) Results of the PRA evaluation for
all Contractors and Service vendors will be documented.

PRA Training Program
Milestone Pending (Due: 2/28/2018)
Add “Training” section to the PRA procedure that will define who will be required to take training on the PRA process and why, as well as the periodicity for any refresher

training. Team will define both initial and refresher training requirements and document in the PRA procedure. This training will be incorporated into the Enterprise-wide
training program that will be covered under Recommendation #2.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at

higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or

impacts; and (ii) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information

may be provided as an attachment):
The possible violation finding raised awareness that individuals working for third-party contractors could obtain CIP access without an appropriate level of risk assessment.
Due to the seriousness of this security risk, the Responsible Entity will verify the sufficiency of the PRAs performed for all Contractors and Service vendors with CIP access.
This work will culminate with the completion of an Extent of Condition analysis in Milestone 5 by December 31, 2017. Following the Extent of Condition analysis, any identified

Contractor or Service vendor in which the PRA has not been assessed will no longer have CIP access. Where possible, the Responsible Entity prioritized verification of
Contractors and Service vendors with CIP access to system control centers while implementing the Mitigation Plan.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

Arter completion of all milestone activities, the Responsible Entity will have implemented a more comprehensive program for managing PRAs, including specifically
evaluating what information was collected in the performance of a background check for all Contractors and Service vendors. There will be a training program in place to
ensure Personnel who are responsible for Contractors and or Service vendors understand the PRA evaluation that must be performed before the Contractor or Service
vendor is granted CIP access. The sufficiency of background checks performed for all Contractors and Service vendors will have been validated prior to obtaining CIP
access.



NON-PUBLIC AND CONFIDENTIAL INFORMATION
Attachments ()
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:

¢ a) Submits this Mitigation Plan for acceptance by il and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and

e ) Acknowledges:

o 1 am
e | am qualified to sign this Mitigation Plan on behalf of | GGG

1 understand | ob'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

* | have read and am familiar with the contents of this Mitigation Plan

o I 20 << to comply with, this Mitigation Plan, including the timetable completion date, as accepted by ] and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned I Sing'e point of contact (SPOC).
If you do not know your assigned || . r'ease contact the | NG dcrartment to determine your assigned SPOC at:



RMATION
VERSION

VIA Secure Folder and E-MAIL

October 24, 2018

Mitigation Plan Verification of Completion
I (€1 -00+-6 &)

The Mitigation Plan Certification of Completion submitted b
. for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-004-6 R3 February 14, 2018

After review for completion on October 24, 2018,

has completed this Mitigation Plan. - will notify NERC that
mitigation plan.

If you have any questions, please feel free to contact_.

staff finds that
as completed this




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 5

5a. The Entity’s Mitigation Plan designated as_ for CIP-004-6 R4 submitted June
19, 2018

5b. The Entity’s Certification of Mitigation Plan Completion for CIP-004-6 R4 submitted July 20,
2018

5c. The Region's Verification of Mitigation Plan Completion for CIP-004-6 R4 dated October

24, 2018



VIEW FORMAL MITIGATION PLAN: CIP-004-6 (REGION REVIEWING MITIGATIONNMOW};PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Il This tem was signea by I 0" G/19/2018

[l This item was marked ready for signature vy I o, 6/19/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :::gional Viokation Date Submitted Status Type Revision Number
Region reviewing
CIP-004-6 R4. I N 061912018 Mt aton P Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

|
Compliance Registry ID: I

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: C —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
Ra. | | I
C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:
the Responsible Entity “did not properly track access authorizations of its domain administrator accounts. In addition,
esponsible En id not have sufficient controls over the distribution of physical keys, which led to the improper provisioning of physical keys to employees without

authorization. As a result, [Responsible Entity] was not in compliance with the CIP Reliability Standard CIP-004-6 Requirement R4. In addition, as [Responsible Entity’s]

programs at issue are used for or related to the [Reliability Coordinator] function, [Reliability Coordinator] was not in compliance with the CIP Reliability Standard CIP-004-6
Requirement R4.” (p.11)

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

The Responsible Entity identified four unrelated issues as a result of the audit. They were: (1) The Responsible Entity failed to track domain administrator accounts in its
m Thus, authorized access to domain accounts was not being validated by the automated verification process, which tracks
a user’s business need, training, and the status of their Personnel Risk Assessment (PRA). (2) One individual, without authorized unescorted physical access,
temporarily had in their possession a “physical” key to a Physical Security Perimeter (PSP). They were to deliver the key to an individual that had authorized unescorted
physical access. There was not a process in place that covered the proper handling of “physical” keys. (3) In an effort to centralize the “physical” key management

process, a— key custodian had access to “physical” keys, but did not have authorized unescorted physical access to the PSPs. The custodian did not have
a business need to use the “physical” keys for access to the PSPs, but they were responsible for storing and issuing the “physical” keys to those who did have a business
need to use the “physical” key and authorized unescorted physical access to the PSPs. Procedures did not include language covering “physical” key authorizations for

each individual in possession of a “physical” key. (4)F also did not cover in its existing || rrocedure instructions for ensuring
that “physical” keys are only distributed to individuals with authorized unescorted physical access to PSPs.

Attachments



SECTION D: DETAILS OF PROPOSED MITIGATION PLAN
NON-PUBLIC AND CONFIDENTIAL INFORMATION

D.1 Identify and describe the action plan, including specific tasks and actions that your organization | i\ $BEEMNURERRCGT MR ORAFHISIPIiBLPE NBERSION

has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

1: Create a new role in e EEG_— S o =~ S " tne S domain. Compieted by September

26, 2016.

2: Remove “physical” keys from the custodian who does not have authorized unescorted physical access to the PSPs. Document by area, the transfer

of “physical” keys to the in the area “physical” key control log. Compare [Jjjjijj “Physical” key control logs to| custodian “physical” key
control log to ensure all 'igsical" keﬁ are logged. Comileted by March 27, 2017. ]

3: Validat “physical” key custodians, their “physical” key custodian roles, and the “physical” key distribution process|iillre roles are created
to manage |l “phy: alidate Jj] “physical” key custodians have authorized unescorted physical access to the PSPs under their responsibility. Revise “physical”

key authorizations and “physical” key distribution process. Completed by June 16, 2017.

4: Create separate roles in— for (1) CIP physical asset access; and (2) CIP Cyber Asset access. Verify that no CIP access
role in- provides both physical and Cyber Asset access. Completed by September 14, 2017.

5: Update the “physical” key distribu ion procedure for to requirem to verify that an individual has authorized
unescorted access to a PSP before issuing a “physical” key. substation responsible for the protection and disiribution of “physical” keys will be trained on the

updated “physical” key distribution procedure. Completed by September 20, 2017.

6: Perform an Extent of Condition (EOC) to validate them.l and M hysical” key custodian process ensures
that only individuals with authorized unescorted physical access are responsible for| taining and issuing “physical” keys. EOC will include: (1) Using the respective
“physical” key inventory list(s), validate that all “physical” keys and assigned “physical” key custodians for || andF are recorded. (2) Confirm that all
“physical” keys are assigned to a “physical” key custodian that has authorized unescorted physical access. (3) Validate that the PGD and PD substations’ “physical” key
“physical‘ keys are only maintained by authorized “physical’ key custodians who have the appropriately assigned “physical” key
custodian role. (4) Revise or create documentation, if necessary, to support the “physical” key authorization and distribution process. (5) Notifyi of any
additior N -\

7: Hold a training session on management's expectations, responsibilities, and the updated procedure for managing access to “physical” keys with | N
that are assigned | ro'es- Completed by October 25, 2017.

8: Verify that roles exist form in for those responsible for managing “physical” keys. CreateW
roles for “physical” keys in and report any additional discrepancies identified during verification to the || Il - Completed by November 13, .

9: Train “physical” key custodians on the responsibilities associated with [l Il access verification process for controlling “physical” keys. Completed by November
13, 2017.

10: Revise and implement the Jl] “physical” key control procedure used to manage[Jl] owned Physical Security Perimeters (PSPs) and High Impact Control Centers.
Document the approved “physical” key custodians. Revise the IT “physical” key distribution process to confirm that it includes a statement that “physical” keys are only
provided to individuals with authorized unescorted physical access to PSPs and are assigned the “physical” key custodian role in [Jjjjjij Revise documentation for
“physical” key authorizations and distribution to include control processes. Completed by November 20, 2017.

11: Remediate any discrepancies found in the Extent of Condition performed in milestone 6. Completed by November 27, 2017.

12: Review initial root causes identified during the development of Mitigation Plan, and verify that corrective measures have been implemented for root causes and
contributing factors. Document if additional root causes or contributing factors were found through implementation of corrective measures; and, document any additional
preventive or detective controls identified that need to be implemented. Completed by December 4, 2017.

13: Create an enterprise-wide “physical” key management process for Medium and High Impact Physical Security Perimeters (PSPs). Using the documentation of the
individual | for the distribution and control of “physical” keys, create enterprise-wide process documentation to include authorizations. Completed by
January 26, 2018.

14: Train and implement the newly created enterprise-wide “physical” key distribution documentation. Train “physical” key custodians on the new enterprise-wide
“physical” key distribution process. Implement the new enterprise-wide “physical” key distribution process and retire the individual [ Bl processes. Completed
by March 8, 2018.

Attachments ()
D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

3/8/2018

D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

No Milestones Defined

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (ii) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):
The Responsible Entity ha i . - (o (R = that is [ stinct issues underlying the
possible violation (PV) in the Final Audit Report. The distinct categories remediated by this Mitigation Plan are effectively tracking access authorizations to the domain

administrator accounts in th and tightening the control and distribution of “physical” keys. For the following reasons, the
Responsible Entity believes the| only minimal risk to the reliability of the BES dun’ni; execution of this multi-faceted Mitigation Plan.

L ]
Abatement of any putative risk to the reliability of the BES began August 26, 2016 (see Milestone 1), shortly aﬂerq. Anjlll role
did not exist for the group [ s part of an audit data request, an i role was created and assigned to the individuals who were

members rsonnel Risk Assessment (PRA) was on file, and the individual had completed the required training. An JJjjiij role was aiso
establishedfor account, [lln which users shared a password to the same account), to manage individual authorizations to the password of the shared
account. Thus by September 26, 2016, the Responsible Entity was tracking who had assigned roles to the || NN 2" shared accounts in

The aullllllidentified an individual who was not approved for unescorted physical access, since they had not completed the CIP training, but was found to be in
possession of “physical” keys to the Medium Impact Substations. There was however a PRA on file for this individual. The individual was simply the custodian of the
“physical” keys, who tracked the issuance of “physical zed unescill - Cntity's Substations.

During the course of the audit, the Responsible Entity began evaluating the auditors’ questions about the management of “physical keys”, and based upon this appraisal,

the Responsible Entity decided to remediate the issues raised concerning the management of “physical” keys. By March 27, 2017, the custodian no
longer had control of “physical” keys; and, the control ofﬂd to b with responsibilities for the seven (7)



areas constituting the Responsible Entity’s service territory, (see Milestone 2). Each|Jjjijj is now the custodian of the “physical” keys and has authorized unescorted

access to the sites where the “physical” keys are used for access. Nm U ONFIDENTIAL INFORMATION
another instance where an individual did not have authorized unep4g\SdBHEMNI RESNCT EDi ‘G ERSION
eir possession. This observance was related to the transfer of a “physical” key during the summer of 2016 from the primary Control Center t trol
Center| AnF of the Responsible Entity, realized that the “physical” key to the Back-up Control Center was being
stored at the Primary Control Center and decided that it would be prudent to have the “physical” key relocated to the Back-up Control Center. This would allow the

"Ehﬁical" kei to the Back-up Control Center to be readii accessible in the event it was needed for access to the PSP, (in the case of the electronic P.

In order to effectuate the transfer, the— asked arjj N to deliver the “physical” key to the Responsible Entity’s corporate offices i_
a

Il The “Override Key Log™ accurately reflects the sign-out of he “physical” key by he on July 6, 2016. The_ delivered the
“physical” key to the , who then transferred the “physical” key to the , an employee who has authorized unescorted access to
the Back-up Control Center. The who generally fravels to the Back-up Control Center one day each month, then transported the key to the Back-

up Control Center and logged it in on August 8, 2016.

Aithough the NG =< I did not have authorized unescorted access to the Back-up Control Center at the time of he “physical” key
transfer, both were employees who had PRAs on file. Additionally, the | BBl vas officially granted authorized unescorted access on September 27, 2016;
and, IMW was officially granted authorized unescorted access on September 26, 2016 to the Back-up Control Center. Thus, there was minimal risk
associated wi e transfer of the “physical” key.

In an abundance of caution, and due to their widely dispersed locations, the Responsible Entity decided to re-core and re-key all PSPs at Medium Impact Substations in
the highly unlikely event that a “physical” key had been duplicated, or stolen by an individual with nefarious intentions. As of July 14, 2017, all locks at the Medium Impact
Substations had been re-cored and re-keyed. Presently, if anyone attempts to access a facility with a “physical” key rather than through the PACS, which is the adopted
security protocol for physical access, ||} I ov'd immediately be notified, and security personnel or local law enforcement would immediately respond.

As of February 9, 2018, all milestone activities designed specifically for the management of “physical” keys had been completed, thereby resolving any risk attributable to
the management of “physical” keys, and on March 8, 2018, a newm Procedure was implemented. The enterprise-wide procedure is
managed b . To ensure continued success with the management o ysical” keys, at the end of the 1st quarter of 2018, the AAMs performed a
quarterly review of their Area Access Log activity for “physical” keys to validate that the implemented procedure is being followed correctly.

Additionally, even before the onsite audit, the Responsible Entity has the following types of defense-in-depth for physical security installed to protect its High and Medium
Impact Cyber Assets, and minimize any risk associated with unauthorized access.

The defense-in-depth discussion above is particularly pertinent to the security of the Medium Impact Substations where multiple layers of security would allow for the
identification of any suspected activity in the vicinity of, or at the asset, which allows for notification to the Responsible Entity’s Security and/or local law enforcement
immediately upon detection. The risk to the reliability of the BES is greatly reduced due to the Responsible Entity’s robust defense-in-depth approach to physical and
electronic security.

Attachments

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

e probability of a repeat exposure since the access authorizations of the domain administrator accounts was
immediately remedied, and the identified “physical” key deficiencies were not only corrected, but a sustainable and repeatable process was established. Additionally, training
on proper procedures will help ensure individuals are executing the process as defined. There are also now preventive and detective controls incorporated into the program.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:
e a) Submits this Mitigation Plan for acceptance by- and approval by NERC, and
e D) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
® ) Acknowledges:
o 1 am I
e | am qualified to sign this Mitigation Plan on behaif of | GGG

e 1 understand |G ov'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

¢ | have read and am familiar with the contents of this Mitigation Plan

I 20rccs to comply with, this Mitigation Plan, including the timetable completion date, as accepted by [} and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned |GGG sino'e point of contact (SPOC).

If you do not know your assigned | - r'e2se contact the NG dcrartment to determine your assigned SPOC at:
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VIEW MITIGATION PLAN CLOSURE: CIP-004-6 (MITIGATION PLAN CLOSURE COMBLEFERIBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Bl This tem was signea by I on 7/20/2018

This item was marked ready for signature by || o~ 7/20/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as

such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

|
Requirement Tracking Number
R4 I

Date of completion of the Mitigation Plan:

No Milestones Defined

Summary of all actions described in Part D of the relevant mitigation plan:

All Completion Summaries and milestone evidence has been upload to the Secure Working folder.

Description of the information provided to JJiij for their evaluation *

All Completion Summaries and milestone evidence has been upload to the Secure Working folder.

NERC Violation ID

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



RMATION
VERSION

VIA Secure Folder and E-MAIL

October 24, 2018

Re:

Mitigation Plan Verification of Completion
(CIP-004-6 R4)

The Mitigation Plan Certification of Completion submitted b
for the referenced violation has been received by the

on the specified date noted below.

I

Dear

]

Mitigation Plan Standard / Requirement Received On
CIP-004-6 R4 June 19, 2018

i

After review for completion on October 24, 2018,
has completed this Mitigation Plan. will notify NERC that
mitigation plan.

If you have any questions, please feel free to contact_

staff finds that
as completed this




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 6

6a. The Entity’s Mitigation Plan designated as_ for CIP-005-5 R1 submitted May
30, 2018

6b. The Entity’s Certification of Mitigation Plan Completion for CIP-005-5 R1 submitted
September 18, 2018

6c. The Region's Verification of Mitigation Plan Completion for CIP-005-5 R1 dated May 8,
2018



VIEW FORMAL MITIGATION PLAN: CIP-005-5 (REGION REVIEWING MITIGATION HIGIN)}PUBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Il This tem was signea by I 0" 5/30/2018

[l This item was marked ready for signature vy I o, 5/30/2018

MITIGATION PLAN REVISIONS

Regional Violation

Requirement NERC Violation IDs Ids Date Submitted Status Type Revision Number
Region reviewing
CIP-005-5 R1. I N 05302018 Mt aton P Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

]
Compliance Registry ID: ]

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: T —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
R1. | | I

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

the Responsible Entity “permitted Internet Control Message Protocol (ICMP) inbound and outbound
communication through an Electronic Access Poin 0 its High and Medium Impact BES Cyber Systems without maintaining documentation supporting the reason it

granted the communication access. As a result, [Responsible Entity] was not in compliance with the CIP Reliability Standard CIP-005-5 Requirement R1.

Attachments

C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan



has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

1: Perform an Extent of Condition to mitigate ICMP non-compliance deficiencies identified in the audit )
NEINoRMERI bl Bufe EUNFI BESH ) KYELRMATION

(BCS) Electronic Access Points (EAPs). Using the Responsible Entity’s 1st Quarter 2017 CIP-002 iIShRV i

Systems and ensure that implicit and/or configurable settings for ICMP access are disabled to tmmmxm\ggmmmmeSION

Systems that require ICMP to be enabled, document the business or operational reason(s) ICMP access was granted. Deliverable is evidence that ICMP access for all
-

on-

for

I s il be reported to the Regional Entities. Completed by July 12, 2017.

3: Update the current EAP rule guidelines for Medium and High Impact BCSs. Enhance the current EAP rule guidelines for Medium and High Impact BCSs, as necessary,
as a single enterprise wide document. Identify EAP rules from the guidelines that are considered “high risk”, (for example, the Subject Matter Experts (SMEs) determined
“high risk™ is the use of the word “any” in the source, destination, or service; Interactive Remote Access without an Intermediate System; and, no deny by default). The
guidelines identified as “high risk” will be used to perform an Extent of Condition of High Impact BCS EAP rules, of which the RC BCSs are a subset. Deliverables are an
enhanced enterprise wide Firewall Policy Guideline with high risk guidelines identified, and a document describing the original and post changes to the guidelines.
Completed by October 13, 2017.

4: Perform an Extent of Condition to develop a complete inventory list of existing documentation. The inventory of documentation will include policies, procedures, work
instructions, drawings, implementation evidence templates (if applicable), and business justification for BCS EAP rules. Th

— Business Units (BUs) are responsible for compliance and will create an inventory list of all existing documentation. BU Leaders and SMEs
will be asked to provide all documentation and templates used to support compliance. A centralized location will be used to store the documentation or templates, and
any links to documentation or templates. Inventory report will include the documentation or template name/number, BU owner, effective date, and termination date for any
documentation that is related to temporary rules. Deliverable is an inventory list of all documentation. Completed by November 1, 2017.

5: Perform an Extent of Condition Analysis of all the High Impact BCS EAPs
to identify “high risk”, (for example, the Subject Matter Experts (SMEs) determined “high risk™ is the use of the word “any" in the source, destina ion, or service, Interactive
Remote Access without an Intermediate System; and, no deny by default), per the guidelines developed in milestone 3, and classify each into one of the following: (a)
mitigate now by disabling or modifying the rule; (b) mitigate by other means; or (c) mitigate as part of milestone 15. Develop a plan that prioritizes the mitigation of High
Impact BCS EAPs with rules that are classified as (a) or (b) above. Deliverables are (i) list of rules considered “high risk” per High Impact BCS EAPSs; (ii) classification of
each "high risk” rule; and, (iii) mitigating actions for each rule identified as “high risk”, and (iv) a plan that prioritizes the mitigation of the “high risk” rules. Completed by
November 15, 2017.

6: Perform an Extent of Condition to identify and document all inbound and outbound access permissions and denials; and, the associated business justification for all
High and Medium Impact EAPs. (The inventory will be analyzed as part of Milestone 9 for extraneous rules.) The inventory will be stored in a centralized location. This
milestone is specific to Part 1.2; all External Routable Connectivity must be through an identified Electronic Access Point (EAP). Deliverable is a complete inventory list of
all High and Medium Impact BCS EAP inbound and outbound access permissions and denials. Completed by December 6, 2017.

7: Perform an Extent of Condition to determine whether all High and Medium Impact BCAs, (and their associated Protected Cyber Assets (PCAs)), reside within an
Electronic Security Perimeter (ESP), and all external connectivity is through an EAP that is identified on an ESP diagram. Using the Responsible Entity’s 1st Quarter 2017
CIP-002 BES Cyber System list, confirm that all applicable cyber assets reside within a defined ESP. Identify all EAPs on the ESP diagrams and check that all BCA and
PCA connectivity is through an EAP. (Any asset(s) identified as BCA or PCA that does not reside within an identified ESP will be mitigated as part of Milestone 15.) This
milestone is specific to Part 1.1, all applicable Cyber Assets connected to a network via a routable protocol shall reside within a defined ESP, and Part 1.2, all External
Routable Connectivity must be through an identified EAP. Deliverable is evidence that all High and Medium Impact BCAs (and associated PCAs) reside within an ESP, and
all external connectivity is through an EAP which will be proved by: (i) Network drawings of all ESP(s) and EAPs; (ii) Lists and/or drawings that demonstrate that all BCAs
reside inside the ESP(s); (iii) Lists and/or drawings that demonstrate that all PCAs reside inside the ESP(s); (iv) Lists and/or drawings of all BES Cyber Systems inside
the ESP(s) and their impact rating; and, (v) Network drawings and/or lists of all ESP Network topology identifying ESP(s) with and without External Routable Connectivity.
Completed by January 31, 2018.

8: Working with the inventory report from the Extent of Condition in Milestone 4, IT will determine how the evidence should be structured, and how the implementation
evidence template will be a repeatable, sustainable process. The enterprise-wide templates will be used to perform a consistent Extent of Condition across all BCS EAPs
and will include (1) List of all ESPs with the applicable cyber assets that reside within the ESP, and which are connected via routable protocol; (2) Network Diagrams
and/or lists depicting the ESP that consistently identifies: (a) All external routable communication paths, (b) All Electronic Access Points (EAPS), (c) Cyber Assets logically
located within the ESP, (d) Cyber Assets allowing interactive remote access, and (e) Cyber Assets used for detecting malicious communication; (3) Documented firewall
rule(s) that at a minimum include the business justification and technical guidelines for firewall rules developed in Milestone 3; (4) Dial-up connectivity (if needed for
future); and (5) Methods used for detecting malicious communication and implementation steps. Policies, procedures, and work instructions will be addressed in
Milestone 12. Completed by February 28, 2018.

9: Using the inventory list from the Extent of Condition in Milestone 6, and the guidance documentation and template(s) created in Milestone 8, determine which firewall
rules and business justifications, (inclusive of those related to temporary rules), meet the requirements listed within the guidance document. This milestone is specific to
Part 1.3, requiring inbound and outbound access permissions, (including those related to temporary rules), the reason for granting access, and deny all other access by
default. Deliverable will be the discovery of any discrepancies for firewall rule(s) when compared to guidance documentation which will be reported to the Regional
Entities and will be mitigated as part of Milestone 15. Completed by March 28, 2018.

10: Using the identified BCS EAP inventory list for all High and Medium Impact BCS at Control Centers, perform an Extent of Condition to verify that there is at least one
method of detecting malicious communication for all inbound and outbound communications. This milestone is specific to Part 1.5, to have one or more methods for
detecting known or suspected malicious communications for both inbound and outbound communications. Deliverable will be (i) a list of any EAPs that do not have at
least one method of detecting malicious communication; and (ii) a documented list per ESP of the method(s) used to detect malicious communication. EAPs that do not
have at least one method of detecting malicious communication will be reported to the Regional Entities and will be mitigated as part of Milestone 15. Completed by April
18, 2018.

11: Perform a Root Cause Analysis (RCA). The BUs will perform a RCA to identify the actual root cause(s). This milestone will address the following parts of Requirement
R1: Part 1.1, all applicable Cyber Assets connected to a network via a routable protocol shall reside within a defined ESP; Part 1.2, all External Routable Connectivity must
be through an identified Electronic Access Point (EAP); Part 1.3, require inbound and outbound access permissions, (including those related to temporary rules), the
reason for granting access, and deny all other access by default; Part 1.4, certification hat no Dial-up Connectivity is used for High and Medium Impact BCAs; and, Part
1.5, have one or more methods for detecting known or suspected malicious communications for both inbound and outbound communications. Deliverable will be a Root
Cause Analysis Report of the results. Completed by May 23, 2018.

12: Create comprehensive enterprise-wide Policies, Procedures and Work Instructions (including step-by-step instructions, documenting controls, malicious
communication detection, guidelines, etc.) for current and new ESPs and/or devices. The BUs will modify or develop controls for processes to make them repeatable and
sustainable. This includes the development of an EAP Policy / Rule guideline that includes guidelines for temporary rules. The documents will address the steps to follow
for compliance with all parts of Requirement R1 for all applicable High and Medium Impact BCAs (and their associated PCAs) as identified in the Responsible Entity’s
most recent CIP-002 BES Cyber System list. Deliverable is the submission of processes and procedures that are repeatable and sustainable. The processes and
procedures will include controls and steps to follow if a control fails for existing or new ESPs and/or devices. To be completed by June 15, 2018.

13: Develop training for new and updated documentation and implementation evidence templates, and provide training to Personnel. The BUs will: (1) Develop an
enterprise-wide training program for CIP-005 R1 compliance documentation, to include updates when documentation is created or revised; (2) Determine who is required
to take the training; (3) Define frequency and triggers for initiating training; (4) Define process to determine if training was effective; (5) Implement mechanism to document
that training took place; and, (6) Conduct training. Deliverable is an enterprise-wide training program. To be completed by July 2, 2018.

14: Communicate to all SMEs and users, information about the new or updated policies, procedures and work instructions. All new or updated policies, procedures and
work instructions will be revealed to the SMEs and users as they become effective. (NOTE: This milestone will document when all the new or updated policies,
procedures and work instructions are effective. Some will become effective before this milestone completion date.) To be completed by August 1, 2018.

15: Correct any deficiency found in previous milestones. Utilizing all new or updated policies, procedures, work instructions, and training, correct all deficiencies identified
in previous milestones. Additionally, any changes to, additions or deletions of BCS EAP assets from the Responsible Entity’s 1st Quarter 2017 CIP-002 BES Cyber
System lists used for this Mitigation Plan will be identified, and if necessary, mitigated per the new or updated policies, procedures, work instructions and training. To be
completed by September 18, 2018.



Attachments () NON-PUBLIC AND CONFIDENTIAL INFORMATION

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completeliAShBE N R BEMEGIED doRDRA viddiS Pl Bili¢CHERSION
State whether the Mitigation Plan has been fully implemented:

9/18/2018

D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

Create comprehensive enterprise-wide Policies, Procedures and Work Instructions (including step-by-step instructions. documenting controls, malicious communication
detection, quidelines, etc.) for current and new ESPs and/or devices.

Milestone Pending (Due: 6/15/2018)

The Business Units will modify or develop controls for processes to make them repeatable and sustainable. This includes the development of an EAP Policy / Rule
guideline that includes guidelines for temporary rules. The documents will address the steps to follow for compliance with all parts of Requirement R1 for all applicable
High and Medium Impact BCAs (and their associated PCAs) as identified in the Responsible Entity's most recent CIP-002 BES Cyber System list. Deliverable is the

submission of processes and procedures that are repeatable and sustainable. The processes and procedures will include controls and steps to follow if a control fails
for existing or new ESPs and/or devices.

Develop training for new and updated documentation and implementation evidence templates, and provide training to Personnel

Milestone Pending (Due: 7/2/2018)

The Business Units will: (1) Develop an enterprise-wide training program for CIP-005 R1 compliance documentation, fo include updates when documentation is created
or revised; (2) Determine who is required to take the training; (3) Define frequency and triggers for initiating training; (4) Define process to determine if training was
effective; (5) Implement mechanism to document that training took place; and, (6) Conduct training. Deliverable is an enterprise-wide training program.

Communicate to all SMEs and users, information about the new or updated policies, procedures and work instructions.

Milestone Pending (Due: 8/1/2018)

All new or updated policies, procedures and work instructions will be revealed to the SMEs and users as they become effective. (NOTE: This milestone will document
when all the new or updated policies, procedures and work instructions are effective. Some will become effective before this milestone completion date.)

Correct any deficiency found in previous milestones.

Milestone Pending (Due: 9/18/2018)

Utilizing all new or updated policies, procedures, work instructions, and training, correct all deficiencies identified in previous milestones. Additionally, any changes to,
additions or deletions of BCS EAP assets from the Responsible Entity’s 1st Quarter 2017 CIP-002 BES Cyber System lists used for this Mitigation Plan will be identified,
and if necessary, mitigated per the new or updated policies, procedures, work instructions and training.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

The Responsible Entity has taken a comprehensive approach to this Mitigation Plan that will be completed on September 18, 2018, and is responsive to the possible
violation (PV) in the Final Audit Report. With regard to abatement of interim risks attributable to the PV, for the following reasons, the Responsible Entity believes that there
was, and continues to be, only minimal risk to the reliability of the Bulk Electric System (BES) during the execution and completion of this Mitigation Plan.

As a result of these additional firewalls and network protections, the risk of unauthorized access by an external party through ICMP at the Medium
Impact BES Cyber System is very low.

At the completion of the onsite audit, the Responsible Entity promptly took steps to remediate the Internet Control Message Protocol (ICMP) issue for the specific Cyber
Assets associated with the High and Medium Impact BES Cyber Systems cited in the Final Audit Report. ICMP is a supporting protocol used by network devices to send
error messages and operational information. The Responsible Entity uses ICMP to monitor and access the availability and health of individual devices; and, to generate
tickets for Network Operations when a device no longer operates properly, or is out of service. ICMP is an integral part of the Electronic Management System (EMS) and
will ping other systems throughout the system’s infrastructure to assess current status, check network responsiveness, and routing paths across the network, to list just a
few.

By March 23, 2017, all ICMP firewalls were identified, and changes were implemented for the firewall access rules to compl{ii RGN S

ified during the onsite audit. By July 12, 2017, all ICMP firewalls were identified, and changes were implemented for the firewall access
rules to complete remediation for all High Impact BES Cyber Systems. While conducting the Extent of Conditions for all High and Medium Impact BES Cyber System, the
Responsible Entity confirmed that implicit and/or configurable settings for ICMP access were disabled completely, or to the maximum extent possible. For the High and
Medium Impact BES Cyber Systems’ EAPs that require ICMP to be enabled, the business or operational reason(s) or justification(s) for granting ICMP access for the EAP
had a business justification that was documented.

The risk of unauthorized access by an extemnal party through the ICMP was very low because the SME was able to access the EAP at the Medium Impact BES Cyber
System only after logging into, with two-factor authentication, in order to get through multiple layers of firewalls and network protections, as described earlier.

On July 14, 2017, the Responsible Entity implemented its revised— The EAP guidelines and
rules now include a detailed explanation of: (1) the “High-risk” rules, (i.e., use of “any” in the source, destination, or service; Interactive Remote Access without an
Intermediate System; no deny by default); (2) the specific requirements from CIP-005-5 Requirement R1, Parts 1.1, 1.2, 1.3., 1.4 and 1.5; (3) the makes and models for all
EAPs; and, (5) the enhanced controls based on security “best practices”.

The firewall rules for each of the High and Medium Impact BES Cyber Asset EAPs will be fully remediated by September 28, 2018. Mitigation of the firewall rules at the



EAPs requires a thorough analysis and review before the more restrictive rules can safely be implemented without impacting system operations and the reliability of the

High and Medium Impact BES Cyber Assets. Additionally, the implementation of the new firewall mlemﬂumrx_unﬂ'ﬂtmw FfBENTI'A‘E‘?NFBRMRTION
to avoid unplanned system outages.
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

At the completion of this Mitigation Plan, the Responsible Entity plans to have in place a comprehensive enterprise-wide program to effectively manage Electronic Access
Points (EAPs) to High and Medium Impact BES Cyber Systems, including those with External Routable Connectivity, and access to Protected Cyber Assets (PCA). All
ESPs for High and Medium Impact BES Cyber Systems will require inbound and outbound access permissions, with documented reasons for granting access, and deny
by default for all other access. Authentication, where technically feasible will be required when establishing dial-up connectivity to Cyber Assets. Firewalls will be
implemented to detect, isolate and record malicious communications.

Program documentation will include detailed guidelines and instructions for EAPs. Personnel will be adequately trained on updated policies, processes and templates.

ESP drawings will be standardized, and lists of assets within the ESP will be continuously validated and updated, as necessary. There will be records showing clear
business justifications for EAPs, with thorough checklists maintained.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:

® a) Submits this Mitigation Plan for acceptance by [JJjilij and approval by NERC, and
e D) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and

e ) Acknowledges:

o 1 am
¢ | am qualified to sign this Mitigation Plan on behaif of |GG

o 1 understand | ob'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

I =orces to comply with, this Mitigation Plan, including the timetable completion date, as accepted by [l and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigne I Si"e point of contact (SPOC).
If you do not know your assigned || . p'ease contact the NG dcpartment to determine your assigned SPOC at:
|

I



VIEW MITIGATION PLAN CLOSURE: CIP-005-5 (MITIGATION PLAN CLOSURE COMIRFHAIYBLIC AND CONFIDENTIAL INFORMATI(

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signea by I 0" 5/15/2018

[l This item was marked ready for signature vy I o, ©/18/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil|j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

S
Requirement Tracking Number NERC Violation ID
R1. I E—

Date of completion of the Mitigation Plan:

Create comprehensive enterprise-wide Policies, Procedures and Work Instructions (including step-by-step instructions. documenting controls, malicious communication
detection. guidelines. etc.) for current and new ESPs and/or devices.

Milestone Completed (Due: 6/15/2018 and Completed 6/15/2018)
Attachments (0

The Business Units will modify or develop controls for processes to make them repeatable and sustainable. This includes the development of an EAP Policy / Rule
guideline that includes guidelines for temporary rules. The documents will address the steps to follow for compliance with all parts of Requirement R1 for all applicable
High and Medium Impact BCAs (and their associated PCAs) as identified in the Responsible Entity’s most recent CIP-002 BES Cyber System list. Deliverable is the
submission of processes and procedures that are repeatable and sustainable. The processes and procedures will include controls and steps to follow if a control fails
for existing or new ESPs and/or devices.

Develop training for new and updated documentation and implementation evidence templates, and provide training to Personnel.

Milestone Completed (Due: 7/2/2018 and Completed 7/2/2018)
Attachments (0)

The Business Units will: (1) Develop an enterprise-wide training program for CIP-005 R1 compliance documentation, to include updates when documentation is created
or revised; (2) Determine who is required to take the training; (3) Define frequency and triggers for initiating training; (4) Define process to determine if training was
effective; (5) Implement mechanism to document that training took place; and, (6) Conduct training. Deliverable is an enterprise-wide training program.

Communicate to all SMEs and users, information about the new or updated policies, procedures and work instructions.

Milestone Completed (Due: 8/1/2018 and Completed 7/31/2018)
Attachments (0)

All new or updated policies, procedures and work instructions will be revealed to the SMEs and users as they become effective. (NOTE: This milestone will document
when all the new or updated policies, procedures and work instructions are effective. Some will become effective before this milestone completion date.)

Correct any deficiency found in previous milestones.

Milestone Completed (Due: 9/18/2018 and Completed 9/18/2018)
Attachments (0

Utilizing all new or updated policies, procedures, work instructions, and training, correct all deficiencies identified in previous milestones. Additionally, any changes to,
additions or deletions of BCS EAP assets from the Responsible Entity’s 1st Quarter 2017 CIP-002 BES Cyber System lists used for this Mitigation Plan will be identified,
and if necessary, mitigated per the new or updated policies, procedures, work instructions and training.

Summary of all actions described in Part D of the relevant mitigation plan:

As of the completion of Milestone 15, all deficiencies have been addressed and the evidence will be uploaded to the Secure Working Folder as agreed to during
conference call with enforcement on September 17, 2018.

Description of the information provided to FRCC for their evaluation *

As of the completion of Milestone 15, all deficiencies have been addressed and the evidence will be uploaded to the Secure Working Folder as agreed to during



conference call with enforcement on |
NON-PUBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

1 certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



RMATION
VERSION

VIA Secure Folder and E-MAIL

May 8, 2019

Re:

Mitigation Plan Verification of Completion
(CIP-005-5 R1)

The Mitigation Plan Certification of Completion submitted b
for the referenced violation has been received by the

on the specified date noted below.

I

Dear

I'

Mitigation Plan Standard / Requirement Received On
CIP-005-5 R1 September 18, 2018

i

After review for completion on May 7, 2019, FRCC Compliance staff finds that has
completed this Mitigation Plan. - will notify NERC that has completed this mitigation
plan.

If you have any questions, please feel free to contact_




7a.

7b.

7c.
28,

NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 7

The Entity’s Mitigation Plan designated as _ for CIP-006-6 R1 submitted

February 26, 2018
The Entity’s Certification of Mitigation Plan Completion for CIP-006-6 R1 submitted May 8,

2018
The Region's Verification of Mitigation Plan Completion for CIP-006-6 R1 dated October

2018



VIEW FORMAL MITIGATION PLAN: CIP-006-6 (REGION REVIEWING MITIGATIONNMOW;PUBLIC AND CONFIDENTIAL INFORMATI(

N

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

[l Aprevious version of this Mitigation Plan exists

[ This item was signed by GG on 21262015

This item was marked ready for signature by || o~ 2/26/2018

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A.1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: I
Company Address: I

|
Compliance Registry ID: I

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: L —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: I
Requirement Regional ID NERC Violation ID Date Issue Reported
R1. I I L

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

“did not implement two or more different physical access controls to allow unescorted physical
access into its Local Backup Control Center (LBCC) Physical Security Perimeter (PSP) as required by the standard.” [In footnote at 18] “Per NERC's Glossary of Terms, the
PSP is a physical border surrounding locations in which BES Cyber Assets, BES Cyber Systems, or Electronic Access Control or Monitoring Systems reside, and for which
access is controlled.”

“As a result, [Responsible Entity] was not in compliance with the CIP Reliability Standard CIP-006-6 Requirement R1.

“The LBCC is a control center with High Impact BES Cyber Systems identified by [Responsible Entity]. The LBCC PSP drawings iden ify an emergency exit door ... . During
the site visit of this location, the audit staff found that this emergency exit door allowed unescorted physical access into the LBCC PSP upon the press of a button without any
authentication. The audit staff noted that this button allowed access into the PSP, not out of the PSP. Although such access activated a loud audible alarm, a single button
granted the access into the PSP, which is contrary to the requirements.” (p.14)

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

The local back-up system control center assets are utilized by the Responsible Entity to perform functions for the reliable operation of the BES. The functional obligations
were implicated by the possible violation remediated by this Mitigation Plan in the sense that the faulty PSP emergency exit door was part of the Responsible Entity’s physical
access control program for the local back-up control center that is intended to only be used during emergencies. Given the important security objective of controlling access
to back-up system control centers, the Responsible Entity made every effort to complete this Mitigation Plan in a timely and thorough manner to minimize the likelihood of
future similar non-compliance findings.

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan



has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

1: Update the Physical Security Perimeter (PSP) at the Backup Control Center site fo remove the foymmﬁé&%wwmx wJNEMAﬂON
foyer door programming from the Physical Access Control System (PACS). Following this change, tﬁml p(nw nnmg mﬂf Vﬁﬂ ON

Completed by October 19, 2016.

2: Revise/update the Physical Security Perimeter drawing for the Backup Control Center to properly illustrate the foyer area and its authentication controls. Completed by
December 7, 2016.

3: Review each High Impact PSP design by conducting a walkdown. Ensure no entry by key core, push button, etc., into the PSP from an egress only door. If access to a High
Impact PSP by an egress only door is identified during the walkdown, it will be reported to he Regional Entity. Completed by March 24, 2017.

4: Correct any egress only doors that allow entry into a High Impact PSP found during walkdown in Milestone 3. For any identified egress only doors that allow entry into a
High Impact PSP, correct the deficiency and/or remove entry mechanism. Completed by April 28, 2017.

5. Review Enterprise-wide Physical Security Plan to determine whether design expectations related to egress only doors are described within the Physical Security Plan.
Completed by May 10, 2017.

6: Conduct training on the design expectations for egress only doors. Responsible Entity will schedule and administer a training session for physical security design
Personnel on the design expectations required for egress only doors. Completed by May 10, 2017.

T Revise_Procedure to include instructions that physical security drawings should be reviewed as part of a—\;‘valkdown,
discuss with the Business Unit any changes or modifications that may have been made prior to the walkdown, and document exceptions identified during the walkdown.

Completed by June 30, 2017.

8: Trai on the Updated_ Procedure. This milestone involves: (1) Identifying the complete
population of (2) Preparing training materials, (i.e., presentation) and scheduling training session; and, (3) Delivering training to
Completed by October 31, 2017.

Attachments ()
D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:
10/31/2017
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

No Milestones Defined

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

The Responsible Entity does not believe the reliability of the Bulk Power System (BPS) was at a higher risk, or negatively impacted, while this Mitigation Plan was being
implemented. Although the emergency exit door into the PSP did not have authentication control upon entry, there were several additional security measures in place for this
access door, (i.e., monitored access control alarming, local audible alarm, two-factor readers inside the foyer space), that reduced the likelihood of misuse or undetected
unauthorized access to High Impact BES Cyber Systems.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

This Mitigation Plan was drafted to ensure it would minimize the likelihood of further violations of the physical access control requirements for PSPs housing High Impact
BES Cyber Systems. The access door no longer allows the possibility of entry into the PSP, therefore the probability of reoccurrence for the specific location highlighted in the
final audit report has been eliminated. Likewise, all other PSPs housing High Impact BES Cyber Systems have been inspected to ensure no egress door can be used as an
ingress point, which will help mitigate the risk of future similar violations at other locations. Additionally, the Procedure for PSP reviews where High Impact BES Cyber
Systems are housed has been revised to strengthen the review and oversight process for managing Physical Security Perimeters, and all

Managers have been trained.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:
e a) Submits this Mitigation Plan for acceptance by JJjjjjj and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
e ) Acknowledges:
o 1 an
¢ | am qualified to sign this Mitigation Plan on behaif of |G

1 understand | ob'ioations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

I 2 orees to comply with, this Mitigation Plan, including the timetable completion date, as accepted by [Jjjjijj and approved by NERC



SECTION G: REGIONAL ENTITY CONTACT
NON-PUBLIC AND CONFIDENTIAL INFORMATION

Please direct any questions regarding completion of this form to: HAS BEEN REDACTED FROM THIS PUBLIC VERSION
Your assigne I sine point of contact (SPOC).

If you do not know your assigned | . r'ease contact th} N itioation department fo determine your assigned SPOC at:
. 1]



VIEW MITIGATION PLAN CLOSURE: CIP-006-6 (MITIGATION PLAN CLOSURE COMBLEFPRIBLIC AND CONFIDENTIAL INFORMATION

Il This tem was signea by I o 5/15/2018

This item was marked ready for signature by || o~ 5/15/2018

MEMBER MITIGATION PLAN CLOSURE

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as

such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

|
Requirement Tracking Number
R I

Date of completion of the Mitigation Plan:

No Milestones Defined

Summary of all actions described in Part D of the relevant mitigation plan:

The Milestone Completion Summaries have been uploaded to the Secure Working folder.

Description of the information provided to FRCC for their evaluation *

The Milestone Completion Summaries have been uploaded to the Secure Working folder.

NERC Violation ID

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



RMATION
VERSION

VIA Secure Folder and E-MAIL

October 24, 2018

Mitigation Plan Verification of Completion
I €' -006-6 k1)

The Mitigation Plan Certification of Completion submitted b
.for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-006-6 R1 February 26, 2018

After review for completion on October 24, 2018,

has completed this Mitigation Plan. - will notify NERC that
mitigation plan.

If you have any questions, please feel free to contact_

staff finds that
as completed this




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 8

8a. The Entity’s Mitigation Plan designated as_for CIP-006-3c R1 submitted May
24,2018

8b. The Entity’s Certification of Mitigation Plan Completion for CIP-006-3c R1 submitted June 11,
2018

8c. The Region's Verification of Mitigation Plan Completion for CIP-006-3c R1 dated October
24, 2018



VIEW FORMAL MITIGATION PLAN: CIP-006-6 (REGION REVIEWING MITIGATIONNMOW3;PUBLIC AND CONFIDENTIAL INFORMATI(

N

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signea by I o 5/23/2018

[l This item was marked ready for signature vy I o 5/23/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs ::;9”“3' Violation  pote Submitted Status Type Revision Number
Region reviewing
CIP-006-6 R2. I DN 05/23/2018 Mitigation Plan Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

]
Compliance Registry ID: ]

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: T —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
R2. I L L

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

“did not properly maintain complete visitor access control logs for its [Datacenter] PSP. As a
result, [Responsible Entity] was not in compliance wi eliabili andard CIP-006-6 Requirement R2.

“[Responsible Entity] maintained visitor access logs that documented access into its PSPs. The audit team reviewed the access logs at [Responsible Entity’s Datacenter]
PSP and found that on several occasions visitors signed into the PSP, entering data for the time-in field, but the time-out fields for these visitors were not populated in the
logs. CIP-006-6 R2.2 requires that [Responsible Entity] log visitors’ entries into and exits out of he PSP. Moreover, the log must be populated with the date and time of the
initial entry and last exit. [Responsible Entity’s] visitor access logs were deficient and not consistent with this Reliability Standard requirement.” (p.15)

Attachments

C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

T .t to note that the Physical Securiz Perimeters iPSPsi at the Datacenter identified in the
Final Audit Rej do not include or encompass the entire floor, but instead are made up of four (4) distinct file
b that

these visitors were on the floor but not necessarily entering the PSPs. In any event, the functional obligations of the Responsible Entity's System Control Center were
indirectly implicated by the PV remediated by this Mitigation Plan. The deficient visitor logs that form the basis of the PV were located at a data center that hosts Electronic
Access Control and Monitoring Systems (EACMS) management servers that are used to control access fo High Impact Bulk Electric System (BES) Cyber Systems. Given
the important security objective of accurately tracking visitor access to EACMS within the data centers, the Responsible Entity completed this Mitigation Plan in a timely and
thorough manner to minimize the likelihood of future similar non-compliance findings.

Attachments



SECTION D: DETAILS OF PROPOSED MITIGATION PLAN NON-PUBLIC AND CONFIDENTIAL INFORMATION

D.1 Identify and describe the action plan, including specific tasks and actions that your organization HM&E@NUREBAQTMRQMJHWM&LGMRS'ON

has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

0: The Responsible Entity’s preliminary assessment identified two reasons for the possible violation finding. First, the Responsible Entity’s process for quarterly review of
visitor access logs was inadequate. Second, individuals with authorized unescorted physical access to PSPs were not trained well enough to understand and meet the
required level of responsibility when signing visitors in and out of PSPs, and ensuring the recording of all date and time information for each person. Completed by
December 31, 2016.

1: Evaluate the process for reviewing visitor access logs and identify enhancements that need to be incorporated, including creating new controls and strengthening
existing controls. Completed by February 20, 2017.

2: Review process for signing visitors in and out of PSPs. Review the process that is utilized by those who have authorized unescorted physical access; and, identify
enhancements that need to be incorporated including creating new controls and strengthening existing controls. Completed by February 28, 2017.

3: Perform an Extent of Condition analysis by reviewing visitor log entries to all PSPs of the Responsible Entity during the time period starting March 2015 to 4 h quarter of
2016. Completed by April 28, 2017.

4: Modify visitor log process for signing visitors in-and-out of PSPs, and incorporate enhancements identified in Milestones 1 and 2 into the modified process. Completed
by September 8, 2017.

5: Review the PSP visitor logs and identify all instances where the escort can correct deficient log entries missing required data, and close out the missing log entries.
Completed by November 17, 2017.

6: Schedule and administer training with the employees and independent contractors who are responsible for monitoring, managing and reviewing visitor logs according
to the revised processes. Completed by December 15, 2017.

Attachments

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:
12/15/2017

D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

No Milestones Defined

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

The Responsible Entity developed a Mitigation Plan in response to this PV that was completed on December 15, 2017. For the following reasons the Responsible Entity

believes there was minimal risk to the reliability of the Bulk Electric System (BES) both before and after the Responsible Entity developed and executed this Mitigation
Plan.

risk that someone on the floor without authorization could access the CIP assets in

Further, any potential risk associated with this administrative issue, (i.e., entering the visitor's “time out” in the log book), was largely mitigated by compliance with the
Responsible Entity’s procedures requiring the escort to remain with the visitor at all times, assuring that the visitor only had access to the areas, materials, and systems

in which he or she was working. This policy and process significantly mitigated any potential risk associated with the fact that the specific time of departure from the PSP
or the floor was not recorded on the log.

The strongest protection of the integrity and security of the Responsible Entity’s Cyber Assets while visitors are being provided access is the vigilance of the escort
responsible for that visitor. While the time a visitor has signed out of a PSP should be included in the visitor log in accordance with CIP requirements and the Responsible
Entity’s policies, the risk of unauthorized access to the Responsible Entity’s Cyber Assets is best protected and largely mitigated through the eyes and ears of its escorts.
For the foregoing reasons, the Responsible Entity believes there was minimal risk to the BES due to the log deficiencies identified in the Final Audit Report, all of which
have been remedied through successful completion of the Mitigation Plan and the subsequent actions of the Responsible Entity.

Attachments

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):
Successfully completing this Mitigation Plan ensures that the Responsible Entity has accurate records of those visitors who are granted escorted access to a PSP.
Completion of this Mitigation Plan will also ensure that the Subject Matter Experts (SMEs) responsible for performing the reviews on a quarterly basis are equipped with the

appropriate training to perform the task, and that those who have authorized unescorted physical access receive the proper training to ensure their visitors are signed in and
out of the PSPs. Execution of these improvements will minimize the likelihood of further violations of the visitor control program.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:

® a) Submits this Mitigation Plan for acceptance by [JJiij and approval by NERC, and



e D) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and

NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

e ) Acknowledges:

o 1am R
* | am qualified to sign this Mitigation Plan on behaif of | NG

| understand | ob'ioations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

* I 20<cs to comply with, this Mitigation Plan, including the timetable completion date, as accepted by [Jjjjj and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigneo G <" Point of contact (SPOC).
It you do not know your assigned | r'ease contact the GGG dcpartment to determine your assigned SPOC at:



VIEW MITIGATION PLAN CLOSURE: CIP-006-6 (MITIGATION PLAN CLOSURE COMBLEFPRIBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Il This tem was signed by I o 6/ 1112018

This item was marked ready for signature by || o~ 6/11/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as

such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

|
Requirement Tracking Number
R2. I

Date of completion of the Mitigation Plan:

No Milestones Defined

Summary of all actions described in Part D of the relevant mitigation plan:

Completion Summaries and all supporting evidence were uploaded to the Secure Working folder.

Description of the information provided to FRCC for their evaluation *

Completion Summaries and all supporting evidence were uploaded to the Secure Working folder.

NERC Violation ID

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



NON-PUBLIC AND CONFIDENTIAL INFORMATION
VERSION

VIA Secure Folder and E-MAIL

October 24, 2018

Mitigation Plan Verification of Completion
I (€1 -006-6 &)

The Mitigation Plan Certification of Completion submitted b
. for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-006-6 R2 May 23, 2018
After review for completion on October 24, 2018,

has completed this Mitigation Plan. - will notify NERC that
mitigation plan.

If you have any questions, please feel free to contact_.

staff finds that
as completed this




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 9

9a. The Entity’s Mitigation Plan designated as_ for CIP-007-3a R2 submitted May
24,2018

9b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R2 submitted August
17,2018

9c. The Region's Verification of Mitigation Plan Completion for CIP-007-3a R2 dated May 7,

2019



VIEW FORMAL MITIGATION PLAN: CIP-007-6 (REGION REVIEWING MITIGATIONMOW;}PUBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

[l This tem was signed by 0" 5/24/2018

[l This item was marked ready for signature oy o 5/24/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :::gional Viokation Date Submitted Status Type Revision Number
Region reviewing
CIP-007-6 R1. ] ] 05/24/2018 Mitigation Plan Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

|
Compliance Registry ID: I

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: o —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: [
Requirement Regional ID NERC Violation ID Date Issue Reported
R1. I ] L

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:
m alleges a possible violation of CIP-007-6 Requirement R1 based on findings that the Responsible Entity “did not properly
ocument its need to have logical network accessible ports enabled for certain of its Bulk Electric System (BES) Cyber Assets”; and “did not properly document that certain of
its BES Cyber Assets did not have a provision for disabling or restricting logical ports” (p.15). The BES Cyber Asset that formed the basis of the latter finding is used by the
Responsible Entity in performance of the Reliability Coordinator (RC) function.

“Additionally, audit staff observed a demonstration of the authentication and login process for one of the [Responsible Entity’s] GPS clock cyber assets during the site visit.
The audit team discovered that the interface was coded in hypertext markup language (HTML) and it did not support the more secure hypertext transfer protocol secure
(HTTPS) for network communication; log password changes or logins; support alerts for unsuccessful login attempts; or provide a lock-out feature. In addition, [a cyber]
device used a shared administrator account password that was only required to be changed annually during [Responsible Entity’s] annual performance of its Cyber
Vulnerability Assessment. A [Responsible Entity] SME also informed the audit team that there are ports and services on the device that are not capable to be disabled.

Although the cyber asset may not be able to meet the disable or restrict requirements of CIP-007-6, [Responsible Entity] is required to provide evidence that device has no
provision for disabling or restricting logical ports”, (p.16).

The Responsible Entity had not implemented viable processes and controls for documenting and enabling only logical network accessible ports and services that are

deemed necessary. In addition, while the Responsible Entity’s compliance group issued written guidance on Technical Feasibility Exceptions (“TFE”) under Version 5 of the

CIP Reliability Standards, the Responsible Entity lacked a documented process for determining if a TFE is necessary under Part1.1 of CIP-007-6 for devices that have no
provision for disabling or restricting logical ports.

Attachments

C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

Representatives from multiple operational Business Units (BUs) are working collaboratively on the
milestone activities in this Mitigation Plan. Personnel from are working
together to develop enterprise-wide program documentation and controls; and, separately, on compliance responsibilities that are managed more effectively with processes,

procedures and work templates designed specifically for their BU. The objective of this multi-departmental effort is to create an enterprise-wide program for the Responsible



Entity that is consistent across all BUs.

NON- oHBLIC AND CONFIDENTIAL INFORMATION

The BUs will create enterprise-wide documented processes, work instructions, templates, and controls; develop training programs New enterpriseé-w

documentation; and, will retain all associated implementation evidence throughout execution of thelfleStBEEN R E DhA ETOE DvPROiNohbliSoRkEBI6LVERSION
documentation, evaluating its use throughout the organization, and consolidating where appropriate; and, then finalizing the new enterprise-wide documentation, training,
and subsequently implementing a comprehensive enterprise-wide program is expected to take a little less than one (1) year to complete.

Attachments ()

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

1: Create an inventory list of policies, standards, procedures, and work instruction documenta ion for ports and services currently in effect fo—
Business Units. Inventory list will include document name/number, Business Unit (BU) Owner, and effective
date. Completed by September 8, 2017.

1

2: Develop an inventory list of all existing ports and services implementation evidence templates not previously identified in milestone 1 ||| EIEEEEEE - The output
will be an inventory list of the evidence templates by name/number, BU Owner, and effective date. Completed bi Seitember 8, 2017.

|

3: Determine the sustainability of existing ports and el - in the inventory list created in milestone 2 | - D<cide
how evidence should be structured, and how the ports and services implementation evidence templates can be used to create enterprise-wide ports and services evidence
templates that are repeatable and sustainable. The BUs will document what contents and instructions are usable to create enterprise-wide ports and services
implementation evidence templates. Completed by September 8, 2017.

4: Evaluate the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for ports and services_

to determine which content, instructions, and tools meet the Standard requirement and is repeatable and sustainable. The BUs will document what content,
instructions, and tools in the policies, standards, procedures, and work instruction documentation for ports and services currently in effect | N is usable and
can be combined into corporate-wide documentation. Completed by September 15, 2017.

5: Perform an Extent of Condition (EOC). Working with the 1st Quarter 2017 CIP-002 BES Cyber System list, the BUs will determine if all enabled ports and services are
documented for all applicable devices. The output will be a complete, comprehensive inventory of applicable devices with enabled ports and services, output from the
devices to substantiate enabled ports and services, the business justification, and evidence from the vendor. Additional findings of undocumented enabled ports and
services will be reported to the Regional Entities. Completed by October 23, 2017.

0000000000000
N 0
analysis. Possible Root Cause(s) will be identified. Any additional
findings of non-compliance will be reported to the Regional Entities. Completed by October 25, 2017.
'
. U

contributing factors. Compieted by October 27, .

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis in milestone 7.
Completed by November 24, 2017.

9: Develop enterprise-wide documentation for ports and services. The enterprise-wide documentation will be supplemented with processes that specifically address: (A)
Determination of devices for enabled ports and services.; (B) Documenting the need for enabled ports and services. (For ephemeral ports, evaluate and document the need
for port ranges. This can come from vendor documentation and BU SME input according to how or where the device is used, and output from milestone 6. This determination
will be an enterprise-wide methodology.); (C) If a port and/or service cannot be disabled due to manufacturer constraints, document how the BU reaches out to the vendor to
obtain evidence and document that this port and/or service as enabled.; (D) Documenting the process on how the BUs determine if a TFE is necessary for Part 1.1. This will
include a device type where the device has no provision for disabling ports and/or services, and there is no vendor documentation to support disabling. A TFE will be created.;
and, (E) The process on how to protect against the use of unnecessary physical input/output ports. The process will include what the execution evidence would look like, (e.g.
annual CVA check for port locks, system configuration for logically disabled ports, etc.). Completed by December 22, 2017.

10: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage for all ports and services. The BUs will collaboratively determine and
document who is responsible for specific inventoried devices based on location. The BUs will document the responsible BU and the SMESs, Groups, and/or Departments
who are responsible for the ports and services for those devices. This mitigating action will also include identifying who is responsible for administering training. Completed
by December 22, 2017.

11: The CIP Senior Manager and BU Directors will review the results of Milestone 10 and agree to the designated BU ownership of devices, and their obligation to maintain
processes, evidence and training for ports and services. A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned ports and
services responsibilities for specific inventoried devices, including training. Completed by January 25, 2017.

12: The BUs will develop controls for ports and services documentation so that they are repeatable and sustainable. Controls for creating and maintaining all ports and
service documentation, and implementation evidence templates, will be included in the Roles and Responsibilities’ agreements developed in Milestone 11. Completed by
January 26, 2017.

13: Develop implementation evidence templates for ports and services. The BUs will create enterprise-wide implementation evidence templates for capturing evidence for
ports and services. The templates will have common nomenclature to be used enterprise-wide and will include: (a) device name; (b) enabled and listening ports; (c) port
ranges if applicable; (d) services; (e) business justification; (f) columns to capture what is being measured; (g) revision history; and, (h) proper “Confidential — CEII" headers
or footers. Completed by February 16, 2018.

14: Develop Training program for new and updated ports and services documentation and implementation evidence templates. The BUs will develop an enterprise-wide
Training program for when ports and services documentation and/or implementation evidence templates are created or updated. Personnel listed in the ‘Roles and
Responsibilities’ section of the ports and services documentation and implementation evidence templates, and anyone identified as needing the training, will be required to
complete the training. Also, each BU will designate who is responsible for administering, maintaining, updating and tracking completion of the training program for ports and
services. Completed by April 6, 2018.

15: Perform Training. The BUs will determine who is required to complete the training for ports and services, when and how often training is needed, how training will be
scheduled and documented, and how completed training records will be stored and managed. Completed by May 18, 2018.

16: Implement countermeasures, updated documentation, templates, and controls. The BUs will implement the updated ports and services documentation, templates, and
controls that will cover: (A) Part 1.1: a completed ports and services implementation evidence template that includes device names, enabled ports and port ranges if
applicable, services, business justification, and completed revision history for all devices in the High and Medium Impact BES Cyber Systems list; and, (B) Part 1.2: evidence
that physical ports are protected on all High Impact BCS and their associated EACMS, PACS, and PCA. Evidence will include documentation, screenshots of unneeded
physical ports being disabled, signage or tamper tape that is attached to the devices, or screenshots of port locks on applicable devices. To be completed by August 17,
2018.

Attachments ()

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

8/17/2018

D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:



Implement countermeasures, updated documentation, templates, and controls. NON-PUBLIC AND CONFIDENTIAL INFORMATION
boretheli il L L) HAS BEEN REDACTED FROM THIS PUBLIC VERSION

The BUs will implement the updated ports and services documentation, templates, and controls that will cover: (A) Part 1.1: a completed ports and services
implementation evidence template that includes device names, enabled ports and port ranges if applicable, services, business justification, and completed revision
history for all devices in the High and Medium Impact BES Cyber Systems list; and, (B) Part 1.2: evidence that physical ports are protected on all High Impact BCS and
their associated EACMS, PACS, and PCA. Evidence will include documentation, screenshots of unneeded physical ports being disabled, signage or tamper tape that is
attached to the devices, or screenshots of port locks on applicable devices.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

The Responsible Entity has taken a comprehensive approach that is responsive to the possible violation (PV) in the Final Audit Report; and,
rim risks attributable to the PV, for the following reasons, the Responsible Entity believes that there was,
and continues to be, only minimal risk to the reliability of the Bulk Electric System (BES) while the Responsible Entity executes this Mitigation Plan.

To begin, the goal of CIP-007-6 Requirement R1 is to minimize the attack surface of BES Cyber Systems through disabling or limiting = (v ork
accessible logical ports and services and physical input/output ports. This important security requirement is nonetheless location and device specific. For example, the

was a Medium Impact BES Cyber System located at a—within a Physical Securii Perimeter iPSP),
and an Electronic Security Perimeter (ESP). Likewise,—is located inside a Control Center that is withi

assess what, if any, BES reliability risk may be posed by inadequate ports and services documentation for these BES Cyber Assets, one must factor into the equation that
the Responsible Entity had, and continues to have in-place multi-layered protections designed to protect against unauthorized physical and electronic access to all of its
corporate networks and Cyber Assets that the company views as critical to operations. This defense-in-depth posture is even more pronounced for the High and Medium
Impact BES Cyber Systems of the type referenced in the PV finding, for which physical access is protected in accordance with CIP-006-6, and remote electronic access is
protected in accordance with CIP-005-5 Requirement R2. Details on the Responsible Entity’s defense-in-depth posture for physical access is set forth in

Hlical Security Plan for CIP-006-6, and is addressed in the Interim Risk Statements for the CIP-006-6 Requirements R1 and R2 Mitigation Plans. (For a detailed
description of the Responsible Entity’s defense-in-depth posture for electronic access, please reference the Interim Risk Statement provi*
Requirement R1 Mitigation Plan, and the Responsible Entity’s CIP-005-5 Requirement R2 procedure for Interactive Remote Access Management attached.)

With regard to remote electronic access and putative risks posed by the PV for CIP-007-6 Requirement R1, the following narrative describes the steps that an external
unauthorized user, (i.e., a user that has not been granted electronic CIP access authorization in accordance with CIP-004-6), would have to take in order to gain remote
electronic access to ports and services of the type for High and Medium BES Cyber Assets referenced in the Final Audit Report.

Thus,F are required in order to remotely access all of the EAPs at the Responsible Entity’s High and Medium Impact BES Cyber

Systems. Further, all communications and access to EAPs at the Responsible Entity’s Control Center High and Medium Impact BES Cyber Systems are permitted only
through an encrypted network.

levels of protection for Medium Impact BES Cyber Systems associated with Generation facilities are overseen by plant specific cyber security managers.

Tuming to the bases of the PV in the Final Audit Report, abatement of any putative risk to the BES began in August 2016,

” On August 3, 2016, of the Responsible Entity received from he documentation to support its business
need for ports and services for the ten applicable assets. evaluated, confirmed and updated the documentation for]| devices on August 8, 2016
showing justification of the business need for ports and services. This remedied the lack of need documentation for open ports and services of a Medium Impact BES

Cyber System. Likewise, on December 2, 2016 m” Business Unit (BU) received vendor documentation to support its position that a certain
High Impact BES Cyber Asset| has open ports and services that cannot be disabled; and, is therefore “deemed needed” pursuant to the express language of
the requirement.

Responsible Entity eliminated any putative risk to the reliability of the BES presented by inadequately documented s and services for those
devices. Moreover, any perceived risk posed by undocumented ports and services on the two devices, (from July 1, and August 3 and December 2, 2016, respectively),
was greatly reduced by the Responsible Entity’s strong physical and electronic security defense-in-depth posture described above.

The risk to the reliability of the BES remains minimal during the execution phase of this Mitigation Plan. While the Responsible Entity found issues within its program
documentation during the Extent of Condition analysis completed October 25, 2017, (see Milestone 6); the lack of adequate documentation supporting enabled ports and
services for Cyber Assets will be resolved for all devices once the Mitigation Plan is complete. In the meantime, the Responsible Entity’s BES Cyber Systems will continue
to be protected by the strong physical and electronic security defense-in-depth posture and controls already implemented for CIP-006-6 Requirements R1 and R2, and
CIP-005-5 Requirement R2. Collectively, these protections greatly reduce any putative risk to the reliability of the BES that may be posed by documentation issues.

In summary, while the Mitigation Plan is not scheduled to be completed until August 17, 2018, the risk to the reliability of the BES is greatly reduced due to the
Responsible Entity’s robust defense-in-depth approach to physical and network security.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

By successfully completing this Mitigation Plan, the Responsible Entity will reduce the risk of future violations and ensure sustainable compliance. At the completion of the



Mitigation Plan, the Responsible Entity will have:

o Enterprise-wide documentation capturing sustainable, repeatable processes and controls for doclt\llmoen .ﬁg (le%a%'fl o%lcNaRegvoor!I}l aFCICQSESIN;r ;I)'SA 5 Llr‘I“dFSQNRICM,A TION
including the business justification; HAS BEEN REDACTED FROM THIS PUBLIC VERSION

o A training program that ensures all Personnel with documented ‘Roles and Responsibilities’ will be trained on the new and/or updated processes; and,
o Enterprise-wide implementation evidence templates to capture enabled logical network accessible ports, services, and business justification.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:

¢ a) Submits this Mitigation Plan for acceptance by JJjjjjj and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and

e ) Acknowledges:

o 1am I
¢ | am qualified to sign this Mitigation Plan on behalf of || GG

1 understand | ob'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan
I 20<cs to comply with, this Mitigation Plan, including the timetable completion date, as accepted by Jjjjjjj and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned I Si"g'c point of contact (SPOC).
If you do not know your assigned | r'ease contact the | NG dcpartment fo determine your assigned SPOC at:



VIEW MITIGATION PLAN CLOSURE: CIP-007-6 (MITIGATION PLAN CLOSURE COMELKIFPRYBLIC AND CONFIDENTIAL INFORMATI(

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signed by I 0" /17/2018

[l This item was marked ready for signature vy I o, ¢/17/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

S
Requirement Tracking Number NERC Violation ID
R1. I E—

Date of completion of the Mitigation Plan:

Implement countermeasures, updated documentation, templates, and controls.

Milestone Completed (Due: 8/17/2018 and Completed 8/17/2018)
Attachments (0)

The BUs will implement the updated ports and services documentation, templates, and controls that will cover: (A) Part 1.1: a completed ports and services
implementation evidence template that includes device names, enabled ports and port ranges if applicable, services, business justification, and completed revision
history for all devices in the High and Medium Impact BES Cyber Systems list; and, (B) Part 1.2: evidence that physical ports are protected on all High Impact BCS and
their associated EACMS, PACS, and PCA. Evidence will include documentation, screenshots of unneeded physical ports being disabled, signage or tamper tape that is
attached to the devices, or screenshots of port locks on applicable devices.

Summary of all actions described in Part D of the relevant mitigation plan:
Completion Summary and supporting evidence will be uploaded to the Secure Working folder.

Description of the information provided to Jjjjjj for their evaluation *

Completion Summary and supporting evidence will be uploaded to the Secure Working folder.

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



NON-PUBLIC AND CONFIDENTIAL INFORMATION
VERSION

VIA Secure Folder and E-MAIL

May 8, 2019

Mitigation Plan Verification of Completion
I (10076 k)

The Mitigation Plan Certification of Completion submitted b
. for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-007-6 R1 August 17, 2018

After review for completion on May 7, 2019, staff finds that- has
completed this Mitigation Plan. - will notify NERC that as completed this mitigation

plan.

If you have any questions, please feel free to contact_




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 10

10a. The Entity’s Mitigation Plan designated as_ for CIP-007-3a R3 submitted
June 19, 2018

10b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R3 submitted
September 28, 2018

10c. The Region's Verification of Mitigation Plan Completion for CIP-007-3a R3 dated May 7,

2019



VIEW FORMAL MITIGATION PLAN: CIP-007-6 (REGION REVIEWING MITIGATIONMOW;}PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

I This tem was signed by [ O ¢/7/2013

[l This item was marked ready for signature oy I o 6/7/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :::gional Viokation Date Submitted Status Type Revision Number
y Region reviewing
CIP-007-6 R2. I N 06072018 Mt aton P Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

]
Compliance Registry ID: ]

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: C —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: L
Requirement Regional ID NERC Violation ID Date Issue Reported
R2. I L L

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

“documented processes of cyber security patch management for its BES Cyber Assets did not
include procedures for evaluating the applicability of new security packages prior to installation that were consistent with the standard requirements. Specifically,

[Responsible Entity’s] process neither appropriately assessed the applicability of new security patches for Cyber Assets nor provided for the retention of tracking records that

support the performance of tests of patches.

Attachments

C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

Representatives from multiple operational Business Units (BUs), are working
collaboratively on the milestone activities in this Mitigation Plan. Personnel from

Hare working together to develop enterprise-wide program documentation and controls; and, separately, on compliance responsibilities that are managed more
e

ectively with processes, procedures and work templates designed specifically for their BU. The objective of this multi-departmental effort is fo create an enterprise-wide
program for the Responsible Entity that is consistent across all BUs.

The BUs will create enterprise-wide documented processes, work instructions, templates, and controls; develop training programs for all new enterprise-wide
documentation; and, will retain all associated implementation evidence throughout execution of the milestone activities. The effort involved in combining existing BU
documentation, evaluating its use throughout the organization, and consolidating where appropriate; and, then finalizing the new enterprise-wide documentation, training,
and subsequently implementing a comprehensive enterprise-wide program is expected to take a little less than one (1) year to complete.

Attachments



SECTION D: DETAILS OF PROPOSED MITIGATION PLAN
NON-PUBLIC AND CONFIDENTIAL INFORMATION

D.1 Identify and describe the action plan, including specific tasks and actions that your organization | ASBRENURERRCT Fi-FRORAM-HASIPUiBLIE NEERSION

has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:
1: Create an inventory list of policies, standards, procedures, and work instruction documentation for security patch management currently in effect f_

F Business Units. Inventory list will include document name/number, Business Unit (BU)
Owner, and effective date. Completed by September 8, 2017.

2: Develop an inventory list of all existing security patch management implementation evidence templates not previously identified in milestone 1 || NN BVs-
The output will be an inventory list of he evidence templates by name/number, BU Owner, and effective date. Completed by September 8, 2017.

3: Determine the sustainability of existing security patch management implementation evidence templates in the inventory list created in milestone ZH
BUs. Decide how evidence should be structured, and how the security patch management implementation evidence templates can be used to create enterprise-wide
security patch management evidence templates that are repeatable and sustainable. The BUs will document what contents and instructions are usable to create
enterprise-wide security patch management implementation evidence templates. Completed by September 8, 2017.

4: Evaluate the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for security patch managementq
HBUS to determine which content, instructions, and tools meet the Standard requirement and is repeatable and sustainable. The BUs will document wha
content, instructions, and tools in the policies, standards, procedures, and work instruction documentation for security patch management currently in effect || N
[l is usable and can be combined into corporate-wide documentation. Completed by September 15, 2017.

5: Perform an Extent of Condition (EOC). Working with the 1st Quarter 2017 CIP-002 BES Cyber System list, the BUs will identify if there is documentation for the hardware
and/or software patching requirements which involve monitoring of vendors for possible patches. The output will be a comprehensive inventory of devices with the
hardware and/or software patching requirements for all applicable devices which involve monitoring of vendors. Completed by October 23, 2017.

6: Perform an Extent of Condition (EOC) analysis to identify possible Root Cause(s). The BUs will perform an EOC analysis using the inventory of documentation and
devices that were identified during execution of Milestones 1, 2, and 5. The compliance group will compile questions and perform BU SME interviews for additional input
for the EOC analysis. The results of the interviews will be given to the BUs to incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the
EOC Analysis. Any additional findings of non-compliance will be reported to the Regional Entities. Completed by October 25, 2017.

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will perform a Root Cause analysis and identify the root cause(s) and
contributing factors. Completed by October 27, 2017.

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis. Completed
by December 22, 2017.

9: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The BUs will collaboratively determine and document who is
responsible for inventoried devices based on location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who are responsible for
compliance activities for those devices. This exercise will also determine who is responsible for administering training. Completed by December 22, 2017.

10: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their designated BU ownership of devices, and their obligation to
maintain processes, evidence and training. A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned compliance
responsibilities for specific devices, including training. Completed by January 25, 2018.

11: The BUs will create enterprise-wide documentation, which will include input from Milestone 4. The new enterprise-wide documentation will be supplemented with
processes to ensure compliance. This will include: (A) A process for documenting contact with vendors every 35 calendar days on the availability of applicable security
patches; (B) A process for the evaluation of security patches to include who performs the evaluation and the criteria used for determination; (C) A process for creating and
revising mitigation plans for security patches that cannot be applied within 35 calendar days after the patch evaluation. The process will include actions to mitigate the
vulnerabilities by each patch, timeframe for completing the mitigation plan, if an extension, the reason. For extensions, the process for notifying CIP Senior Manager for
approval of the extension; (D) A process on applying security patches within 35 calendar days of evaluation. The process will include: (i) The responsible group for
applying the patches; (ii) How the patches are applied: by device type, by location, are they manually applied, pushed by an intermediate system or by the vendor; and (jii)
How and who documents when the patches are applied; and (E) If there are network scans provided as evidence, where they are stored, and who does the scans.
Completed by January 31, 2018.

12: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. Controls for creating and maintaining all processes will be
documented for the enterprise-wide documentation developed during the execution of Milestone 11. Completed by February 23, 2018.

13: The BUs will create enterprise-wide implementation evidence templates. The templates will have common nomenclature that will be used enterprise-wide. The
templates will include: (A) A section for contact with vendors for applicable security patches every 35 calendar days; (B) A section to track the evaluation results of security
patches, showing completion dates within 35 calendar days of being notified of a security patch release. How the evaluation was performed, who performed the
evaluation, and the date of the evaluation; (C) Capturing the documentation that security patches were applied within 35 calendar days of evaluation; (D) Capturing the
details of the mitigation plan to include: (i) How the vulnerability will be addressed while the patch is not applied; (ii) Timeframe for completion; (iii) Responsible BU/SME;
(iv) Device type / name; (v) Vendor and patch number; and, (vi) If a revision, a place for CIP Senior Manager sign-off. Templates will also include revision history, proper
“Confidential — CEIl" headers or footers, columns or fields to capture the measures of the requirement. Completed by March 23, 2018.

14: Develop Training program for new and updated documentation and implementation evidence templates. The BUs will develop an enterprise-wide Training program
for when documentation and/or implementation evidence templates are created or updated. Personnel listed in the ‘Roles and Responsibilities’ section of the
documentation and implementation evidence templates, and anyone identified as needing the training, will be required to complete the training. Also, each BU will
designate who is responsible for administering, maintaining, updating and tracking completion of the training program. Completed by May 11, 2018.

15: Perform Training. The BUs will determine who is required to complete the training, when and how often training is needed, how training will be scheduled and
documented, and how completed training records will be stored and managed. To be completed by June 29, 2018.

16: Implement new and/or updated CIP-007 documentation and controls. BUs will implement the new and /or updated documentation and controls, and submit
implementation evidence for each Part of the CIP-007 Requirement R2: (A) Documentation of contact with vendors for applicable security patches every 35 calendar days;
(B) Evaluation results of security patches, showing completion dates within 35 calendar days of being notified of a security patch release. Document how the evaluation
was performed, by whom, and date of evaluation.; (C) Documentation that security patches were applied within 35 calendar days of evaluation. This will include how the
patch was applied (manually, pushed by an intermediate device, pushed by the vendor), date of patch application and verification that the patch was successfully applied.;
and, (D) Documentation of Mitigation Plan or revision to Mitigation Plan, planned actions to mitigate any vulnerabilities, timeframe for completion and approval of the
Mitigation Plan by he CIP Senior Manager. To be completed by September 28, 2018.

Attachments ()

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

9/28/2018
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

Perform Training
Milestone Pending (Due: 6/29/2018)

The BUs will determine who is required to complete the training, when and how often fraining is needed, how training will be scheduled and documented, and how
completed training records will be stored and managed.

Implement new and/or updated CIP-007 documentation and controls.



Milestone Pending (Due: 9/28/2018)

BUs will implement the new and /or updated documentation and controls, and submit implementatitm gM’rB(“ﬁ LLG\AJN Q MF(*P ENJMMH*NEQBMATIO N
Documentation of contact with vendors for applicable security patches every 35 calendar days; ( i i 1 i

within 35 calendar days of being notified of a security patch release. Document how the evaluatimg r% h QME&B@ mpg m&SION
that security patches were applied within 35 calendar days of evaluation. This will include how the patch was applied (manually, pushed by an intermediate device,

pushed by the vendor), date of patch application and verification that the patch was successfully applied.; and, (D) Documentation of Mitigation Plan or revision to
Mitigation Plan, planned actions to mitigate any vulnerabilities, timeframe for completion and approval of the Mitigation Plan by the CIP Senior Manager.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

Despite the security patching deficiencies highlighted in the final audit report, the risk to the reliability of the BES is minimal during the execution phase of this Mitigation

Plan as the Responsible Entity’s BES Cyber Systems will continue to be protected by strong physical and electronic security defense-in-depth controls that have been
implemented for CIP-006-6 Requirements R1 and R2, and CIP-005-5 Requirement R2.

Four levels of protection and steps are required in order to remotely access all of the Electronic Access Points (EAPs) at the Responsible Entity’s High and Medium
Impact BES Cyber Systems. Further, all communications and access to EAPs at the Responsible Entity’s Control Center High and Medium Impact BES Cyber Systems
are permitted only through an encrypted network|

Meanwhile, comparable levels

Collectively, these protections greatly reduce any putative risk to the reliability of the BES that may be posed by the PV finding. Nevertheless, the Responsible Entity’s
Business Units (BUs) are aware of the security risk posed by inadequate security patching for devices and applications associated with its BES Cyber Systems. The
training for the new enterprise-wide security patching procedure will be completed by June 15, 2018. Then the enterprise-wide security patching procedure and
associated evidence templates will be implemented to immediately commence remediation for any Extent of Condition (EOC) issues. The enterprise-wide
implementation for the security patching procedure and associated evidence templates is expected to be completed by September 28, 2018 based on the number of
devices in scope. Since there are over- devices, at this time, it is not known if the three (3) month implementation time-period can be shortened and still allow for full
remediation of the EOC issues, but every effort will be made to complete the implementation for the security patching procedure and associated evidence templates as
soon as possible.

By completing all milestones in this Mitigation Plan, the Responsible Entity expects to greatly minimize any risk the PV finding may be deemed to pose to the BES and
ensure that a sustainable program is in place to cover all Parts of Requirement R2. In the meantime, as noted above, the risk to the reliability of the BES is greatly reduced
due to the Responsible Entity’s robust defense-in-depth approach to physical and network security.

Attachments

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

By successfully completing this Mitigation Plan, the Responsible Entity will have in place:

- Enterprise-wide documentation consisting of sustainable, repeatable processes and controls for tracking, evaluating, installing and documenting cyber security patch
updates;

- A formal training program to ensure all Personnel with documented Roles and Responsibilities are adequately, and periodically trained on the new and/or revised
processes for security patch management; and,

- Enterprise-wide implementation evidence templates to completely capture the patch management process.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:
¢ a) Submits this Mitigation Plan for acceptance by JJjjjjj and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
* ) Acknowledges:

o 1 am I
® | am qualified to sign this Mitigation Plan on behaif of || NG

o | understand | ob'ioations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

I 20rccs to comply with, this Mitigation Plan, including the timetable completion date, as accepted by JJjjjjjj and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigne NG sino'e point of contact (SPOC).

If you do not know your assigned || r'ease contact the [ NG dcpartment to determine your assigned SPOC at:
|



NON-PUBLIC AND CONFIDENTIAL INFORMATION
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VIEW MITIGATION PLAN CLOSURE: CIP-007-6 (MITIGATION PLAN CLOSURE COMELKIFERYBLIC AND CONFIDENTIAL INFORMATI(

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signea by I o 5/25/2018

[l This item was marked ready for signature vy I o, ©/28/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

Requirement Tracking Number NERC Violation ID

R2. I I

Date of completion of the Mitigation Plan:

Perform Training

Milestone Completed (Due: 6/29/2018 and Completed 6/29/2018)
Attachments (0)

The BUs will determine who is required to complete the training, when and how often training is needed, how training will be scheduled and documented, and how
completed training records will be stored and managed.

Implement new and/or updated CIP-007 documentation and controls.

Milestone Completed (Due: 9/28/2018 and Completed 9/28/2018)
Attachments (0)

BUs will implement the new and /or updated documentation and controls, and submit implementation evidence for each Part of the CIP-007 Requirement R2: (A)
Documentation of contact with vendors for applicable security patches every 35 calendar days; (B) Evaluation results of security patches, showing completion dates
within 35 calendar days of being notified of a security patch release. Document how the evaluation was performed, by whom, and date of evaluation.; (C) Documentation
that security patches were applied within 35 calendar days of evaluation. This will include how the patch was applied (manually, pushed by an intermediate device,
pushed by the vendor), date of patch application and verification that the patch was successfully applied.; and, (D) Documentation of Mitigation Plan or revision to
Mitigation Plan, planned actions to mitigate any vulnerabilities, timeframe for completion and approval of the Mitigation Plan by the CIP Senior Manager.

Summary of all actions described in Part D of the relevant mitigation plan:
Evidence for all milestones will be packaged and uploaded to the Secure Working Folder.

Description of the information provided to [Jjijj for their evaluation *

Evidence for all milestones will be packaged and uploaded to the Secure Working Folder.

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



MATION
VERSION

VIA Secure Folder and E-MAIL

May 8, 2019

Mitigation Plan Verification of Completion
I (10076 &)

The Mitigation Plan Certification of Completion submitted b
. for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-007-6 R2 September 28, 2018

After review for completion on May 7, 2019, staff finds that- has
completed this Mitigation Plan. - will notify NERC that as completed this mitigation

plan.

If you have any questions, please feel free to contact_




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 11

11a. The Entity’s Mitigation Plan designated as_ for CIP-007-6 R3 submitted May
30, 2018

11b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R3 submitted August
17,2018

11c. The Region's Verification of Mitigation Plan Completion for CIP-007-6 R3 dated May 8,

2019
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This item was signed oy I o1 5/30/2013

[l This item was marked ready for signature vy I o 5/30/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :;gional Viokation Date Submitted Status Type Revision Number
y Region reviewing
CIP-007-6 R3. I N 05302018 Mt aton P Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

]
Compliance Registry ID: ]

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: o —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
R3. | | I

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

“did not implement processes to deter, detect, or prevent malicious code intrusions on certain
was not in compliance with the CIP Reliability Standard CIP-007-6 Requirement R3.

Preliminary assessment revealed two reasons for the possible violation (PV) finding. First, during the time of the audit, the Responsible Entity had a longstanding (from
2010), technically justified internal policy against installing host-based anti-virus solutions on its systems. Second, personnel managing theq systems during the
ini

transition to Version 5 of the CIP Standards overlooked the need to deploy alternative method(s) to detect or prevent malicious code, such as an

usion detection system
(IDS), in the absence of the use of host-based anti-virus solutions.

Attachments

C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:
The eight (8). servers referenced in the Final Audit Report consist of two (2) PACS servers supporting physical access control to Physical Security Perimeters (PSPs) and

six (6) OS, which are Electronic Access Control Monitoring Systems (EACMS) supporting RSA 2-factor authentication for electronic access to Electronic
Security Perimeters (ESPs). As such, the finding involves PACS and EACMS. The Responsible Entity recognizes that CIP-007-6 Requirement R3 does apply to EACMS and
PACS, and that Part 3.1 requires altemative method(s) to detect or prevent malicious code in absence of host-based anti-virus solutions, such as an IDS. Indeed, that is what
the Responsible Entity has done, as of April 6, 2018, to remediate the finding of non-compliance related to the servers referenced in the Final Audit Report. As noted,
however, for EACMS and PACS, such IDS malicious code solutions can be executed outside of an ESP without running afoul of CIP-007-6 Requirement R3, Part 3.1.

Given the important security objective of protecting Cyber Assets from malicious code and the need for long-term sustainability, representatives from multiple operational

Business Units (BUs), are working collaboratively on the milestone activities in this
Mitigation Plan. Personnel from worked together to develop enterprise-wide
program documentation and controls; and, separately, on compliance responsibilities that are managed more effectively with processes, procedures and work templates

designed specifically for their BU. The objective of this multi-departmental effort is to create an enterprise-wide program for the Responsible Entity that is consistent across




all BUs and facilitates sustainable compliance.

-PYBLIC AND CONFIDENTIAL INFORMATION

The BUs are creating enterprise-wide documented processes, work instructions, templates, and conhlog;uevelopm ning programs new enterprise-wi

documentation; and, will retain all associated implementation evidence throughout execution of thejdhfeStdBEENItRE DA ETBE DvPRONohkbliSoRkEBIGIEUVERSION
documentation, evaluating its use throughout the organization, and consolidating where appropriate; and, then finalizing the new enterprise-wide documentation, training,

and subsequently implementing a comprehensive enterprise-wide program is expected to take a little less than one (1) year to complete.

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

1: Create an inventory list of policies, standards, procedures, and work instruction documentation for malicious code prevention currently in effect for—
Business Units. Inventory list will include document name/number, Business Unit (BU) Owner, and
effective date. Completed by September 8,

2: Develop arfilfentory list of all existing malicious code prevention implementation evidence templates not previously identified in milestone 1 for | ] BUs- The
output will be an inventory Ii*emplates by name/number, BU Owner, and effective date. Completed by September 8, 2017.

3: Determine the sustainability of existing malicious code prevention implementation evidence templates in the inventory list created in milestone 2 for || EEEEE BVs-
Decide how eflllEnce should be structured, and how the malicious code prevention implementation evidence templates can be used to create enterprise-wide malicious
code prevention evidence templates that are repeatable and sustainable. The BUs will document what contents and instructions are usable to create enterprise-wide
malicious code prevention implementation evidence templates. Completed by September 8, 2017.

4: Evaluate the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for malicious code prevention for
BUs to determine which content, instructions, and tools meet the Standard requirement and is repeatable and sustainable. The BUs will document what content,

instructions, and tools in the policies, standards, procedures, and work instruction documentation for malicious code prevention currently in effect for ||| N is
usable and can be combined into corporate-wide documentation. Completed by September 15, 2017.

5: Perform an Extent of Condition (EOC). Working with the 1st Quarter 2017 CIP-002 BES Cyber System list, confirm there is documentation based on device type for devices
capable of detecting, deterring, or preventing malicious code; and, document how each device is orming (traditional AV, hardening, policies, etc.). If devices use

signatures or patterns, or are not capable of malicious code prev:
. _ ________ __ _ __ _______ ____ _J |
6: Perform an Extent of Condition (EOC) analysis to identify possible Root Cause(s). The BUs will perform an EOC analysis using the inventory of documentation and
devices that were identified during execution of Milestones 1, 2, and 5. The compliance group will compile questions and perform BU SME interviews for additional input for
the EOC analysis. The results of the interviews will be given to the BUs to incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the EOC
Analysis. Any additional findings of non-compliance will be reportjilto the Regional Entities. Completed by October 25, 2017.

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will perform a Root Cause analysis and identify the root cause(s) and
contributing factors. Completed by October 27, 2017.

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis. Completed by
November 24, 2017.

9: Develop a technical and/or procedural solution for those devices that cannot deter, detect or prevent malicious code. This solution should be captured in an enterprise-
wide policy document and list the solutions and business justification, (to include vendor documentation, if necessary) for protecting the devices. Completed by December 8,
2017.

10: Create enterprise-wide documentation, (which will include input from Milestone 4). The new enterprise-wide documentation should be supplemented with: (A) A process
to protect devices from malicious code. This will be based on the assessment performed in Milestone 7, for devices that are not capable of deterring, detecting, or preventing
malicious code. BUs will investigate traditional antivirus, system hardening, policies, and use of intrusion detection/prevention devices. (B) Process on how to respond to
malicious code detection. Who is this performed by, how alerts for malicious code are setup, how/where should this be documented. (C) Process on how to mitigate the
threat of malicious code. After finding possible malicious code and responding, what is the process to restore systems back to normal, safe functions? Who is doing this,
and how/where is it documented. (D) Process on how to transition into the Cyber Security Incident Response Plan, if malicious code is detected. (E) Process for the update
of signatures or patterns, to include: (i) Who will be performing the update; (ii) How are the updates received; and, (jii) How is testing performed, what does it entail, and how
is it documented. (F) How and when to perform installations, for example, is it better to do when installing patches. Completed by December 22, 2017.

11: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The BUs will collaboratively determine and document who is responsible
for inventoried devices based on location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who are responsible for compliance
activities for those devices. This exercise will also determine who is responsible for administering training. Completed by December 22, 2017.

12: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. Controls for creating and maintaining all processes will be
documented for the enterprise-wide documentation developed during the execution of Milestone 10. Completed by January 5, 2018.

13: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their designated BU ownership of devices, and their obligation to maintain
processes, evidence and training. A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned compliance responsibilities for
specific devices, including training. Completed by January 25, 2018.

14: Create enterprise-wide implementation evidence templates for capturing compliance evidence. The templates will have common nomenclature that will be used
enterprise-wide. Templates will include: (A) Device name and device type; (B) Which method the device is using to prevent malicious code; (C) If device is not capable of
preventing against malicious code, what method is used to protect device; (D) Document if the device uses signatures or patterns; (E) Document when and by whom
signatures /patterns have been updated; and, (F) Revision history, proper “Confidential — CEII" headers/footers, columns/fields to capture requirement measures. Completed
by February 16, 2018.

15: Develop Training program for new and updated documentation and implementation evidence templates. The BUs will develop an enterprise-wide Training program for
when documentation and/or implementation evidence templates are created or updated. Personnel listed in the ‘Roles and Responsibilities’ section of the documentation
and implementation evidence templates, and anyone identified as needing the training, will be required to complete the training. Also, each BU will designate who is
responsible for administering, maintaining, updating and tracking completion of the training program. Completed by April 6, 2018.

16: Perform Training. The BUs will determine who is required to complete the training, when and how often training is needed, how training will be scheduled and
documented, and how completed training records will be stored and managed. Completed by May 18, 2018.

17: Implement new and/or updated CIP-007 documentation and controls. BUs will implement the new and/or updated documentation and controls, and submit
implementation evidence for each Part of the CIP-007 Requirement R3: (A) Documentation of devices capable of detecting, deterring, or preventing malicious code, and how
each device is performing (traditional AV, hardening, policies, etc.). If devices are not capable of malicious code prevention it will also be documented. (B) Document if the
devices use signatures or patterns. (C) Document when malicious code is detected, how it is mitigated, what was the response process, and who performed the process.
(D) Testing and installation of signature or pattern updates, who they were performed by, and date for testing or update. To be completed by August 17, 2018.

Attachments

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

8/17/2018



D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

NON-PUBLIC AND CONFIDENTIAL INFORMATION
Implement new and/or updated CIP-007 documentation and controls. HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Milestone Pending (Due: 8/17/2018)

Business Units will implement the updated documentation and controls, and submit implementation evidence for each Part of the CIP-007 Requirement R3: (A)
Documentation of devices capable of detecting, deterring, or preventing malicious code, and how each device is performing (traditional AV, hardening, policies, etc.). If
devices are not capable of malicious code prevention it will also be documented. (B) Document if the devices use signatures or patterns. (C) Document when malicious
code is detected, how it is mitigated, what was the response process, and who performed the process. (D) Testing and installation of signature or pattern updates, who
they were performed by, and date for testing or update.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

Given the imﬁﬁant secuﬁ' ob'|ective of detectini and ﬁeventini the introduction of malicious code, the Responsible Entity took a comprehensive ajji RN
reasons, the Responsible Entity believes that there was, and continues to be, only minimal risk to the

reliability of the Bulk Electric System (BES) while the Responsible Entity executes this Mitigation Plan.

The eignt (8) )] servers referenced in the Final Audit Report consist of two (2) PACS servers supporting physical access control to PSPs through [N
microcontrollers, and six (G)H 08, which are EACMS supporting RSA 2-factor authentication for electronic access to ESPs. These 8 access and control
systems are not used for real time operation of the Bulk Electric System (BES) and would not, even if infected with malicious code, directly impact the reliability operation of
the BES. Plus, as of April 6, 2018, the Responsible Entity has now implemented an IDS network level malicious code solution remediating the finding | NN cc
related to the servers referenced in the Final Audit Report. Malware prevention deficiencies discovered during the Extent of Condition analysis completed October 25,
2017, (see Milestone 6) will be resolved when the Mitigation Plan is complete.

In the meantime, all of the Responsible Entity’s Cyber Systems covered by the CIP Reliability Standards will continue to be protected by the company’s strong corporate
hysical and electronic security defense-in-depth posture, as well as controls already implemented for CIP-006-6 Requirements R1 and R2, and CIP-005-5 Require Il
hﬁvely, these protections greatly reduce any putative risk to the reliability of the BES that may be posed by the lack of malware protection being remediated as part of

the Mitigation Plan. | ]

Details on the Responsible Entity’s defense-in-depth posture for physical access is set forth in the company’s Physical Security Plan for CIP-006-6. As far as electronic

access, there are four levels of protection and steps required to remotely access all of the EAPs at the Responsible Entity’s High and Medium Impact BES Cyber Systems.
Further, all communications and access to EAPs at the Responsible Entity’s High Impact Control Center and Medium Impact (Substations’ and Generating Facilities’) BES
Cyber Systems are permitted only through an encrypted network.

Meanwhile, comparable levels of protection associated with Generation facilities are overseen by plant specific cyber security managers. In sum, an external una
source must bypass multiple layers of firewalls and network protections to gain access to the Responsible Entity’s High and Medium Impact BES Cyber Systems.

Wi h regard to risk of malware being introduced remotely fo the 8 servers referenced in the Final Audit Report, an external unauthorized user, (i.e., a user that has not
been granted electronic CIP access authorization in accordance with CIP-004-6), would need to successfully navigate the Responsible Entity’s 2-factor authentication
process to log into a jump server on the corporate network. This is the process that employees and authorized contractors use each day to access the corporate network.

In summary, while the Mitigation Plan is not scheduled to be completed until August 17, 2018, the risk to the reliability of the BES is greatly reduced due to the Responsible
Entity’s robust defense-in-depth approach to physical and network security.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

By successfully completing this Mitigation Plan, the Responsible Entity will reduce the risk of future alleged violations and ensure compliance by implementing:

- Enterprise-wide documentation with sustainable, repeatable processes and controls for deploying methods to deter, detect, or prevent malicious code;

- Enterprise-wide technical solution documented in a policy for devices that cannot deter, detect, or prevent malicious code;

- A formal training program to ensure all Personnel with documented Roles and Responsibilities are trained on new or updated processes; and,

- Enterprise-wide implementation evidence templates to capture devices that are capable of detecting, deterring, or preventing malicious code; and, how each device is
performing, (traditional AV, hardening, policies, etc.), and those devices that use signatures or patterns.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:
¢ a) Submits this Mitigation Plan for acceptance by JJjjjjj and approval by NERC, and
e D) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
e ) Acknowledges:
o 1 am
® | am qualified to sign this Mitigation Plan on behaif of || NG

e 1 understand || ov'ioations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,

including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric



Reliability Corporation (NERC CMEP))
e | have read and am familiar with the contents of this Mitigation Plan NON-PUBLIC AND CONFIDENTIAL INFORMATION

I =orces to comply with, this Mitigation Plan, including the timetabltlﬁpm Natg EMM%TWVEMM&VE RSION

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned I si"ge point of contact (SPOC).
It you do not know your assigned || r'ease contact the NG (o determine your assigned SPOC at:



VIEW MITIGATION PLAN CLOSURE: CIP-007-6 (MITIGATION PLAN CLOSURE COMELKIFERYBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Il This tem was signed by I 0" /17/2018

[l This item was marked ready for signature vy I o, ¢/17/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

Requirement Tracking Number NERC Violation ID

R3. I E—

Date of completion of the Mitigation Plan:

Implement new and/or updated CIP-007 documentation and controls.

Milestone Completed (Due: 8/17/2018 and Completed 8/17/2018)
Attachments (0)

Business Units will implement the updated documentation and controls, and submit implementation evidence for each Part of the CIP-007 Requirement R3: (A)
Documentation of devices capable of detecting, deterring, or preventing malicious code, and how each device is performing (traditional AV, hardening, policies, etc.). If
devices are not capable of malicious code prevention it will also be documented. (B) Document if the devices use signatures or patterns. (C) Document when malicious
code is detected, how it is mitigated, what was the response process, and who performed the process. (D) Testing and installation of signature or pattern updates, who
they were performed by, and date for testing or update.

Summary of all actions described in Part D of the relevant mitigation plan:
Completion Summary and supporting evidence will be uploaded to the Secure Working folder.

Description of the information provided to Jjjjjj for their evaluation *

Completion Summary and supporting evidence will be uploaded to the Secure Working folder.

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



MATION
VERSION

VIA Secure Folder and E-MAIL

May 8, 2019

Mitigation Plan Verification of Completion
I (10076 &)

The Mitigation Plan Certification of Completion submitted b
. for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-007-6 R3 August 17, 2018

After review for completion on May 7, 2019, staff finds that- has
completed this Mitigation Plan. - will notify NERC that as completed this mitigation

plan.

If you have any questions, please feel free to contact_




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 12

12a. The Entity’s Mitigation Plan designated as_ for CIP-007-6 R4 submitted
May, 30, 2018

12b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-6 R4 submitted August
17,2018

12c. The Region's Verification of Mitigation Plan Completion for CIP-007-6 R4 dated May 8,
2019



VIEW FORMAL MITIGATION PLAN: CIP-007-6 (REGION REVIEWING MITIGATIONMOW;}PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

This item was signed oy I o 5/30/2013

[l This item was marked ready for signature vy I o, 5/30/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :;gional Viokation Date Submitted Status Type Revision Number
y Region reviewing
CIP-007-6 R4. I N 05302018 Mt aton P Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

]
Compliance Registry ID: ]

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: o —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
R4. I L L
C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:
“did not log events of detected malicious code for certain of its based devices associated
with 1ts er Systems. As a result, [Responsible Entity| was not in compliance with the CIP Reliability Standard CIP-007-6 Requirement R4.

The Responsible Entity preliminarily assessed that the reason for the possible violation (PV) finding was that personnel managing the transition to Version 5 of the CIP
Standards overlooked the need to deploy security event logging and monitoring solutions for the eight (8)[JJJj servers referenced in the Final Audit Report.

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

The eight (8) ] servers referenced in the Final Audit Report consist of two (2) PACS servers supporting physical access control to PSPs; and, six (6)—
0OS, which are EACMS supporting RSA 2-factor authentication for electronic access to ESPs. As such, the finding involves PACS and EACMS. EACMS and PACS are no!
used to operate or control the real time operation of the BES. The Responsible Entity recognizes that CIP-007-6 Requirement R4 requires security event monitoring and
logging for EACMS and PACS. To that end, logging of security events for the|Jjjjj servers was implemented on April 6, 2018 to remediate the finding of non-compliance
referenced in the Final Audit Report.

Given the important security objective of security event logging and monitoring for all Cyber Assets covered by the CIP Reliability Standards and the need for long-term

sustainability, representatives from multiple operational Business Units (BUs)
are working collaboratively on the milestone activities in this Mitigation Plan. Personnel from
I \orked together to develop enterprise-wide program documentation and controls; and, separately, on compliance responsibilities that are managed

more effectively with processes, procedures and work templates designed specifically for their BU. The objective of this multi-departmental effort is to create an
enterprise-wide program for the Responsible Entity that is consistent across all BUs, and will facilitate sustainable compliance.

The BUs are creating enterprise-wide documented processes, work instructions, templates, and controls; developing training programs for all new enterprise-wide



documentation; and, will retain all associated implementation evidence throughout execution of the milestone activities. The effort involved in combining existing BU

documentation, evaluating its use throughout the organization, and consolidating where appropriate; w;?s m C"RNE GEWWMWEWPGRMAHO N

and subsequently implementing a comprehensive enterprise-wide program is expected to take a little year to complete.

HAS BEEN REDACTED FROM THIS PUBLIC VERSION
Attachments ()

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

1: Create an inventory list of policies, standards, procedures, and work instruction documentation for security event monitoring currently in effect for_
Business Units. Inventory list will include document name/number, Business Unit (BU) Owner, and
effective date. Complete eptember 8,

2: Develop arfllfentory list of all existing security event monitoring implementation evidence templates not previously identified in milestone 1 for || I BYs-
The output will be an invent(ﬂnce templates by name/number, BU Owner, and effective date. Completed by September 8, 2017.

3: Determine the sustainability of existing security event monitoring implementatilillevidence templates in the inventory list created in milestone 2 forquUs_
Decide how evidence should be structured, and how the security event monitoring implementation evidence templates can be used to create enterprise-wide securi
event monitoring evidence templates that are repeatable and sustainable. The BUs will document what contents and instructions are usable to create enterprise-wide
security event monitoring implementation evidence templates. Completed by September 8, 2017.

4: Evaluate the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for security event monitoring for-
* BUs to determine which content, instructions, and tools meet the Standard requirement and is repeatable and sustainable. The BUs will document what
content, instructions, and tools in the policies, standards, procedures, and work instruction documentation for security event monitoring currently in effect for || N
[l is usable and can be combined into corporate-wide documentation. Completed by September 15, 2017.

5: Perform an Extent of Condition (EOC). Working with the 1st Quarter 2017 CIP-002 BES Cyber System list, ensure there is documentation for the devices that are

capable of logging and alerting on security events, to include detecting successful login attempts, failed access and login attempts, and malicious code; ensure there is
cocimeniaion o e devce hatcan doraie s ey v
iew of

N o) e 23, 2017.

6: Perform an Extent of Condition (EOC) analysis to identify possible Root Cause(s). The BUs will perform an EOC analysis using the inventory of documentation and
devices that were identified during execution of Milestones 1, 2, and 5. The compliance group will compile questions and perform BU SME interviews for additional input
for the EOC analysis. The results of the interviews will be given to the BUIIIb incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the
EOC Analysis. Any additional findings of non-compliance will be reported to the Regional Entities. Completed by October 25, 2017.

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will perform a Root Cause analysis and identify the root cause(s) and
contributing factors. Completed by October 27, 2017.

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis. Completed
by November 24, 2017.

9: Create enterprise-wide documentation, (which will include input from Milestone 4). The new enterprise-wide documentation will be supplemented with: (A) A process
for tracking log events at ei her the BCS level, or at the BES asset level. (If there is no ability to log events at the BCS or BES asset level, vendor documentation will be
required. (B) A process on generating alerts for security events that require an alert. This includes how the device type generates an alerts, where the alerts go, the format,
who reviews, will alerts get pushed to a SIEM, or are they seen by the firewall. (C) A process for retaining event logs for the last 90 consecutive calendar days. This will
include who is responsible for this process, where logs will be retained, process for purging old logs, and what will be the reporting process for recording where the logs
are kept. In the case of a CIP Exceptional Circumstance event, the process for retaining logs longer than 90 consecutive calendar days. (D) A process on how the BUs
determine if a TFE is necessary for when event logs cannot be retained for at least 90 consecutive calendar days. This will include why logs cannot be retained and what
compensating measures the BUs have put into place. Process will require using the vendor documentation as evidence. (E) A process for the review of sampled logged
events at intervals no greater than 15-calendar days to identify undetected cyber security incidents. The review will include: (i) Name of person performing; (ii) Date of
review; (iii) Device type for logged events; (iv) Any findings and how they will be resolved; and (v) Reviewer’s signature. (F) Process for suspicious activity that requires
activation of the Cyber Security Incident Response Plan. Completed by December 22, 2017.

10: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The BUs will collaboratively determine and document who is
responsible for inventoried devices based on location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who are responsible for
compliance activities for those devices. This exercise will also determine who is responsible for administering training. Completed by December 22, 2017.

11: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. Controls for creating and maintaining all processes will be
documented for the enterprise-wide documentation developed during the execution of Milestone 9. Completed by January 5, 2018.

12: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their designated BU ownership of devices, and their obligation to
maintain processes, evidence and training. A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned compliance
responsibilities for specific devices, including training. Completed by January 25, 2018.

13: Create enterprise-wide implementation evidence templates for capturing compliance evidence. The templates will have common nomenclature that will be used
enterprise-wide. Templates will include: (A) Devices that are capable of logging and alerting security events. For logging of events, this includes detection of successful
login attempts, failed access and dial-in login attempts, and malicious code. (B) For generating alerts, document which devices are configured to generate alerts for
detected malicious code, failure of logging and other events the Responsible Entity deems necessary. (C) Sampling of logged events every 15 calendar days to include
who performed the review, any findings from the review, and when the review was completed. (D) Revision history, proper “Confidential — CEII" headers/footers,
columns/fields to capture requirement measures. Completed by February 23, 2018.

14: Develop Training program for new and updated documentation and implementation evidence templates. The BUs will develop an enterprise-wide Training program
for when documentation and/or implementation evidence templates are created or updated. Personnel listed in the ‘Roles and Responsibilities’ section of the
documentation and implementation evidence templates, and anyone identified as needing the training, will be required to complete the training. Also, each BU will
designate who is responsible for administering, maintaining, updating and tracking completion of the training program. Completed by April 6, 2018.

15: Perform Training. The BUs will determine who is required to complete the training, when and how often training is needed, how training will be scheduled and
documented, and how completed training records will be stored and managed. Completed by May 18, 2018.

16: Implement new and/or updated CIP-007 documentation and controls. BUs will implement the new and/or updated documentation and controls and submit
implementation evidence for each Part of CIP-007 Requirement R4, to include: (A) List of event types for which the BES Cyber Assets and Systems are capable of
detecting and configured to log; (B) List of security events that require alerts, and how alerts are configured for each BES Cyber Asset or System; (C) Evidence of system
generated reports for logs being retained for the last 90 consecutive calendar days; and, (D) Documentation of sample entries for performance of review of logged events
every 15 calendar days, name of person performing the review, any findings from the review, and date review was completed. To be completed by August 17, 2018.

Attachments ()

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

8/17/2018
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:



Implement new and/or updated CIP-007 documentation and controls NON-PUBLIC AND CONFIDENTIAL INFORMATION
e SRR TR L 3 HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Business Units will implement the new and/or updated documentation and controls and submit implementation evidence for each Part of CIP-007 Requirement R4, to
include: (A) List of event types for which the BES Cyber Assets and Systems are capable of detec ing and configured to log; (B) List of security events that require alerts,
and how alerts are configured for each BES Cyber Asset or System; (C) Evidence of system generated reports for logs being retained for the last 90 consecutive calendar
days; and, (D) Documentation of sample entries for performance of review of logged events every 15 calendar days, name of person performing the review, any findings
from the review, and date review was completed.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

Given the important security objective of security event logging and monitoring for all Cyber Assets covered by the CIP Reliability Standards, the Re i NRNREG—_—G—_—
eted by August 17, 2018. For the following reasons, the Responsible Entity believes that there was,

and continues to be, only minimal risk to the reliability of the Bulk Electric System (BES) while the Responsible Entity executes this Mitigation Plan.

The eight (8) i servers referenced in the Final Audit Report consist of two (2) PACS servers supporting physical access control to PSPs throug /N
microcontrollers, and six (6)— OS, which are EACMS supporting RSA 2-factor authentication for electronic access to ESPs. These 8 access and control
systems are not used for real time operation of the Bulk Electric System (BES) and would not, even if degraded or misused, directly impact the reliability operation of the
BES. Plus, as of April 6, 2018, logging and monitoring of security events for the ] servers was implemented to remediate the finding of non—compli&n the
Final Audit Report. Logging deficiencies discovered during the Extent of Condition analysis completed October 25, 2017, (see Milestone 6), will be resolved when the
Mitigation Plan is complete.

In the meantime, all of the Responsible Entity’s Cyber Systems covered by the CIP Reliability Standards will continue to be protected by the company’s strong corporate
physical and electronic security defense-in-depth posture, as well as controls already implemented for CIP-006-6 Requirements R1 and R2, and CIP-005-5 Requiriilllll

tively, these protections greatly reduce any putative risk to the reliability of he BES that may be posed by the lack of malware protection being remediated as part
of the Mitigation Plan. _pa

Details on the Responsible Entity’s defense-in-depth posture for physical access is set forth in the company’s Physical Security Plan for CIP-006-6. As far as electronic
access, there are four levels of protection and steps required to remotely access all of the EAPs at the Responsible Entity’s High and Medium Impact BES Cyber Systems.
Further, all communications and access to EAPs at the Responsible Entity’s High Impact Control Center and Medium Impact (Substations’ and Generating Facilities’)
BES Cyber Systems are permitted only through an encrypted network|

Meanwhile, comparable levels of protection associated with Generation facilities are overseen by plant specific cyber security managers. In sum, an
external unauthorized source must bypass multiple layers of firewalls and network protections to gain access to the Responsible Entity’s High and Medium Impact BES
Cyber Systems.

Wi h regard to risks posed by the lack of logging and monitoring for the 8 servers referenced in the Final Audit Report, an external unauthorized user, (i.e., a user that
has not been granted electronic CIP access authorization in accordance with CIP-004-6), would need to successfully navigate the Responsible Entity’s 2-factor

authentication process to log into a jump server on the corporate network. This is the process that employees and authorized contractors use each day to access the
corporate network.

In summary, while the Mitigation Plan is not scheduled to be completed until August 17, 2018, the risk to the reliability of the BES is greatly reduced due to the
Responsible Entity’s robust defense-in-depth approach to physical and network security.

Attachments

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

By successfully completing this Mitigation Plan, the Responsible Entity will have:

- Enterprise-wide documentation with sustainable, repeatable processes and controls for logging and generating alerts for security events;

- A formal training program to ensure all personnel with documented Roles and Responsibilities are trained on the new or updated processes; and,

- Enterprise-wide implementation evidence templates to capture devices that are logging and generating alerts for security events that are reviewed, and investigated, if
necessary.

Attachments ()

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:
e a) Submits this Mitigation Plan for acceptance by Jjjji)j and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
e ) Acknowledges:

o 1am I
e |am qualified to sign this Mitigation Plan on behalf of | N

o 1 understand || ov'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric

Reliability Corporation (NERC CMEP))



e | have read and am familiar with the contents of this Mitigation Plan

I 20<cs to comply with, this Mitigation Plan, including the timetable MQNRB %L!ga&updm %Wlﬂlw RERMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigne N <i"g'c Poit of contact (SPOC).
It you do not know your assigned || r'ease contact the NG dcrartment to determine your assigned SPOC at:



VIEW MITIGATION PLAN CLOSURE: CIP-007-6 (MITIGATION PLAN CLOSURE COMELKIFERYBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Il This tem was signed by o1 /172018

[l This item was marked ready for signature vy I o, ¢/17/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

Requirement Tracking Number NERC Violation ID

Ra. I I

Date of completion of the Mitigation Plan:

Implement new and/or updated CIP-007 documentation and controls.

Milestone Completed (Due: 8/17/2018 and Completed 8/17/2018)
Attachments (0)

Business Units will implement the new and/or updated documentation and controls and submit implementation evidence for each Part of CIP-007 Requirement R4, to
include: (A) List of event types for which the BES Cyber Assets and Systems are capable of detec ing and configured to log; (B) List of security events that require alerts,
and how alerts are configured for each BES Cyber Asset or System; (C) Evidence of system generated reports for logs being retained for the last 90 consecutive calendar
days; and, (D) Documentation of sample entries for performance of review of logged events every 15 calendar days, name of person performing the review, any findings
from the review, and date review was completed.

Summary of all actions described in Part D of the relevant mitigation plan:
Completion Summary and supporting evidence will be uploaded to the Secure Working folder.

Description of the information provided to Jjjjjj for their evaluation *

Completion Summary and supporting evidence will be uploaded to the Secure Working folder.

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



NON-PUBLIC AND CONFIDENTIAL INFORMATION

_ -

VIA Secure Folder and E-MAIL

May 8, 2019

Mitiiation Plan Verification of Completion

The Mitigation Plan Certification of Completion submitted b
.for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-007-6 R4 August 17, 2018

After review for completion on May 7, 2019, staff finds that- has
completed this Mitigation Plan. - will notify NERC that as completed this mitigation

plan.

If you have any questions, please feel free to contact_




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 13

13a. The Entity’s Mitigation Plan designated as_ for CIP-007-3a R5 submitted
June 19, 2018

13b. The Entity’s Certification of Mitigation Plan Completion for CIP-007-3a R5 submitted
January 2, 2019

13c. The Region's Verification of Mitigation Plan Completion for CIP-007-3a R5 dated May

8, 2019
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MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :;gional Viokation Date Submitted Status Type Revision Number
y Region reviewing
CIP-007-6 RS. I N 061912018 Mt aton P Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

]
Compliance Registry ID: ]

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: o —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: |
Requirement Regional ID NERC Violation ID Date Issue Reported
RS. | | [

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

the Responsible Entity “did not properly identify individuals who had authorized access to shared accounts. In addition,
esponsible En id not file a or [a cyber] device, nor demonstrate its implementation of compensating and/or mitigating measures on the [cyber] device(s). As a

result, [Responsible Entity] was not in compliance with the CIP Reliability Standard CIP-007-6 Requirement R5._

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

The possible violation (PV) finding has two bases. The first basis, which involves the tracking of individuals with access to shared accounts was addressed as of September
26, 2016, when the Responsible Entity formally created roles for the shared accounts in the company’s and was tracking
who had assigned roles to the Active Directory (AD) domain administrator accounts and shared accounts. A gap between and AD roles was also identified. The

uses roles to validate a user’s business need, training, and PRA. In addition, the access is managed using an
additional in-house application called which manages privileges for provisioning access to associated assets. Upon further review
however, it was discovered that not all Transmission CIP domain groups were identified in the ] system. This Mitigation Plan addresses the Responsible Entity’s controls
for system access, records documentation, and processes for handling default passwords, shared accounts and other generic account types for devices associated with its
BES Cyber Systems.

The second basis of the PV finding, wherein the Responsible Entity is faulted for not filing a Technical Feasibility Exception (“TFE”), or implementing compensating
measures for a device that could not meet password requirements, is also being addressed by completion of this Mitigation Plan. While the Responsible Entity’s
compliance group issued written guidance on TFEs under Version 5 of the CIP Reliability Standards, the Responsible Entity lacked a documented process for determining if
a TFE is necessary under CIP-007-6 Table R5 — System Access Control for devices that cannot meet the password requirements.



Attachments ()
NON-PUBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION
SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

1: Create an inventory list of policies, standards, procedures, and work instruction documentation for system access control currently in effect for—

P Business Units. Inventory list will include document name/number, Business Unit (BU) Owner, and effective
date. Completed by September 8, 2017.

2: Develop an inventory list of all existing system access control implementation evidence templates not previously identified in milestone 1 for || BB BVs- The
output will be an inventory list of the evidence templates by name/number, BU Owner, and effective date. Completed by September 8, 2017.

istin plates in the inventory list created in milestone 2 for— BUs.
Decide how evidence should be structured, and how the system access control implementation evidence templates can be used to create enterprise-wide system access
control evidence templates that are repeatable and sustainable. The BUs will document what contents and instructions are usable to create enterprise-wide system access
control implementation evidence templates. Completed by September 8, 2017.

4: Evaluate the inventory list created in milestone 1 of effective policies, standards, procedures, and work instruction documentation for system access control forF
BUs to determine which content, instructions, and tools meet the Standard requirement and is repeatable and sustainable. The BUs will document what content,

instructions, and tools in the policies, standards, procedures, and work instruction documentation for system access control currenti in effect for_ is usable
and can be combined into corporate-wide documentation. Completed by September 15, 2017
e
N iition (EOC). Working with the 1st Quarter 2017 CIP-002 BES Cyber System list, evaluate system access control documentation for each device to
validate if there is a method to enforce authentication of interactive user access attempts, or there is business justification documented for infeasibility (Part 5.1);
documentation for enabled default or other generic account types that could not be removed, renamed or disabled is available (Part 5.2); individuals who have authorized
access to shared accounts have been identified and documented (Part 5.3); records for when known default passwords are changed, or new devices are placed into
production; or, documentation or vendor manuals showing that default passwords are randomly, or pseudo-randomly generated and are thereby unique to device (Part 5.4);
documentation for those devices, either technically or procedurally, that support password complexity of at least 8 characters in length and 3 or more character types (Part
5.5); records showing for each device with password only authentication, a system-enforced or procedural periodicity is enforced to change passwords every 15-calendar
months, or there is a documented business justification for infeasibility (Part 5.6); and, documentation for which devices can limit the number of unsuccessful authentication
attempts, or generate alerts after a threshold of unsuccessful authentication attempts occurs (Part 5.7). Completed by October 23, 2017.

6: Perform an Extent of Condition (EOC) analysis to identify possible Root Cause(s). The BUs will perform an EOC analysis using the inventory of documentation and
devices that were identified during execution of Milestones 1, 2, and 5. The compliance group will compile questions and perform BU SME interviews for additional input for
the EOC analysis. The results of the interviews will be given to the BUs to incorporate into the EOC analysis. Possible Root Cause(s) will be identified as a result of the EOC
Analysis. Any additional findings of non-compliance will be reported to the Regional Entities. Completed by October 25, 2017.

7: Perform a Root Cause Analysis to determine Root Cause(s) and contributing factor(s). The BUs will perform a Root Cause analysis and identify the root cause(s) and
contributing factors. Completed by October 27, 2017.

8: Develop a list of sustainable countermeasures to the root cause(s) and contributing factors identified during the performance of the Root Cause Analysis. Completed by
December 1, 2017.

9: Determine Roles and Responsibilities. Identify ownership of devices by BU to ensure coverage. The BUs will collaboratively determine and document who is responsible
for inventoried devices based on location. The BUs will document the responsible BU and the SMEs, Groups, and/or Departments who are responsible for compliance
activities for those devices. This exercise will also determine who is responsible for administering training. Completed by December 22, 2017.

10: Create enterprise-wide documentation, (which will include input from Milestone 4). The new enterprise-wide documentation will be supplemented with the following
processes: (A) A method on how interactive user access is authenticated. This process will include: (i) the types, if more than one, of authentication methods used; (ii)
individual responsible for process; and, (iii) Individuals identified that are granted interactive user access. (B) A process to determine if a TFE is required for when
authentication of interactive user access cannot be enforced. Process will include why this cannot be achieved, what compensating measures the BUs will put into place,
and retaining vendor documentation, if applicable. (C) A process to remove, rename or disable default or generic accounts on devices prior to placing into production. This
process will include: (i) name of person performing the work; (ii) where confirmation of the account removal is documented and stored; (jii) verification steps; and, (iv) date
work performed. (D) A process on documenting shared accounts and the individuals who have authorized access to shared accounts. This process will include adding or
replacing CIP devices, or removing a device from production, and how to remove that device and shared account information from implementation evidence template. (E) A
process for changing default passwords on devices prior to being placed into production. If password cannot be changed and is unique to the device, then the process shall
state this and require that vendor documentation be maintained as evidence. (F) Process for enforcing password complexity, by determining whether technically or
procedurally passwords are enforced based on device type. (G) Process for enforcing password changes at least once every 15 calendar months. (H) Process to determine
if a TFE is required for when passwords cannot be changed on specific devices or device types every 15 calendar months. Process will include documenting why this cannot
be achieved and what compensating measures the BUs put into place, and maintaining vendor documentation, if applicable. (1) Process on how devices shall limit the
number of unsuccessful authentication attempts, or generate alerts after a threshold of unsuccessful authentication attempts occurs. (J) If devices are not capable of limiting
the number of unsuccessful authentication attempts, or generating alerts after a threshold of unsuccessful authentication attempts, then document how the BU shall
determine if a TFE is necessary. Process will include why this cannot be achieved, what compensating measures the BUs will put into place, and retaining vendor
documentation, if applicable. Completed by January 12, 2018.

11: The BUs will develop controls for the CIP-007 processes to make them repeatable and sustainable. Controls for creating and maintaining all processes will be
documented in the enterprise-wide documentation developed during the execution of Milestone 10. Completed by January 19, 2018.

12: The CIP Senior Manager and BU Directors will review the results of Milestone 5 and agree to their designated BU ownership of devices, and their obligation to maintain
processes, evidence and training. A letter will be drafted and signed by the CIP Senior Manager and BU Directors agreeing to assigned compliance responsibilities for
specific devices, including training. Completed by January 25, 2018.

13: Create enterprise-wide implementation evidence templates for capturing compliance evidence. The templates will have common nomenclature that will be used
enterprise-wide. Templates will include: (A) Device name and device type; (B) Which method the device uses to authenticate user access; (C) If device is able to limit the
number of unsuccessful authentication attempts, or generate alerts after a threshold of unsuccessful authentication attempts occur; (D) If device has a default password, or
allows for password complexity; (E) Document password capabilities, compensating measures, and location of stored vendor documentation; and, (F) Revision history,
proper “Confidential — CEIl” headers or footers, columns or fields to capture requirement measures. Completed by February 16, 2018.

14: Review and validate that all Active Directory (AD) groups in the have property assigned roles. Verify that all CIP AD roles in the
— have a corresponding access management role, that all access management roles are found in [Jijj and that all
administrators have a corresponding access management role. Completed by February 16, 2018.

15: Move all access from to [ Using the results of
milestone 14, create new| roles to migrate all CIP access currently in and ensure new roles require both PRA and NERC CIP Training, assign
authorized individuals the new roles, remove all AD CIP access from- and create an access matrix to maintain all roles. Completed by March 9, 2018.

16: Identify how the Access Control Lists (ACL) are determined across the various platform types. Contact the SMEs for each CIP device and solicit documentation on each
platform's ACL. Gather the requirements needed to extract the ACL data from target systems. Completed by March 23, 2018.

17: Develop Training program for new and updated documentation and implementation evidence templates. The BUs will develop an enterprise-wide Training program for
when documentation and/or implementation evidence templates are created or updated. Personnel listed in the ‘Roles and Responsibilities’ section of the documentation
and implementation evidence templates, and anyone identified as needing the training, will be required to complete the training. Also, each BU will designate who is

responsible for administering, maintaining, updating and tracking completion of the training program. Completed by April 6, 2018.

18: Perform Training. The BUs will determine who is required to complete the training, when and how often training is needed, how training will be scheduled and
documented, and how completed training records will be stored and managed. Completed by May 18, 2018.

19: Perform an Extent of Condition (EOC) by identifying all CIP non-Windows devices, and mapping all roles from the CIP non-Windows device to the access management



system roles in [Jil] Verify that access to CIP non-Windows devices is granted through access management roles. Create new roles if discrepancies are identified. Assign

approprtiate personnel to any new role once confirmed they are eligible and have a business need. NWP‘B'EE“?W mmmmmm ATION
completed by June 2, 2018.
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

20: Create a standardized enterprise-wide access matrix template with clearly defined roles. Working with the results of milestones 16 and 19, identify the enterprise-wide
access matrix requirements, (including how privileges must be captured), create a roles guideline (rules on what makes up a role and how roles should be used), and
determine the feasibility of consolidating into one enterprise-wide list. To be completed by August 1, 2018.

21: Implement countermeasures and execute updated CIP-007 documents and controls. The BUs will implement the updated documents and controls, and submit
implementation evidence for each part of CIP-007-6 Requirement R5, which will include: (A) Documentation describing how interactive user access is authenticated; (B) List
of known enabled default or other generic account types for each device; (C) List of shared accounts and individuals who have authorized access for each device or device
type; (D) Evidence that known default passwords were changed, per cyber asset capability, for each device. This will include date password was changed and by whom. (E)
System generated reports or screenshots from devices that enforce password parameters for length and complexity. (F) System generated reports, screenshots or
attestations for devices that demonstrate passwords were changed every 15-calendar months. (G) Documentation for the devices that limit the number of unsuccessful
authentication attempts or generate alerts, and any rules for configuring the alerting. To be completed by August 17, 2018.

22: Develop a mechanism for extracting and comparing the access management tool's users and roles to target system’s Access Control List (ACL). Identify the new
process and/or tool to be used to extract target system’s ACLs, and identify the new process and/or tool that will be used to compare the extracted ACLs to the access
management tool's authorized users. To be completed by September 30, 2018.

23: Perform an Extent of Condition (EOC) by identifying all CIP Windows devices, and mapping all roles from the CIP Windows device to the access management system
roles in Verify that access to CIP Windows devices is granted through access management roles. Create new roles if discrepancies are identified. Assign appropriate
personnel to any new role once confirmed they are eligible and have a business need. Notify | BBl of any compliance issues discovered. To be completed by
October 5, 2018.

24: Clean-up and restructure roles. Using the results of previous milestones, clean-up and/or restructure roles by removal, modification or creation of ‘new’ roles. To be
completed by October 30, 2018.

25: Enterprise-wide Access Matrix. Create a new enterprise-wide access matrix, and populate with roles. To be completed by December 31, 2018.

Attachments

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

12/31/2018
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

Create Standardized Enterprise-wide Access Matrix Template

Milestone Pending (Due: 8/1/2018)

Create a standardized enterprise-wide access matrix template with clearly defined roles. Working with the results of milestones 16 and 19, identify the enterprise-wide
access {lllequirements, (including how privileges must be captured), create a roles guideline (rules on what makes up a role and how roles should be used), and
determine the feasibility of consolidating into one enterprise-wide list. —p

Implement countermeasures and execute updated CIP-007 documents and controls.

Milestone Pending (Due: 8/17/2018)

The BUs will implement the updated documents and controls, and submit implementation evidence for each part of CIP-007-6 Requirement R5, which will include: (A)
Documentation describing how interactive user access is authenticated; (B) List of known enabled default or other generic account types for each device; (C) List of
shared accounts and individuals who have authorized access for each device or device type; (D) Evidence that known default passwords were changed, per cyber asset
capability, for each device. This will include date password was changed and by whom. (E) System generated reports or screenshots from devices that enforce password
parameters for length and complexity. (F) System generated reports, screenshots or attestations for devices that demonstrate passwords were changed every 15-
calendar months. (G) Documentation for the devices that limit the number of unsuccessful authentication attempts or generate alerts, and any rules for configuring the
alerting.

Mechanism for Extracting and Comparing Users and Roles
Milestone Pending (Due: 9/28/2018)

Develop a mechanism for extracting and comparing the access management tool's users and roles to target system’s Access Control List (ACL). Identify the new
process Il too! to be used to extract target system’s ACLs, and identify the new process and/or tool that will be used to compare the extracted ACLSs to the access
management tool's authorized users. ]

Extent of Condition (EOC)
Milestone Pending (Due: 10/5/2018)

Perform an Extent of Condition (EOC) by identifying all CIP Windows devices, and mapping all roles from the CIP Windows device to the access management system
roles in il Verify that access to CIP Windows devices is granted through access management roles. Create new roles if discrepancies are identified. Assign
appropriate personnel to any new role once confirmed they are eligible and have a business need. Notify | BBl of any compliance issues discovered.

C|eaﬂ~UQ and Restructure Roles
Milestone Pending (Due: 10/30/2018)

Using the results of previous milestones, clean-up and/or restructure roles by removal, modification or creation of ‘new’ roles.

Enterprise-wide Access Matrix

Milestone Pending (Due: 12/31/2018)

Create a new enterprise-wide access matrix, and populate with roles.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):



The Responsible Entity has taken a systematic and comprehensive approach to this Mitigation Plan that is responsive to each of the distinct issjii RGN

ry remediated by this Mitigation Plan af¥ @alir@ hBid €oANB G QNEFE B ENCEEA bobNie@IRIVHAPRKO N
default passwords or other generic account types and shared accounts for each device or device type, trackilgé)asswom chan_(i_es Ieli_gﬁn complexili' and pen’odicit{/per
cyber asset capability, and limiting the number of unsuccessful authentication attempts or generatiﬁAISrfB N REDACTED OM THIS PUBLIC VERSION

The second distinct category covered in this Mitigation Plan covers electronic access to BES Cyber Systems. The Responsible Entity decided it needed to thoroughly
examine the multiple systems used within the organization to identify and manage individuals with electronic access to Cyber Assets. The Responsible Entii utilizes an

m and to manage electronic access. It concluded the best aj evelop a
comprehensive Mitigation Plan that would essentially investigate and assess each system's configurations for input, output, tracking, reporting, accuracy and ease-of-use for

managing user access to Cyber Assets.

Despite the deficiencies highlighted in the final audit report, the risk to the reliability of the BES is minimal during the execution phase of this Mitigation Plan as the
Responsible Entity’s BES Cyber Systems will continue to be protected by strong physical and electronic security defense-in-depth controls that have been impl

6-6 Requirements R1 and R2, and CIP-005-5 Requirement R2. Four levels of protection and steps are required in order to remotely access all of the Electronic
Access Points (EAPs) at the Responsible Entity’s High and Medium Impact BES Cyber Systems. Further, all communications and access to EAP |l M ib'e Entity’s
Control Center High and Medium Impact BES Cyber Systems are permitted only through an encrypted network

Meanwhile, comparable levels of protection for Medium Impact BES Cyber Systems associated with Generation facilities are overseen by plant
specific cyber security managers. In sum, an external unauthorized source must bypass multiple layers of firewalls and network protections to take advantage of, or exploit,
generic passwords or similar vulnerabilities associated with the Responsible Entity’s High and Medium Impact BES Cyber Systems.

Collectively, these protections greatly reduce any putative risk to the reliability of the BES that may be posed by the PV finding. Nevertheless, the Responsible Entity’s
Business Units (BUs) are aware of the security risk posed by inadequate controls for system access, and undocumented records and processes for handling default
passwords, shared accounts and other generic account types for devices associated with its BES Cyber Systems. By completing all milestones in this Mitigation Plan, the
Responsible Entity expects to greatly minimize any risk the PV finding may be deemed to pose to the BES and ensure that a sustainable program is in place to cover all Parts
of Requirement R5. In the meantime, as noted above, the risk to the reliability of the BES is greatly reduced due to the Responsible Entity’s robust defense-in-depth
approach to physical and network security.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

By successfully completing this Mitigation Plan, the Responsible Entity will reduce the risk of future alleged violations and ensure compliance by having implemented:

- Enterprise-wide documentation that is sustainable, with repeatable processes and controls for system access;

- Access Management Control Matrix that is maintained by understanding all current access roles, new access methodologies, and continuously redefining access roles
around the new methodologies

- A documented training program to ensure all Personnel with documented Roles and Responsibilities are trained on the new or updated processes and procedures;

and,
- Enterprise-wide implementation evidence templates to capture for each device or device type:
- Interactive user-access authentication;
- Enabled default or generic accounts;
- Shared accounts and all individuals with access to those accounts;
- Change to default passwords;
- Enforcing password leng h and complexity;
- Password changes once every 15-calendar months; and,
- Limiting the number of unsuccessful authentication attempts or generating alerts after a threshold of unsuccessful authentication attempts has occurred.

Attachments ()

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:
e a) Submits this Mitigation Plan for acceptance by il and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
® ) Acknowledges:

+ 1 am
e | am qualified to sign this Mitigation Plan on behalf of |GGG

e I understand |GG ob'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

I 20<cs to comply with, this Mitigation Plan, including the timetable completion date, as accepted by ] and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned I Si"g'e point of contact (SPOC).
It you do not know your assigned || r'ease contact the NG dcrartment to determine your assigned SPOC at:



VIEW MITIGATION PLAN CLOSURE: CIP-007-6 (MITIGATION PLAN CLOSURE COMELKIFPRYBLIC AND CONFIDENTIAL INFORMATI(

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signea by I 0" 1/2/2019

This item was marked ready for signature by || o~ 12/31/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil|j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

E—
Requirement Tracking Number NERC Violation ID
RS, I E—

Date of completion of the Mitigation Plan:

Create Standardized Enterprise-wide Access Matrix Template

Milestone Completed (Due: 8/1/2018 and Completed 7/31/2018)
Attachments (0)

Create a standardized enterprise-wide access matrix template with clearly defined roles. Working with the results of milestones 16 and 19, identify the enterprise-wide
access (il equirements, (including how privileges must be captured), create a roles guideline (rules on what makes up a role and how roles should be used), and
determine the feasibility of consolidating into one enterprise-wide list.

Implement countermeasures and execute updated CIP-007 documents and controls.

Milestone Completed (Due: 8/17/2018 and Completed 8/17/2018)
Attachments (0)

The BUs will implement the updated documents and controls, and submit implementation evidence for each part of CIP-007-6 Requirement RS, which will include: (A)
Documentation describing how interactive user access is authenticated; (B) List of known enabled default or other generic account types for each device; (C) List of
shared accounts and individuals who have authorized access for each device or device type; (D) Evidence that known default passwords were changed, per cyber asset
capability, for each device. This will include date password was changed and by whom. (E) System generated reports or screenshots from devices that enforce password
parameters for length and complexity. (F) System generated reports, screenshots or attestations for devices that demonstrate passwords were changed every 15-
calendar months. (G) Documentation for the devices that limit the number of unsuccessful authentication attempts or generate alerts, and any rules for configuring the
alerting.

Mechanism for Extracting and Comparing Users and Roles

Milestone Completed (Due: 9/28/2018 and Completed 9/28/2018)
Attachments (0)

Develop a mechanism for extracting and comparing the access management tool's users and roles to target system’s Access Control List (ACL). Identify the new
process Il tool to be used to extract target system’s ACLs, and identify the new process and/or tool that will be used to compare the extracted ACLs to the access
management tool's authorized users.

Extent of Condition (EOC)

Milestone Completed (Due: 10/5/2018 and Completed 10/5/2018)
Attachments (0)

Perform an Extent of Condition (EOC) by identifying all CIP Windows devices, and mapping all roles from the CIP Windows device to the access management system
roles in_ Verify that access to CIP Windows devices is granted through access management roles. Create new roles if discrepancies are identified. Assign
appropriate personnel to any new role once confirmed they are eligible and have a business need. Notify || Bl of any compliance issues discovered.

Clean-up and Restructure Roles

Milestone Completed (Due: 10/30/2018 and Completed 10/30/2018)
Attachments (0)

Using the results of previous milestones, clean-up and/or restructure roles by removal, modification or creation of ‘new’ roles.

Enterprise-wide Access Matrix

Milestone Completed (Due: 12/31/2018 and Completed 12/31/2018)
Attachments (0)

Create a new enterprise-wide access matrix, and populate with roles.



NON-PUBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION
Milestones 1 through 25 are complete; and, the evidence for all mitigating actions has been uploaded to the Secure Working fol

Summary of all actions described in Part D of the relevant mitigation plan:

Description of the information provided to [Jjjjjj for their evaluation *

Milestones 1 through 25 are complete; and, the evidence for all mitigating actions has been uploaded to the Secure Working folder.

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



RMATION
VERSION

VIA Secure Folder and E-MAIL

May 8, 2019

Mitigation Plan Verification of Completion
I (10076 &)

The Mitigation Plan Certification of Completion submitted b
. for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-007-6 RS January 2, 2019

After review for completion on May 7, 2019, staff finds that- has
completed this Mitigation Plan. - will notify NERC that as completed this mitigation

plan.

If you have any questions, please feel free to contact_




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 14

14a. The Entity’s Mitigation Plan designated as_ for CIP-010-2 R2 submitted May
23,2018

14b. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R2 submitted May 29,
2018

14c. The Region's Verification of Mitigation Plan Completion for CIP-010-2 R2 dated October

24, 2018



VIEW FORMAL MITIGATION PLAN: CIP-010-2 (REGION REVIEWING MITIGATION RIGAN)-PUBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

[l This tem was signea by I on 5/23/2018

[l This item was marked ready for signature vy I o 5/23/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :;gional Viokation Date Submitted Status Type Revision Number
Region reviewing
CIP-010-2 R2. I N 05232018 Mt aton P Formal

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A_1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: ]
Company Address: ]

]
Compliance Registry ID: ]

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: o —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: I
Requirement Regional ID NERC Violation ID Date Issue Reported
R2. I I L

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

“did not have documented processes for investigating detected unauthorized changes to baseline
configurations of I er Assets” (p.22). e same time, the report acknowledges that the Responsible Entity had procedures in place for monitoring High Impact
BES Cyber Systems and their associated Electronic Access Control and Monitoring Systems (EACMS) and Protected Cyber Asset (PCA) configurations for changes every 35
days or less. Likewise, the report notes that an automated “remedy ticket” would be created in the event of an unauthorized configuration change.

“Audit staff found that while [Responsible Entity’s] processes provide for the monitoring of configuration changes and documenting such changes, the processes did not

include actions or procedures that should be implemented by the company to initiate and conduct investigations of unauthorized configuration changes. By not having
established investigation procedures the company failed to comply with this requirement” (p.23).

Attachments

C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

N h portant sectity objective of investigating and
properly documenting unauthorized configuration changes, Responsible Entity completed this Mitigation Plan in a timely and thorough manner to minimize the likelihood

of future similar possible non-compliance findings.

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN



D.1 Identify and describe the action plan, including specific tasks and actions that your organization is N@NUP‘PJB‘B(‘?RND"EDNHB‘ENTMWNWM ATION
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of thi Kg: BEEN REDACTED FROM THIS PUBLIC VERSION

0: Upon preliminarily assessing the root cause of the PV finding, it was determined that the Responsible Entity’s implemented processes did not include explicit investigative
procedures to follow in the event of unauthorized configuration changes that triggered the creation of a remedy ticket. Completed by August 1, 2017.

1: Perform an Extent of Condition Analysis. Identify all procedures for High Impact BCS within the Responsible Entity that require enhancements to include the process for
documenting and investigating detected unauthorized changes. Completed by October 27, 2017.

2: Develop narrative for enhancements by scripting the specific steps to be performed by Subject Matter Experts when baseline inconsistencies are observed. Completed by
November 24, 2017.

3: Incorporate the enhancements developed in Milestone No. 2, including the creation of new controls, into the CIP-010 Procedures for High Impact BCS. Ensure linkages
are established to other relevant Cyber Security Policies and Procedures. Completed by December 29, 2017.

4: Obtain and document the required approvals and sign-offs of revised documentation before training. (Ensure effective date for updated documentation is post-training
completion date.) Completed by January 12, 2018.

5: Schedule and administer training to those individuals within the Responsible Entity who perform the tasks covered by the procedures. Training will be designed to sustain
ongoing content updates, tracking and delivery. Completed by January 24, 2018.

6: Communicate and disseminate documentation enterprise-wide by notifying impacted personnel of updates to documentation. Ensure new documentation is posted on
SharePoint and related previous versions of documentation are retired. Completed by January 31, 2018.

7: Correct for any deficiencies found while completing the previous milestones. Utilizing all new or updated policies, procedures, work instructions and/or training, mitigate
for any deficiencies identified during the completion of previous milestones. Additionally, any changes to, additions or deletions of BCS assets from the initial 1st Quarter
2017 CIP-002 BES Cyber System lists will be identified, and if necessary, mitigated per new or updated policies, procedures, work instructions and/or training. Completed by
February 28, 2018.

Attachments

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

2/28/2018
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

No Milestones Defined

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

With regard to risk, the Possible Violation (PV) finding involves the lack of sufficiently documented processes for investigating unauthorized baseline configuration

changes to High Impact BES Cyber Systems. However, despite the putative seriousness of any deficiency involving High Impact BES Cyber Systems, the Responsible
Entity believes that the actual risk posed to the reliability of the BES was low to non-existent while this Mitigation Plan was being implemented.

Based on a review of all recorded incident tickets reported to them there is no evidence to indicate that there has been any
instance of an unauthorized change to a baseline configuration since the July 1, 2016 effective date of this requirement; and, January 31, 2018, when training had been
completed and the updated procedures were officially implemented.

Although the PV in the Final Audit Report was not fully mitigated until January 31, 2018, there was very little risk that unauthorized changes to the baseline configuration
would occur. (Of note, the Mitigation Plan was scheduled for completion by February 28, 2018. The final mitigating action was to correct for any deficiencies found during
execution of previous milestone activities, of which there were none.) CIP Reliability Standard CIP-010-2, Requirement R2 applies to High Impact BES Cyber Assets,

which are protected by physical access protection, data segregation, and access controls. These BES Cyber Assets are protected by many defenses, including firewalls
and network protections that would need to be bypassed before an external source could obtain the access necessary to implement a baseline configuration change.

Further, even assuming an unauthorized baseline configuration change was made at a High Impact BES Cyber Asset, the Responsible Entity’s system automatically
monitors and alerts the SME/device owner of any detected variations in the baseline. The Responsible Entity’s monitoring system produces automated remedy tickets that
are investigated by the SME/device owner and, if necessary, resolved by the pursuant to the Responsible Entity’s Cyber Security Incident Response Procedure.
Thus, regardless of whether the Responsible Entity’s written procedure documents the steps to initiate and complete an investigation, there was little to no risk that an
unauthorized change in a baseline configuration would not be detected and investigated.

Attachments

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

es to follow in the event that an unauthorized change to a
baseline configuration is detected. SMEs will be trained on how to conduct a proper investigation; and, how to complete the evidence documentation for the investigation. The
implemented procedures will provide a sustainable process for when an unauthorized change to a baseline configuration is detected.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:
e a) Submits this Mitigation Plan for acceptance by il and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
® ) Acknowledges:
o lam



¢ | am qualified to sign this Mitigation Plan on behaif of |G NON-PUBLIC AND CONFIDENTIAL INFORMATION
o 1 understand || ob'igations to comply with Mitigation Plan requireneﬂg agtEli\? ﬁﬁﬁﬂ'ﬁ'@bd'ﬁwsﬂfl'i gsﬁﬁ%ﬁc&r‘?ﬁg ON

including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

I -0 to comply with, this Mitigation Plan, including the timetable completion date, as accepted by [l and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned N <i"g'e point of contact (SPOC).
It you do not know your assigned || r'ease contact the GGG 2 tion department to determine your assigned SPOC at:
|

I



VIEW MITIGATION PLAN CLOSURE: CIP-010-2 (MITIGATION PLAN CLOSURE COMMEHRBLIC AND CONFIDENTIAL INFORMATION

Il This tem was signea oy I on 5/29/2018

This item was marked ready for signature by || on 5/29/2018

MEMBER MITIGATION PLAN CLOSURE

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil}j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as

such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

|
Requirement Tracking Number
R2. I

Date of completion of the Mitigation Plan:

No Milestones Defined

Summary of all actions described in Part D of the relevant mitigation plan:

Completion Summaries for all milestones have been uploaded to the Secure Working folder.

Description of the information provided to JJiij for their evaluation *

Completion Summaries for all milestones have been uploaded to the Secure Working folder.

NERC Violation ID

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



RMATION
VERSION

VIA Secure Folder and E-MAIL

October 24, 2018

Mitigation Plan Verification of Completion
I (10102 &)

The Mitigation Plan Certification of Completion submitted b
.for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-010-6 R2 May 23, 2018
After review for completion on October 24, 2018,

has completed this Mitigation Plan. - will notify NERC that
mitigation plan.

If you have any questions, please feel free to contact_

staff finds that
as completed this




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 15

15a. The Entity’s Mitigation Plan designated as_ for CIP-011-2 R1 submitted May
23,2018

15b. The Entity’s Certification of Mitigation Plan Completion for CIP-011-2 R1 submitted May 31,
2018

15c. The Region's Verification of Mitigation Plan Completion for CIP-011-2 R1 dated May

18, 2019



VIEW FORMAL MITIGATION PLAN: CIP-011-2 (REGION REVIEWING MITIGATION N@R-PUBLIC AND CONFIDENTIAL INFORMATI(

N

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signea oy I o1 5/23/2018

[l This item was marked ready for signature vy I o, 5/23/2018

MITIGATION PLAN REVISIONS

Requirement NERC Violation IDs :;gional Viokation Date Submitted Status Type Revision Number
CIP-011-2 R1. ] I 01/02/2018 Revision Requested Formal

011 Region reviewing
CIP-011-2R1. I 05232018 Mitigation Pian Formal 1

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: I
Company Address: I

|
Compliance Registry ID: I

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: o —

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: —
Requirement Regional ID NERC Violation ID Date Issue Reported
RI. E— I I

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

m a Storage Area Network (SAN) used to store automated baseline and security
configurations for BES Cyber Assets was not properly identified as a BES Cyber System Information (BCSI) Storage Location (p.23-24). The automated baseline
configuration software is used for change control management for some of the BES Cyber Assets used at the RE’s control center—
I ¢ auditors noted that although the RE had a clear description of what information should be identified as BCSI, the RE lacked a documented
process or procedure for its employees and relied solely on employee training. The report concluded that the RE should have a formal documented process or procedure
that clearly explains BCSI and how it should be handled, labeled, and stored.

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

The Responsible Entity uses a commercial off-the-shelf solution for retrieval of baseline configurations, which includes security configurations. The servers that store the
security configurations are connected to the local SAN server identified in the report which was not properly identified as a BCSI Storage Location. The servers with the
commercial off-the-shelf solution however, are housed within a secured data cabinet which requires badge reader access.

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN



D.1 Identify and describe the action plan, including specific tasks and actions that your organization is @Yo B¢ CE NDTODNFIDEN T INsIMNFAORRIATION
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of thiﬂfxg: BEEN REDACTED FROM THIS PUBLIC VERSION

1: For the cited BES Cyber System Information (BCSI) Storage Location, determine if there is a related access role in the

for the storage location cited, and document the evidence if the role exists in If there is no access role in? for this on, create a role to ensure the location
is properly identified as a BCSI Storage Location with access controls. Perform a risk assessment to fully understand the BES risk for the Responsible Entity and the
Reliability Coordinator. Completed by October 12, 2017.

2: Perform an Extent of Condition (EOC) Analysis to (1) Identify any BCSI Storage Locations that have not been properly identified; and, (2) Identify and document the
existence of any unknown additional root causes. Report to compliance organization any BCSI Storage Locations found that have not been properly identified. Completed
by December 4, 2017.

3: Perform Root Cause Analysis to (1) Identify possible root cause(s) for the storage location not being properly identified; and, (2) Verify the root cause(s) by identifying
and validating the contributing factors. Completed by December 7, 2017.

4: Develop list of countermeasures leveraging results from the Root Cause Analysis; and, develop additional countermeasures by comparing NERC's "Security Guideline
for the Electricity Sector: Protecting Sensitive Information" to the existing documentation comprising the Information Protection Program (IPP)

5: Address any EOC findings by: (1) Creating any necessary additional access roles for any BCSI Storage Location(s) identified; (2) Assign access to any new
storage locations identified; and, (3) Properly classify and label the electronic and/or physical documents for any new storage locations identified. Completed by January
22, 2018.

6: Implement countermeasures for enterprise-wide methodology to identify BCSI. (1) Using countermeasures identified in previous milestones, create and/or revise
processes documentation to ensure there is an explicit methodology for identifying existing and new electronic and/or physical BCSI: (a) The updated, new methodology
needs to clearly address how to identify and/or create both electronic and physical repositories (storage); (b) New methodology and supporting procedures will be
sustainable and also address use, handling, transit of BCSI (new and existing); and, (c) Needs to follow NERC guidelines for protecting sensitive information; plus, (2)
Obtain approvals for the new and revised enterprise-wide documentation (methodology and procedures) that encompass the IPP: (a) Obtain required approvals and sign-
offs for revised documents before training; and, (b) Ensure effective date for updated documents is post-training completion date. Completed by February 26, 2018.

7- Update and deliver training. (1) Develop training on the methodology for identifying, labeling, transmitting, and storing of BCSI and its storage locations as per the
documentation updates made to the IPP, and, (2) Schedule and administer training, at a minimum, for all users across all Business Units with access to approved BCSI
Storage Locations. (Note: Procedures should indicate that IPP training is to be repeated annually and is also to be provided for new personnel that will be having access
to BCSI and/or any BCSI Storage Locations.) Completed by March 26, 2018.

8: Communicate and disseminate newly revised IPP documentation enterprise-wide by: (1) Notifying impacted personnel of the documentation updates; and (2) Ensuring
that all new, revised documentation is posted on SharePoint and related previous documents are retired. Completed by April 25, 2018.

Attachments

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completed with respect to the Alleged or Confirmed violations identified above.
State whether the Mitigation Plan has been fully implemented:

4/25/2018
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

Address any EOC findings related to high/medium impact BES Cyber Systems
Milestone Completed (Due: 1/22/2018 and Completed 1/22/2018)

1.Create any necessary additional [Jlij access roles for any BCSI storage location(s) identified in the EOC
2. Assign access to any new storage locations identified
3. Properly classify and label the electronic and/or physical documents for any new storage locations identified in the EOC

Implement countermeasures for enterprise-wide methodoloqgy to identify BCSI

Milestone Completed (Due: 2/26/2018 and Completed 2/26/2018)

1. Using countermeasures identified in previous milestones, create and/or revise process documentation to ensure there is an explicit methodology for identifying
existing and new electronic and/or physical BCSI that must be protected.

a. The updated, new methodology needs to clearly address how to identify and/or create both electronic and physical repositories (storage)

b. New methodology and supporting procedures will be sustainable and also address use, handling, and transit of BCSI (new and existing)

c. The new methodology needs to follow NERC guidelines for protecting sensitive information (also identified in previous milestone)

2. Obtain approvals for the new and revised enterprise-wide documentation (methodology and procedures) that encompass the IPP

a. Obtain required approvals and sign-offs for revised documents before training

b. Ensure effective date for updated documents is post-training completion date

Update & Deliver Training
Milestone Completed (Due: 3/26/2018 and Completed 3/26/2018)

1. Develop training on the methodology for identifying, labeling, transmitting, and storing of BCSI and its storage locations as per the documentation updates made to the
IPP.

2. Schedule and administer training, at a minimum, for all users across all BUs with access to approved |Jjjjj BCSI storage locations.

(Note - Procedures documented should indicate that IPP training is to performed annually, and is also to be provided for new personnel that will be having access to
BCSI and/or any BCSI storage locations.)

Communicate deployment

Milestone Completed (Due: 3/30/2018 and Completed 4/25/2018)

Communicate and disseminate nefiillvised IPP documents across the enterprise
1. Notify impacted personnel of the documentation update
2. Ensure that all new, revised documents are posted on SharePoint and related previous revisions of documents are retired.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information



may be provided as an attachment):

The risk presented by the possible violation (PV) finding is the risk of unauthorized access to BCSI reﬂm&ma!}@ MQMN Ll : 6\T|ON

includes baseline and security configuration data for High Impact BES Cyber Assets in the System

* Despite the putative seriousness of this nsﬁmggm
remained low while this Mitigation Plan was being implemented and completed by April 25, 2018.

As part of its Mitigation Plan, the Responsible Entity also undertook an extent of condition to review all High and Medium Impact Bulk Electric System (BES) Cyber Systems
and identify any storage locations that had not been properly identified as BCSI Storage Locations. This extent of condition, which was completed on December 4, 2017,
did not identify any storage locations that had not been properly identified as BCSI Storage Locations. Thus, mem SAN server identified in the audit was the only
storage location the Responsible Entity failed to properly identify as a BCSI Storage Location and this deficiency had been remediated as part of the Responsible Entity’s
Mitigation Plan.

For the foregoing reasons, the risk to the reliability of the BES remained low while this Mitigation Plan was being implemented and completed on April 25, 2018.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an

attachment):

n updated methodology, and comprehensive program documentation for identifying,
labeling, storing, and protecting BCSI. Completion of the Mitigation Plan will ensure that appropriate protections are applied through training, communication and
dissemination of the updated methodology and supporting program documentation. Refresher training courses will also be cond!

n the Responsible Entity’s website will be communicated to personnel to prevent reoccurrence. The methodology and comprehensive program

documentation will be an integral part of the Company’s Information Protection Program (IPP). The controls will be sustained through annual validations and refresher
training courses, which will be regularly communicated and accessible to personnel to ensure consistent and continuous application and use.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:

® a) Submits this Mitigation Plan for acceptance by [JJjilij and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and
e ) Acknowledges:

« 1 am I
e 1 am qualified to sign this Mitigation Plan on benalf of || NG

e | understand | o 'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

I = orces to comply with, this Mitigation Plan, including the timetable completion date, as accepted by [l and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:

Your assigned |GGG sino'e point of contact (SPOC).

If you do not know your assigned || ] r'ease contact the | dcrartment fo determine your assigned SPOC at:
|

I



VIEW MITIGATION PLAN CLOSURE: CIP-011-2 (MITIGATION PLAN CLOSURE COMDINERYBLIC AND CONFIDENTIAL INFORMATI(

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signea by I on 5/31/2018

[l This item was marked ready for signature vy I o 5/31/2018

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil|j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

S
Requirement Tracking Number NERC Violation ID
R1. I E—

Date of completion of the Mitigation Plan:

Address any EOC findings related to high/medium impact BES Cyber Systems

Milestone Completed (Due: 1/22/2018 and Completed 1/22/2018)
Attachments (0)

1.Create any necessary additional EAMS access roles for any BCSI storage location(s) identified in the EOC
2. Assign access to any new storage locations identified
3. Properly classify and label the electronic and/or physical documents for any new storage locations identified in the EOC

Implement countermeasures for enterprise-wide methodology to identify BCSI

Milestone Completed (Due: 2/26/2018 and Completed 2/26/2018)
Attachments (0)

1. Using countermeasures identified in previous milestones, create and/or revise process documentation to ensure there is an explicit methodology for identifying
existing and new electronic and/or physical BCSI that must be protected.

a. The updated, new methodology needs to clearly address how to identify and/or create both electronic and physical repositories (storage)

b. New methodology and supporting procedures will be sustainable and also address use, handling, and transit of BCSI (new and existing)

c. The new methodology needs to follow NERC guidelines for protecting sensitive information (also identified in previous milestone)

2. Obtain approvals for the new and revised enterprise-wide documentation (methodology and procedures) that encompass the IPP

a. Obtain required approvals and sign-offs for revised documents before training

b. Ensure effective date for updated documents is post-training completion date

Update & Deliver Training

Milestone Completed (Due: 3/26/2018 and Completed 3/26/2018)
Attachments (0)

1. Develop training on the methodology for identifying, labeling, transmitting, and storing of BCSI and its storage locations as per the documentation updates made to the
IPP.

2. Schedule and administer training, at a minimum, for all users across all BUs with access to approved |} BCSI storage locations.

(Note - Procedures documented should indicate that IPP training is to performed annually, and is also to be provided for new personnel that will be having access to
BCSI and/or any BCSI storage locations.)

Communicate deployment

Milestone Completed (Due: 3/30/2018 and Completed 4/25/2018)
Attachments (0)

Communicate and disseminate newly revised IPP documents across the enterprise
1. Notify impacted personnel of the documentation update
2. Ensure that all new, revised documents are posted on SharePoint and related previous revisions of documents are retired.

Summary of all actions described in Part D of the relevant mitigation plan:

The Completion Summaries and all supporting evidence for Milestones 1 through 8 were uploaded to the Secure Working folder.



Blescrigtion of the infomation provided @I for Sk evshmtion® NON-PUBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION
The Completion Summaries and all supporting evidence for Milestones 1 through 8 were uploaded to the Secure Working folder.

1 certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.



MATION
VERSION

VIA Secure Folder and E-MAIL

May 8, 2019

Mitigation Plan Verification of Completion
I C¥-011-2 k)

The Mitigation Plan Certification of Completion submitted b
.for the referenced violation has been received by the

on the specified date noted below.

Mitigation Plan Standard / Requirement Received On
CIP-011-2 R1 May 31, 2018

After review for completion on May 7, 2019, staff finds that- has
completed this Mitigation Plan. - will notify NERC that as completed this mitigation

plan.

If you have any questions, please feel free to contact_




NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Attachment 16

16a. The Entity’s Mitigation Plan designated as_ for CIP-005-3a R2 submitted
January 26, 2015

16b. The Entity’s Certification of Mitigation Plan Completion for CIP-005-3a R2 submitted
December 17, 2015

16c. The Region's Verification of Mitigation Plan Completion for CIP-005-3a R2 dated October
25, 2016



VIEW MITIGATION PLAN: CIP-005-3A (REGION REVIEWING MITIGATION PLAN) NON-PUBLIC AND CONFIDENTIAL INFORMATI(

N

HAS BEEN REDACTED FROM THIS PUBLIC VERSI

Il This tem was signea by I o 1/26/2015

[l This item was marked ready for signature oy I o0 1/26/2015

SECTION A: COMPLIANCE NOTICES & MITIGATION PLAN REQUIREMENTS

A.1 Notices and requirements applicable to Mitigation Plans and this Submittal Form are set forth in "Attachment A - Compliance Notices & Mitigation Plan Requirements" to
this form.

[Yes] A.2 | have reviewed Attachment A and understand that this Mitigation Plan Submittal Form will not be accepted unless this box is checked.

SECTION B: REGISTERED ENTITY INFORMATION

B.1 Identify your organization

Company Name: I
Company Address: I

|
Compliance Registry ID: I

B.2 Identify the individual in your organization who will be the Entity Contact regarding this Mitigation Plan.

Name: S— |

SECTION C: IDENTIFICATION OF ALLEGED OR CONFIRMED VIOLATION(S) ASSOCIATED WITH THIS MITIGATION PLAN

C.1 This Mitigation Plan is associated with the following Alleged or Confirmed violation(s) of Reliability Standard listed below.

Standard: I
Requirement Regional ID NERC Violation ID Date Issue Reported
R2. I ] I

C.2 Identify the cause of the Alleged or Confirmed violation(s) identified above:

the RE uses an access control model such that explicit access permissions
are specified.

Several examples within the provided configuration files for the Access Points illustrate access rules for greater than- hosts (for example IP addresses that allows the
last octet set to zero for either source or destination), and in some cases|Jjjj networks (for example IP addresses allowing the last 2 octets set to zero for either source or
destination), thi{Jililllin many cases beyond the total number of actual cyber assets communicating with the ESP.

Attachments ()
C.3 Provide any additional relevant information regarding the Alleged or Confirmed violations associated with this MitigationPlan:

No additional information to provide.

Appended by NERC
The root cause of the violation was a less than adequate installation/design configuration of the firewalls.

Attachments

SECTION D: DETAILS OF PROPOSED MITIGATION PLAN

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is proposing to undertake, or which it undertook if this Mitigation Plan
has been completed, to correct the Alleged or Confirmed violations identified above in Part C.1 of this form:

The Mitigation Plan include the following six major milestones:

1 Extent of Condition Analysis

2 Network Redesign for Control Centers and Substations

3 Procure necessary equipment and Establish Baseline Firewall Rules
4 Implement Equipment

5 Configure Equipment

6 Documentation Updates



Attachments () NON-PUBLIC AND CONFIDENTIAL INFORMATION

D.2 Provide the date by which full implementation of the Mitigation Plan will be, or has been, completHA&lB&ﬁN BEM@T&D(BR’GM vicHign Pl Bl CERSION
State whether the Mitigation Plan has been fully implemented:

12/31/2015
D.3 Enter Milestone Activities, with due dates, that your organization is proposing, or has completed, for this Mitigation Plan:

Milestone 1: Extent of Condition Analysis

Milestone Pending (Due: 3/31/2015)

1. Perform an extent of condition analysis to determine the scope.
2. Identify routing patterns/data flows between data centers.

Milestone 2: Network Redesign for Control Centers and Substations

Milestone Pending (Due: 5/29/2015)
For the substation networks and the Control Center networks, determine the final design and firewall to be utilized and select a vendor.

Milestone 3: Procure necessary equipment and Establish Baseline Firewall Rules

Milestone Pending (Due: 6/30/2015)

1. Procure necessary equipment for Control Center and Substations.
2. Establish an initial baseline of firewall rules for Control Center and Substations.

Milestone 4: Implement Equipment

Milestone Pending (Due: 9/4/2015)

1. Deploy procured equipment.
2. Capture network traffic to determine necessary rules.

Milestone 5: Configure Equipment

Milestone Pending (Due: 11/30/2015)

1. Configure the network equipment.
2. Finalize and implement firewall rules.

Milestone 6: Documentation Updates

Milestone Pending (Due: 12/31/2015)

1. Complete CIP-007-3 R1 Testing and artifact collection.
2. Verify all necessary network diagrams are updated to reflect changes.
Verify asset lists are updated to remove any old equipment and add new firewall equipment.

SECTION E: INTERIM AND FUTURE RELIABILITY RISK

E.1 Abatement of Interim BPS Reliability Risk: While your organization is implementing this Mitigation Plan the reliability of the Bulk Power Supply (BPS) may remain at
higher risk or be otherwise negatively impacted until the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify any such risks or
impacts; and (i) discuss any actions that your organization is planning to take to mitigate this increased risk to the reliability of the BPS. (Additional detailed information
may be provided as an attachment):

1 take any additional actions to mitigate this increased risk because we

have the following existing mitigating factors in place:

1. Strong authentication into the ESPs (2Factor)

2. Monitoring and alerting of network traffic on a 24x7 period. [ ]
3. Cyber assets that access the ESP are equipped with anti-virus softwiiill

4_ Utilization of Jjilij through a private VPN for access to Control Centers and Substations.

5. ICCP protocol runs on a private network.

Attachments ()

E.2 Prevention of Future BPS Reliability Risk: Describe how successful completion of this Mitiga ion Plan will prevent or minimize the probability that your organization
incurs further risk of Alleged violations of the same or similar reliability standards requirements in the future. (Additional detailed information may be provided as an
attachment):

As a part of this mitigation plan new network equipment will be implemented. With this new equipment we will be able to implement granular firewall rules rather than more
permissive Access Control Lists that are currently being utilized.

Attachments

SECTION F: AUTHORIZATION

An authorized individual must sign and date this Mitigation Plan Submittal Form. By doing so, this individual, on behalf of your organization:

e a) Submits this Mitigation Plan for acceptance by Jjjjii)j and approval by NERC, and
e b) If applicable, certifies that this Mitigation Plan was completed on or before the date provided as the 'Date of Completion of the Mitigation Plan' on this form, and



® ) Acknowledges:

o L o NON-PUBLIC AND CONFIDENTIAL INFORMATION

« 1:am quaiified to sign this Miigation Pian on behat of S HAS BEEN REDACTED FROM THIS PUBLIC VERSION

o | understand | ob'igations to comply with Mitigation Plan requirements and ERO remedial action directives as well as ERO documents,
including, but not limited to, the NERC Rules of Procedure, including Appendixe 4 (Compliance Monitoring and Enforcement Program of the North American Electric
Reliability Corporation (NERC CMEP))

e | have read and am familiar with the contents of this Mitigation Plan

I 20<cs to comply with, this Mitigation Plan, including the timetable completion date, as accepted by Jjjjjj and approved by NERC

SECTION G: REGIONAL ENTITY CONTACT

Please direct any questions regarding completion of this form to:



VIEW MITIGATION PLAN CLOSURE: CIP-005-3A (MITIGATION PLAN CLOSURE COMPRAEPHDBLIC AND CONFIDENTIAL INFORMATION

HAS BEEN REDACTED FROM THIS PUBLIC VERSION

Il This item was signea oy I o1 12/17/2015

[l This item was marked ready for signature oy I o '2/15/2015

MEMBER MITIGATION PLAN CLOSURE

All Mitigation Plan Completion Certification submittals shall include data or information sufficient for [Jil|j to verify completion of the Mitigation Plan. il may request such
additional data or information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems necessary to verify that all required
actions in the Mitigation Plan have been completed and the Registered Entity is in compliance with the subject Reliability Standard. (CMEP Section 6.6) Data or information
submitted may become part of a public record upon final disposition of the possible violation, therefore any confidential information contained therein should be marked as
such in accordance with the provisions of Section 1500 of the NERC Rules of Procedure.

Name of Registered Entity submitting certification:

Name of Standard of mitigation violation(s):

|

Requirement Tracking Number NERC Violation ID
R2. I |

Date of completion of the Mitigation Plan:

Milestone 1: Extent of Condition Analysis

Milestone Completed (Due: 3/31/2015 and Completed 3/31/2015)
Attachments (0)

1. Perform an extent of condition analysis to determine the scope.
2. Identify routing patterns/data flows between data centers.

Milestone 2: Network Redesign for Control Centers and Substations

Milestone Completed (Due: 5/29/2015 and Completed 5/19/2015)
Attachments (0)

For the substation networks and the Control Center networks, determine the final design and firewall to be utilized and select a vendor.

Milestone 3: Procure necessary equipment and Establish Baseline Firewall Rules

Milestone Completed (Due: 6/30/2015 and Completed 6/29/2015)
Attachments (0

1. Procure necessary equipment for Control Center and Substations.
2. Establish an initial baseline of firewall rules for Control Center and Substations.

Milestone 4: Implement Equipment

Milestone Completed (Due: 9/4/2015 and Completed 8/31/2015)
Attachments (0)

1. Deploy procured equipment.
2. Capture network traffic to determine necessary rules.

Milestone 5: Configure Equipment

Milestone Completed (Due: 11/30/2015 and Completed 11/30/2015)
Attachments (0)

1. Configure the network equipment.
2. Finalize and implement firewall rules.

Milestone 6: Documentation Updates

Milestone Completed (Due: 12/31/2015 and Completed 12/15/2015)
Attachments (0)
1. Complete CIP-007-3 R1 Testing and artifact collection.

2. Verify all necessary network diagrams are updated to reflect changes.
Verify asset lists are updated to remove any old equipment and add new firewall equipment.

Summary of all actions described in Part D of the relevant mitigation plan:
The Mitigation Plan included the following six major milestones:



T ————
DENTIAL INFORMATION

Description of the information provided to FRCC for their evaluation *

Milestone Completion Evidence provided as follows:

| certify that the Mitigation Plan for the above-named violation has been completed on the date shown above. In doing so, | certify that all required Mitigation Plan actions
described in Part D of the relevant Mitigation Plan have been completed, compliance has been restored, the above-named entity is currently compliant with all of the
requirements of the referenced standard, and that all information submitted is complete, true and correct to the best of my knowledge.
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CONFIDENTIAL- Non-Public Information

VIA Secure folder & E-MAIL

October 25, 2016

re: I

Mitigation Plan Verification of Completion

The Mitigation Plan Certification of Completion submitted b
for the referenced violation has been received by the
on the specified date noted below.
Mitigation Plan Standard / Requirement Received On
CIP-005-3a R2 December 17, 2015
After review for completion, staff finds that- has completed this
Mitigation Plan. - will notify NERC that has completed this mitigation plan.

If you have any questions you may 1‘each_
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