
816. On January 23, 2017,  on behalf of  submitted a Self-Report to, stating 

that, as a      and   was in violation of CIP-010-2 

R3.3. See Self-Report, Attachment 39c. On August 31, 2016,  submitted a 

Self-Report to  on behalf of      stating that, as 

 they were in violation of CIP-010-2 R3; P3.1; and P3.4.154 See Self-Report, 

Attachment 39d.  On April 7, 2017,  submitted a Self-Report to  on 

behalf of   stating that, as a   and  it was in violation 

of CIP-010-2 R3; P3.1, P3.3, and P3.4.155 See Self-Report, Attachment 39e.  On 

January 23, 2018,  submitted a Self-Report to  on behalf of  

    stating that, as  they were in violation of CIP-010-2 

R3; P3.1, P3.3; and P3.4.156 See Self-Report, Attachment 39f.  This Alleged 

Violation includes four instances where  deployed a BES Cyber System 

(BCS) and multiple BES Cyber Assets (BCAs) into the production environment 

without performing active vulnerability assessments.  

817. In the first instance,  did not perform an active vulnerability assessment on 

one applicable Cyber Asset (CA) prior to deploying them into the  

production environment. Specifically, on September 22, 2016, the   

 subject matter expert (SME) reviewed a network anomaly 

report and discovered that a BCA did not have malicious software prevention tools 

installed. The SME reviewed  work management system and discovered that 

on September 16, 2016,  deployed the BCA into the production environment 

without performing the active vulnerability assessment per P3.3.  

818. In the second instance, during a quarterly CA list review on July 20, 2016,  

discovered that it had not documented EACMs (security information and 

event management CA), each protecting a . As a result,  

failed to perform and document the required vulnerability assessments prior to 

deploying the EACMSs in the production environment and subsequent required 

vulnerability assessments every 15 calendar months as required by P3.1, P3.3, and 

P3.4.   

819. This instance affected  

  

154
 This was self-reported under CIP-002-5.1a R1 and assigned NERC Tracking Number  

However, CIP-010-2 R3 does not apply to EACMSs; therefore, the Regions determined that CIP-007-6 R2 is the 

applicable Standard and Requirement. 
155

 This noncompliance was self-reported under CIP-002-5.1a R1 and assigned NERC Tracking Number 

 However, CIP-002-5.1a R1 does not apply to EACMSs; therefore, the Regions determined that 

CIP-010-2 R3 is the applicable Standard and Requirement. 
156

 This noncompliance was self-reported as CIP-002-5.1a R1 and assigned NERC Tracking Number 

However, CIP-002-5.1a R1 does not apply to EACMSs; therefore, the Regions determined that 

CIP-010-2 R3 is the applicable Standard and Requirement. 
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820. In the third instance, during a CA categorization review on January 5, 2017,  

discovered that it had not identified   operating as EACMSs. 

As a result,  failed to perform and document the required vulnerability 

assessments prior to deploying the   in the production 

environment and subsequent required vulnerability assessments every 15 and 36 

calendar months as required by P3.1, P3.3, and P3.4. 

821.  This instance affected    . 

822. In the fourth instance, as part of an extent of condition assessment on November 

15, 2017,  determined that it had not identified servers as EACMSs. As 

a result,  failed to perform and document the required vulnerability 

assessments prior to deploying the EACMS servers in the production environment 

and subsequent required vulnerability assessments every 15 calendar months as 

required by P3.1, P3.3, and P3.4.  

823. This instance affected a total of     

 

824. The Alleged Violation started July 1, 2016, when the Standard became mandatory 

and enforceable, and will end on  when  committed to 

completing its Mitigation Plan.  

Aggregate Contributing Causes of CIP-010-2 R3 Alleged Violations 

825. The primary cause of the CIP-010-2 R3 Alleged Violations was lack of managerial 

oversight. Contributing causes included a deficient process, inadequate training, 

and lack of internal controls. Proper managerial oversight should have identified 

and prevented deficiencies in the process and implemented stronger internal 

controls to help ensure that the process was sufficient and followed.   

configuration change management process did not clearly define the roles and 

responsibilities of  personnel, which created inconsistent application of the 

process. Additional training, along with clearer instructions for completing tasks, 

could have helped prevent the Alleged Violations. Additionally, there was a lack of 

internal controls to ensure that specific actions required by the process were 

followed. 

Aggregate Risk Statement for CIP-010-2 R3 Alleged Violations 

826. The Regions determined that the Alleged Violation posed an aggregate moderate 

risk157 to the reliability of the Bulk Power System.158 The risk posed by  

157
 All Alleged Violations, individually, posed a moderate risk to the reliability of the BPS. 

158
 CIP-010-2 P3.3 has a VRF of “Medium” pursuant to CIP-010-2 Table of Compliance Elements.  According to the 

VSL Matrix, this issue warranted a “Severe” VSL. 
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failure to conduct vulnerability assessments of CAs prior to deploying them into 

the production environments was providing the opportunity of unsecured CAs 

which, if exploited, could lead to unauthorized changes to BCSs. Notwithstanding, 

the subject devices were protected inside a 24/7 monitored Physical Security 

Perimeter. Further, all devices, except for the issues involving asset identification 

in the last Alleged Violation, were protected within a secured Electronic Security 

Perimeter. Regarding the PCA, it was not critical to the operations of the  

and was not connected to the . The duration for 

all Alleged Violations ranged from six to twelve days.  

Mitigating Actions for CIP-010-2 R3 Alleged Violations 

827. On September 11, 2018,  submitted to  its final Mitigation Activities to 

address the CIP-010-2 R3 Alleged Violations. See Mitigation Activities, 

Attachment 2e. On September 28, 2018,  accepted the Mitigation Activities.   

 

828. In the Mitigation Activities,  committed to take the following actions by  

 (i) revise its overarching corporate  program to ensure that it meets 

the requirements of all stakeholders and the CIP Standards; (ii) each  business 

unit will develop new and/or revise existing processes and procedures and internal 

controls to ensure that each business unit adheres to the  program; (iii) each 

business unit will conduct training on new and/or revised processes and procedures; 

(iv) each business unit will implement new and/or revised process and procedures, 

including documenting and tracking all internal controls for CIP compliance; and 

(v)  will document how each noncompliance identified in the Settlement 

Agreement was mitigated and how such mitigation will prevent recurrence via a 

mitigation citation document. The citation document will be organized by Standard 

and Requirement under CIP Version 5/6 and will reference the applicable 

milestones and associated mitigation activities in the consolidated Mitigation 

Plan.  Reported noncompliance that began under CIP Version 3 will be addressed 

in the associated CIP Version 5/6 Standard and Requirement indicated by the V3-

V5 Compatibility Tables. 

 

829. Upon completion of these Mitigation Activities,  shall promptly provide 

evidence supporting the completion to    will verify  

completion of the Mitigation Activities and promptly report its successful 

completion to NERC.  

LL. CIP-010-2 R4  

830. CIP-010-2 prevents and detects unauthorized changes to BES Cyber Systems by 

specifying configuration change management and vulnerability assessment 

requirements in support of protecting BES Cyber Systems from compromise that 

could lead to misoperation or instability in the Bulk Electric System (BES). 
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831. CIP-010-2 R4 provides: 

R4. Each Responsible Entity, for its high impact and medium impact BES Cyber 

Systems and associated Protected Cyber Assets, shall implement, except 

under CIP Exceptional Circumstances, one or more documented plan(s) for 

Transient Cyber Assets and Removable Media that include the sections in 

Attachment 1. 

Description of Alleged Violation for  

832. On November 11, 2017,  submitted a Self-Report to  on behalf of  

 stating that, as     and  they were in violation 

of CIP-010-2 R4. See Self-Report, Attachment 40a. This Alleged Violation 

involves multiple instances were  failed to implement one or more 

documented plans for Transient Cyber Assets (TCAs). 

833. On May 30, 2017,  discovered four instances of noncompliance. In the first 

instance, two IT support personnel were granted unauthorized access to TCAs 

(Attachment 1, Section 1.2). On December 15, 2017, the  

 authorized these IT support personnel as TCA users.159  

834. In the second instance, between May 2017 and January 16, 2018,  installed 

and uninstalled application software to TCAs without prior authorization 

(Attachment 1, Section 1, paragraph 1.2).  

835. In the third instance, one TCA had at least one missing patch in violation 

(Attachment 1, Section 1, paragraph 1.3.) In the fourth instance, patch tracking 

documentation was unavailable for TCAs (Attachment 1, Section 2, paragraph 

2.1).  

836.  conducted an extent of condition and discovered additional instances of 

unauthorized software residing on TCAs and additional instances of missing 

patches.  did not install certain anti-virus components on TCAs. The lack of 

this anti-virus component  

often used to connect a TCA to a BES Cyber Asset (BCA).  

837. The Alleged Violation affected  BES Cyber Systems (BCSs) containing  

Cyber Assets (CAs). 

 

838. The Alleged Violation started on April 1, 2017, when, in the first and fourth 

instances, the Standard became mandatory and enforceable, and will end on  

159
   was unable to determine when this occurred, stating because the logs were no longer available. 

Therefore,  is using the CIP-010-2 implementation date as the start of the noncompliance. 
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, the date  committed to complete its Mitigation Plan. 

Description of Alleged Violation for  

839. On November 28, 2017,  submitted a Self-Report stating that, as a  it was 

in violation of CIP-010-2 R4. See Self-Report, Attachment 40b.  did not use 

an approved TCA when connecting to a BCA to change passwords.  

840. On July 26, 2017, two  personnel were at a Medium Impact BES facility to 

change passwords on .  At 1:40 p.m., one employee connected a issued 

laptop, which was not an approved TCA to a BCA at the facility and began the 

process of changing  passwords. At 3:00 p.m., a different employee noticed 

the approved TCA nearby, and the employee utilizing the unapproved laptop 

immediately disconnected it from the BCA. 

841. This Alleged Violation affected     

 

842. The Alleged Violation started on July 26, 2017 at 1:40 p.m., when  connected 

an unapproved laptop to a BCA, and ended on July 26, 2017 at 3:00 p.m., when 

 disconnected the unapproved laptop from the BCA. 

Aggregate Contributing Causes of CIP-010-2 R4 Alleged Violations 

843. The primary cause of the CIP-010-2 R4 Alleged Violations was lack of managerial 

oversight. Contributing causes included a deficient process, inadequate training, 

and lack of internal controls. Proper managerial oversight should have identified 

and prevented deficiencies in the process and implemented stronger internal 

controls to help ensure that the process was sufficient and followed. However, 

 process did not clearly cover TCAs. Additional training, along with clearer 

instructions for completing tasks, could have helped prevent the Alleged 

Violations. Additionally, there was a lack of internal controls to ensure that specific 

actions required by the process were followed.  

Aggregate Risk Statement for CIP-010-2 R4 Alleged Violations 

844. The Regions determined that the Alleged Violations posed an aggregate serious 

risk160 to the reliability of the Bulk Power System based on the following factors.161  

 failure to manage the implementation of TCAs led to multiple failures in 

managing baseline configurations, unauthorized access to TCAs, and inadequate 

160
 Alleged Violation  individually posed a serious risk to the reliability of the BPS, and 

 individually, posed a minimal risk.    
161

 CIP-010-2 P1 has a VRF of “Medium” pursuant to CIP-010-2 Table of Compliance Elements.  According to the 

VSL Matrix, these Alleged Violations warrant a “Severe” VSL. 
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patch management. The risk posed was providing the opportunity for manipulation 

of sensitive data or placing malicious software on the TCAs, which could have been 

used to attack CAs within ESPs. However,  implemented the following 

protective measures.  The affected BCSs and their associated CAs were protected 

inside a 24/7 monitored Physical Security Perimeter and ESP. Regarding the 

Alleged Violation where the employee connected a issued laptop to a BCA 

at change relay passwords, the duration of the noncompliance was slightly over an 

hour and the anti-virus software on the issued corporate laptop was updated 

the previous day. The laptop was never re-purposed and was under the control of 

vetted personnel while outside the subject ESPs. 

845. Despite these protective measures, the aggregate risk remains serious and 

substantial based on several factors. In the first Alleged Violation,  had four 

separate instances in which it either granted unauthorized access to TCAs, installed 

software to TCAs without authorization, missed patches on TCAs, or failed to have 

patch tracking documentation. The Alleged Violation affected more than TCAs.  

The Regions determined that  had serious, systemic security and compliance 

issues across its  functional groups, which required  to overhaul its entire 

CIP compliance program. Because of this, the risk for continued noncompliance 

and compromise to BCSs and CAs dramatically increased. Due to the weaknesses 

in  CIP compliance program, the Regions anticipate that  will identify 

additional instances of noncompliance while completing mitigation, which  

will report to the Regions. Notwithstanding,  comprehensive mitigation 

should address all Alleged Violations and any additional instance(s) of 

noncompliance that  reports.   

Mitigating Actions for CIP-010-2 R4 Alleged Violations 

846. On September 11, 2018,  submitted to  its final Mitigation Activities to 

address the CIP-010-2 R4 Alleged Violations. See Mitigation Activities, 

Attachment 2e. On September 28, 2018,  accepted the Mitigation Activities.   

 

847. In the Mitigation Activities,  committed to take the following actions by  

 (i) revise its overarching corporate  program to ensure that it meets 

the requirements of all stakeholders and the CIP Standards; (ii) each  business 

unit will develop new and/or revise existing processes and procedures and internal 

controls to ensure that each business unit adheres to the  program; (iii) each 

business unit will conduct training on new and/or revised processes and procedures; 

(iv) each business unit will implement new and/or revised process and procedures, 

including documenting and tracking all internal controls for CIP compliance; and 

(v)  will document how each noncompliance identified in the Settlement 

Agreement was mitigated and how such mitigation will prevent recurrence via a 

mitigation citation document. The citation document will be organized by Standard 

and Requirement under CIP Version 5/6 and will reference the applicable 
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milestones and associated mitigation activities in the consolidated Mitigation 

Plan.  Reported noncompliance that began under CIP Version 3 will be addressed 

in the associated CIP Version 5/6 Standard and Requirement indicated by the V3-

V5 Compatibility Tables. 

 

848. Upon completion of these Mitigation Activities,  shall promptly provide 

evidence supporting the completion to    will verify  

completion of the Mitigation Activities and promptly report its successful 

completion to NERC.  

MM. CIP-011-2 R1    

 

849. CIP-011-2 prevents unauthorized access to BES Cyber System Information by 

specifying information protection requirements in support of protecting BES Cyber 

Systems against compromise that could lead to misoperation or instability in the 

Bulk Electric System (BES). 

850. CIP-011-2 R1 provides: 

R1.  Each Responsible Entity shall implement one or more documented 

information protection program(s) that collectively includes each of the 

applicable requirement parts in CIP-011-2 Table R1 – Information 

Protection. 

P.1.1.  Method(s) to identify information that meets the definition of BES 

Cyber System Information. 

P1.2. Procedure(s) for protecting and securely handling BES Cyber 

System Information, including storage, transit, and use. 

Description of Alleged Violation for  

851. On June 23, 2017,  submitted a Self-Report to  on behalf of   

   stating that, as     and  they were in 

violation of CIP-011-2 R1; P1.2.  See Self-Report, Attachment 41a.  failed 

to protect and securely handle BES Cyber System Information (BCSI) in 

accordance with its information protection program. 

852. On April 19, 2017, a  employee was working with 

a vendor, via video conference, to troubleshoot an uploading error associated with 

a newly implemented asset database used to manage BES Cyber Assets (BCAs).  

The vendor could not determine the cause of the error and requested BSCI, 

including a copy of the production database and any files the employee was using, 
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so that the vendor could recreate the employee’s cyber environment to troubleshoot 

the error. The employee transferred the requested BCSI to the vendor’s support 

website using .  However,  is not an 

accepted protocol in  information protection program for transmitting BSCI.   

853. On April 20, 2017, the employee realized the error, immediately contacted the 

vendor, and requested that the vendor delete all BCSI transferred the previous day.  

That same day the vendor confirmed with the employee that the vendor deleted the 

data, did not copy or back up the data, and confirmed no one else had viewed the 

data. 

854. The BCSI that  sent to the vendor included information for most, if not all, 

servers and data center appliances managed within the   footprint. 

855. The Alleged Violation started on April 19, 2017, when the employee sent the BCSI 

to the vendor, and ended on April 20, 2017, when the vendor deleted the 

information. 

Description of Alleged Violation for  

856. On August 3, 2017,  submitted a Self-Report to  on behalf of  

stating that, as a   and  it was in violation of CIP-011-2 R1; P1.2.162 

See Self-Report, Attachment 41b.  failed to protect and securely handle BCSI 

in accordance with its information protection program. 

857. On June 30, 2017, a  project manager  BCSI to a contractor without 

labeling the information as BCSI and without using a secure method of transmittal 

as prescribed in  information protection program.  The contractor requested 

information about the workstations in the new control center to complete a 

configuration step for which the contractor was responsible. The project manager 

 containing the names of the workstations 

and the applied security patches, enabled ports, and IP addresses associated with 

the workstations, which was more information than the contractor requested.  A 

couple of hours later, during a meeting between the project manager and contractor, 

the contractor advised  of the improper data transmittal of the BCSI.  

858. The Alleged Violation affected    

BCS, BCAs, and  Protected Cyber Assets (PCAs). 

162 The Alleged Violation was self-reported under P1.1 and P1.2; however, the Regions determined that P1.2 is the 

only applicable Requirement.   
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859. The Alleged Violation started and ended on June 30, 2017, when the  project 

manager employee sent unsecured BCSI .   

Description of Alleged Violation for  

860. On November 6, 2017,  submitted a Self-Report to  on behalf of  

    stating that, as a     and  it was in 

violation of CIP-011-2 R1; P1.2.163 See Self-Report, Attachment 41c.  failed 

to protect and securely handle BCSI in accordance with its information protection 

program.  

861. On June 28, 2017, while preparing to add a new repository and determining access 

to that repository,  discovered that system administrator access to  

total repositories had not been logged. As a result, logs were unavailable for 

management to review and verify for accuracy and that individuals had a business 

need to access BCSI repositories.  information protection program requires 

the logging of individuals who electronically access BCSI repositories and periodic 

management review of logs to verify they are correct and that those accessing BCSI 

repositories have a business need to do so. 

862. The Alleged Violation started on July 1, 2016, when the Standard became 

mandatory and enforceable, and ended on December 13, 2017, when logs became 

available and  began reviewing and verifying the logs.  

Description of Alleged Violation for  

863. On December 18, 2017,  submitted a Self-Report to  stating that, as a 

 it was in violation of CIP-011-2 R1; P1.2.  See Self-Report, Attachment 41d. 

On April 7, 2017,  submitted a Self-Report to  on behalf of  

 stating that, as a   and  it was in violation of CIP-011-2 R1; 

P1.1; P1.2. See Self-Report, Attachment 41e.164 On January 23, 2018,  

submitted a Self-Report to  on behalf of      

stating that, as a  it was in violation of CIP-011-2 R1; P1.1; P1.2. See Self-

Report, Attachment 41f.165  This Alleged Violation includes three instances where 

 failed to identify and securely protect BCSI in accordance with its 

163 The Alleged Violation was self-reported under CIP-004-6 R4.4; however, the Regions determined that CIP-011-2; 

R1; P1.2 is the applicable Standard and Requirement.   
164

 This noncompliance was self-reported under CIP-002-5.1a R1 and assigned NERC Tracking Number 

 However, CIP-002-5.1a R1 does not apply to EACMSs; therefore, the Regions determined that 

CIP-011-2 R1 is the applicable Standard and Requirement. 
165

 This noncompliance was self-reported as CIP-002-5.1a R1 and assigned NERC Tracking Number 

. However, CIP-002-5.1a R1 does not apply to EACMSs; therefore, the Regions determined that 

CIP-011-2 R1 is the applicable Standard and Requirement. 
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information protection program.  

864. In the first instance, on October 5, 2017,  discovered that during the initial 

BCS information identification process conducted in late 2015, it did not identify a 

software program that managed  testing as a BCS 

information repository per  information protection program.   

865. This instance affected   

  BCSs, BCAs, and  PCAs. 

866. In the second instance, during a Cyber Asset (CA) categorization review on January 

5, 2017,  discovered that it had not identified  as 

EACMSs. As a result,  failed to implement the BCSI identification and 

protection requirements to the EACMSs in accordance with its information 

protection program.  

867. This instance affected facilities include  BCSs, which consisted 

of EACMSs. 

868. In the third instance, as part of an extent of condition assessment on November 15, 

2017,  determined that it had not identified  servers as Intermediate 

Systems or EACMSs. As a result,  failed to implement the BCSI identification 

and protection requirements to the EACMS servers in accordance with its 

information protection program.  

869. This instance affected a total of EACMSs and PACS, all associated with 

 BCSs. 

870. The Alleged Violation started on July 1, 2016, when the Standard became 

mandatory and enforceable, and will end on , when  committed 

to complete its Mitigation Plan. 

Aggregate Root Cause of CIP-011-2 R1 Alleged Violations 

 

871. The primary cause of the CIP-011-2 R1 Alleged Violations was lack of managerial 

oversight. Contributing causes included a deficient process, inadequate training, 

and lack of internal controls. Proper managerial oversight should have identified 

and prevented deficiencies in the process to help ensure that the process was 

sufficient and followed. The process did not clearly define the individual roles and 

responsibilities for capturing all individuals with access to BCSI repositories and 

did not include sufficient guidance for identifying repositories. Additionally, staff 

were not aware of the NERC CIP requirements for labeling and externally sending 

BCSI. Additional training, along with clearer instructions for completing tasks, 

could have helped prevent the Alleged Violations. 
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Aggregate Risk Assessment for CIP-011-2 R1 Alleged Violations 

 

872. The Regions determined that the Alleged Violations posed an aggregate serious and 

substantial risk166 to the reliability of the Bulk Power System.167 The risk posed by 

 failure to identify all BCSI and securely handle it in accordance with the 

documented program was providing the opportunity for an individual with 

malicious intent to gain access to highly sensitive information, gain access to CAs 

and BPS facilities, and cause grid instability.  However,  did implement the 

following protective measures. For the Alleged Violation where BCSI was sent to 

the vendor to troubleshoot an asset database uploading error, the  

  In addition, a 

non-disclosure agreement between the vendor and  was in place, which 

required the vendor to treat all data with complete confidentiality and to properly 

destroy the data when troubleshooting efforts were completed.  The duration of the 

Alleged Violation was only one day. Regarding the Alleged Violation where BSCI 

was sent to a contractor performing work at a control center, the contractor was 

actively engaged in the project and needed the BCSI to perform his duties. 

Additionally, the  

and the contractor had executed a non-disclosure agreement to restrict the sharing 

of BCSI. Moreover, access credentials would have been required to assume control 

of BCAs. For the Alleged Violation where the software program was not identified 

as a BCSI, the software program was protected inside an ESP, protected by two-

factor authentication, which required individuals with access to have completed a 

valid background check and cyber security training.  

873. Despite these protective measures, the aggregate risk remains serious and 

substantial based on several factors. In addition to the multiple violations involving 

BCSI, for the Alleged Violation where system administrator access repositories had 

not been logged, the BCSI contained clear text passwords, the Alleged Violation 

affected all  of  functional groups,  did not know where all of their 

BSCI data resided, and the duration of the Alleged Violation was over two years. 

The Regions determined that  had serious, systemic security and compliance 

issues across its  functional groups, which required  to overhaul its entire 

CIP compliance program.  Because of this, the risk for continued noncompliance 

and compromise to BCSs and CAs dramatically increased. Due to the weaknesses 

in  CIP compliance program, the Regions anticipate that  will identify 

166 Alleged Violations  individually posed a moderate 

risk to the reliability of the BPS, and individually posed a serious.   
167 CIP-0011-2 R1.2 has a VRF of “Medium” pursuant to the CIP-011-2 Table of Compliance Elements.  According 

to the VSL Matrix, this violation warranted a “Severe” VSL. 
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additional instances of noncompliance while completing mitigation, which  

will report to the Regions. Notwithstanding,  comprehensive mitigation 

should address all Alleged Violations and any additional instance(s) of 

noncompliance that  reports.  

Mitigating Actions for CIP-011-2 R1 

874. On September 11, 2018,  submitted to  its final Mitigation Activities to

address the CIP-011-2 R1 Alleged Violations. See Mitigation Activities,

Attachment 2e. On September 28, 2018,  accepted the Mitigation Activities.

875. In the Mitigation Activities,  committed to take the following actions by 

 (i) revise its overarching corporate  program to ensure that it meets

the requirements of all stakeholders and the CIP Standards; (ii) each  business

unit will develop new and/or revise existing processes and procedures and internal

controls to ensure that each business unit adheres to the  program; (iii) each

business unit will conduct training on new and/or revised processes and procedures;

(iv) each business unit will implement new and/or revised process and procedures,

including documenting and tracking all internal controls for CIP compliance; and

(v)  will document how each noncompliance identified in the Settlement

Agreement was mitigated and how such mitigation will prevent recurrence via a

mitigation citation document. The citation document will be organized by Standard

and Requirement under CIP Version 5/6 and will reference the applicable

milestones and associated mitigation activities in the consolidated Mitigation

Plan.  Reported noncompliance that began under CIP Version 3 will be addressed

in the associated CIP Version 5/6 Standard and Requirement indicated by the V3-

V5 Compatibility Tables.

876. Upon completion of these Mitigation Activities,  shall promptly provide

evidence supporting the completion to    will verify 

completion of the Mitigation Activities and promptly report its successful

completion to NERC.

NN. CIP-011-2 R2

877. CIP-011-2 prevents unauthorized access to BES Cyber System Information by

specifying information protection requirements in support of protecting BES Cyber

Systems against compromise that could lead to misoperation or instability in the

Bulk Electric System (BES).

878. CIP-011-2 R2 provides:

R2. Each Responsible Entity shall implement one or more documented 
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process(es) that collectively include the applicable requirement parts in 

CIP-011-2 Table R2 – BES Cyber Asset Reuse and Disposal. 

P2.1 Prior to the release for reuse of applicable Cyber Assets that contain 

BES Cyber System Information (except for reuse within other 

systems identified in the “Applicable Systems” column), the 

Responsible Entity shall take action to prevent the unauthorized 

retrieval of BES Cyber System Information from the Cyber Asset 

data storage media. 

P2.2 Prior to the disposal of applicable Cyber Assets that contain BES 

Cyber System Information, the Responsible Entity shall take action 

to prevent the unauthorized retrieval of BES Cyber System 

Information from the Cyber Asset or destroy the data storage media. 

Description of Alleged Violation and Risk Assessment for  

879. On   submitted a Self-Report to  on behalf of 

    stating that, as  they were in violation of CIP-011-2

R2; P2.1; and P2.2.169  See Self-Report, Attachment 42a.  On April 7, 2017, 

submitted a Self-Report to  on behalf of   stating that, as a 

 and  it was in violation CIP-011-2 R2; P2.1; and P2.2.170  See Self-

Report, Attachment 42b. On January 23, 2018,  submitted a Self-Report to

 on behalf of      stating that, as  they were

in violation of CIP-011-2 R2; P2.1; and P2.2.171 See Self-Report, Attachment 42c.

This Alleged Violation includes three instances where  failed to protect BES

Cyber System Information (BCSI) in accordance with its information protection

program.

880. In the first instance, during a quarterly Cyber Asset (CA) list review on 

,  determined that it had not identified EACMSs.  As a result,  failed

168
 This Alleged Violation was an audit finding under CIP-008-5 R1.  However, the Regions determined that there 

was not a violation of CIP-008-5 R1 and is using this NERC Violation ID to process the EACMS instances. 
169

This was self-reported under CIP-002-5.1a R1 and assigned NERC Tracking Number  

However, CIP-002-5.1a R1 does not apply to EACMSs; therefore, the Regions determined that CIP-007-6 R2 is the 

applicable Standard and Requirement. 
170

This noncompliance was self-reported under CIP-002-5.1a R1 and assigned NERC Tracking Number 

 However, CIP-002-5.1a R1 does not apply to EACMSs; therefore, the Regions determined that 

CIP-007-6 R1 is the applicable Standard and Requirement. 
171

This noncompliance was self-reported as CIP-002-5.1a R1 and assigned NERC Tracking Number 

 However, CIP-002-5.1a R1 does not apply to EACMSs; therefore, the Regions determined that 

CIP-007-6 R1 is the applicable Standard and Requirement. 
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interactive user access. 

Mitigating Actions for CIP-011-2 R2 

889. On September 11, 2018,  submitted to  its final Mitigation Activities to 

address the CIP-011-2 R2 Alleged Violations. See Mitigation Activities, 

Attachment 2e. On September 28, 2018,  accepted the Mitigation Activities.   

 

890. In the Mitigation Activities,  committed to take the following actions by  

 (i) revise its overarching corporate  program to ensure that it meets 

the requirements of all stakeholders and the CIP Standards; (ii) each  business 

unit will develop new and/or revise existing processes and procedures and internal 

controls to ensure that each business unit adheres to the  program; (iii) each 

business unit will conduct training on new and/or revised processes and procedures; 

(iv) each business unit will implement new and/or revised process and procedures, 

including documenting and tracking all internal controls for CIP compliance; and 

(v)  will document how each noncompliance identified in the Settlement 

Agreement was mitigated and how such mitigation will prevent recurrence via a 

mitigation citation document. The citation document will be organized by Standard 

and Requirement under CIP Version 5/6 and will reference the applicable 

milestones and associated mitigation activities in the consolidated Mitigation 

Plan.  Reported noncompliance that began under CIP Version 3 will be addressed 

in the associated CIP Version 5/6 Standard and Requirement indicated by the V3-

V5 Compatibility Tables. 

 

891. Upon completion of these Mitigation Activities,  shall promptly provide 

evidence supporting the completion to    will verify  

completion of the Mitigation Activities and promptly report its successful 

completion to NERC.  

OO. CIP-014-2 R1  

892. CIP-014-2 requires an entity to identify and protect Transmission stations and 

Transmission substations, and their associated primary control centers, that if 

rendered inoperable or damaged as a result of a physical attack could result in 

instability, uncontrolled separation, or Cascading within an Interconnection.  

893. CIP-014-2 R1 provides:  

R1.  Each Transmission Owner shall perform an initial risk assessment and 

subsequent risk assessments of its Transmission stations and Transmission 

substations (existing and planned to be in service within 24 months) that 

meet the criteria specified in Applicability Section 4.1.1. The initial and 

subsequent risk assessments shall consist of a transmission analysis or 
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transmission analyses designed to identify the Transmission station(s) and 

Transmission substation(s) that if rendered inoperable or damaged could 

result in instability, uncontrolled separation, or Cascading within an 

Interconnection. 

Description of Alleged Violation and Risk Assessment for  

894. On July 11, 2016,  submitted a Self-Report to  on behalf of  stating 

that, as a   was in violation of CIP-014-2 R1.173  See Self-Report, 

Attachment 43a.  risk assessment of transmission substations did not 

include one applicable substation. 

895. On July 21, 2015,  conducted a preliminary review of its substation list and 

removed a transmission substation because  determined that it was not 

applicable to Applicability Section 4.1.1.1 of the standard (collector bus for 

generation plant criteria). On September 1, 2015,  performed its assessment 

of the remaining substations, and on September 4, 2015,  provided its 

completed assessment to an unaffiliated third-party for review per CIP-014-2 R2.  

896. On April 28, 2016, during a  staff meeting,  discovered 

that the removed substation met criteria in Applicability Section 4.1.1.2 of the 

standard based on the build-out that  would be completing in December 2016. 

The substation would have an “aggregate weighted value exceeding 3000” based 

on the number of transmission lines. On May 6, 2016,   

reviewed the assessment methodology and verified that the transmission substation 

met the criteria in Applicability Section 4.1.1.2 of the standard.  

897. The primary cause was a misapplication of the criteria in the Applicability Section 

of the standard when reviewing the transmission substations list by not applying all 

criteria. 

898. The Alleged Violation started on September 1, 2015, when  failed to include 

the transmission substation in its CIP-014-2 R1 risk assessment, and ended on June 

17, 2016, when  completed the risk assessment reflecting the missing 

substation. 

899. The Regions determined that the Alleged Violation posed a moderate risk to the 

reliability of the BPS.174  failure to perform an assessment of all applicable 

173 The Alleged Violation was self-reported under CIP-014-2 R2; however, the Regions determined that R1 is the 

applicable Standard Requirement.   
174 CIP-014-2 R1 has a VRF of “High” pursuant to the CIP-011-2 Table of Compliance Elements.  According to the 

VSL Matrix, this violation warranted a “Severe” VSL. 
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transmission substations presented the risk that  would be unable to identify a 

substation that became inoperable or damaged as a result of an attack.  The risk was 

mitigated because the transmission substation did not meet the criterion outlined 

under the standard until , when the substation build-out was 

completed, and  completed the risk assessment including the substation in 

June 2016.  

Mitigating Actions for CIP-014-2 R1 

900. On July 18, 2017,  submitted to  its final Mitigation Plan to address the 

CIP-014-2 R1 Alleged Violation. See  Attachment 43b. On 

August 18, 2017,  accepted the Mitigation Plan. 

 

901. To mitigate this violation,  (i) ran a special assessment on the substation in 

question and shared results with its unaffiliated third-party vendor; (ii) revisited 

CIP-014 best practices with other   corporate 

affiliates; and (iii) modified and republished its CIP-014-2 methodology so that in 

future assessments, it will include all transmission station and substations to be 

shared with the unaffiliated third-party verifier, making no exclusions for 

Applicability Section 4.1.1.  

 

902. On August 25, 2017  certified that it completed this Mitigation Plan on 

September 30, 2016. See Certification of Completed Mitigation Plan, Attachment 

43c.  will verify  completion of the Mitigation Plan and report its 

successful completion to NERC 
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Possible Violation (PV) / Find, Fix, and Track (“FFT”) 

Identification Form 
 
This document is to be completed upon identification of a possible violation (PV), typically within 5 business 

days of the audit exit brief and emailed to with a copy to 

For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 

and Enforcement to initiate the Enforcement processing of this possible violation. 

 
Violation Reported By: 

 

Submittal Date:  Click here to enter text. 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity: 

 

NERC Registry ID#: 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  CIP-003-3 R6 

  

Registered Function(s) in Violation: 

 

Initial PV Date (Actual Date Discovered by ReliabilityFirst):

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 9/03/2015   

 

End Date of Possible Violation: Unknown 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - Medium 

 

Violation Severity Level:  Severe VSL 

 

 

 

 

 

 

 

 X 
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Potential Impact to Bulk Electrical System (BES):  Minimal 

 

Provide Explanation for Selection:   
 did not follow their established change control process. Also,  did not follow 

their implemented cyber security test procedures and did not document test results. 

    

 

For Non-FFT and FFT Candidates 

 

Basis for the PV:   

Several instances of non-compliance were identified where the established change control process was not 

followed, required cyber security test procedures were not followed and test results were not documented. 

These instances would be violations of CIP-007-3 R1 (R1,R1.3) and CIP-003-3 R6. 

 

Facts and Evidence pertaining to the PV:   

Evidence: 

 RSAW CIP-010-2_2015_v1_FINAL.pdf  

 RFI-2-032.docx 

 RFI-2-041.docx 

 

Facts:   

The audit team reviewed the RSAW narrative (RSAW CIP-010-2_2015_v1_FINAL.pdf) provided by 

where they made the following statements: 

 

“It was discovered that documentation of the test results, including the differences in the test 

environment, were not performed. For an example in which the business area has implemented the V5 

compliance program, see “Change to Baseline.xlsx” for evidence of testing plan and procedures 

performed for a change, as well as documentation of verification of results.”  

(RSAW CIP-010-2_2015_v1_FINAL.pdf, page 16) 

 

The audit team issued RFI-2-032 requesting to provide further details regarding the discovery 

that documentation of the test results, including the differences in the test environment, were not 

performed. responded that “[…] documentation, as it relates to CIP-010 R1.5.2, was not 

sufficient to evidence testing of successful test results nor were description of measures used to account 

for differences between test and production.” (RFI-2-032.docx) 

 

The audit team issued RFI-2-041 requesting examples of documentation that were not sufficient 

evidence of testing of successful test results. responded with three examples of changes where 

sufficient evidence of testing and successful test results were not documented.  The dates of those 

changes were 09/03/2015, 10/24/2015 and 10/28/2015.  The narrative from RFI-2-041.docx for each is 

as follows: 

 

1. On September 3, 2015, while working a "new install" ticket (46528) for asset

, the SME also installed  

on the supporting server asset
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3. Please answer the following questions to determine whether this possible violation 

constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 

following questions is yes, this possible violation will be treated as a “close call.”  

Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 

A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  

a. If yes, explain why:  

 

Click here to enter text. 

 

B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  

 

Click here to enter text. 

 

C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 

a. If yes, state those facts:  

 

Click here to enter text. 

 

4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 

 

a. If so, on what date?      Enter Date. 
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1. Why did this possible violation pose a minimal risk:   

 

Click here to enter text. 
 

2. Has Registered Entity mitigated this possible violation:      YES                NO  

a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  

 

Click here to enter text. 

 

Please answer the following questions to determine whether this possible violation 

constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 

following questions is yes, this possible violation will be treated as a “close call.”  

Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 

A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  

a. If yes, explain why:  

 

Click here to enter text. 

 

B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  

 

Click here to enter text. 

 

C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 

a. If yes, state those facts:  

 

Click here to enter text. 

 

3. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 

 

a. If so, on what date?      Enter Date. 
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 
Worksheet 

Prepared By:  

Submittal Date:   

Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation): 
On-Site Audit 

Registered Entity:  

NERC Registry ID:   

Registered Entity Contact Information: 
Name:   
Email:   

Standard: CIP-005-5 

Requirement: R1 

Sub Requirement(s):     R1.3 

Function(s) Applicable to Possible Violation: 

Date violation occurred: 07/01/2016 

Date violation discovered (Exit Presentation Date):  

Is the violation still occurring?    Yes       No 

Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 

If yes, Provide description of Mitigating Activities: 

Date Mitigating Activities are expected to be completed or were completed: 
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 
Worksheet 

Prepared By:

Submittal Date:

Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation): 
On-Site Audit 

Registered Entity:

NERC Registry ID: 

Registered Entity Contact Information: 

Standard: CIP-005-5 

Requirement: R2 

Sub Requirement(s):     R2.1 

Function(s) Applicable to Possible Violation: 

Date violation occurred: 07/01/2016 

Date violation discovered (Exit Presentation Date):  

Is the violation still occurring?    Yes       No 

Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 

If yes, Provide description of Mitigating Activities: 

Date Mitigating Activities are expected to be completed or were completed: 
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Possible Violation (PV) / Find, Fix, and Track (“FFT”) 

Identification Form 
 
This document is to be completed upon identification of a possible violation (PV), typically within 5 business 

days of the audit exit brief and emailed to  

 

 

 

For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 

and Enforcement to initiate the Enforcement processing of this possible violation. 

 
Violation Reported By: 

 

Submittal Date: 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity: 

 

NERC Registry ID#: 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  CIP-006-3c R1 (R1.6.1) 

  

Registered Function(s) in Violation: 

 

Initial PV Date (Actual Date Discovered by ): 

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 4/30/2015   

 

End Date of Possible Violation: Unknown 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - Medium 

 

Violation Severity Level:  Moderate VSL 

 

Potential Impact to Bulk Electrical System (BES):  Moderate 

 

Provide Explanation for Selection:   
did not provide the required documentation in manual visitor logs for various 

Physical Security Perimeters.  

 X 
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For Non-FFT and FFT Candidates 

 

Basis for the PV:   

The audit team finds a possible violation for CIP-006-3 R1 (R1.6.1). Evidence reviews detected multiple 

instances of not documenting the entry and exit of visitors, including the date and 

time, to and from various Physical Security Perimeters. 

 

Facts and Evidence pertaining to the PV:   

Evidence: 

 

 

 
 

Facts:   

The audit team reviewed evidence provided for physical access points of the sampled BES assets, request

and .  In this evidence, had multiple 

instances of not completing the required information in the manual visitor logs. 

  

The following information was missing within each of the files below. 

These are the manual Visitor Logs per access point for the PSPs applicable for this audit.  Below is 

the results of our review of the logs. 

 pgs 4, 6, 15, 17, 18, 27, 29, 37 - ids were not check 

 pg 10 - no dates, no id check, no purpose of visit, no escort, no badge number 

 pgs 12, 13, 23, 24, 25 - timeout time 

 pgs 18, 20 - use of ditto marks 

 pg18 - filled out the visitor log as the escort 

 pg 21 - use '-' in company name 

 pgs 26, 29 - no escort badge number 

 pg 30 - incomplete date 

These are the manual Visitor Logs per access point for the PSPs applicable for this audit.  Below is 

the results of our review of the logs. 

 pgs7, 32 - missing badge number - internal  

 pgs 12 & 19 - missing first name 

 pgs 23, 45, 50, 51, 54, 75, 78, 79 - ids were not check 

 pgs 24 & 26 - use of dittos 

 pgs 29 & 30 & 31, 48 - did not log time-out 

 pgs 53, 79 - no legible dates or missing 

 pgs 60 - id not check, no in-time and out time 

 pgs 66 - no last name 

 pgs 77 - no out time, no badge, no first name 
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Additional Recommendations: 

 Consistently apply Visitor signage to the inside of all Physical Security Perimeter (PSP) 

Access doors to remind visitors and escorts to sign out of PSPs.   

 Also, ensure all manual access log are placed in a location visible to all employees and 

contractors who enter the PSP. 

 

Summary: 

The audit team finds a possible violation for CIP-006-3 R1 (R1.6.1). Evidence reviews detected multiple 

instances of not documenting the entry and exit of visitors, including the date 

and time, to and from various Physical Security Perimeters.  Note that the audit scope is for CIP-006-5 R2 

(Part 2.2) as part of the CIP Version 5 Transition Program.  

 

 

_______________________________________________________________________________________ 

For FFT Candidates ONLY  

 

1. Why did this possible violation pose a minimal risk:   

 

Click here to enter text. 
 

2. Has Registered Entity mitigated this possible violation:      YES                NO  

a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  

 

Click here to enter text. 

 

3. Please answer the following questions to determine whether this possible violation 

constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 

following questions is yes, this possible violation will be treated as a “close call.”  

Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 

A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  

a. If yes, explain why:  

 

Click here to enter text. 

 

B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  
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Click here to enter text. 

 

C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 

a. If yes, state those facts:  

 

Click here to enter text. 

 

4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 

 

a. If so, on what date?      Enter Date. 
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