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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 
Worksheet 

Prepared By:

Submittal Date:

Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation): 
On-site Audit 

Registered Entity:

NERC Registry ID:

Registered Entity Contact Information: 

Standard: CIP-006-6 

Requirement: R2 

Sub Requirement(s):     2.2 

Function(s) Applicable to Possible Violation: 

Date violation occurred: 8/2/2016 

Date violation discovered (Exit Presentation Date):

Is the violation still occurring?    Yes       No 

Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 

If yes, Provide description of Mitigating Activities: 

Date Mitigating Activities are expected to be completed or were completed: 
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Detailed explanation and cause of violation:  Visitors to various PSPs forgot to either log out 
or enter the name of their escort in the Visitor Log. 

 
Potential Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Actual Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Detailed description of Potential Risk to Bulk Power System:  If visitors are not logged 
properly either in a PACS or on written logs due to weak controls or personnel indifference 
then unauthorized persons might be allowed entrance with little regard as to why they are 
there or whether they are even escorted. 
 
Detailed description of Actual Risk to Bulk Power System:  Each visitor was escorted by an 
authorized person while within the PSP. Video evidence documents the time of exit and the 
escort present. 
 

Additional Comments:   

 
 
Please complete the form as completely as possible and email to
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 

Worksheet 
 

 
Prepared By:   
 
Submittal Date:   
 
Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation):  
On-Site Audit 

 
 
Registered Entity:  
 
NERC Registry ID:   
 
Registered Entity Contact Information: 

Name:    
Email:   

 
Standard: CIP-007-6 
 
Requirement: R4 
 
Sub Requirement(s):     R4.4 
 
Function(s) Applicable to Possible Violation: 

Date violation occurred: 07/01/2016 
 
Date violation discovered (Exit Presentation Date):  
 
Is the violation still occurring?    Yes       No 

 
Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 
 

If yes, Provide description of Mitigating Activities:       
 

Date Mitigating Activities are expected to be completed or were completed:       
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Detailed explanation and cause of violation:  While on-site, the audit team discovered that 
 failed to review a summarization or sampling of logged events as determined 

by the Responsible Entity at intervals no greater than 15 calendar days to identify 
undetected Cyber Security Incidents. 
 

 High Impact BES Cyber Systems and their associated EACMS and PCAs, did not have 
their 15 day log summarization review or sampling of logged events completed for  
assets. Approximately  Cyber Assets are impacted. 
 
 
Potential Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Actual Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Detailed description of Potential Risk to Bulk Power System:  Minimal potential impact to 
the BPS due to other controls observed in place. Also, the entity immediately reviewed the 
logs for the subsequent time interval. 
 
Detailed description of Actual Risk to Bulk Power System:  There was Minimal Impact to the 
Bulk Power System caused by this possible violation. This determination is due to the fact 
that no actual event or adverse consequences occurred. 
 
Additional Comments:   Reference Information:  

    

 
 
Please complete the form as completely as possible and email to
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 

Worksheet 
 

 
Prepared By: 
 
Submittal Date: 
 
Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation):  
On-site Audit 

 
 
Registered Entity:
 
NERC Registry ID: 
 
Registered Entity Contact Information: 

Name:  
Email:

 
Standard: CIP-002-5.1 
 
Requirement: R1 
 
Sub Requirement(s):     1.2.4 
 
Function(s) Applicable to Possible Violation: 

 

 
Date violation occurred: 7/1/2016 
 
Date violation discovered (Exit Presentation Date):  
 
Is the violation still occurring?    Yes       No 

 
Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 
 

If yes, Provide description of Mitigating Activities:       
 

Date Mitigating Activities are expected to be completed or were completed:       
 

NFORMATION 
BLIC VERSION

PRIVILEGED AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION
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Detailed explanation and cause of violation:  Cyber Assets at th

 were decommissioned in , yet appeared in the  
spreadsheet as provided to the auditors. Auditors noted these still appeared on the
(master Cyber Asset inventory list) as it was provided on . 
 
Potential Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Actual Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Detailed description of Potential Risk to Bulk Power System:  The devices were 
decommissioned but left on the list. Since the devices were decommissioned there was no 
avenue for attack by an insider or outsider. This was a documentation error. 
 
Detailed description of Actual Risk to Bulk Power System:  This was a documentation error 
leaving devices on a list as opposed to deleting the assets from the list byt leaving the assets 
in place. The assets were decommissioned so there was no ability to mount an attack 
through them. 
 
Additional Comments:  

 

 
Auditors had inquired about these  devices during the physical walk-down. The 
numbers (last five digits of naming convention) listed correlates to the (master Cyber 
Asset List) provided while on-site . 

 
 
Please complete the form as completely as possible and email to  
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 

Worksheet 
 

 
Prepared By:   
 
Submittal Date:
 
Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation):  
On-Site Audit 

 
 
Registered Entity:  
 
NERC Registry ID:   
 
Registered Entity Contact Information: 

Name:    
Email:   

 
Standard: CIP-010-2 
 
Requirement: R1 
 
Sub Requirement(s):     R1.1 
 
Function(s) Applicable to Possible Violation: 

 

Date violation occurred: 07/01/2016 
 
Date violation discovered (Exit Presentation Date):  
 
Is the violation still occurring?    Yes       No 

 
Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 
 

If yes, Provide description of Mitigating Activities:       
 

Date Mitigating Activities are expected to be completed or were completed:       
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Detailed explanation and cause of violation:  While on-site, the audit team discovered that 
 failed to develop a baseline configuration, individually or by group, which shall 

include the following items: 
1.1.4. Any logical network accessible ports; 
 

 For device , auditors noticed that baseline DID NOT contain ALL 
ports and services thus resulting in a possible violation of CIP-010 R1.1.4. This possible 
violation is in conjunction with CIP-007-6 R1.1. 
 
Potential Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Actual Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Detailed description of Potential Risk to Bulk Power System:  The potential impact to the 
Bulk Power System is minimal because the devices have the required CIP protections. In 
addition, the devices are secured behind a firewall and enclosed in a physically secured 
perimeter, both monitored 24/7, and requiring account and password access. 
 
Detailed description of Actual Risk to Bulk Power System:  There was Minimal Impact to the 
Bulk Power System caused by this possible violation. This determination is due to the fact 
that no actual event or adverse consequences occurred. 
 
Additional Comments:    
Note: Cyber Assets,  and  are physically ONE 
device but logically seperated with independent IP adresses.  
 

 Responses to data request, show evidence entity developed baseline 
configurations for an auditor-selected sample of Cyber Assets, effective as of an auditor-
selected date (July 10, 2016).  
  

 ) and associated files listed within 
document.  

 
 
Please complete the form as completely as possible and email to  
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 

Worksheet 
 

 
Prepared By:
 
Submittal Date:
 
Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation):  
On-Site Audit 

 
 
Registered Entity:
 
NERC Registry ID: 
 
Registered Entity Contact Information: 

Name:  
Email:

 
Standard: CIP-010-2 
 
Requirement: R1 
 
Sub Requirement(s):     R1.4 
 
Function(s) Applicable to Possible Violation: 

Date violation occurred: 07/01/2016 
 
Date violation discovered (Exit Presentation Date):
 
Is the violation still occurring?    Yes       No 

 
Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 
 

If yes, Provide description of Mitigating Activities:       
 

Date Mitigating Activities are expected to be completed or were completed:       
 

NFORMATION 
BLIC VERSION

PRIVILEGED AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

PRIVILEGED AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION

PRIVILEGED AND CONFIDENTIAL INFORMATION 
HAS BEEN REDAC ED FROM THIS PUBLIC VERSION



Detailed explanation and cause of violation:  While on-site, the audit team discovered that 
failed to: 1.4.1. determine required cyber security controls in CIP-005 and CIP-

007 that could be impacted by the change; 
1.4.2. verify that required cyber security controls determined in 1.4.1 are not 
adversely affected; and 
1.4.3. document the results of the verification. 

Auditor selected cyber asset was changed from the then 
existing baseline when the firmware was upgraded to another version.  A System Security 
Baseline also existed for this new firmware and the device was moved to the appropriate 
System Security baseline.  No documentation for determination, verification, or results of the 
required cyber security controls in CIP-005 and CIP-007 are available for the change to

, resulting in a possible violation of R1.4. 
 
 
Potential Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Actual Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Detailed description of Potential Risk to Bulk Power System:  The potential impact to the 
Bulk Power System is minimal because the devices have the required CIP protections. In 
addition, the devices are secured behind a firewall and enclosed in a physically secured 
perimeter, both monitored 24/7, and requiring account and password access. 
 
Detailed description of Actual Risk to Bulk Power System:  There was Minimal Impact to the 
Bulk Power System caused by this possible violation. This determination is due to the fact 
that no actual event or adverse consequences occurred. 
 
Additional Comments:   Reference Information:

 
 
Please complete the form as completely as possible and email to
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