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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 

Worksheet 
 

 
Prepared By: 
 
Submittal Date:
 
Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation):  
On-Site Audit 

 
 
Registered Entity:
 
NERC Registry ID: 
 
Registered Entity Contact Information: 

Name:  
Email:

 
Standard: CIP-010-2 
 
Requirement: R2 
 
Sub Requirement(s):     R2.1 
 
Function(s) Applicable to Possible Violation: 

 
Date violation occurred: 07/01/2016 
 
Date violation discovered (Exit Presentation Date):
 
Is the violation still occurring?    Yes       No 

 
Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 
 

If yes, Provide description of Mitigating Activities:       
 

Date Mitigating Activities are expected to be completed or were completed:       
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 

Worksheet 
 

 
Prepared By:
 
Submittal Date:
 
Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation):  
On-Site Audit 

 
 
Registered Entity:  
 
NERC Registry ID:  
 
Registered Entity Contact Information: 

 

 
Standard: CIP-010-2 
 
Requirement: R3 
 
Sub Requirement(s):     R3.3 
 
Function(s) Applicable to Possible Violation: 

 

Date violation occurred:
 
Date violation discovered (Exit Presentation Date):  
 
Is the violation still occurring?    Yes       No 

 
Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 
 

If yes, Provide description of Mitigating Activities:       
 

Date Mitigating Activities are expected to be completed or were completed:       
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Detailed explanation and cause of violation:   

 
While on-site, the audit team discovered that failed to adhere to CIP-010-2 R3 
Part 3.3: Prior to adding a new applicable Cyber Asset to a production environment, 
perform an active vulnerability assessment of the new Cyber Asset, except for CIP 
Exceptional Circumstances and like replacements of the same type of Cyber Asset with a 
baseline configuration that models an existing baseline configuration of the previous or 
other existing Cyber Asset. 
 

 Cyber Assets for a High Impact BES Cyber System was put in production without 
having an active pre-production vulnerability assessment. 
 
Sampled cyber assets: 

 
 
 
 

 
 
Potential Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Actual Impact to the Bulk Power System (Minimal, Moderate, or Severe):  Minimal  
 
Detailed description of Potential Risk to Bulk Power System:  The risk to the Bulk Power 
System is minimal because although a CVA was not completed for these assets; other 
controls were observed to be in place. Antivirus is installed as part of the standard device 
build, performed in a physical security perimeter by NERC CIP trained technicians. 
 
Detailed description of Actual Risk to Bulk Power System:  Minimal potential impact to the 
BPS due to other controls observed in place. Also, the entity immediately reviewed the logs 
for the following time interval 
 
Additional Comments:  

 
 
Please complete the form as completely as possible and email to
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Post On-site Audit/Off-site Audit/Spot Check/Investigation Screening 

Worksheet 
 

 
Prepared By:   
 
Submittal Date:   
 
Compliance Monitoring Method (On-site Audit, Off-site Audit, Spot-Check, or Investigation):  
On-site Audit 

 
 
Registered Entity:  

 
 
NERC Registry ID: 
 
Registered Entity Contact Information: 

Name:    
Email:   

 
Standard: CIP-008-5 
 
Requirement: R1 
 
Sub Requirement(s):           
 
Function(s) Applicable to Possible Violation: 
 

 

 
Date violation occurred: 7/1/2016 
 
Date violation discovered (Exit Presentation Date):  
 
Is the violation still occurring?    Yes       No 

 
Are mitigating activities (including details to prevent reoccurrence) in progress or 
completed?    Yes       No 
 

If yes, Provide description of Mitigating Activities:       
 

Date Mitigating Activities are expected to be completed or were completed:       
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