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The Entity agreed to the two million, one hundred thousand dollars ($2,100,000) penalty, in addition to 
other remedies and actions to mitigate the instant violations and facilitate future compliance under the 
terms and conditions of the Settlement Agreement.   

Statement of Findings Underlying the Violations 
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement Agreement, 
by and between WECC and the Entity. The details of the findings and basis for the penalty are set forth 
in the Settlement Agreement and herein. This Notice of Penalty filing contains the basis for approval of 
the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC BOTCC).   

In accordance with Section 39.7 of the Commission’s regulations,5 NERC provides the following summary 
table identifying each violation of a Reliability Standard resolved by the Settlement Agreement. Further 
information on these violations is set forth in the Settlement Agreement and herein. 

5 18 C.F.R. § 39.7 (2019). 
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The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the Mitigation 
Plan is included as Attachment 3b. 

The Entity certified completion of the Mitigation Plan. WECC verified the Entity completed the Mitigation 
Plan as of July 6, 2018. Attachments 3c and 3d provide specific information on verification of the Entity’s 
completion of the activities. 

CIP-007-1 R5 
The Entity failed to ensure the technical and procedural controls that enforce access authentication of 
and accountability for all user activity. 

WECC determined that this violation posed a serious and substantial risk to the reliability of the BPS. 
Attachment 1 includes the facts regarding the violation that WECC considered in its risk assessment. The 
Entity failed to establish, implement, and document technical and procedural controls that minimize the 
risk of unauthorized system access. 

The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the Mitigation 
Plan is included as Attachment 4b. 

The Entity certified completion of the Mitigation Plan. WECC verified the Entity completed the Mitigation 
Plan as of October 4, 2018. Attachments 4c and 4d provide specific information on verification of the 
Entity’s completion of the activities. 

CIP-007-1 R6 
The Entity failed ensure that all Cyber Assets within the ESP, as technically feasible, implement 
automated tools or organizational process controls to monitor system events that are related to cyber 
security.  

WECC determined this violation posed a serious and substantial risk to the reliability of the BPS. 
Attachment 1 includes the facts regarding the violation that WECC considered in its risk assessment. 

The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the Mitigation 
Plan is included as Attachment 5b. 

The Entity certified completion of the Mitigation Plan. WECC verified the Entity completed the Mitigation 
Plan as of October 4, 2018. Attachments 5c and 5d provide specific information on verification of the 
Entity’s completion of the activities. 
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CIP-007-1 R8 
The Entity failed to perform a Cyber Vulnerability Assessment (CVA) of all Cyber Assets within the ESP, 
at least annually. 
 
WECC determined that this violation posed a moderate risk to the reliability of the BPS. Attachment 1 
includes the facts regarding the violation that WECC considered in its risk assessment.  
 
The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the Mitigation 
Plan is included as Attachment 6b. 
 
The Entity certified completion of the Mitigation Plan. WECC verified the Entity completed the Mitigation 
Plan as of October 12, 2018. Attachments 6c and 6d provide specific information on verification of the 
Entity’s completion of the activities. 
 
CIP-010-2 R1 
The Entity failed to develop a baseline configuration for the , individually or by group. 
  
WECC determined that this violation posed a serious and substantial risk to the reliability of the BPS. 
Attachment 1 includes the facts regarding the violation that WECC considered in its risk assessment.  
 
The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the Mitigation 
Plan is included as Attachment 7b. 
 
The Entity certified completion of the Mitigation Plan. WECC verified the Entity completed the Mitigation 
Plan as of June 29, 2018. Attachments 7c and 7d provide specific information on verification of the 
Entity’s completion of the activities. 
 
CIP-010-2 R2 
The Entity failed to monitor for changes to the baseline configuration of the  at least 
once every 35 calendar days. 
 
WECC determined that this violation posed a serious and substantial risk to the reliability of the BPS. 
Attachment 1 includes the facts regarding the violation that WECC considered in its risk assessment.  
 
The Entity submitted its Mitigation Plan to address the referenced violation. A copy of the Mitigation 
Plan is included as Attachment 8b. 
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The Entity certified completion of the Mitigation Plan. WECC verified the Entity completed the Mitigation 
Plan as of June 29, 2018. Attachments 8c and 8d provide specific information on verification of the 
Entity’s completion of the activities. 

Regional Entity’s Basis for Penalty 
According to the Settlement Agreement, WECC has assessed a penalty of two million, one hundred 
thousand dollars ($2,100,000) for the referenced violations. In reaching this determination, WECC 
considered the following factors:  

1. The Entity accepted responsibility for and admitted to these violations;
2. WECC considered the Entity’s compliance history an aggravating factor in determining the

penalty. The Entity has prior violations of CIP-007 R2, R3, R5, R6, and R8; and CIP-010 R1;6

3. One violation posed a moderate risk and six violations posed a serious risk to the reliability of the
BPS;

4. There was no evidence of any attempt to conceal the violations nor evidence of intent to do so;
and

5. There were no other mitigating or aggravating factors or extenuating circumstances that would
affect the assessed penalty.

After consideration of the above factors, WECC determined that, in this instance, the penalty amount of 
two million, one hundred thousand dollars ($2,100,000) is appropriate and bears a reasonable relation 
to the seriousness and duration of the violations.   

Statement Describing the Assessed Penalty, Sanction, or Enforcement Action Imposed7 

Basis for Determination 

Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction Guidelines, 
and the Commission’s July 3, 2008, October 26, 2009 and August 27, 2010 Guidance Orders,8 the NERC 
BOTCC reviewed the violations on August 14, 2019 and approved the resolution between WECC and the 

6 The Entity’s relevant prior noncompliance with CIP-007 R2, R3, R5, R6, and R8; and CIP-010 R1 includes: 

.

7 See 18 C.F.R. § 39.7(d)(4). 

8 N. Am. Elec. Reliability Corp., “Guidance Order on Reliability Notices of Penalty,” 124 FERC ¶ 61,015 (2008); N. Am. Elec. Reliability Corp., 
“Further Guidance Order on Reliability Notices of Penalty,” 129 FERC ¶ 61,069 (2009); N. Am. Elec. Reliability Corp., “Notice of No Further 
Review and Guidance Order,” 132 FERC ¶ 61,182 (2010). 
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Entity. In approving the Settlement Agreement, the NERC BOTCC reviewed the applicable requirements 
of the Commission-approved Reliability Standards and the underlying facts and circumstances of the 
violations at issue. 

For the foregoing reasons, the NERC BOTCC approved the Settlement Agreement and believes that the 
assessed penalty of two million, one hundred thousand dollars ($2,100,000) is appropriate for the 
violations and circumstances at issue, and is consistent with NERC’s goal to promote and ensure 
reliability of the BPS. 

Pursuant to 18 C.F.R. § 39.7(e), the penalty will be effective upon expiration of the 30-day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon 
final determination by FERC. 

Request for Confidential Treatment 

For the reasons discussed below, NERC is requesting nonpublic treatment of certain portions of this filing 
pursuant to Sections 39.7(b)(4) and 388.113 of the Commission’s regulations. This filing contains 
sensitive information regarding the manner in which an entity has implemented controls to address 
security risks and comply with the CIP standards. As discussed below, this information, if released 
publically, would jeopardize the security of the Bulk Power System and could be useful to a person 
planning an attack on Critical Electric Infrastructure. NERC respectfully requests that the Commission 
designate the redacted portions of the Notice of Penalty as non-public and as Critical Energy/Electric 
Infrastructure Information (“CEII”), consistent with Sections 39.7(b)(4) and 388.113, respectively.9 

a. The Redacted Portions of this Filing Should Be Treated as Nonpublic Under Section
39.7(b)(4) as They Contain Information that Would Jeopardize the Security of the Bulk
Power System if Publicly Disclosed

Section 39.7(b)(4) of the Commission’s regulations states: “The disposition of each violation or alleged 
violation that relates to a Cybersecurity Incident or that would jeopardize the security of the Bulk Power 
System if publicly disclosed shall be nonpublic unless the Commission directs otherwise.” 

Consistent with its past practice, NERC is redacting information from this Notice of Penalty according to 
Section 39.7(b)(4) because it contains information that would jeopardize the security of the BPS if 

9 18 C.F.R. § 388.113(e)(1). 
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publicly disclosed.10 The redacted information includes details that could lead to identification of the 
Entity, and information about the security of the Entity’s systems and operations, such as specific 
processes, configurations, or tools the Entity uses to manage its cyber systems. As the Commission has 
previously recognized, information related to CIP violations and cyber security issues, including the 
identity of the Entity, may jeopardize BPS security, asserting that “even publicly identifying which entity 
has a system vulnerable to a ‘cyber attack’ could jeopardize system security, allowing persons seeking 
to do harm to focus on a particular entity in the Bulk-Power System.”11  

Consistent with the Commission’s statement, NERC is treating as nonpublic the identity of the Entity and 
any information that could lead to its identification.12 Information that could lead to the identification 
of the Entity includes the Entity’s name, its NERC Compliance Registry ID, and information regarding the 
size and characteristics of the Entity’s operations.  

NERC is also treating as nonpublic any information about the security of the Entity’s systems and 
operations.13 Details about the Entity’s systems—including specific configurations or the tools/programs 
it uses to configure, secure, and manage changes to its BES Cyber Systems—would provide an adversary 
relevant information that could be used to perpetrate an attack on the Entity and similar entities that 
use the same systems, products, or vendors.  

b. The Redacted Portions of this Filing Should Also be Treated as CEII as the Information
Could be Useful to a Person Planning an Attack on Critical Electric Infrastructure

In addition to the provisions of Section 39.7(b)(4), the redacted information also separately qualifies for 
treatment as CEII under Section 388.113 of the Commission’s regulations. CEII is defined, in relevant 
part, as specific engineering, vulnerability, or detailed design information about proposed or existing 
critical infrastructure (physical or virtual) that: (1) relates details about the production, generation, 
transmission, or distribution of energy; and (2) could be useful to a person planning an attack on critical 
infrastructure. As discussed above, this filing includes vulnerability and design information that could be 

10 NERC has previously filed dispositions of CIP violations on a nonpublic basis because of this regulation. To date, the Commission has 
directed public disclosure regarding the disposition of CIP violations in a small number of cases. See Freedom of Information Act Appeal, 
FOIA No. FY18-75 (August 2, 2018); FOIA No. FY19-019 Determinations on Docket Nos. NP14-32 and NP14-41 (February 28, 2019); and FOIA 
No. FY19-030, Determination on Docket No. NP10-132 (April 26, 2019). Based on the facts specific to those cases, the Commission directed 
public disclosure of the identity of the registered entity; the Commission did not disclose other details regarding the CIP violations. 
11  Order No. 672 at P 538. 

12 See the next section for a list of this information. 

13 See below for a list of this information. 
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useful to a person planning an attack on the Entity’s critical infrastructure. The incapacity or destruction 
of the Entity’s systems and assets would negatively affect national security, economic security, and 
public health and safety. For example, this Notice of Penalty includes the identification of a specific cyber 
security issue and related vulnerabilities, as well as details concerning the types and configurations of 
the Entity’s systems and assets. The information also describes strategies, techniques, technologies, and 
solutions used to resolve specific cyber security issues.  

In addition to the name of the Entity, the following information has been redacted from this Notice of 
Penalty: 

1. BES Cyber System Information, including security procedures; information related to BES Cyber
Assets; individual IP addresses with context; group of IP addresses; and security information 
regarding BES Cyber Assets, BES Cyber Systems, Physical Access Control Systems, or Electronic 
Access Control and Monitoring Systems that is not publicly available, etc.  

2. The names of the Entity’s vendors and contractors.
3. The NERC Compliance Registry number of the Entity.
4. The registered functions and registration dates of the Entity.
5. The names of the Entity’s facilities.
6. The names of the Entity’s assets.
7. The names of the Entity’s employees.
8. The names of departments that are unique to the Entity.
9. The sizes and scopes of the Entity’s operations.

Under Section 388.113, NERC requests that the CEII designation apply to the redacted information in 
Items 1-2 for five years from this filing date, August 29, 2019. Details about the Entity’s operations, 
networks, and security should be treated and evaluated separately from its identity to avoid unnecessary 
disclosure of CEII that could pose a risk to security. NERC requests that the CEII designation apply to the 
redacted information from Items 3-9 for three years from this filing date, August 29, 2019. NERC requests 
the CEII designation for three years to allow for several activities that should reduce the risk to the 
security of the BPS. Those activities include, among others: 

1. Compliance monitoring of The Entity to ensure sustainability of the improvements described in
this Notice of Penalty; and

2. Remediation of any subsequent violations discovered through compliance monitoring by the
Regions.

The Entity should be less vulnerable to attempted attacks following these activities. After three years, 
disclosure of the identity of the Entity may pose a lesser risk than it would today. 
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Attachments to be Included as Part of this Notice of Penalty 

The attachments to be included as part of this Notice of Penalty are the following documents: 

1. Settlement Agreement by and between WECC and the Entity executed May 6, 2019, included as
Attachment 1;

2. The Entity’s Self-Report of violation of CIP-007-1 R2 submitted April 3, 2018, included as
Attachment 2a;

3. The Entity’s Mitigation Plan designated as WECCMIT014130 for CIP-007-1 R2 submitted
September 13, 2018, included as Attachment 2b;

4. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R2 submitted November
9, 2018, included as Attachment 2c;

5. Verification of Mitigation Plan Completion for CIP-007-1 R2 dated January 24, 2019, included as
Attachment 2d.

6. The Entity’s Self-Report of violation of CIP-007-1 R3 submitted June 30, 2017, included as
Attachment 3a;

7. The Entity’s Mitigation Plan designated as WECCMIT013254-2 for CIP-007-1 R3 submitted
August 9, 2018, included as Attachment 3b;

8. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R3 submitted October 30,
2018, included as Attachment 3c;

9. Verification of Mitigation Plan Completion for CIP-007-1 R3 dated October 31, 2018, included as
Attachment 3d.

10. The Entity’s Self-Report of violation of CIP-007-1 R5 submitted June 30, 2017, included as
Attachment 4a;

11. The Entity’s Mitigation Plan designated as WECCMIT013366-1 for CIP-007-1 R5 submitted
August 9, 2018, included as Attachment 4b;

12. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R5 submitted October 5,
2018, included as Attachment 4c;

13. Verification of Mitigation Plan Completion for CIP-007-1 R5 dated January 18, 2019, included as
Attachment 4d.

14. The Entity’s Self-Report of violation of CIP-007-1 R6 submitted June 30, 2017, included as
Attachment 5a;
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15. The Entity’s Mitigation Plan designated as WECCMIT013255-1 for CIP-007-1 R6 submitted May
29, 2018, included as Attachment 5b;

16. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R6 submitted October 5,
2018, included as Attachment 5c;

17. Verification of Mitigation Plan Completion for CIP-007-1 R6 dated January 18, 2019, included as
Attachment 5d.

18. The Entity’s Self-Report of violation of CIP-007-1 R8 submitted April 3, 2018, included as
Attachment 6a;

19. The Entity’s Mitigation Plan designated as WECCMIT014136 for CIP-007-1 R8 submitted
September 18, 2018, included as Attachment 6b;

20. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R8 submitted October 16,
2018, included as Attachment 6c;

21. Verification of Mitigation Plan Completion for CIP-007-1 R8 dated January 24, 2019, included as
Attachment 6d.

22. The Entity’s Self-Report of violation of CIP-010-2 R1 submitted June 30, 2017, included as
Attachment 7a;

23. The Entity’s Mitigation Plan designated as WECCMIT013348-1 for CIP-010-2 R1 submitted June
25, 2018, included as Attachment 7b;

24. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R1 submitted July 31,
2018, included as Attachment 7c;

25. Verification of Mitigation Plan Completion for CIP-010-2 R1 dated September 14, 2018, included
as Attachment 7d.

26. The Entity’s Self-Report of violation of CIP-010-2 R2 submitted June 30, 2017, included as
Attachment 8a;

27. The Entity’s Mitigation Plan designated as WECCMIT013256-1 for CIP-010-2 R2 submitted
August 9, 2018, included as Attachment 8b;

28. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R2 submitted August 13,
2018, included as Attachment 8c;

29. Verification of Mitigation Plan Completion for CIP-010-2 R2 dated September 18, 2018, included
as Attachment 8d.
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Notices and Communications: Notices and communications with respect to this filing may be addressed 
to the following: 

Melanie Frye* 
President and Chief Executive Officer 
Western Electricity Coordinating Council 
155 North 400 West, Suite 200 
Salt Lake City, UT 84103 
(801) 883-6882 
(801) 883-6894 – facsimile 
mfrye@wecc.biz 

Ruben Arredondo* 
Senior Legal Counsel 
Western Electricity Coordinating Council 
155 North 400 West, Suite 200 
Salt Lake City, UT 84103 
(801) 819-7674 
(801) 883-6894 – facsimile 
rarredondo@wecc.biz 

Heather Laws* 
Director of Enforcement 
Western Electricity Coordinating Council 
155 North 400 West, Suite 200 
Salt Lake City, UT 84103 
(801) 819-7642 
(801) 883-6894 – facsimile 
hlaws@wecc.biz 

*Persons to be included on the Commission’s
service list are indicated with an asterisk. NERC 
requests waiver of the Commission’s rules and 
regulations to permit the inclusion of more than 
two people on the service list. 

Edwin G. Kichline* 
Senior Counsel and Director of 
Enforcement Oversight 
North American Electric Reliability Corporation 
1325 G Street NW 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
edwin.kichline@nerc.net 

Alexander Kaplen* 
Associate Counsel 
North American Electric Reliability Corporation 
1325 G Street NW 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
alexander.kaplen@nerc.net 



NERC Notice of Penalty      NON-PUBLIC AND CONFIDENTIAL INFORMATION  
The Entity HAS BEEN REDACTED FROM THIS PUBLIC VERSION 
August 29, 2019 
Page 14 

RELIABILITY | RESILIENCE | SECURITY 

Conclusion 

NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with its 
rules, regulations, and orders. 

Respectfully submitted, 

/s/ Alexander Kaplen 
Edwin G. Kichline 
Senior Counsel and Director of 
Enforcement Oversight 
Alexander Kaplen 
Associate Counsel 
North American Electric Reliability 
Corporation 
1325 G Street N.W. 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
edwin.kichline@nerc.net 
alexander.kaplen@nerc.net 

cc: The Entity 
Western Electricity Coordinating Council 



Attachment 1 

Settlement Agreement by and between WECC and 
The Entity executed May 6, 2019 

NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION





NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



NON-PUBLIC AND CONFIDENTIAL INFORMATION 
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



Expedited Settlement Agreement 

 3 

13. NOW, THEREFORE, in consideration of the terms set forth herein the Parties hereby agree and

stipulate to the following:

A. NERC RELIABILITY STANDARDS: 

CIP-007-1 REQUIREMENTS R2, R3, R5, R6, R8 AND CIP-010-2 REQUIREMENTS R1, R2 

NERC VIOLATION IDS:  

WECC2018019480, WECC2017017880, WECC2017017881, WECC2017017882, 

WECC2018019481, WECC2017017883, WECC2017017884 

WECC VIOLATION IDS:  

WECC2018-614883, WECC2017-614570, WECC2017-614571, WECC2017-614572, 

WECC2018-614882, WECC2017-614573, WECC2017-614574,  

RELIABILITY STANDARDS 

14. NERC Reliability Standards CIP-007-1 Requirements R2, R3, R5, R6, R8, and CIP-010-2 R1, R2

states:

CIP-007-1 R2, R3, R5, R6, R8:

R2. Ports and Services — The Responsible Entity shall establish and document a process to ensure

that only those ports and services required for normal and emergency operations are enabled.

R2.1. The Responsible Entity shall enable only those ports and services required for normal 

and emergency operations. 

R2.2. The Responsible Entity shall disable other ports and services, including those used for 

testing purposes, prior to production use of all Cyber Assets inside the Electronic 

Security Perimeter(s). 

R2.3. In the case where unused ports and services cannot be disabled due to technical 

limitations, the Responsible Entity shall document compensating measure(s) applied 

to mitigate risk exposure or an acceptance of risk. 

R3. Security Patch Management — The Responsible Entity, either separately or as a component of the 

documented configuration management process specified in CIP-003 Requirement R6, shall establish and 

document a security patch management program for tracking, evaluating, 

testing, and installing applicable cyber security software patches for all Cyber Assets within the 

Electronic Security Perimeter(s). 

R3.1. The Responsible Entity shall document the assessment of security patches and security 

upgrades for applicability within thirty calendar days of availability of the patches or upgrades. 

R3.2. The Responsible Entity shall document the implementation of security patches. In any case 

where the patch is not installed, the Responsible Entity shall document 

compensating measure(s) applied to mitigate risk exposure or an acceptance of risk. 

R5. Account Management — The Responsible Entity shall establish, implement, and document 

technical and procedural controls that enforce access authentication of, and accountability for, 
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all user activity, and that minimize the risk of unauthorized system access. 

R5.1. The Responsible Entity shall ensure that individual and shared system accounts and 

authorized access permissions are consistent with the concept of “need to know” with 

respect to work functions performed. 

R5.1.1. The Responsible Entity shall ensure that user accounts are implemented as 

approved by designated personnel. Refer to Standard CIP-003 Requirement R5. 

R5.1.2. The Responsible Entity shall establish methods, processes, and procedures 

that generate logs of sufficient detail to create historical audit trails of individual user 

account access activity for a minimum of ninety days. 

R5.1.3. The Responsible Entity shall review, at least annually, user accounts to verify 

access privileges are in accordance with Standard CIP-003 Requirement R5 and Standard 

CIP-004 Requirement R4. 

R5.2. The Responsible Entity shall implement a policy to minimize and manage the scope and 

acceptable use of administrator, shared, and other generic account privileges 

including factory default accounts. 

R5.2.1. The policy shall include the removal, disabling, or renaming of such accounts where 

possible. For such accounts that must remain enabled, passwords shall be changed prior to 

putting any system into service. 

R5.2.2. The Responsible Entity shall identify those individuals with access to shared 

accounts. 

R5.2.3. Where such accounts must be shared, the Responsible Entity shall have a policy for 

managing the use of such accounts that limits access to only those with authorization, an 

audit trail of the account use (automated or manual), and steps for securing the account in 

the event of personnel changes (for example, change in assignment or termination). 

R5.3. At a minimum, the Responsible Entity shall require and use passwords, subject to the 

following, as technically feasible: 

R5.3.1. Each password shall be a minimum of six characters. 

R5.3.2. Each password shall consist of a combination of alpha, numeric, and “special” 

characters. 

R5.3.3. Each password shall be changed at least annually, or more frequently based on risk. 

R6. Security Status Monitoring — The Responsible Entity shall ensure that all Cyber Assets within the 

Electronic Security Perimeter, as technically feasible, implement automated tools or organizational process 

controls to monitor system events that are related to cyber security. 

R6.1. The Responsible Entity shall implement and document the organizational processes and 

technical and procedural mechanisms for monitoring for security events on all Cyber Assets within 

the Electronic Security Perimeter. 

R6.2. The security monitoring controls shall issue automated or manual alerts for detected Cyber 

Security Incidents. 
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R6.3. The Responsible Entity shall maintain logs of system events related to cyber security, where 

technically feasible, to support incident response as required in Standard CIP- 008. 

R6.4. The Responsible Entity shall retain all logs specified in Requirement R6 for ninety calendar 

days. 

R6.5. The Responsible Entity shall review logs of system events related to cyber security and 

maintain records documenting review of logs. 

R8. Cyber Vulnerability Assessment — The Responsible Entity shall perform a cyber vulnerability 

assessment of all Cyber Assets within the Electronic Security Perimeter at least annually. The vulnerability 

assessment shall include, at a minimum, the following: 

R8.1. A document identifying the vulnerability assessment process; 

R8.2. A review to verify that only ports and services required for operation of the Cyber Assets 

within the Electronic Security Perimeter are enabled; 

R8.3. A review of controls for default accounts; and, 

R8.4. Documentation of the results of the assessment, the action plan to remediate or mitigate 

vulnerabilities identified in the assessment, and the execution status of that action plan. 

CIP-010-2 R1, R2: 

R1. Each Responsible Entity shall implement one or more documented process(es) that collectively include 

each of the applicable requirement parts in CIP-010-2 Table R1 – Configuration Change Management. 

Part 1.1 Develop a baseline configuration, individually or by group, which shall include 

the following items: 

1.1.1. Operating system(s) (including version) or firmware where no independent 

operating system exists; 

1.1.2. Any commercially available or open-source application software (including 

version) intentionally installed; 

1.1.3. Any custom software installed; 

1.1.4. Any logical network accessible ports; and 

1.1.5. Any security patches applied. 

R2. Each Responsible Entity shall implement one or more documented process(es) that collectively 

include each of the applicable requirement parts in CIP-010-2 Table R2 – Configuration 

Monitoring. 

Part 2.1 Monitor at least once every 35 calendar days for changes to the baseline 

configuration (as described in Requirement R1, Part 1.1). Document and investigate 

detected unauthorized changes. 
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Requirements 2 and 8 have an Operations Assessment violation time horizon 

expectation for remediation within 30 days to preserve the reliability of the BPS. 

Requirements 3 and 6 have a Long-Term Planning violation time horizon 

expectation for remediation within one year to preserve the reliability of the BPS. 

Requirement 5 has a Real-Time Operations violation time horizon expectation for 

remediation for actions required within one hour or less to preserve the reliability 

of the BPS. The entity did not have any detective controls in place that could have 

helped identify the issues sooner to lessen the extensive violation duration and 

thereby lessen the risk to the BPS. 

iii. The violation duration for CIP-010-2 R1 and CIP-010-2 R2 was 274 and 364 days,

respectively, as described above in Section 8. However, these two Requirements

have an Operations Planning violation time horizon expectation for remediation

within the next day, up to and including the quarter, to preserve the reliability of

the BPS. The entity did not have any detective controls in place that could have

helped identify the issues sooner to lessen the extensive violation duration and

thereby lessen the risk to the BPS.

iv. The CIP-007-1 R8 violation posed a moderate risk to the reliability of the BPS. All

other violations posed a serious and substantial risk to the reliability of the BPS.

However, given the significance of the potential impact of the overall issue, the

entire case has been assessed as posing a serious and substantial risk to the

reliability and security of the BPS.

b. WECC applied a mitigating credit for the following reasons:

i. The entity accepted responsibility and admitted to the violation.

ii. The entity agreed to settle these violations and penalty.

c. WECC considered the entity’s compliance history to be an aggravating factor.

i. The entity’s compliance history related to CIP-007-1, given NERC Violation ID’s

, , , , 

, , , , 

, , and , and the 

compliance history related to CIP-010-2 given NERC Violation ID 

, was relevant and applicable to the violations in this Notice. 

d. Other Considerations:

i. WECC considered the entity’s compliance history for CIP-007-1 and CIP-010-2 and

determined that the some of the entity’s prior noncompliance was distinct,

separate, and not relevant to the violations in this Notice. For NERC Violation IDs
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, , , and 

the entity failed to submit Technical Feasibility Exceptions. For NERC Violation 

ID  and , the entity failed to document 

evidence. 

ii. WECC did not give Self-Reporting credit for WECC2017017880,

WECC2017017881, WECC2017017882, WECC2017017883, and WECC2017017884

due to the length of time between the discovery day and the Self-Report date being

between 328 and 649 days. WECC views such a time delay as the entity not having

a strong culture of compliance.  Additionally, WECC did not apply mitigating

credit for Self-Reporting WECC2018019480 and WECC2018019481 as the entity

submitted those Self-Reports at the request of WECC.

iii. WECC did not apply mitigating credit for the entity’s Internal Compliance

Program (ICP). Although the entity has a documented ICP, WECC determined

that the entity did not implement its ICP with effective internal controls sufficient

to identify, assess, report, and mitigate these violations in a timely manner, thereby

reducing the risk to the BPS. This was evident by the duration between the

discovery date and the Self-Report submittal date, which is indicative of an

insufficient or ineffective ICP.

iv. WECC did not apply a mitigating credit for cooperation. The entity did not quickly

address the violations; determine the facts, and report mitigation. This is evident

by the duration between the Self-Report submittal date and the Mitigation Plan

submittal date as described in Table 5. WECC repeatedly requested information

from the entity and the entity was indifferent both in time and with information

when responding to those requests.

 Table 5 

Standard and 

Requirement 

NERC Violation 

ID 

Self-

Report 

Submittal 

Date 

Mitigation 

Plan 

Submittal 

Date 

Duration 

in Days 

CIP-007-1 R2 WECC2018019480 4/3/2018 9/13/2018 163 

CIP-007-1 R3 WECC2017017880 6/30/2017 8/9/2018 405 

CIP-007-1 R5 WECC2017017881 6/30/2017 8/9/2018 405 

CIP-007-1 R6 WECC2017017882 6/30/2017 5/29/2018 333 

CIP-007-1 R8 WECC2018019481 4/3/2018 9/18/2018 168 

CIP-010-2 R1 WECC2017017883 6/30/2017 6/25/2018 360 

CIP-010-2 R2 WECC2017017884 6/30/2017 8/9/2018 405 
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v. WECC did not apply mitigating credit for admitting to these violations because

the entity has historically chosen to neither admit or deny in settlement. However,

should the entity choose to settle these violations and admit responsibility for their

actions, credit may be applied against the overall proposed penalty.

vi. Upon undertaking the actions outlined in the Mitigation Plan, the entity took

voluntary corrective action to remediate this violation.

vii. The entity did not fail to complete any applicable compliance directives. There was

no evidence of any attempt by the entity to conceal these violations. There was no

evidence that the violations were intentional.

e. WECC determined there were no other aggravating factors warranting a penalty higher

than the proposed penalty.

[Remainder of page intentionally left blank - signatures affixed to following page] 
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2a. The Entity’s Self-Report of violation of CIP-007-1 R2 submitted April 3, 2018 
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2b. The Entity’s Mitigation Plan designated as WECCMIT014130 for CIP-007-1 R2 submitted 
September 13, 2018 
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Western Electricity Coordinating Council

September 13, 2018

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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2c. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R2 submitted 
November 9, 2018 
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2d. WECC’s Verification of Mitigation Plan Completion for CIP-007-1 R2 dated January 24, 
2019 
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3b. The Entity’s Mitigation Plan designated as WECCMIT013254-2 for CIP-007-1 R3 
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Western Electricity Coordinating Council

August 09, 2018

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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Western Electricity Coordinating Council

August 09, 2018

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

correlate, prioritize,
and track alerts.  The

 solution
utilizes a risk-based
and real-time
approach for
prioritizing
remediation to help
focus your efforts on
high risk.

03/14/2018Milestone 4a -
Schedule Correction

Adding Sub-
milestone due to
limitation of
milestone completion
dates in WebCDMS

03/14/2018 No

06/14/2018Milestone 4b -
Schedule Correction

Adding Sub-
milestone due to
limitation of
milestone completion
dates in WebCDMS

06/14/2018 No

07/31/2018Milestone 5 - Revise
the Security Patch
Management
Procedure 

Revise Security
Patch Management
Procedure 

 to include

07/06/2018 No

Additional Relevant Information
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Attachment 3 

3c. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R3 submitted 
October 30, 2018 
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Attachment 3 

3d. WECC’s Verification of Mitigation Plan Completion for CIP-007-1 R3 dated October 31, 
2018 

NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION



Attachment 4 

4a. The Entity’s Self-Report of violation of CIP-007-1 R5 submitted June 30, 2017 
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4b. The Entity’s Mitigation Plan designated as WECCMIT013366-1 for CIP-007-1 R5 
submitted August 9, 2018 
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Western Electricity Coordinating Council

August 09, 2018

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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Western Electricity Coordinating Council

August 09, 2018

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

personnel on revised
procedure 

personnel on the
revised procedure

 and
user guide

Additional Relevant Information
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Attachment 4 

4c. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R5 submitted 
October 5, 2018 
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Attachment 4 

4d. WECC’s Verification of Mitigation Plan Completion for CIP-007-1 R5 dated January 18, 
2019 
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5a. The Entity’s Self-Report of violation of CIP-007-1 R6 submitted June 30, 2017 
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5b. The Entity’s Mitigation Plan designated as WECCMIT013255-1 for CIP-007-1 R6 
submitted May 29, 2018 
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WECC

July 03, 2019

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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WECC

July 03, 2019

Additional Relevant Information
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Attachment 5 

5c. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R6 submitted 
October 5, 2018 
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Attachment 5 

5d. WECC’s Verification of Mitigation Plan Completion for CIP-007-1 R6 dated January 18, 
2019 
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6a. The Entity’s Self-Report of violation of CIP-007-1 R8 submitted April 3, 2018 
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6b. The Entity’s Mitigation Plan designated as WECCMIT014136 for CIP-007-1 R8 submitted 
September 18, 2018 
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WECC

July 03, 2019

Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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6c. The Entity’s Certification of Mitigation Plan Completion for CIP-007-1 R8 submitted 
October 16, 2018 
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6d. WECC’s Verification of Mitigation Plan Completion for CIP-007-1 R8 dated January 24, 
2019 
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7a. The Entity’s Self-Report of violation of CIP-010-2 R1 submitted June 30, 2017 
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7b. The Entity’s Mitigation Plan designated as WECCMIT013348-1 for CIP-010-2 R1 
submitted June 25, 2018 
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WECC

July 03, 2019

Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

assessments.  A
web-based training
(WBT) including
interactive content
and knowledge
checks will be used
to cover the topics in
this course.
Completion of the
WBT will be required
annually and
included in
employee's training
curriculum starting in
2019.

Additional Relevant Information

 9Page 7 of 07/03/2019

NON-PUBLIC AND CONFIDENTIAL INFORMATION
HAS BEEN REDACTED FROM THIS PUBLIC VERSION







Attachment 7 

7c. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R1 submitted July 
31, 2018 
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7d. WECC’s Verification of Mitigation Plan Completion for CIP-010-2 R1 dated September 
14, 2018 
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8a. The Entity’s Self-Report of violation of CIP-010-2 R2 submitted June 30, 2017 
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8b. The Entity’s Mitigation Plan designated as WECCMIT013256-1 for CIP-010-2 R2 
submitted August 9, 2018 
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Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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Milestone Activity

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription
Entity Comment on

Milestone Completion

Extension
Request
Pending

.

07/23/2018Milestone 7 - CIP-
010-2 Web-based
Training (WBT)
Development

Develop WBT to
review the 
policies and
procedures we
maintain to ensure
compliance with CIP-
010 requirements to
prevent and detect
unauthorized
changes to BES
Cyber Systems.
Topics include the
development of
baseline
configuration for High
or Medium Impact
BCA, configuration
change management
and processes for
vulnerability
assessments. A web-
based training (WBT)
including interactive
content and
knowledge checks
will be used to cover
the topics in this
course.  Completion
of the WBT will be
required annually
and included in
affecting employee's
training curriculum
starting in 2019.

06/29/2018 No

Additional Relevant Information
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8c. The Entity’s Certification of Mitigation Plan Completion for CIP-010-2 R2 submitted 
August 13, 2018 
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