
NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2018020184 IRO-008-2 R4 Electric Reliability Council of Texas, 
Inc. (ERCOT ISO) 

NCR04056 06/29/2018 06/29/2018 Self-Report Completed 

Description of the  Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

On August 6, 2018, ERCOT ISO submitted a Self-Report to Texas RE stating that, as a Reliability Coordinator (RC), it was in noncompliance IRO-008-2 R4. Specifically, ERCOT ISO failed to ensure that a 
Real-time Assessment (RTA) was performed at least once every 30 minutes in one instance on June 29, 2018. 

ERCOT ISO’s process to perform RTAs includes the use of a State Estimator, which creates a save case describing present conditions, and a Real-Time Contingency Analysis (RTCA), which evaluates 
the save case under various contingencies. On June 29, 2018, ERCOT ISO’s Real-Time Contingency Analysis (RTCA) failed to execute for a 43-minute period between 9:43 p.m. and 10:26 p.m., which 
prevented ERCOT ISO from performing an RTA during that period. As a result, ERCOT ISO exceeded the 30-minute deadline to perform an RTA pursuant to IRO-008-2 R4 by 13 minutes. 

The root cause of the noncompliance was a flaw in the software used by ERCOT ISO to manually create contingencies to be used to create save cases that are evaluated by the RTCA software, as well 
as an insufficient process to verify a save case before it is saved for use in the RTA process. In this instance, based on the expected unavailability of certain Transmission Elements, ERCOT ISO personnel 
attempted to revise the save case created by the State Estimator by adding additional manual constraints evaluated by the RTCA software. However, the RTCA software failed to execute after the 
manual constraints were introduced, which was caused by a flaw in the software used to incorporate manual constraints in the save case. Several months prior to the noncompliance, ERCOT ISO was 
aware of the software defect and began work on a software update, but, during this time, ERCOT ISO did not implement sufficient controls to prevent personnel from inadvertently creating an invalid 
save case in the RTCA process. In particular, ERCOT ISO did not disable the ability to incorporate manual constraints until after the noncompliance occurred. In addition, ERCOT ISO has the ability to 
use its offline Study Contingency Analysis (STCA) process, which is intended to provide a backup to the online RTCA process, but, at that time, the most current save case to be used for the STCA 
process was already affected by the same software defect that prevented the RTCA software from executing. Subsequently, ERCOT ISO implemented a process to verify a save case before it can be 
saved for use in the RTCA or STCA processes. 

During the noncompliance, ERCOT ISO’s State Estimator continued to execute, but ERCOT ISO’s Voltage Security Assessment Tool (VSAT), which calculates certain reliability limits, failed to execute 
between 9:42 p.m. and 10:28 p.m. 

The violation started on June 29, 2018, at 10:14 p.m., which is 31 minutes after an RTA was performed, and ended on June 29, 2018, at 10:26 p.m., when an RTA was performed. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. ERCOT ISO’s failure to perform an RTA for 13 minutes could have 
potentially reduced ERCOT ISO’s situational awareness. However, the risk posed by this issue was reduced by the following factors. First, during the noncompliance the State Estimator continued to 
execute, allowing ERCOT ISO to continue to perform the pre-Contingency portion of the RTA. ERCOT ISO was also able to observe any outages using the Forced Outage Detection Tool. Second, during 
the noncompliance, ERCOT ISO directed Transmission Operators (TOPs) to monitor their respective service areas, and no TOPs notified ERCOT ISO of any issues. Third, although VSAT failed to execute 
during the noncompliance, the existing voltage limits calculated by ERCOT ISO’s VSAT remained valid because no forced outages occurred that would have invalidated the previous calculated limits. 
ERCOT ISO continued to monitor actual flows relative to those limits. No harm is known to have occurred. 

A Settlement Agreement covering IRO-002-2 R7 (TRE2016016699), IRO-003-2 R1 (TRE2016016700), IRO-003-2 R2 (TRE2016016701), IRO-005-3.1a R1 (TRE2016016702), IRO-008-2 R4 
(TRE2017017719), and TOP-001-3 R13 (TRE2017017720) was filed with FERC under NP18-10-000 on April 30, 2018. On May 30, 2018, FERC issued an order stating it would not engage in further 
review of the Notice of Penalty. 

Texas RE considered this compliance history in determining that this issue is appropriate for Find, Fix, and Track (FFT) treatment. While the instances were of the same or similar Reliability Standards 
and Requirements and involved a failure to timely perform an RTA, the underlying conduct of the instances was different. One prior instance was caused by a lack of detailed instructions during the 
system troubleshooting process to begin manually performing an RTA, and the other prior instance was the result of an insufficient process to prevent test data from being inadvertently loaded in to 
an active production environment. 

Mitigation To mitigate this noncompliance, ERCOT ISO:  

1) implemented software updates to allow the creation of an RTA save case only after RTCA has successfully executed and to disable the ability to create a manual constraint for a group of
generators;

2) implemented a software update to fix the software flaw that caused the RTCA execution failure; and
3) created an additional offline backup to the existing RTA process, which automatically stores offline cases and performs RTAs using the last valid State Estimator and RTCA save cases.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2018020185 TOP-001-3 R13 Electric Reliability Council of Texas, 
Inc. (ERCOT ISO) 

NCR04056 06/29/2018 06/29/2018 Self-Report Completed 

Description of the  Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

On August 6, 2018, ERCOT ISO submitted a Self-Report to Texas RE stating that, as a Transmission Operator (TOP), it was in noncompliance TOP-001-3 R13. Specifically, ERCOT ISO failed to ensure 
that a Real-time Assessment (RTA) was performed at least once every 30 minutes in one instance on June 29, 2018. 

ERCOT ISO’s process to perform RTAs includes the use of a State Estimator, which creates a save case describing present conditions, and a Real-Time Contingency Analysis (RTCA), which evaluates 
the save case under various contingencies. On June 29, 2018, ERCOT ISO’s Real-Time Contingency Analysis (RTCA) failed to execute for a 43-minute period between 9:43 p.m. and 10:26 p.m., which 
prevented ERCOT ISO from performing an RTA during that period. As a result, ERCOT ISO exceeded the 30-minute deadline to perform an RTA pursuant to TOP-001-3 R13 by 13 minutes. 

The root cause of the noncompliance was a flaw in the software used by ERCOT ISO to manually create contingencies to be used to create save cases that are evaluated by the RTCA software, as well 
as an insufficient process to verify a save case before it is saved for use in the RTA process. In this instance, based on the expected unavailability of certain Transmission Elements, ERCOT ISO personnel 
attempted to revise the save case created by the State Estimator by adding additional manual constraints evaluated by the RTCA software. However, the RTCA software failed to execute after the 
manual constraints were introduced, which was caused by a flaw in the software used to incorporate manual constraints in the save case. Several months prior to the noncompliance, ERCOT ISO was 
aware of the software defect and began work on a software update, but, during this time, ERCOT ISO did not implement sufficient controls to prevent personnel from inadvertently creating an invalid 
save case in the RTCA process. In particular, ERCOT ISO did not disable the ability to incorporate manual constraints until after the noncompliance occurred. In addition, ERCOT ISO has the ability to 
use its offline Study Contingency Analysis (STCA) process, which is intended to provide a backup to the online RTCA process, but, at that time, the most current save case to be used for the STCA 
process was already affected by the same software defect that prevented the RTCA software from executing. Subsequently, ERCOT ISO implemented a process to verify a save case before it can be 
saved for use in the RTCA or STCA processes. 

During the noncompliance, ERCOT ISO’s State Estimator continued to execute, but ERCOT ISO’s Voltage Security Assessment Tool (VSAT), which calculates certain reliability limits, failed to execute 
between 9:42 p.m. and 10:28 p.m. 

The violation started on June 29, 2018, at 10:14 p.m., which is 31 minutes after an RTA was performed, and ended on June 29, 2018, at 10:26 p.m., when an RTA was performed. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. ERCOT ISO’s failure to perform an RTA for 13 minutes could have 
potentially reduced ERCOT ISO’s situational awareness. However, the risk posed by this issue was reduced by the following factors. First, during the noncompliance the State Estimator continued to 
execute, allowing ERCOT ISO to continue to perform the pre-Contingency portion of the RTA. ERCOT ISO was also able to observe any outages using the Forced Outage Detection Tool. Second, during 
the noncompliance, ERCOT ISO directed TOPs to monitor their respective service areas, and no TOPs notified ERCOT ISO of any issues. Third, although VSAT failed to execute during the noncompliance, 
the existing voltage limits calculated by ERCOT ISO’s VSAT remained valid because no forced outages occurred that would have invalidated the previous calculated limits. ERCOT ISO continued to 
monitor actual flows relative to those limits. No harm is known to have occurred. 

A Settlement Agreement covering IRO-002-2 R7 (TRE2016016699), IRO-003-2 R1 (TRE2016016700), IRO-003-2 R2 (TRE2016016701), IRO-005-3.1a R1 (TRE2016016702), IRO-008-2 R4 
(TRE2017017719), and TOP-001-3 R13 (TRE2017017720) was filed with FERC under NP18-10-000 on April 30, 2018. On May 30, 2018, FERC issued an order stating it would not engage in further 
review of the Notice of Penalty. 

Texas RE considered this compliance history in determining that this issue is appropriate for Find, Fix, and Track (FFT) treatment. While the instances were of the same or similar Reliability Standards 
and Requirements and involved a failure to timely perform an RTA, the underlying conduct of the instances was different. One prior instance was caused by a lack of detailed instructions during the 
system troubleshooting process to begin manually performing an RTA, and the other prior instance was the result of an insufficient process to prevent test data from being inadvertently loaded in to 
an active production environment. 

Mitigation To mitigate this noncompliance, ERCOT ISO: 

1) implemented software updates to allow the creation of an RTA save case only after RTCA has successfully executed and to disable the ability to create a manual constraint for a group of
generators;

2) implemented a software update to fix the software flaw that caused the RTCA execution failure; and
3) created an additional offline backup to the existing RTA process, which automatically stores offline cases and performs RTAs using the last valid State Estimator and RTCA save cases.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation Completion 
Date 

TRE2019021584 IRO-002-5 R5 Electric Reliability Council of Texas, Inc. (ERCOT ISO) NCR04056 08/14/2018 08/21/2018 Compliance Audit Completed 
Description of the  Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural posture 
and whether it was a possible,  or confirmed violation.) 

During a Compliance Audit conducted from November 5, 2018 through November 16, 2018, Texas RE determined that ERCOT ISO, as a Reliability Coordinator (RC), was in noncompliance with IRO-
002-5 R5. Between August 14, 2018, and August 21, 2018, ERCOT ISO failed to monitor certain Facilities to identify System Operating Limit (SOL) exceedances within its Reliability Coordinator Area 
under post-Contingency conditions for 947 contingencies. 

ERCOT ISO’s process to perform a Real-time Assessment (RTA) includes the use of a State Estimator, which creates a save case describing present conditions, and a Real-Time Contingency 
Analysis (RTCA) tool, which evaluates the save case under various contingencies. On August 14, 2018, at 11:56 p.m., ERCOT ISO performed its weekly update to the contingencies to be examined by 
the RTCA tool. However, due to a flaw in the automated import tool, ERCOT ISO unintentionally disabled 947 out of a total of approximately 7,300 contingencies. ERCOT ISO discovered this issue on 
August 21, 2018, at 10:30 p.m. and replaced the disabled contingencies on August 21, 2018, at 11:55 p.m. As a result, during August 14, 2018, through August 15, 2018, ERCOT ISO was not monitoring 
certain Facilities to identify post-Contingency SOL exceedances in its Reliability Coordinator Area, in violation of IRO-002-5 R5. However, the RTCA software continued to execute, and ERCOT ISO 
continued to perform RTAs during the period, as required by IRO-008-2 R4. 

The root cause of this issue was a flaw in the software used by ERCOT ISO to import lists of contingencies, combined with an insufficient process to verify the accuracy of the contingencies and models 
used in the RTCA process. The automated tool used by ERCOT ISO had a flaw that, under certain conditions, would result in the disabling of large groups of contingencies. ERCOT ISO was not previously 
affected by the software flaw because this instance was the first time that ERCOT ISO had used the software tool under the conditions that would result in the inadvertent disabling of contingencies. 
However, the Compliance Audit also identified that ERCOT ISO did not have sufficient internal controls to ensure timely correction of temporary data replacements in real-time systems. Specifically, 
while ERCOT ISO did automatically generate emails to notify certain personnel when the weekly changes were applied, ERCOT ISO did not have automatic alerts when large or aberrational changes 
were applied and did not have a sufficient process to perform real-time verifications during periods between weekly changes. As a result, ERCOT ISO did not discover this issue until a week after it 
began, when ERCOT ISO was performing the next weekly update of the list of contingencies. 

The violation started on August 14, 2018, at 11:56 p.m., when ERCOT ISO unintentionally disabled 947contingencies monitored by the RTCA tool, and ended on August 21, 2018, at 11:55 p.m., when 
ERCOT ISO implemented a revised list of contingencies. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system. ERCOT ISO’s failure to monitor certain Facilities to identify SOLs 
under post-Contingency conditions for 947 contingencies for one week reduced ERCOT ISO’s situational awareness. Of the disabled contingencies, five contingencies were associated with post-
Contingency SOL exceedances during the noncompliance. For these six disabled contingencies, Texas RE identified 41 instances of post-Contingency SOL exceedances that occurred during the 
noncompliance.  

However, the risk posed by this issue was reduced by the following factors. First, during the noncompliance, the State Estimator continued to execute, allowing ERCOT ISO to monitor real-time 
conditions for the affected Facilities and would have been able to respond to SOL exceedances that occurred in the pre-Contingency time period. Second, the nature and number of the disabled 
contingencies also reduced the risk posed by this issue. The number of disabled contingencies was only 947 out of approximately 7,300 total contingencies evaluated by ERCOT ISO, which is 
approximately 13% of the total number of contingencies. None of the disabled contingencies impacted the assessment of the voltage stability limits for the Rio Grande Valley or Houston-area Import 
areas. ERCOT ISO also noted that all of the disabled contingencies were single-circuit contingencies involving 69 kV or 138 kV Facilities. Finally, many of the disabled contingencies are associated with 
Transmission Operators (TOPs) that have the ability to perform monitoring of post-Contingency conditions for their own systems. Of the five disabled contingencies that were associated with post-
Contingency SOL exceedances, four are associated with TOPs that have post-Contingency analysis capabilities, and of the total of 947 disabled contingencies, 762 are associated with TOPS that have 
post-Contingency analysis capabilities. Further, all associated TOPs have pre-Contingency monitoring capabilities. No harm is known to have occurred. 

A Settlement Agreement covering IRO-002-2 R7 (TRE2016016699), IRO-003-2 R1 (TRE2016016700), IRO-003-2 R2 (TRE2016016701), IRO-005-3.1a R1 (TRE2016016702), IRO-008-2 R4 
(TRE2017017719), and TOP-001-3 R13 (TRE2017017720) was filed with FERC under NP18-10-000 on April 30, 2018. On May 30, 2018, FERC issued an order stating it would not engage in further 
review of the Notice of Penalty. 

Texas RE considered this compliance history in determining that this issue is appropriate for Find, Fix, and Track (FFT) treatment. While the instances were of the same or similar Reliability Standards 
and Requirements, the underlying conduct of the instances was different. The compliance history described above involved a failure to ensure that an RTA was timely performed, which is not an issue 
in this case. Further, this compliance history was caused by a lack of detailed instructions during the system troubleshooting process to begin manually performing an RTA and by an insufficient 
process to prevent test data from being inadvertently loaded in to an active production environment, which were also not issues in this case. 

Mitigation To mitigate this noncompliance, ERCOT ISO: 

1) resumed monitoring the contingencies at issue;
2) revised the weekly model loading and review process to add notifications to ERCOT ISO personnel showing the number of disabled contingencies and to add a review of disabled contingencies

to the agenda for weekly meetings;
3) revised the documented process for model-loading procedures to include verifying the number of disabled contingencies when loading new model information;
4) revised the documented process for the Advanced Network Applications group’s database-loading procedures to include verifying the number of active and inactive contingencies;

A-1 Public Non-CIP - Find, Fix, Track, and Report Consolidated Spreadsheet

Last Updated 07/31/2019 3



5) implemented a software update to prevent the unintentional disabling of contingencies when importing new contingency sets;
6) created an automatic notification system to alert ERCOT ISO personnel of significant changes to the number of disabled contingencies; and
7) modified the “Contingency Solution Results” display to include the total number of inactive contingencies.

Texas RE has verified the completion of all mitigation activity. 
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

RFC2018020645 PRC-005-6 R3 Public Service Electric & Gas Company NCR00896 10/23/2017 10/5/2018 Self-Report Completed
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On November 2, 2018, the entity submitted a Self-Report stating that, as a Transmission Owner, it was in noncompliance with PRC-005-6 R3 (The entity initially submitted the Self-Report under PRC-005-6 
R1.  After discussions with the entity, ReliabilityFirst determined that the instance of noncompliance was not a violation of PRC-005-6 R1, but, rather, was a violation of PRC-005-6 R3.) 

The entity failed to verify a communication system as functional as per the PRC-005-6 Table 1-2 requirements.  The entity discovered this noncompliance during a NERC Standards and Compliance Group 
(NS&C) internal controls review of all entity Power Line Carrier System maintenance activities.  The entity power line carrier (PLC) systems which are part of the Bulk Electric System (BES) are maintained as 
per the NERC requirements specified in PRC-005-6 under Table 1-2 communication systems.  The entity currently has a total of 36 power line carriers which have component attributes that meet the 
definition of either monitored or unmonitored and are maintained as per the specific requirements prescribed for each attribute. 

The noncompliance occurred on the entity's 500 kV tie line 5016, which runs from the entity's Branchburg Switching Station to the PPL Alburtis Station.  The power line carrier communication system on this 
line met the attributes associated with a monitored communication system described in Table 1-2.  This communication system performed periodic automated testing for the presence of the channel 
function, and alarming for loss of function.  A part of the communication system for tie line 5016 is the RFL 9785 carrier transceiver unit.  A carrier check-back card had been installed into the existing RFL 
9785 carrier transceiver unit to perform automatic check-back tests. 

On October 23, 2017, an unsuccessful carrier check on tie line 5016 triggered a carrier check-back failure alarm.  A Relay Technician was notified of the alarm and investigated the problem, but incorrectly 
assumed the alarm was caused by a PLC on the line that was previously retired in place and tagged as “out of service.”  As a result, the Technician erroneously disconnected the alarm without further 
investigating the issue.  The Relay Technician was unaware of the installation of the carrier check-back card on the RFL 9785, which caused the alarm. 

A year later, on September 14, 2018, during the NS&C Group internal controls review of the entity's Branchburg Switching Station, an NS&C Relay Test Engineer observed that the tie line 5016 RFL 9785 
carrier transceiver unit was in "Carrier Check Back Failure" alarm state, but that no alarm was posted on the panel.  Following this, the entity conducted an internal investigation and determined that the 
relay technician admitted to making an incorrect assumption which led to the mistake (disconnecting the alarm) described above. 

This noncompliance involves the management practices of workforce management, validation, and verification. The root cause of this noncompliance is the entity’s failure to verify a communication 
system as functional per the PRC-005-6 table 1-2 specified requirements because of ineffective training.  The relay technician was not effectively trained and did not verify that his understanding of what 
he was required to do was correct. 

This noncompliance started on October 23, 2017, when the relay technician incorrectly disconnected the alarm and ended on October 5, 2018, when the entity repaired the automatic check-back system, 
enabled the alarms, and returned it to service. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by disconnecting the 
alarm is undetected failure of the communication system could lead to a misoperation and loss of the 500 kV tie line.  The risk is not minimal because the line operates at 500 kV and is connected to two 
other 500 kV lines that are part of the Eastern Reactive Transfer Interface and because of the approximately one year duration.  This risk is lessened by the following factors.  First, the primary and backup 
protection systems were fully functional throughout the noncompliance.  Only the communication systems monitoring experienced an issue.  This means that the systems were in place and operating to 
protect the BPS.  Second, the blocking carrier system was fully functional and would have operated to help prevent a line trip outside the relay's designated zone of protection.  Third, the board failure 
would not have prevented the line protection from operating to clear a fault within its designated zones and the relay protection would have functioned as designed.  The line protection consists of a 
primary and completely redundant back-up protection scheme with breaker failure and high speed remote tripping. (During the time this equipment remained out of service, there were no misoperations 
on this line.)  No harm is known to have occurred. 

ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity completed the following mitigation activities:

1) performed a manual check on the communication system;
2) placed the Line 5016 Blocking Carrier System on the list of communication systems which are tested manually every three months at a maximum;
3) repaired the Line 5016 Automatic Check-back System, enabled the alarms and returned it to service;
4) placed all monitored power line carrier systems onto the list of communication systems which are tested manually every three months at a maximum, with the exception of Hope Creek Generating

Station (PSEG Nuclear);
5) communicated these findings to all applicable Division personnel as lessons learned.  Electric Division Managers were included in the communications;
6) provided an update to ReliabilityFirst on the status;
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NERC Violation ID 
Reliability 
Standard 

Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 
Future Expected 
Mitigation  Completion 
Date 

RFC2018020645 PRC-005-6 R3 Public Service Electric & Gas Company NCR00896 10/23/2017 10/5/2018 Self-Report May 31, 2019 

7) created a procedure which will allow for the Hope Creek monitored power line carrier systems to be tested every three months and will add the Hope Creek monitored power line carrier systems to
the manual testing schedule of every three months (maximum); and

8) performed an Internal Assessment and Focused Compliance Review of the entire PRC-005-6 standard.
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018019282 PRC-004-5(i) R6 DTE Electric Company NCR00753 12/31/2017 2/16/2018 Self-Report Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On February 22, 2018, the entity submitted a Self-Report stating that, as a Distribution Provider and Generator Owner, it was in noncompliance with PRC-004-5(i) R6.  The entity failed to implement or 
update a Corrective Action Plan (CAP) designed to address the cause of a misoperation.  The misoperation occurred on August 31, 2017, when Unit 7 at the St. Clair Power Plant cleared from the system 
after synchronizing and increasing output.  The misoperation was caused by a Current Transformer (CT) shorting switch that was in the wrong position. 

An after action review was conducted on September 29, 2017, and the entity developed a CAP, which included tasks and corresponding deadlines.  However, the entity subsequently failed to implement 
or update the CAP before the target completion date of December 31, 2017.  The entity discovered the issue on February 9, 2018, while collecting 2017 Q4 relay data. 

The root cause of this noncompliance was an inadequate process to track and verify the performance and completion of tasks identified in the CAP.  This noncompliance implicates the management 
practice of workforce management.  An entity can minimize this type of violation by implementing adequate processes, procedures, and controls. 

This noncompliance started on December 31, 2017, when the entity failed to implement or update the CAP prior to its scheduled completion date and ended on February 16, 2018, when the entity 
updated the CAP. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  If an entity fails to implement or update 
a CAP regarding a protection system misoperation, then there is an increased likelihood of future misoperations of a similar nature.  The risk was not minimal in this case because of the size of the 
generating unit (605 MVA) involved in the noncompliance.  And, two separate relay protection schemes were impacted (i.e., a bus differential and a generator differential).  The risk was not serious or 
substantial because the underlying issues were only present at a single location (i.e., this was not a fleet-wide issue).  Although the entity did not implement the CAP before the initial target completion 
date, it took steps to investigate the misoperation, identify cause(s), and develop a plan to prevent recurrence in a timely manner, thus further reducing the risk in this case.  No harm is known to have 
occurred. 

ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, the entity: 

1) performed St. Clair Power Plant operator refresher training on the use and purpose of shorting switches;
2) reviewed the protective tagging restoration procedure for the St. Clair Power Plant Unit 7;
3) reviewed protective tagging for all units at the St. Clair Power Plant;
4) revised labeling on shorting switches for all units at the St. Clair Power Plant; and
5) shared the results of the event review with the rest of the fleet.  In addition, to address the root cause of this noncompliance, the entity improved its process for tracking and verifying the completion

of tasks identified in CAPs.

ReliabilityFirst has verified the completion of all mitigation activity. 
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NERC Violation ID Reliability 
Standard Req. Entity Name NCR ID Noncompliance Start Date Noncompliance End Date Method of Discovery 

Future Expected 
Mitigation  Completion 
Date 

RFC2018020429 PRC-005-6 R3 Essential Power OPP, LLC (EPOPP) NCR00212 4/1/2017 5/28/2019 Compliance Audit July 31, 2019 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 
 

On September 13, 2018, ReliabilityFirst determined that the entity, as a Generator Owner, was in noncompliance with PRC-005-6 R3.  The noncompliance was identified during a Compliance Audit 
conducted from August 9, 2018 through September 13, 2018. 
 
Specifically, the entity failed to maintain/test the following components within required time periods: (a) unmonitored protective relays [Table 1-1]; and (b) control circuity [Table 1-5].  Pursuant to the 
implementation plan for PRC-005-6, thirty percent (30%) of the unmonitored protective relays should have been tested by April 1, 2017, but none were tested by that date.  They were last tested in 2014 
and were not scheduled to be tested again until 2020.  Thirty percent (30%) of the control circuitry components also should have been tested by April 1, 2017, but none were tested by that date.  They 
were last tested in 2013 and were not scheduled to be tested again until 2025. 
 
The root cause of this noncompliance was inadequate planning, which resulted in confusion regarding the implementation of changes relating to required maintenance and testing under PRC-005-6.  This 
noncompliance implicates the management practice of planning, which includes the need to effectively identify and understand changing requirements and establish safeguards to avoid an unintentional 
adverse effect on Bulk Electric System reliability and resilience. 
 
This noncompliance started on April 1, 2017, which was the date on or before which certain testing should have been completed, and will end on May 28, 2019, after maintenance and testing is completed 
and in alignment with the PRC-005-6 implementation plan. 

Risk Assessment 
 

This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  Neglecting to maintain and test 
protection system, automatic reclosing, and sudden pressure relaying components could lead to device malfunction, premature or undetected device failure, or misoperation.  Such issues could have 
significant consequences related to equipment damage and power system performance (e.g., generating or system instability, unacceptable loss of load or generation, cascading, or uncontrolled system 
separation).  The risk was not minimal because the entity was unaware of the issue until it was identified during an audit, and based upon the existing maintenance schedule, the issue likely would have 
persisted for multiple years.  However, the risk was not serious or substantial in this case because of the following mitigating factors.  First, in the unlikely event that the components failed, only two units 
with a total generating output of 340 MW were at risk of being lost.  Second, testing was performed on the subject relays and control circuitry in 2014 and 2013, respectively, and testing was scheduled to 
occur again in the future.  Restated, the affected components were subject to an existing maintenance plan, which would have helped the entity identify any issues with the components and allowed for 
corrective actions to be performed.  No harm is known to have occurred.  In exercising its discretion to treat this issue as an FFT, ReliabilityFirst underscored to the entity the importance of staying abreast 
of maximum maintenance and testing intervals and new and updated standards and requirements. 
 
ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation 
 

To mitigate this noncompliance, the entity: 
 
1) reviewed, and edited if required, the entity’s PRC-005 procedure; 
2) conducted a review of its Protective System component attributes; 
3) will complete all required testing to get the entity on track with the PRC-005-6 implementation plan, including testing sixty percent (60%) of the entity’s relays and control circuitry and thirty percent 

(30%) of entity’s CT/PT’s, communication systems, and microprocessor relays on or before May 28, 2019; and 
4) will develop a plan for completing the remainder of the testing prior to January 1, 2021.  Then, the entity will continue maintenance and testing activities in accordance with the PRC-005-6 

implementation plan and PRC-005-6. 
 
Mitigation is ongoing as the entity needs additional time to complete required maintenance and testing to get on track with the PRC-005-6 implementation plan.   
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FRCC2018020720 PRC-005-6 R3. Gainesville Regional Utilities (GRU) NCR00032 11/24/2017 09/26/2018 Self-Report Completed 
Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible or confirmed noncompliance.) 

On November 20, 2018, GRU submitted a Self-Report stating that, as a Distribution Provider, Generation Owner, and Transmission Owner, it was in violation of PRC-005-6 R3.  

This violation started on November 24, 2017, when the Entity did not complete one (1) component of the 18-month battery maintenance activities required for one (1) Vented Lead-Acid (VLA) battery 
bank of twenty-four (24) banks, and ended on September 26, 2018, when all maintenance activities were complete.  

During an internal review of battery maintenance records, it was discovered that the intercell/intracell testing for one (1) VLA battery bank had not been performed within the 18-month interval, as 
required by PRC-005-6 Table 1-4(a). The last recorded intercell/intracell test was conducted on May 23, 2016, making the next required test to be completed no later than November 23, 2017 (18 months). 
Prior to this discovery, the Entity had performed a complete test on September 26, 2018, or 28 months from the previous test (10 months beyond the maximum maintenance interval). 

An extent of condition review was conducted verifying there were no additional occurrences. 

The cause for this noncompliance was a lack of a uniform preventive maintenance (PM) schedule for the generating site batteries, which comprise eight (8) of the twenty-four (24) total PRC-005-6 
batteries. 

Risk Assessment  This violation posed a minimal risk and did not pose a serious or substantial risk to the reliability of the bulk power system.  

The risk is reduced because the Entity completed the monthly maintenance activities which included visual inspection of battery for cleanliness and corrosion, fluid level checks, measurement of cell 
specific gravities, electrolyte temperature, and terminal voltage. The Entity’s failure to take intercell/intracell readings on the battery could result in a lack of awareness of battery deterioration, which 
could lead to battery failure.  A battery failure could result in a misoperation of a BES system device, a local service interruption, and/or loss of ability to provide peaking support of up to 72.5 MW.  

Additionally, the Entity’s total generation of 630 MWs is 1.25% of the Region. 

The Region determined that the Entity’s compliance history (FRCC200900166, FRCC200900174, FRCC201000402) should not serve as a basis for applying a penalty due to different facts and circumstances. 
No harm is known to have occurred. The instant noncompliance is a repeat of FRCC2011008750 resulting in FFT treatment; however, FRCC2011008750 should not serve as an aggravating factor in applying 
a penalty. 

Mitigation To mitigate this violation, the Entity: 
1) performed extent of condition review;
2) conducted root cause analysis;
3) established common battery PM schedules for all generation batteries;
4) revised the Protection System Maintenance Program to reflect changes in generation battery PMs;
5) created training materials; and
6) trained all applicable personnel on changes
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Mitigation  Completion 
Date 

RFC2018018936 TOP-001-3 R9 
Indianapolis Power & Light Company 
(IPL) 

NCR00798 9/21/2017 1/4/2018 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On December 20, 2017, the entity submitted a Self-Report stating that, as a Transmission Operator, it was in noncompliance with TOP-001-3 R9. 

On September 21, 2017, the entity’s Real-Time Assessment (RTA) did not converge for a timeframe greater than 30 minutes. (Specifically, the RTA was not converging for 8 hours and 10 minutes on 
September 21, 2017)  The entity examined the issue and learned that potential (post-contingency) operating conditions were the only item not being met by the entity regarding the RTAs being 
performed.  Operators in the Transmission Operations Control Center (TOCC) were monitoring the entity transmission system during this time.  However, the entity did not notify MISO or its impacted 
interconnected utilities. (MISO did not notify the entity of any issues resulting from the Real-Time Contingency Analysis during the period of time that the entity was having issues with its RTAs.)  
Furthermore, after identifying the noncompliance, ReliabilityFirst and the entity verified that MISO’s RTA and Contingency Analysis was fully functional on the date in question. 

The root cause of this noncompliance was the fact that the alarms operators received for non-converging State Estimator solutions did not provide enough information to the operators to easily 
determine when the 30 minute threshold was reached.  This major contributing factor involves the management practice of grid operations, which includes maintaining situational awareness of 
operations and validating operations tools.   

This noncompliance started on September 21, 2017, when the entity’s operators failed to make the requisite notification to MISO and ended on January 4, 2018, when ReliabilityFirst confirmed that the 
entity had actually made the requisite notification to MISO. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS) based on the following factors.  The risk involved in this 
noncompliance is a reduction in visibility of potential post-contingencies on the BPS.  If these are not addressed and communicated properly, they could result in wider spread adverse impact on the BPS.  
This risk was mitigated in this case by the following factors.  First, it was confirmed that MISO’s RTA and Contingency Analysis was fully functional and operational on the date in question.  Therefore, if an 
issue had occurred, MISO would have been aware of it independently from the entity’s notification.  Second, RTA is only one of many methods used to monitor the BPS and would not necessarily be the 
only indicator of a potential risk. For example, the entity’s TOCC Operators were constantly monitoring the transmission system during the time of non-convergence.  Other examples include Supervisory 
Control and Data Acquisition displays and energy management system alarms.  ReliabilityFirst also notes that both the entity and MISO observed no BPS issues during the time of non-convergence.  No 
harm is known to have occurred. 

ReliabilityFirst considered the entity's compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity: 

1) created and tested the alarm functionality.  The entity implemented a new alarm notification;
2) created training based on the new alarm notification; and
3) provided training to the Transmission Operations Control Center Operators.

ReliabilityFirst has verified the completion of all mitigation activity. 
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RFC2017018693 VAR-002-4 R2 
NRG Energy Services LLC - Morgantown 
(NRG Morgantown) 

NCR11581 1/31/2016 9/7/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed noncompliance.) 

On November 12, 2017, the entity submitted a Self-Report stating that, as a Generator Operator, it was in noncompliance with VAR-002-4 R2.  During an internal compliance review, the entity discovered 
several failures to notify PJM, the Transmission Operator (TOP), through First Energy (FE), when the 30 minute voltage exceeded the assigned high voltage schedule, during select dates in 2016 and 2017.  
In total, the entity identified a total of 87 instances of noncompliance where it failed to notify its TOP.  However, the majority of the voltage exceedances were only slightly higher than the high voltage 
limit.  In fact, the average exceedance was .21% above the threshold, with the single highest exceedance being 1.12% above the threshold.  Furthermore, FE informed the entity that there is a difference 
of minus .3 kV voltage at the substation, which, when taken into account, would reduce the number of exceedances by almost half.  Additionally, the entity discovered that voltage monitoring and control 
is maintained at the generator step-up (GSU) transformer output with no visibility at the Interconnection point in violation of VAR-002-4 R2.3.  Consequently, the entity had no methodology to convert the 
voltage measurement at the GUS transformer output to the voltage measurement at the point of Interconnection. 

The root cause of this noncompliance were (a) inadequate detective controls to notify operators to respond when nearing the voltage limit; and, (b) the fact that the entity did not have a methodology in 
place to convert the voltage at the GSU transformer output to the voltage level at the point of Interconnection. 

This noncompliance started on January 31, 2016, when the first voltage exceedance occurred, and ended on September 7, 2017, when the last voltage exceedance ended. 

Risk Assessment This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system based on the following factors.  The risk posed by a Generator Operator 
failing to inform the TOP of a voltage or reactive power exceedance is that it could cause the TOP to be uncertain of what generator was creating or contributing to an abnormal voltage condition on the 
BPS.  This uncertainty could impede the TOP’s ability to take appropriate action.  The risk posed by failing to accurately monitor and control the voltage at the point of Interconnection is that it could 
impede the generator’s ability to automatically regulate the voltage to maintain the proper voltage.  These risks are not minimal in this case because of the number of exceedances (i.e., 87) and the length 
of time over which they occurred.  However, these risks are not serious in this case based on the following factors.    First, the generating unit does not have enough reactive capability, due to its size ﴾50 
MWs﴿, to make a significant change in the voltage level at the point of Interconnection.  Second, the majority of the voltage exceedances were found only slightly higher than the high voltage limit ﴾i.e., an 
average of 140.3 kV or .21% above the voltage threshold﴿ with the single largest exception at 141.580 which is 1.12 % above the scheduled maximum level of 140kV.    No harm is known to have occurred. 

ReliabilityFirst considered the entity’s compliance history and determined there were no relevant instances of noncompliance. 

Mitigation To mitigate this noncompliance, the entity: 

1) instituted voltage data report from the distributed control system (DCS) at this site for exception reporting to be used as Catsweb quarterly control evidence;
2) changed entries in electronic log book to capture alarm limits and required response by operators;
3) created an advanced alarm for high voltage schedule set to initiate at 139.5 with a high-high alarm at 140 KV to provide adequate notification for operators to respond to when nearing the voltage limit;
4) created an advanced alarm for low voltage schedule set to initiate at 136.5 with a low-low alarm at 136 KV to provide adequate notification for operators to respond to when nearing the voltage limit;
5) instituted an alarm response procedure to include the new alarm limits and response requirements for the operators when this occurs;
6) monitored adherence to voltage schedule weekly until an automated or batch process of exception reported is developed;
7) trained all control board operators and Operations supervision on updated procedure and NRG OCC-VAR-002 Compliance procedure;
8) compared DCS voltage output with FE’s voltage readings at Interconnection to determine correlation in voltage readings over load range and determine feasibility of retrieving PJUM and FE real time
voltage profile for monitoring purposes; and 
9) determined and implemented a means for definitive measurement or methodology of voltage monitoring at the Interconnection can be established.

ReliabilityFirst has verified the completion of all mitigation activity. 
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SERC2018019780 VAR-002-2b R2  Carville Energy LLC (Carville)  NCR11479 7/3/2014 05/07/2017 Self-Report Completed 

Description of the Noncompliance (For purposes of this 
document, each noncompliance at issue is described as 
a “noncompliance,” regardless of its procedural 
posture and whether it was a possible,  or confirmed 
violation.) 

On May 29, 2018, Carville submitted a Self-Report indicating that, as a Generator Operator, it was in noncompliance with VAR-002-3 R2.  During an internal compliance review performed in August 
2017, Carville determine that it had failed to meet the conditions of notification for deviations from the Voltage schedule provided by its TOP, Entergy Corporation. 

Entergy’s Voltage Schedule Policy for Generating Facilities Interconnected to the Entergy Transmission System (Entergy Voltage Schedule) provides that during all times of the year, Carville is to 
maintain 232.3 kV with a tolerance band of +3 kV / -2 kV at its interconnection. Further Entergy’s Voltage Schedule provides: 

Each plant should contact Entergy’s operations control center immediately (within 30 minutes) upon meeting both of the following conditions: 

a. The discovery of a deviation from the prescribed schedule tolerance band.

b. The plant has exhausted all means of controlling voltage or reactive power.

Carville indicated that is has historically had difficulty maintaining the voltage schedule with all generators in automatic voltage control producing the respective reactive power during the summer 
months due to the increased system load demand during the summers. Further, Carville stated that until the internal compliance review, it believed it was in compliance with VAR-002-3 by 
following the terms of its January 2000 Interconnection and Operating Agreement (Operating Agreement) with Entergy. The Operating Agreement provides that “in the event that the voltage 
schedule is not being maintained, the Facility shall be operated (within the design limitations of the equipment in service at the time) to produce the maximum reactive power (MVAR) output 
available in an attempt to achieve the prescribed voltage schedule, provided that Entergy has requested other generators in the affective area (including but not limited to Entergy’s generators) to 
produce maximum reactive power (MVAR) in an attempt to achieve the prescribed voltage.”  

Carville estimated that during the months of June, July and August for the years 2015, 2016 and 2017, it deviated from the voltage schedule for 201 hours or 9% of the time in 2015, 429 hours or 
19% of the time in 2016, and 884 hours or 40% of the time in 2017. The maximum Voltage schedule deviation experienced during these times was + 1.8 kV (.76%) / - 7.7 kV (3.3%). Carville indicated 
that it was not always operating at its maximum reactive power capability during the aforementioned times and did not always notify its TOP of the deviation from the Voltage schedule.  

The root cause of this noncompliance was Carville’s incorrect assumption that complying with the terms of its Operating Agreement with Entergy was sufficient to achieve compliance with VAR-
002-2b R2. 

This noncompliance started on July 3, 2014, the date of the first instance that Carville did not meet the conditions of notification for deviations from the Voltage schedule provided by its TOP, and 
ended on May 7, 2017, the last date Carville failed to meet the conditions of notification for deviations from the Voltage schedule provided by its TOP. 

Risk Assessment  This noncompliance posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS).  Specifically, Carville is a 555 MW, 2x1 combined cycle 
generating facility that is interconnected to the BPS at 230 kV. Additionally, the noncompliance occurred over an extended period of time (two years and seven months) and during the summer 
months, a time the BPS is heavily loaded. Nevertheless, Carville indicated that it is rarely called upon by the TOP for voltage support and has always responded by providing the maximum reactive 
power available. No harm is known to have occurred. 

SERC determined that Carville's compliance history should not serve as a basis for applying a penalty.  Carville has no relevant prior violations of VAR-002-3 R2 or any other standards that are 
similar in nature. 

Mitigation To mitigate this noncompliance, Carville: 

1) trained operations personnel on the requirements of VAR-002-4;
2) requested and received a modification to the TOP’s voltage schedule, providing for a more sustainable voltage schedule;
3) trained operations personnel and management on the new voltage schedule; and
4) implemented an alarm system to notify plant operators when plant voltage deviates from the voltage schedule.
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SERC2016016658 PRC-023-1 R1 Georgia Power Company (GPC) NCR01247 7/1/2010 May 18, 2017 Self-Report Completed 
Description of the Violation (For purposes of this 
document, each violation at issue is described as 
a “violation,” regardless of its procedural 
posture and whether it was a possible,  or 
confirmed violation.) 

On December 15, 2016, GPC submitted a Self-Report stating that, as a Transmission Owner, it was in noncompliance with PRC-023-1 R1. On April 27, 2016, during quarterly monitoring of internal controls 
by GPC Transmission Compliance, a GPC Control Center Support Engineer discovered an error with a relay setting for the Fortson – Tenaska 500 kV transmission line. Following the replacement of a 500 kV 
switch in 2015, which resulted in an increase in the line rating for the Fortson – Tenaska transmission line, GPC failed to adjust the protective relay setting to greater than 150% of the transmission line 
Facility Rating. As a result of the line rating increase, the protective relay limited the loadability of the Fortson – Tenaska transmission line to 147% of its highest seasonal Facility Rating (R1.1).  

Subsequent to the Self-Report submitted on December 15, 2016, GPC identified two additional instances of noncompliance with PRC-023-1 R1. In the first instance, as part of its mitigation plan for the 
December 15, 2016 self-reported instance, GPC reviewed all of its protective relays to ensure the protection relays were set above 150% of the highest seasonal Facility Rating of the associated 
transmission facility. The protective relays for the Big Shanty Bank A, Big Shanty Bank B, and Bowen Bank 10 autobank transformer facilities were set to limit the loadability of the autobank facilities to 
149.85%, 149.85% and 149.91% of their respective highest seasonal Facility Rating (R1.11). 

In the second instance, on March 23, 2017, GPC identified a disparity between the Facility Rating information in its PRC-023 spreadsheet and the GPC Operations’ Facility Ratings. Upon correcting the 
Facility Rating disparity, GPC discovered the protective relay for the McIntosh CC 1 - West McIntosh 230 kV transmission line limited the loadability of the transmission line to 140.4 % of its highest 
seasonal Facility Rating (R1.1). 

The root cause of this noncompliance was lack of a formal process for changing Facility Ratings and lack of managerial oversight.  By not having a formal process for changing Facility Ratings, GPC utilized 
inexact hand calculations for the Low Side Back-up Over-Current relays in the autobank spreadsheet to calculate relay settings, which resulted in Facility Rating errors. Proper managerial oversight should 
have identified the undocumented process for changing Facility Ratings.    

This noncompliance started on July 1, 2010, the date PRC-023-1 became mandatory and enforceable and GPC failed to ensure the relay settings were set to limit the loadability, and ended on May 18, 
2017, the date GPC corrected the relay settings for the relays that were not set to limit the loadability of the respective transmission facilities to greater than 150% of the highest seasonal Facility Rating. 

Risk Assessment  This noncomplaince posed a moderate risk and did not pose a serious or substantial risk to the reliability of the bulk power system (BPS). GPC’s failure to set protective relays so they did not operate at or 
below 150% of the highest seasonal Facility Rating of a transmission facility increased the risk that relays would unnecessary trip transmission facilities during system events that otherwise would not have 
caused a transmission facility outage. Notwithstanding, SERC determined that the risk to the BPS was mitigated because the incorrect 500 kV line relay settings would support at least 147% of the highest 
seasonal Facility Rating of the circuit. GPC operates its transmission system to withstand the loss of any single transmission facility without adversely affecting the continued operation of its transmission 
system The actual load on the 500 kV line during the period of non-compliance did not exceed 1084 amps, which is well below the original setting of 2,675 amps. Additionally, the improperly set protective 
relay errors were small – the largest error occurred for the McIntosh CC 1 – West McIntosh 230 kV transmission line where loadability of the transmission line was limited to 140.4 % of its highest seasonal 
rating.  No harm is known to have occurred due to the incorrect relay settings. 

A Spreadsheet Notice of Penalty covering violation of PRC-023-1 R1 (SERC2011007157) for GPC was filed with FERC under NP12-27-000 on May 30, 2012. On June 29, 2012, FERC issued an order stating it 
would not engage in further review of the Notice of Penalty. GPC identified seven protection relays that were not set to operate above 150% of the highest seasonal Facility Rating of the associated 
transmission facilities. 

SERC determined that GPC’s compliance history should not serve as a basis for applying a penalty. The current issue does not involve recurring conduct that was the same or similar to the conduct in the 
prior noncompliance. Whereas the prior violation resulted from omissions and a failure to follow approved change procedures, the instant violation is the result of incorrect relay settings due to 
mathematical errors. SERC determined that the repeat violation of PRC-023-1 does not represent a systemic problem with GPC’s internal compliance program but is illustrative of lack of a formalized 
process and managerial oversight. 

Mitigation To mitigate this noncompliance, GPC: 

1) changed the incorrect protective relay settings to comply with PRC-023-1;
2) implemented a formal process for changing Facility Ratings for GPC Operations;
3) created an informational user interface module in the GPC lines rating database to identify transmission line Facilities with pending changes in Ratings;
4) incorporated the calculations for Low Side Back-Up Over-Current (LSBUOC) load responsive relays into the autobank spreadsheet used to calculate relay settings;
5) removed the McIntosh circuit from service;
6) trained personnel in the use of the formal process for changing Facility Ratings for GPC Operations; and
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SERC2016016658 PRC-023-1 R1 Georgia Power Company (GPC) NCR01247 7/1/2010 May 18, 2017 Self-Report Completed 
7) completed a 100% review of PRC-023 relays.
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SERC2017018600 TOP-001-3 R13 Duke Energy Progress, LLC (DEP) NCR01298 07/21/2017 07/21/2017 Self-Report Completed 

Description of the Noncompliance (For purposes 
of this document, each noncompliance at issue 
is described as a “noncompliance,” regardless of 
its procedural posture and whether it was a 
possible,  or confirmed violation.) 

On November 7, 2017, Duke Energy Progress, LLC (DEP) submitted a Self-Report on behalf of  Duke Energy Florida, LLC (DEF) stating that, as a Transmission Operator, DEF was noncompliant with TOP-001-
3 R13. DEF did not perform a Real-time Assessment at least once every 30 minutes. DEP submitted the Self-Report under an existing Multi-regional Registered Entity Agreement.  

On July 21, 2017, the DEF Energy Control Center (ECC) performed a Backup Control Center (BUCC) functionality test. At 6:10 a.m., prior to initiating transfer of operations to the BUCC, DEF completed a 
Real-time Contingency Analysis (RTCA) assessment, i.e., Real-time Assessment.  No contingencies were identified on DEF’s transmission system by the RTCA assessment.  Thereafter, DEF Energy 
Management System (EMS) Support Engineering initiated the EMS function at the primary ECC server to failover to the BUCC server.  

At 6:19 a.m., an RTCA assessment utilizing the BUCC EMS identified an unsupported number of contingencies.  Notwithstanding the perceived problem with the BUCC EMS RTCA results, System Operators 
determined the DEF BUCC EMS was operational and providing valid real-time flows, generator output, frequency, and other EMS data.  DEF System Operators subsequently determined that although the 
RTCA was solving, the results of the RTCA were not valid. 

At 6:47 a.m., System Operators attempted a manual RTCA assessment per DEF Standing Order TS115 using a parallel Study Contingency Analysis (STCA) program. System Operators determined the STCA 
assessment was also invalid.  At 7:25 a.m., System Operators contacted EMS Support Engineering who began troubleshooting the RTCA application problem at 7:41 a.m.  At 8:14 a.m., DEF completed a 
second STCA assessment utilizing modified 5:45 a.m. EMS data.   Although, the STCA assessment did not utilize the most current EMS data, no contingencies were identified on DEF’s transmission system. 

At 8:28 a.m., DEF informed its Reliability Coordinator (RC), Florida Reliability Coordinating Council that the DEF RTCA application was providing invalid solutions. The RC agreed to monitor its Real-time 
assessments to identify DEF contingencies until the DEF RTCA issue was resolved.  

At 8:30 a.m., DEF performed a third STCA utilizing modified EMS data from 8:14 a.m.  No contingencies were identified on DEF’s transmission system. 

At 8:45 a.m., DEF EMS Support Engineering restored normal operation of the BUCC RTCA application. It was determined that the RTCA application failure occurred because the EMS database at the BUCC 
was updated with incorrect generating unit data during the failover of the primary ECC server to the BUCC server.  

DEF’s failure to ensure the performance of a Real-time Assessment within 30 minutes was attributed to: failure to stop and restart all process on all EMS servers following an EMS database update to 
ensure a relink of generating unit indexes in the EMS Transfer Manager; inadequate controls to verify that a Real-time Assessment occurred every 30 minutes; the RTCA application failure occurring 
concurrent with the BUCC functionality test; System Operator failure to implement protocols to mitigate the loss of the RTCA function; System Operator involvement in the investigation of the cause of 
the RTCA application failure; and System Operator confusion regarding the continued operation of the BUCC EMS, i.e., notwithstanding the erroneous contingencies generated by the RTCA application, the 
BUCC EMS continued to provide valid real-time flows, generator output, frequency, and other EMS data. 

This noncompliance started on July 21, 2017, at 6:40 a.m., the time by which DEF should have performed a Real-time Assessment following the, successful 6:10 a.m. Real-time Assessment, and ended on 
July 21, 2017, at 8:28 a.m., when the DEF RC began monitoring its Real-time Assessment for DEF contingences. 
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Risk Assessment  This noncompliance posed a moderate risk to the reliability of the bulk power system (BPS). The failure to ensure the performance of a Real-time Assessment of the transmission system every 30 minutes 
increases the risk that System Operators could be unaware of system conditions that would impact the reliability of the BPS. This lack of system awareness increases the risk that System Operators would 
not proactively mitigate system conditions that could result in instability, uncontrolled separation, or cascading outages.  Here, DEF failed to perform a Real-time Assessment of its transmission system for 
one hour and forty-eight minutes.  Additionally, DEF failed to timely report its inability to perform a Real-time Assessment to its RC and seek the RC’s assistance in monitoring for contingencies on the DEF 
transmission system.  SERC determined that this issue is appropriate for FFT disposition because: the failure to perform a Real-time Assessment occurred during morning hours when system conditions 
typically change, but change in a predictable manner; DEF continued to have Real-time EMS data available to monitor system status;  the RC’s Real-time Assessment capabilities were unaffected by the 
DEF RTCA failure; DEF employed the STCA process to provide near Real-time assessments; and neither DEF nor its RC identified pre-contingency or post-contingency conditions that required mitigating 
actions during the noncompliance. No harm is known to have occurred.   

SERC considered DEF’s compliance history and determined that there were no relevant instances of noncompliance. 
Mitigation To mitigate this noncompliance, DEF: 

1) ECC system operators implemented DEF Standing Order TS115 to run manual real-time assessments using STCA;
2) EMS support engineering troubleshot and then restarted the transfer manager application to relink the real-time EMS applications;
3) updated DEF Standing Order TS115 to include:
a. actions to be taken when RTCA solves but results are invalid;
b. notifying the FRCC RC; and
c. pulling the last valid real-time savecase into EMS applications;
4) EMS support engineering updated failover procedures to include:
a. pre-job brief with system operations prior to commencing;
b. critical steps to notify system operations prior to performing;
c. process to stop/start all servers after all database updates;
d. EMS support engineering will be in a fixed location prior to any predetermined failovers; and
e. opening a bridge line to be used for constant communication during failovers between system operations and EMS support engineering;
5) EMS support engineering provided a copy of the revised failover procedures to system operations;
6) updated EMS checklist for system operations to include RTCA contingency list after the failover coincides with the RTCA contingency list prior to the failover; and
7) provided system operations training on the following:
a. the new failover procedures and EMS checklist;
b. hands on demonstration using the DTS creating a save case and performing a manual real-time assessment; and
c. communications protocols.
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