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Posted for Comment

Posting Action Start Date End Date

Comment Period Open for Draft Reliability Guideline: The Draft Reliability | Comments are to be submitted | 12/12/23 01/26/24
Guideline: Generating Unit Operations During Complete Loss of | via email by 5:00 p.m. Eastern
Communications — Clean outlines a coordinated operations strategy for the using the comment form.
on-site generating unit(s) operator to stabilize system frequency when
centralized guidance is not possible. The strategy is designed to keep frequency
within allowable limits and continue safe operation of generators while
maintaining acceptable frequency control. The Reliability Guideline is not
applicable to generation connected to asynchronous loads or systems not
normally part of one of the Interconnections. This guideline was written
originally for staffed synchronous generation; however, the guidance may be
applied to non-synchronous generation that has manual control capabilities
and is capable of responding.

The Reliability and Security Technical Committee (RSTC) approved posting for
a 45-day industry comment period. A draft version of the guideline has been
posted on the Reliability Guidelines, Security Guidelines, Technical Reference
Documents, and White Papers page.

Comment Period Open for Proposed Standard Authorization Request | Submit comments via email 01/10/24 02/24/24
Clarity of the Imbalance Equation in PRC-006: This proposed SAR is designed using the comment form.
to reduce the risk associated with different interpretations of the imbalance
equation in PRC-006-3. Certain interpretations can lead to significant risks in
the design of the UFLS program under high Distributed Energy Resources (DER)
penetrations. The project also aims to minimize the risk of DER tripping causing
adjacent Under Frequency Load Shedding (UFLS) relay action on armed
feeders. This can be achieved by adopting consistent modeling practices,
similar to other stability depictions, for the UFLS database.
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC%2FPages%2Fdefault.aspx&data=05%7C02%7Camy.klagholz%40nerc.net%7C89d5eb5c905e4f96116108dbfb57ef9e%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638380128655357580%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=uhy3u1CINiVtJDlVg%2BsGtyBKFMkEyhCPqExCMR%2BXUBs%3D&reserved=0
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FComment_Matrix_Draft_Reliability_Guideline_Generating_Unit_Operations_during_Complete_Loss_of_Communications.xlsx&data=05%7C02%7Camy.klagholz%40nerc.net%7C89d5eb5c905e4f96116108dbfb57ef9e%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638380128655513793%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=pHX24pDAUIDBMduhW5Czup4IaerohuQHjb80FuznLv0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FPRC-006_SAR_NERC_SPIDERWG.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7C3c445fdbf9c04fde3c0e08dc122d0934%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638405231847024510%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ykHOiLbUiJcBsu9aqAyAQeWVRcpT6SSJ3aoP1pp8W%2FA%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FComment_Matrix_PRC-006_Standard_Authorization_Request.xlsx&data=05%7C02%7Camy.klagholz%40nerc.net%7C3c445fdbf9c04fde3c0e08dc122d0934%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638405231847024510%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=CNIlQcWBkuPCDjhws6ZLbWt7L1bt7l6t13Qte5og4pU%3D&reserved=0
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The Reliability and Security Technical Committee (RSTC) approved posting for
a 45-day industry comment period. A draft version of the proposed SAR has
been posted on the Reliability Guidelines, Security Guidelines, Technical
Reference Documents, and White Papers page.

STANDARDS NEWS
NEw Webinar Resources Posted Quick Links

Register in the SBS

Standards Project Prioritization (November 2023)
Projected Standards Posting Schedule

Project Tracking Spreadsheet

New Initial Ballots and Non-binding Poll Results for Project 2023-03 — 20_23'2025 Reliability Standards Development Plan (Filed
Internal Network Security Monitoring W'th_FERC ) o
Initial ballots and non-binding poll of the associated Violation Risk Factors and = Quality Review Application

Violation Severity Levels for Project 2023-03 — Internal Network Security concluded One-Stop Shop (Status, Purpose, Implementation Plans,
at 8 p.m. Eastern, Wednesday, January 17, 2024 for CIP-007-X — Cyber Security — FERC Qrders' BSAWS)

Systems Security Management and Implementation Plan. Voting statistics are listed submit Questions or Feedback

below, and the Ballot Results page provides the detailed results. The drafting team will review all responses received during the comment period
and determine the next steps of the project.

NERC posted the slide presentation and recording from the January 11, 2024
Project 2021-07 — Extreme Cold Weather Grid Operations, Preparedness, and
Coordination webinar.

Ballot ‘ Non-binding Poll ‘
Standard Quorum / Approval Quorum / Supportive Opinions
CIP-007-X 82.03% / 15.42% 83.4% / 11.98%
Implementation Plan 83.86% / 44.89% N/A
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnerc.webex.com%2Fnerc%2Fldr.php%3FRCID%3D1039d5ca8bf12d9da016e495c9001877&data=05%7C02%7Camy.klagholz%40nerc.net%7Cf456ed7248d14468651508dc137f5ca6%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638406684998734379%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=k1KKOl3bp42iU7uFIs%2Fel6j32CfwrHaTvJg03U4hyyg%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsbs.nerc.net%2FBallot%2FBallotResults&data=05%7C02%7CAmy.Klagholz%40nerc.net%7Ca1310ebb1a5741d30b7608dc185bc924%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638412029744901324%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=tOwCEPWRr2PsMacUvz1SrMwtfIEk2GlsnT2FXdAOwps%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC%2FPages%2Fdefault.aspx&data=05%7C02%7Camy.klagholz%40nerc.net%7C3c445fdbf9c04fde3c0e08dc122d0934%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638405231847024510%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=U%2FDJSqIecGIi2aIRP5vVOMMycMlvuPV9fAXaU1AXR1U%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC%2FPages%2Fdefault.aspx&data=05%7C02%7Camy.klagholz%40nerc.net%7C3c445fdbf9c04fde3c0e08dc122d0934%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638405231847024510%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=U%2FDJSqIecGIi2aIRP5vVOMMycMlvuPV9fAXaU1AXR1U%3D&reserved=0
https://sbs.nerc.net/
https://www.nerc.com/pa/Stand/Documents/Priortization%20PPT_November%202023.pdf
https://www.nerc.com/pa/Stand/Documents/Projected_Posting_Schedule.pdf
https://www.nerc.com/comm/SC/Project%20Management%20and%20Oversight%20Subcommittee%20DL/Project%20Tracking%20Spreadsheet.xlsx
https://www.nerc.com/pa/Stand/Standards%20Development%20Plan%20Library/2023-2025%20RSDP_Final.pdf
https://www.nerc.com/pa/Stand/Standards%20Development%20Plan%20Library/2023-2025%20RSDP_Final.pdf
https://www.nerc.net/nercsurvey/Survey.aspx?s=bd89c1a0a0da443bbcc2416f868de383
https://www.nerc.com/pa/Stand/Standard%20Purpose%20Statement%20DL/US_Standard_One-Stop-Shop.xlsx
https://www.nerc.com/pa/Stand/Standard%20Purpose%20Statement%20DL/US_Standard_One-Stop-Shop.xlsx
https://support.nerc.net/
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GENERAL COMPLIANCE AND ENFORCEMENT NEWS
NEw NERC Posts Revised CIP Evidence Request Tool Lt e

Compliance Monitoring & Enforcement Program One-
NERC posted a revised ERO Enterprise CIP Evidence Request Tool (ERT), which is a Sto K;ho . &
common request for information tool for CIP Compliance monitoring engagements. e . .
. . ) . ERO Enterprise Program Alignment Process
The purpose of the CIP ERT is to help ERO Enterprise with consistency and - i . -
- . . . " . Consistency Reporting Tool (EthicsPoint)
transparency in its audit approach. It will also help responsible entities (especially . . - .
. X . . - Risk-Based Registration Initiative
those that operate in multiple regions) fulfill these requests more efficiently, by T -
) ) . . . Reliability Standard Audit Worksheets

understanding what types of evidence are useful in preparation for an audit. . .

. . . . . Enforcement & Mitigation: Enforcement Actions
Changes made to the tool include routine periodic update to incorporate revised )

. . , , ) . Align and ERO SEL
CIP Standards, correct any identified errors in the previous version, and the addition
of a SEL Reference ID.
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https://www.nerc.com/pa/comp/Pages/CAOneStopShop.aspx
https://www.nerc.com/pa/comp/Pages/CAOneStopShop.aspx
http://www.nerc.com/pa/comp/Pages/EROEnterProAlign.aspx
https://secure.ethicspoint.com/domain/media/en/gui/51749/index.html
http://www.nerc.com/pa/comp/CAC/Pages/Risk-Based%20Registration.aspx
http://www.nerc.com/pa/comp/Pages/Reliability-Standard-Audit-Worksheets-(RSAWs).aspx
http://www.nerc.com/pa/comp/CE/Pages/Enforcement-and-Mitigation.aspx
https://www.nerc.com/ResourceCenter/Pages/Align-SEL.aspx
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STANDARDS SUBJECT TO FUTURE ENFORCEMENT
Please refer to the U.S. Effective Dates page for the most up-to-date information on effective dates and for more detail on the below.

U.S. Effective Dates for Reliability Standards

U.S. Effective Date Standard(s)

April 1, 2024 FAC-003-5 — Transmission Vegetation Management

FAC-011-4 — System Operating Limits Methodology for the Operations Horizon
FAC-014-3 — Establish and Communicate System Operating Limits

IRO-008-3 — Reliability Coordinator Operational Analyses and Real-time Assessments

PRC-002-4 — Disturbance Monitoring and Reporting Requirements | Implementation Plan
PRC-023-5 — Transmission Relay Loadability | Implementation Plan

PRC-026-2 — Relay Performance During Stable Power Swings | Implementation Plan
TOP-001-6 — Transmission Operations

October 1, 2024 EOP-012-1 — Extreme Cold Weather Preparedness and Operations (Requirements 1-2 effective 4/1/28; Requirement
4 effective 10/1/29)
July 1, 2025 IRO-010-5 — Reliability Coordinator Data and information Specification and Collection | Implementation Plan

TOP-003-6.1 — Transmission Operator and Balancing Authority Data and Information Specification and Collection |
Implementation Plan

April 1, 2026 CIP-003-9 - Cyber Security — Security Management Controls
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https://www.nerc.com/pa/Stand/AlignRep/US%20Effective%20Date%20Status%20-%20Functional%20Applicability.xlsx
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_FAC-003-5_clean_.pdf
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_FAC-011-4_clean_.pdf
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_FAC-014-3_clean_202104.pdf
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_IRO-008-3_clean_.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-002-4.pdf
https://www.nerc.com/pa/Stand/Project202104ModificationstoPRC0022DL/2021-04%20PRC-002-4%20Implementation%20Plan_Clean_120722.pdf
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=PRC-023-5&amp;title=Transmission%20Relay%20Loadability&amp;Jurisdiction=United%20States
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_Implementation%20Plan_clean.pdf
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_PRC-026-2_clean.pdf
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_Implementation%20Plan_clean.pdf
https://www.nerc.com/pa/Stand/Project%20201509%20Establish%20and%20Communicate%20System%20Op/2015-09_TOP-001-6_clean_.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-010-5.pdf
https://www.nerc.com/pa/Stand/202105%20Modifications%20to%20IRO010%20and%20TOP003%20DL/2021-06_IRO-010-5_and_TOP-003-6_Implementation_Plan_07212023.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-003-6.1.pdf
https://www.nerc.com/pa/Stand/202105%20Modifications%20to%20IRO010%20and%20TOP003%20DL/2021-06_IRO-010-5_and_TOP-003-6_Implementation_Plan_07212023.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-003-9.pdf
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BOARD OF TRUSTEES AND FERC ACTION

NEw NERC Submits Comprehensive Work Plan Addressing FERC Order 901 Directives

NERC has submitted a comprehensive Standards Development Work Plan in support of NERC’s 2024 work plan priorities around inverter-based
resource reliability risks and to address directives from FERC Order 901. The work plan explains how NERC will prioritize the development of
projects consistent with the timelines specified in the order, with full implementation of the resulting standards by 2030.

NeEw NERC Filings
On January 18, 2024, NERC submitted the Internal Network Security Monitoring Feasibility Study Report as directed by FERC in Order No. 887.

You can find all filings to FERC for 2024 here.

UPCOMING EVENTS

For information about other NERC events, such as meetings and conference calls for other standing committees, subcommittees, task forces,
and working groups, please refer to the NERC calendar.

Workshops and Conferences
e GridSecCon 2024 — October 22-25, 2024, Minneapolis, Minnesota | Save the Date

Webinars
There are no webinars currently scheduled.

Standing Committee Meetings and Conference Calls
e Member Representatives Committee Informational Session — 1:00-2:30 p.m. Eastern, January 24, 2024 | Register | NEw Agenda
e Compliance and Certification Committee Meeting — 11:00 a.m.—5:00 p.m. Eastern, January 25, 2024 | Register | NEw Agenda Package
e Board of Trustees and Member Representatives Committee Meetings — February 14-15, 2024, Houston, Texas | In-person Registration
| Virtual Registration
e Reliability and Security Technical Committee (RSTC) Meeting — March 12—-13, 2024, San Diego, CA | Register
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Standard Drafting Team Meetings
Below are the upcoming SDT meetings for the next four weeks. For a full listing of upcoming meetings, please refer to the Standards calendar.

e Project 2022-04 — EMT Modeling Standard Drafting Team Meeting — 3:00-5:00 p.m. Eastern, January 22, 2024 | Register

e NEW Project 2021-04 — Modifications to PRC-002 - Phase Il Standard Drafting Team Meeting — 11:00 a.m.—1:00 p.m. Eastern, January 23,
2024 | Register

e Project 2022-03 — Energy Assurance with Energy-Constrained Resources Standard Drafting Team Meeting —11:00 a.m.—1:00 p.m.
Eastern, January 25, 2024 | Register

e Project 2023-06 — CIP-014 Risk Assessment Refinement Drafting Team Meeting — 10:00 a.m.—12:00 p.m. Eastern, January 26, 2024 |
Register

e NEW Project 2020-02 — Modifications to PRC-024 (Generator Ride-through) Drafting Team Meeting — 1:00—3:00 p.m. Eastern, January
26, 2024 | Register

e NEW Project 2020-02 — Modifications to PRC-024 (Generator Ride-through) Drafting Team Meeting — 11:00 a.m.—1:00 p.m. Eastern,
January 29, 2024 | Register

e Project 2022-05 — Modifications to CIP-008 Reporting Threshold Standard Drafting Team Meeting — 2:00-4:00 p.m. Eastern, January 29,
2024 | Register

e NEW Project 2021-04 — Modifications to PRC-002 - Phase Il Standard Drafting Team Meeting — 11:00 a.m.—1:00 p.m. Eastern, January 30,
2024 | Register

e Project 2023-06 — CIP-014 Risk Assessment Refinement Drafting Team Meeting — January 30—February 1, 2024, Atlanta | Register

e Project 2023-03 — Internal Network Security Monitoring Standard Drafting Team Meeting — January 30—February 1, 2024, Palm Beach
Gardens, FL | Register

e Project 2023-02 — Analysis and Mitigation of BES Inverter-Based Resource Performance Issues Standard Drafting Team Meeting — 9:30
a.m.—4:30 p.m. Eastern, January 30, 2024 | Register

e Project 2023-02 — Analysis and Mitigation of BES Inverter-Based Resource Performance Issues Standard Drafting Team Meeting — 9:30
a.m.—4:30 p.m. Eastern, January 31, 2024 | Register

e Project 2023-02 — Analysis and Mitigation of BES Inverter-Based Resource Performance Issues Standard Drafting Team Meeting — 9:30
a.m.—12:00 p.m. Eastern, February 1, 2024 | Register

e NEW Project 2020-02 — Modifications to PRC-024 (Generator Ride-through) Drafting Team Meeting — 1:00-3:00 p.m. Eastern, February
2, 2024 | Register

e Project 2022-04 — EMT Modeling Standard Drafting Team Meeting — 3:00-5:00 p.m. Eastern, February 5, 2024 | Register
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e NEW Project 2022-05 — Modifications to CIP-008 Reporting Threshold Standard Drafting Team Meeting — 2:00—4:00 p.m. Eastern,
February 12, 2024 | Register
e NEW Project 2021-08 — Modifications to FAC-008 Standard Drafting Team Meeting — 12:00—4:00 p.m. Eastern, February 13, 2024 |

Register

ABOUT THE STANDARDS, COMPLIANCE, AND ENFORCEMENT BULLETIN

This weekly bulletin compiles a list of standards, compliance, and enforcement projects with actionable deadlines, as well as upcoming events,
recently posted resources, other NERC documents posted for comment, and other relevant news and information. Please email Amy Klagholz
with feedback on this bulletin. The current bulletin and old bulletins are available under “Program News” on both the Standards home page and
the Compliance & Enforcement home page.

REGISTRATION: If you would like to receive this bulletin or be added to a NERC distribution list, you must first register an account in the ERO
Portal. Once you have registered your ERO Portal account, authenticated your credentials with DUO, and completed your profile, please submit
a ticket through the Help Desk by selecting the “NERC Email Distribution List” option under the Applications menu. In the Description Box, please
specify which lists you would like your email address to be added to. If you are unsure of which distribution list you would like to be added to,
an excellent starting point is the “Committee” page. You can note the committee abbreviation, which represents the distribution list you would
like to join, in the Description Box. If you have other NERC-related or specific Standards projects you’re interested in, you may request those as
well. If you're interested in general information, please request to be added to the NERC-info distribution list, which covers most NERC
announcements. This bulletin is distributed to several lists, including the Standards distribution list (Standards-specific announcements) and the
NERC-info distribution list.
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