NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

letin

Standards, Compliance, and Enforcemen
August 4-10, 2025

INSIDE THIS EDITION

Active Standards Postings | Other Active Comment Periods | Standards News | General Compliance and Enforcement News |

Other News | Standards Subject to Future Enforcement | Board of Trustees and FERC Action | Upcoming Events |
About the SC&E Bulletin

ACTIVE STANDARDS POSTINGS
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Action Start Date | End Date

Project
Posted for Comment
Project Action Start Date End Date
Comment Period 7/17/2025 | 8/15/2025

2025-02 — Internal Network Security Monitoring Standard Revision | SAR
Standard Drafting Team Nominations

Project Action Start Date End Date
EXTENDED Project 2023-08 — Modifications of MOD-031 Demand and Energy Submit Nominations 3/20/2025 | 8/15/2025
Data

RELIABILITY | RESILIENCE | SECURITY

FUDIIC


https://www.nerc.com/pa/Stand/Pages/Project202502InternalNetworkSecurityMonitoringStandardRevision.aspx
https://sbs.nerc.net/
https://www.nerc.com/pa/Stand/Pages/Drafting-Team-Vacancies.aspx
https://www.nerc.com/pa/Stand/Pages/Drafting-Team-Vacancies.aspx
https://nerc.checkboxonline.com/FAE52763-CE11-4B04-B7C1-49A0ADB83A84?test=true
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Project 2023 — 07 Transmission System Planning Performance Requirements

Submit Nominations

for Extreme Weather — Phase |

6/18/2025

8/18/2025

OTHER ACTIVE COMMENT PERIODS
Posted for Comment

Posting Action Start Date | End Date
Request for Comments on Vendor Identified Incident Response CATED RN i d.raft, e 32 subn.'nt abtjzize | wilsize
Measures Draft Security Guideline: The Reliability and Security comments, you mustflrst.completeabrlef
Technical Committee (RSTC) reviewed the initial draft of the Supply | SUTVEY: (.)nce the survey is cfo.mplete, you
Chain Vendor Identified Incident Response Measures and approved it | Will receive access to the official comment
for a 45-day industry comment period. matrix.
The ?upply. Ch'am Subcommittee (SC.S) has rev!sed the existing Comments must be submitted via email
security guideline per the RSTC triennial review process. All ine th g hich includ
comments received will be considered by the SCS sub-team using e.commen G BOe |nc.u i es
. . . e . the email address and full submission
responsible for this security guideline revision. ) )
instructions.
A draft version of the guideline has been posted on the NERC website
for industry review: Draft Security Guideline Supply Chain Vendor
Identified Incident Response Measures: CLEAN | Draft Security
Guideline: Supply Chain Vendor Identified Incident Response
Measures: REDLINE
Request for Comments on Supply Chain Procurement After reviewing the draft, and to submit | 6/30/2025 | 8/15/2025
Language Draft Security Guideline: The RSTC reviewed the initial comments, you must f|rst'completeabr|ef
draft of the Supply Chain Procurement Language and approved it for | SUrvey. Once the survey is complete, you
a 45-day industry comment period. will receive access to the official comment
matrix.
The SCS revised the existing security guideline per the RSTC triennial
review process. All comments received will be considered by the SCS ) ) )
, ) ) o .. Comments must be submitted via email
sub-team responsible for this security guideline revision. ) i .
using the comment matrix, which includes
A draft version of the guideline has been posted on the NERC website
for industry review: Draft Security Guideline Supply Chain
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Vendor_Incident_Response%2520-%2520CLEAN.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cc9b817af05174778314708ddb80f0b7c%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869096961263929%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=D9S6QAW2xBzYT5iofiEErwWtHNZLgCG%2BAkRbxtyc6W0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Vendor_Incident_Response%2520-%2520CLEAN.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cc9b817af05174778314708ddb80f0b7c%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869096961263929%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=D9S6QAW2xBzYT5iofiEErwWtHNZLgCG%2BAkRbxtyc6W0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Vendor_Incident_Response-REDLINE.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cc9b817af05174778314708ddb80f0b7c%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869096961299512%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BF7AjNijpQg8wkTDuHtD70dSJ%2B2Y4e%2FnhXYxdXJewnk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Vendor_Incident_Response-REDLINE.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cc9b817af05174778314708ddb80f0b7c%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869096961299512%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BF7AjNijpQg8wkTDuHtD70dSJ%2B2Y4e%2FnhXYxdXJewnk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Vendor_Incident_Response-REDLINE.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cc9b817af05174778314708ddb80f0b7c%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869096961299512%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BF7AjNijpQg8wkTDuHtD70dSJ%2B2Y4e%2FnhXYxdXJewnk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.surveymonkey.com%2Fr%2FVend_Incident_Resp&data=05%7C02%7Camy.klagholz%40nerc.net%7Cc9b817af05174778314708ddb80f0b7c%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869096961313290%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qHTNvWKPq%2F5ZO8yTsCy%2FYI2HvLNxcARG4sVs45Huu60%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Supply_Chain_Procurement_Language%2520-%2520Clean.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Ce7848f1a9eb945ad7efe08ddb80f0dd9%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097032309952%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=QMo32s7izBd9fanWBXNqj3JFLBTUpKodAopwpzvAy%2Fk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.surveymonkey.com%2Fr%2FSC_Proc_Lang&data=05%7C02%7Camy.klagholz%40nerc.net%7Ce7848f1a9eb945ad7efe08ddb80f0dd9%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097032354659%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ctawkQdt4I3bkSWtroEWod62WnEAII1tHJL7hzFuKVU%3D&reserved=0
https://www.nerc.com/pa/Stand/Pages/Project-2023-07-Mod-to-TPL00151.aspx
https://www.nerc.com/pa/Stand/Pages/Project-2023-07-Mod-to-TPL00151.aspx
https://nerc.checkboxonline.com/250F38B8-75E6-44E5-BA92-F00F14826566
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Procurement Language: CLEAN | Draft Security Guideline: Supply
Chain Procurement Language: REDLINE

the email address and full submission
instructions.

Request for Comments on the Electric Sector — Primer for Cloud and
BCSI Protection: Version 2 Draft Security Guideline: The RSTC
reviewed the initial draft of the Electric Sector: Primer for Cloud and
BCSI Protection and approved it for a 45-day industry comment
period.

Interest in cloud technology has been increasing. This security
guideline provides supplemental information for the ERO Enterprise-
endorsed Implementation Guidance: Usage of Cloud Solutions for
Bulk Electric System (BES) Cyber System Information (BCSI), which
provides guidance on using encryption to protect and restrict access
to BCSI in a cloud environment. This security guideline primer
presents basic cloud concepts, including the principles of information
protection.

The Security Working Group has revised the existing security
guideline per the RSTC triennial review process. All comments
received will be considered by the SWG sub-team responsible for this
security guideline revision.

A draft version of the guideline has been posted on the NERC website
for industry review: Draft Security Guideline Electric Sector: Primer
for Cloud and BCSI Protection: CLEAN | Draft Security Guideline:
Primer for Cloud Solutions and Encrypting BCSI: REDLINE

After reviewing the draft, and to submit
comments, you must first complete a brief
survey. Once the survey is complete, you
will receive access to the official comment
matrix.

Comments must be submitted via email
using the comment matrix, which includes
the email address and full submission
instructions.

6/30/2025

8/15/2025
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Supply_Chain_Procurement_Language%2520-%2520Clean.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Ce7848f1a9eb945ad7efe08ddb80f0dd9%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097032309952%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=QMo32s7izBd9fanWBXNqj3JFLBTUpKodAopwpzvAy%2Fk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Supply_Chain_Procurement_Language%2520-%2520Redline.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Ce7848f1a9eb945ad7efe08ddb80f0dd9%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097032335949%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tEFTB97xlXV2HY%2BBfplz6qEoocDFVLuXl7TMrLK21K4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Supply_Chain_Procurement_Language%2520-%2520Redline.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Ce7848f1a9eb945ad7efe08ddb80f0dd9%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097032335949%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tEFTB97xlXV2HY%2BBfplz6qEoocDFVLuXl7TMrLK21K4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2Fcomp%2Fguidance%2FEROEndorsedImplementationGuidance%2FCIP-004-7%2520R6%2520and%2520CIP-011-3%2520R1%2520-%2520Cloud%2520Solutions%2520for%2520BCSI%2520(RSTC).pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cec505ffce3c94aff745908ddb80f113f%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097062736414%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qUCk1OVlEXh%2BSGIe4GtW7QYyhsYt7G4u5WbkoAvskuk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2Fcomp%2Fguidance%2FEROEndorsedImplementationGuidance%2FCIP-004-7%2520R6%2520and%2520CIP-011-3%2520R1%2520-%2520Cloud%2520Solutions%2520for%2520BCSI%2520(RSTC).pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cec505ffce3c94aff745908ddb80f113f%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097062736414%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qUCk1OVlEXh%2BSGIe4GtW7QYyhsYt7G4u5WbkoAvskuk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Primer_Cloud_BCSI_Protection%2520-%2520CLEAN.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cec505ffce3c94aff745908ddb80f113f%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097062760017%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tFqqgTJdz3zOelkCL%2ByDKnv1gWlDtFu4Jy2OucQy%2BzU%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Primer_Cloud_BCSI_Protection%2520-%2520CLEAN.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cec505ffce3c94aff745908ddb80f113f%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097062760017%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=tFqqgTJdz3zOelkCL%2ByDKnv1gWlDtFu4Jy2OucQy%2BzU%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Primer_Cloud_BCSI_Protection%2520-%2520REDLINE.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cec505ffce3c94aff745908ddb80f113f%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097062772278%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=aI%2F0IlqEO9bWWWDsGPer9PwqQD8C5%2F06%2BJCbEV%2BYszw%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fcomm%2FRSTC_Reliability_Guidelines%2FSG_Primer_Cloud_BCSI_Protection%2520-%2520REDLINE.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7Cec505ffce3c94aff745908ddb80f113f%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097062772278%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=aI%2F0IlqEO9bWWWDsGPer9PwqQD8C5%2F06%2BJCbEV%2BYszw%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.surveymonkey.com%2Fr%2FPrimer_Cloud_BCSI&data=05%7C02%7Camy.klagholz%40nerc.net%7Cec505ffce3c94aff745908ddb80f113f%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638869097062784243%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZGflvFqu77rIk3on1k3rw8fWmLLXwONNwncWGJFrl6U%3D&reserved=0
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STANDARDS NEWS

NEw Webinar Resources Posted

NERC posted the slide presentation and recording from the industry joint webinar on
July 22, 2025, Project 2022-02 — Uniform Modeling Framework for IBR and Project
2021-01 System Model Validation with IBRs.

NEw Standards Committee Chair and Vice-Chair Request for Nominations

The Standards Committee nominating committee is seeking solicitation of
nominations for chair and vice chair beginning July 28, 2025. Nominations will be
accepted until August 22, 2025. Nominations may be made via another SC member or
via self-nominations. Any member nominated by another SC member will be
requested to confirm they accept the nomination. Please email nominations directly
to Dominigue Love. These will be shared with the nominating committee and the NERC

Register in the SBS

Standards Project Prioritization (June 2025)
Projected Posting Schedule

Project Tracking Spreadsheet

2025-2027 Reliability Standards Development Plan
(Filed With FERC)

One-Stop Shop (Status, Purpose, Implementation
Plans, FERC Orders, RSAWSs)

Submit Questions or Feedback

Board of Trustees’ SC liaison. At the September 17, 2025 SC meeting, elections for the chair and vice chair will be conducted immediately after
the consent agenda is completed. Nominations may be selected from the floor on the day of the election pursuant to Section 5 of the SC Charter.

GENERAL COMPLIANCE AND ENFORCEMENT NEWS

New Align Periodic Data Submittal Issues (Resolved)

After the deployment of Align Release 7.3.0 on July 12, 2025, it was discovered that
registered entity users could not assign tasks for in progress FAC-003-4 or PRC-023-4
Periodic Data Submittal (PDS) requests in Align. Registered Entities encountering this
issue were directed to contact their Regional Entity and determine next steps. The
temporary issue resulted from updating the Reliability Standard versions (FAC-003-5
and PRC-023-6) for User Story 23355, which is detailed in the in the Align Release
Notes 7.3.0, published on July 12, 2025, and can be found on the Align and SEL
webpage under the “Release Materials” section. The issue only affected currently “in
progress” PDS requests where the entity had not yet assigned responses.

Compliance Monitoring & Enforcement Program One-
Stop Shop

ERQO Enterprise Program Alignment Process
Consistency Reporting Tool (EthicsPoint)

Risk-Based Registration Initiative

Reliability Standard Audit Worksheets

Enforcement & Mitigation: Enforcement Actions
Align and ERO SEL
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https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20Registration%20Process%20for%20Category%202%20Generator%20Owner%20and%20Generator%20Operator%20Inverter-Based%20Resources.pdf
https://www.youtube.com/watch?v=C0fDHZllj2A
mailto:Dominique.Love@nerc.net
https://www.nerc.com/ResourceCenter/Pages/Align-SEL.aspx
https://sbs.nerc.net/
https://www.nerc.com/pa/Stand/Documents/Prioritization_June%202025.pdf
https://www.nerc.com/pa/Stand/Documents/Projected_Posting_Schedule.pdf
https://www.nerc.com/comm/SC/Project%20Management%20and%20Oversight%20Subcommittee%20DL/Project%20Tracking%20Spreadsheet.xlsx
https://www.nerc.com/pa/Stand/Documents/2025-2027%20Reliability%20Standards%20Development%20Plan_FERC.pdf
https://www.nerc.com/pa/Stand/Documents/2025-2027%20Reliability%20Standards%20Development%20Plan_FERC.pdf
https://www.nerc.com/pa/Stand/AlignRep/One%20Stop%20Shop.xlsx
https://www.nerc.com/pa/Stand/AlignRep/One%20Stop%20Shop.xlsx
https://support.nerc.net/
https://www.nerc.com/pa/comp/Pages/CAOneStopShop.aspx
https://www.nerc.com/pa/comp/Pages/CAOneStopShop.aspx
http://www.nerc.com/pa/comp/Pages/EROEnterProAlign.aspx
https://secure.ethicspoint.com/domain/media/en/gui/51749/index.html
http://www.nerc.com/pa/comp/CAC/Pages/Risk-Based%20Registration.aspx
http://www.nerc.com/pa/comp/Pages/Reliability-Standard-Audit-Worksheets-(RSAWs).aspx
http://www.nerc.com/pa/comp/CE/Pages/Enforcement-and-Mitigation.aspx
https://www.nerc.com/ResourceCenter/Pages/Align-SEL.aspx
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The fix for this issue was released on July 30, 2025. Any entities that were waiting for the fix to submit responses on the FAC-003-4 version of
their PDS request should now be able to assign and complete in the Align system. If you have any questions, please send them to
AskAlign@nerc.net. For technical support, please use https://support.nerc.net/ to submit a support ticket.

OTHER NEWS

NEw Webinar Resources Posted
NERC posted the slide presentation and recording from the webinar on July 14, 2025, Registration Process for Category 2 Generator Owner

and Generator Operator Inverter-Based Resources.

STANDARDS SUBJECT TO FUTURE ENFORCEMENT

Please refer to the U.S. Effective Dates page for the most up-to-date information on effective dates and for more detail on the table below.

U.S. Effective Dates for Reliability Standards

U.S. Effective Date Standard(s) Phased-In (Y/N)

October 1, 2025 BAL-004-WECC-4 — Automatic Time Error Correction | Implementation Plan No
TOP-002-5 — Operations Planning | Implementation Plan No

April 1, 2026 CIP-003-9 — Cyber Security — Security Management Controls | Implementation Plan No
TPL-008-1 — Transmission System Planning Performance Requirements for Extreme Temperature Yes
Events | Implementation Plan

July 1, 2026 CIP-012-2 — Cyber Security—Communications between Control Centers | Implementation Plan No

October 1, 2026 TOP-003-7 — Transmission Operator and Balancing Authority Data and Information Specification No
and Collection | Implementation Plan

April 1, 2027 BAL-007-1 — Near-term Energy Reliability Assessments | Implementation Plan No

October 1, 2028 CIP-015-1 — Cyber Security — Internal Network Security Monitoring | Implementation Plan No
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mailto:AskAlign@nerc.net
https://support.nerc.net/
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20Registration%20Process%20for%20Category%202%20Generator%20Owner%20and%20Generator%20Operator%20Inverter-Based%20Resources.pdf
https://www.youtube.com/watch?v=C0fDHZllj2A
https://www.nerc.com/pa/Stand/AlignRep/US%20Effective%20Date%20Status%20-%20Functional%20Applicability.xlsx
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-004-WECC-4.pdf
https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/BAL-004-WECC-4_Implementation_Plan_04102024.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-002-5.pdf
https://www.nerc.com/pa/Stand/Project202107ExtremeColdWeatherDL/2021-07%20Final%20Ballot_Phase%202_Implementation%20Plan_TOP%20and%20EOP-011_clean_Sep2023.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-003-9.pdf
https://www.nerc.com/pa/Stand/202003_Supply_Chain_Low_Impact_Revisions_DL/2020-03_CIP-003-9_Implementation_Plan_clean_10262022.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TPL-008-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TPL-008-1.pdf
https://www.nerc.com/pa/Stand/Project202307ModtoTPL00151TransSystPlanPerfReqExWe/2023-07_Final_Ballot_Implementation_Plan_120224.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-2.pdf
https://www.nerc.com/pa/Stand/Project202004Modifications%20to%20CIP012DL/2020-04%20CIP-012-2_Implementation_Plan_final_ballot_Nov2023.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-003-7.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-003-7.pdf
https://www.nerc.com/pa/Stand/Project202203EnergyAssurancewithEnergyConstrainedR/2022-03_Final_Ballot_Implementation_Plan_112524.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-007-1.pdf
https://www.nerc.com/pa/Stand/Project202203EnergyAssurancewithEnergyConstrainedR/2022-03_Final_Ballot_Implementation_Plan_112524.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-015-1.pdf
https://www.nerc.com/pa/Stand/Project_202303_INSM_DL/2023-03%20Implementation%20Plan%20FB%20clean.pdf
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BOARD OF TRUSTEES AND FERC ACTION

NEw Resources for Third Quarter 2025 Board of Trustees and Board Committee Meetings Now Available

NERC’s third quarter Board of Trustees and Member Representatives Committee meetings are scheduled for August 13—-14, 2025 in Calgary,
Alberta, Canada. These meetings will be held in-person, with a webcast option. The webcast option will be listen/watch only and attendees will
not be able to make comments or ask questions via the webcast. Registration is available below and under Upcoming Events.

Resources and Schedule

August 13, 2025 August 14, 2025
Technology and Security Committee | NERC Quarterly Technical Session Member Representatives Committee
Agenda Package Agenda Package Agenda Package

9:00 a.m. Eastern 1:30 p.m. Eastern 8:00 a.m. Eastern
Regulatory Oversight Committee Board of Trustees

Agenda Package Agenda Package | Q3 Input
10:15 a.m. Eastern 9:45 a.m. Eastern

Finance and Audit Committee Schedule of Events

Agenda Package** (**to be posted

by August 6, 2025)

11:30 a.m. Eastern

New NERC Filing
On July 31, 2025, NERC submitted to FERC a compliance filing regarding revisions to its Rules of Procedure (ROP) Appendix 4E.

All filings to FERC for 2025
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https://www.nerc.com/gov/bot/bottsc/Agendas%20Highlights%20and%20Minutes/TSC%20Agenda%20Package%20-%20August%2013%202025.pdf
https://www.nerc.com/gov/bot/QuarterlyTechnicalSessions/Technical%20Session%20Agenda%20Package%20-%20August%2013%202025.pdf
https://www.nerc.com/gov/bot/MRC/Agenda%20Highlights%20nad%20Minutes%202013/MRC-Agenda-Package-August-14-2025.pdf
https://www.nerc.com/gov/bot/ROC/BOTROC/Regulatory%20Oversight%20Committee%20Open%20Meeting%20Agenda%20Package%20-%20August%2013%202025.pdf
https://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Board%20of%20Trustees%20Open%20Meeting%20Agenda%20Package%20-%20August%202025%20Attendees.pdf
https://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Q3-Input-Letter-Package-August-2025-PUBLIC-POSTING.pdf
https://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Schedule%20of%20Events-August%20%202025_Current_PUBLIC.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/July%202025%20Appx%204E%20Compliance%20Filing%20-%20CCCPP%20Revisions_signed.pdf
https://www.nerc.com/FilingsOrders/us/Pages/NERCFilings2025.aspx
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UPCOMING EVENTS
For a full accounting of upcoming events, please refer to the NERC Calendar.

Workshops and Conferences

Event Time Date Location Registration
BES Protection System Mis operation Reduction | All Day October 7-8 Salt Lake City, UT Details
Workshop (WECC Office)

GridSecCon 2025 All Day October 7-10 Las Vegas, NV Details
Monitoring and Situational Awareness Technical | All Day October 21-22 Little Rock, AR Details
Conference

BES Operating Agility Workshop All day October 22-23 Little Rock, AR Details

Event Time Date Registration
NEw Modernization of Standards Process and Procedures Task Force — | 4:00-5:00 p.m. Eastern August 5 Details
White Paper Virtual Q&A Session: Standards Initiation

NEw Modernization of Standards Process and Procedures Task Force — | 12:00-1:00 p.m. Eastern | August 6 Details
White Paper Virtual Q&A Session: Standards Development

Project 2020-06 — Verifications of Models and Data for Generators 11:00 a.m.=12:00 p.m. August 6 Details

NEw Modernization of Standards Process and Procedures Task Force — 11:00 a.m.—12:00 p.m. August 8 Details
White Paper Virtual Q&A Session: Standards Balloting Eastern

uppATED Cold Weather Preparedness Small Group Advisory Sessions (SGAS) | 1:00—3:00 p.m. Eastern August 18-22 | Details
Project 2022-05 — Modifications to CIP-008 12:30-2:00 p.m. Eastern | September 22 | Details

Standing Committee Meetings and Conference Call

Event Time Date Registration

NERC Third Quarter 2025 Meetings

See Registration Details

August 13-14

Virtual | In-Person

Standards Committee Meeting 1:00-3:00 p.m. Eastern August 20 Virtual
Reliability and Security Technical Committee (RSTC) Meeting All day September 10-11 | In-Person
Standards Committee Meeting 10:00 a.m.—3:00 p.m. Eastern | September 17 Virtual
Standards Committee Meeting 1:00-3:00 p.m. Eastern October 15 Virtual
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https://www.nerc.com/Pages/Calendar.aspx
https://www.eventbrite.com/e/2025-bes-protection-system-misoperation-reduction-workshop-registration-1447297518839?aff=oddtdtcreator
https://web.cvent.com/event/265526a3-f860-435b-a507-a7c78f60f4a8/summary
https://www.eventbrite.com/e/2025-msa-technical-conference-and-bes-operating-agility-workshop-registration-1481638042269?aff=oddtdtcreator
https://www.eventbrite.com/e/2025-msa-technical-conference-and-bes-operating-agility-workshop-registration-1481638042269?aff=oddtdtcreator
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnerc.webex.com%2Fweblink%2Fregister%2Fr9cfed7c937e326cccb8166d18ecfa11f&data=05%7C02%7Cnasheema.santos%40nerc.net%7C6b2f9d56476e4417791208ddceb4906d%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638893997136781816%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TTUGQ8VBJA2HOaxHJrG7mKsOjeMRGpHk1GCEOCqV1Fw%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnerc.webex.com%2Fweblink%2Fregister%2Fr952917dccf2f0d7f7324877e2d401d05&data=05%7C02%7Cnasheema.santos%40nerc.net%7C6b2f9d56476e4417791208ddceb4906d%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638893997136811813%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=SQ8zMl56%2B%2Fadsu0hmNdhyxViM%2ByWtkKPjNkRj0TFzSE%3D&reserved=0
https://nerc.webex.com/wbxmjs/joinservice/sites/nerc/meeting/download/21eec6e99c4f43a697c1d6eb7463bb13?siteurl=nerc&MTID=m1db64eeef2c9b731c12845cba52fb7c9
https://nerc.webex.com/webappng/sites/nerc/meeting/register/2bf33398054b4060be65ef2582022798?ticket=4832534b00000007de389c182661fa5cd85b961bbe954b9547d392ad2c096221468506ca3d8cd7c4&timestamp=1754322446936&RGID=r630b37a89d2edf596f33becca1e4dadf&isAutoPopRegisterForm=false
https://nerc.webex.com/webappng/sites/nerc/meeting/register/723cfebc168744ff863cd8f11ff9aa03?ticket=4832534b0000000768c6a85757f6b4d57b54c953bbe67dd8c12193331063ad04ca553528d5a5450d&timestamp=1754061527981&RGID=r4e9c33beaeda7c0094176913114405b1&isAutoPopRegisterForm=false
https://nerc.webex.com/wbxmjs/joinservice/sites/nerc/meeting/download/347eab1e628744b5b3e3e005a4ba26c1?siteurl=nerc&MTID=m259b30abfada22944974c0e857d26301
https://www.eventbrite.com/e/nerc-3rd-quarter-2025-meetings-virtual-registration-registration-1394831571779?aff=oddtdtcreator
https://www.eventbrite.com/e/nerc-3rd-quarter-2025-meetings-in-person-registration-registration-1394759506229?aff=oddtdtcreator
https://nerc.webex.com/weblink/register/rfb646ba6eb60129b0cc52d7e4f46f99e
https://www.eventbrite.com/e/reliability-and-security-technical-committee-meeting-september-2025-registration-1481834981319?aff=oddtdtcreator
https://nam04.safelinks.protection.outlook.com/ap/t-59584e83/?url=https%3A%2F%2Fteams.microsoft.com%2Fl%2Fmeetup-join%2F19%253ameeting_NzRjNWZiZjktYzhmMC00MWM5LTlmMWItOTM1MjM2MGU5YWVk%2540thread.v2%2F0%3Fcontext%3D%257b%2522Tid%2522%253a%2522a2d34bfa-bd5b-4dc3-9a2e-098f99296771%2522%252c%2522Oid%2522%253a%25220fa32fb4-23ce-4f8c-b7d2-764b835b2858%2522%257d&data=05%7C02%7Cmaureen.murtha%40nerc.net%7C493e5f8a0b5d49bdd8a308ddc3a32490%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638881827653793854%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qpwpnaxXBbkKLnsk0AoYKJWSmLLmR%2BN9O0555%2BQ8dts%3D&reserved=0
https://nerc.webex.com/weblink/register/r37f4250c3b3e4d1b513f286cffc89422
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Standards Committee Meeting

1:00-3:00 p.m. Eastern

November 19

Virtual

Standards Committee Meeting

10:00 a.m.—3:00 p.m. Eastern

December 9

Virtual

ERO Enterprise Events

Event Time Date Registration
serc System Operator Conference All Day September 9-11 | Details
serc System Operator Conference All Day October 14-16 Details

Standard Drafting Team Meetings

Please refer to the Standards calendar for the most

p-to-date listing of upcoming meetings.

Project Time Date Registration
Project 2020-06 — Verifications of Models and Data for Generators 1:30-3:30 p.m. Eastern August 4 Details
NEwW Project 2024-02 — Planning Energy Assurance 1:00-3:00 p.m. Eastern August 6 Details
Project 2020-06 — Verifications of Models and Data for Generators 1:30-3:30 p.m. Eastern August 6 Details
Project 2023-01 — EOP-004 IBR Event Reporting 2:00-4:30 p.m. Eastern August 7 Details
Project 2023-09 — Risk Management for Third-party Cloud Services 3:00-5:00 p.m. Eastern August 7 Details
Project 2023-01 — EOP-004 IBR Event Reporting 2:00—-4:00 p.m. Eastern August 11 Details
Project 2022-05 — Modifications to CIP-008 Reporting Threshold 2:00—4:00 p.m. Eastern August 11 Details
Project 2023-09 — Risk Management for Third-party Cloud Services 3:00-5:00 p.m. Eastern August 12 Details
NEW Project 2024-02 — Planning Energy Assurance 1:00-3:00 p.m. Eastern August 13 Details
Project 2023-09 — Risk Management for Third-party Cloud Services 3:00-5:00 p.m. Eastern August 14 Details
Project 2023-01 — EOP-004 IBR Event Reporting 2:00—4:30 p.m. Eastern August 21 Details
Project 2023-09 — Risk Management for Third-party Cloud Services 3:00-5:00 p.m. Eastern August 21 Details
Project 2017-01 — Modifications to BAL-003 Phase |l 10:00 a.m.=12:00 p.m. Eastern | August 22 Details
NEW Project 2024-02 — Planning Energy Assurance 1:30-3:30 p.m. Eastern August 22 Details
Project 2023-01 — EOP-004 IBR Event Reporting 2:00-4:00 p.m. Eastern August 25 Details
Project 2022-05 — Modifications to CIP-008 Reporting Threshold 2:00—4:00 p.m. Eastern August 25 Details
NEW Project 2023-09 — Risk Management for Third-party Cloud Services All Day August 26—28 | Details
NEwW Project 2024-02 — Planning Energy Assurance 1:00-2:30 p.m. Eastern August 26 Details
Project 2022-05 — Modifications to CIP-008 Reporting Threshold 2:00—4:00 p.m. Eastern September 8 Details
Project 2017-01 — Modifications to BAL-003 Phase |l 10:00 a.m.=12:00 p.m. Eastern | September 12 | Details
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https://nerc.webex.com/weblink/register/r7400d44f8b13ca85c664643ced33522f
https://nerc.webex.com/weblink/register/r2bcdc8b4a0d8e4c2ab922a2fe6fc9fac
https://www.sercuniversity.org/learn/signin
https://www.sercuniversity.org/learn/signin
https://www.nerc.com/pa/Stand/Pages/Calendar.aspx
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2825
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2842
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2826
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2769
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2836
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2763
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2831
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2837
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2843
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2838
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2770
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2839
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2778
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2844
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2765
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2832
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2841
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2845
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2833
https://www.nerc.com/pa/Stand/Lists/stand/DispForm.aspx?ID=2779
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‘ Project 2017-01 — Modifications to BAL-003 Phase |l | 10:00 a.m.—12:00 p.m. Eastern | September 26 | Details |

ABOUT THE STANDARDS, COMPLIANCE, AND ENFORCEMENT BULLETIN

This weekly bulletin compiles a list of standards, compliance, and enforcement projects with actionable deadlines, as well as upcoming events,
recently posted resources, other NERC documents posted for comment, and other relevant news and information. Please email Maureen Murtha
with feedback on this bulletin. The current bulletin and old bulletins are available under “Program News” on both the Standards home page and
the Compliance & Enforcement home page.

REGISTRATION: If you would like to receive this bulletin or be added to a NERC distribution list, you must first register an account in the ERO
Portal. Once you have registered your ERO Portal account, authenticated your credentials with DUO, and completed your profile, please submit
a ticket through the Help Desk by selecting the “NERC Email Distribution List” option under the Applications menu. In the Description Box, please
specify which lists you would like your email address to be added to. If you are unsure of which distribution list —you would like to be added to,
an excellent starting point is the “Committee” page. You can note the committee abbreviation, which represents the distribution list you would
like to join, in the Description Box. If you have other NERC-related or specific Standards projects you are interested in, you may request those as
well. If you are interested in general information, please request to be added to the NERC-info distribution list, which covers most NERC
announcements. This bulletin is distributed to several lists, including the Standards distribution list (Standards-specific announcements) and the
NERC-info distribution list.
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