
 
 

 

 

Lesson Learned 
Importance of Backup Energy Management System 
Failover Testing after Network Device Reconfiguration 
 
Primary Interest Groups 

Reliability Coordinators (RCs) 
Transmission Operators (TOPs)  
Transmission Owners (TOs) 
 
Problem Statement 

There was a loss of energy management system (EMS) supervisory control and data acquisition (SCADA) 
functionality for 49 minutes during a scheduled transfer of the EMS from the alternate control center (ACC) 
to the primary control center (PCC). 
 
Details 

Prior to performing maintenance on the PCC’s uninterruptable power supply (UPS), all functionality of the 
EMS system, including the communication circuits, was successfully transferred from the PCC to the ACC. 
Upon completion of this maintenance work, the EMS communication circuit vendor was contacted and 
notified of the organization’s intent to request a transfer of the communication circuits from the ACC to the 
PCC as soon as the PCC was made functional. The vendor provided the name and phone number of the 
technician who would be available to perform the switching.  
 
The EMS analysts attempted to bring system functionality back to the PCC but the attempt was 
unsuccessful. A full system restart was then performed to establish system functionality at the PCC. The 
PCC came on-line, but the ACC failed, and EMS analysts were unable to restore ACC functionality. At this 
moment, the EMS loss-of-functionality event commenced due to the EMS communication circuits still being 
connected to the failed ACC. It should be noted that an EMS loss-of-functionality event will occur every time 
a full system restart is performed, and the duration of a typical event is five to eight minutes.  
 
The protracted duration of this event is due to the communication vendor’s maintenance operation.  
Following the unsuccessful full system restart, the communication vendor was again contacted and was 
requested to transfer the communication circuits from the ACC to the PCC. The vendor reported that they 
were unable to proceed with the EMS communication circuit transfer because they were in the process of 
performing system maintenance. After the vendor completed this maintenance, the communication circuit 
transfer was successfully completed and EMS functionality was restored at the PCC. The duration of the 
EMS loss-of-functionality event was 49 minutes. At the event’s conclusion, the ACC remained in a failed 
state. 
  
Upon subsequent investigation, it was discovered that due to a recent and extensive network device 
reconfiguration, one of the parameters was in error, and this resulted in the inability to restore ACC 
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functionality via a full system restart. Device configuration modifications were then performed, and the 
ACC was successfully restarted with functionality restored.  

Control was transferred from the PCC to the ACC due to UPS maintenance. Communication circuits were 
routed to the ACC. 

After the completion of maintenance, the EMS analysts attempted to bring system functionality back at the 
PCC, but the attempt was unsuccessful. 

After other attempts to correct the PCC, a full system restart was attempted. The full system restart caused 
EMS loss-of-functionality. 

All PCC nodes were restored while all ACC nodes failed. The communication circuits were still routed to the 
ACC. 

The communication vendor was requested to transfer communications back to the PCC, but the vendor was 
performing maintenance for 15 minutes and was unable to initiate a transfer. 

EMS analysts initiated a second system restart but achieved the same results: all PCC nodes restored and 
all ACC nodes failed. 

The communication vendor was contacted again to transfer the communication circuit back to the PCC. 

The SCADA communication circuit transfer to the PCC was completed. The EMS loss-of-functionality event 
concluded. 
 
Corrective Actions 

 To minimize EMS downtime during EMS system restart operations, the existing EMS system restart 
checklist procedure was revised. This procedure defines all the steps necessary to perform a system 
restart. A flow chart was added with suggested analysis and steps to be taken when restarts do not 
perform as expected. Additionally, a new site isolation system was implemented to effectively 
separate and isolate PCC and ACC functionality. 

 A procedure was developed to ensure that no planned communication vendor maintenance is 
performed during periods when the EMS is being transferred between the PCC and the ACC. 

 The recent network device configuration modification was quite extensive, and one configuration 
parameter that was modified was found to be in error. This error resulted in the EMS loss-of-
functionality event. It is now believed that this errant configuration parameter may have been 
detected if full functional failover testing was performed. As a result, testing procedures associated 
with reconfigurations performed on the EMS network device were reviewed and updated. The 
changes are rated based on the potential impact to the EMS system, and the extent of testing 
performed is based on this rating. All EMS analysts were retrained for these new procedures. 

 
Lessons Learned 

 EMS maintenance and reconfiguration operations should be closely coordinated with vendors that 
are needed to support the changes to ensure that there are no overlaps in planned maintenance 
schedules. Succinct and accurate communication between registered entities and vendors is 
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essential to ensure that both parties fully understand their roles and obligations during planned 
maintenance operations.  

 Procedures for EMS system restart operations should be rigorously documented to ensure that the 
EMS can be restarted in the most rapid and secure manner. A step-by-step checklist for the 
procedure is desirable to ensure that no steps are overlooked. Steps should be included in the 
procedure to address conditions where restarts do not perform as expected.  

 Entities should periodically review EMS redundancy to ensure ongoing independence between sites, 
including full functional failover testing. 

 Entities should review and identify the extent of testing to be performed following significant EMS 
infrastructure reconfiguration. 

 

NERC’s goal with publishing lessons learned is to provide industry with technical and understandable 
information that assists them with maintaining the reliability of the bulk power system. NERC requests that 
you provide input on this lesson learned by taking the short survey provided in the link below.  
 

Click here for: Lesson Learned Comment Form 
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