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EXECUTIVE SUMMARY

The Vice Chair, Kevin Perry welcomed the members. NERC consultant Joe Bucciero conducted a roll call of members and participants in the room and on the conference call/webex. He then reviewed with the Team the need to comply with NERC’s Antitrust Guidelines. Mr. Perry reviewed with the Team and participants the proposed meeting agenda and objectives. The facilitators reviewed with the Team the consensus guidelines adopted at the SDT November 2008 Little Rock meeting. The Team reviewed and unanimously adopted the SDT February 2-4, 2009 meeting summary with corrections suggested by David and Michael Winter. The Team adopted unanimously the revised January 7-9, 2009 SDT summary. Stuart Langton, SDT facilitator, reviewed the current workplan and meeting schedule for both Phase I and Phase II development.
For the Phase I review, the SDT reviewed and unanimously adopted the Response report that has been developed at the February 2-4 meeting and was finalized and circulated to the SDT on February 13. Dave Taylor noted that Maureen was reviewing the response document and once completed it would be submitted to the Standards Committee possibly at their February 20 conference call. 
Scott Mix, NERC staff provided the Team with an update on the status of the Technical Feasibility Exception white paper that the SDT last reviewed in December, 2008 and the effort to convert it into a compliance document under NERC Rules of Procedure.  He noted that NERC attorneys have been reviewing and that there are no “show stoppers” as of this point. Prior to posting, NERC will share with the SDT. They anticipate posting for NERC industry wide input in the coming weeks for a 45-day posting period. The SDT discussion stressed the importance linking the posting of the TFE along with the Phase I ballot issues in terms of the industry’s response to Phase I standards/requirements proposals.  Following a broad discussion of issues and concerns, the SDT took a straw poll (11 in favor, 1 opposed) on the proposition to move forward as planned and agreed to on February 4, 2009.  On Thursday morning the SDT unanimously (18-0) adopted a motion to proceed forward on the agreed upon Phase 1 timeline and all related documents.
Dave Taylor talked to standards process manager earlier in the week and it appears that NERC will propose the standards process manager work with subset of SDT and VSL SDT to craft the VSLs for version 2 and be responsible for responding comments. The comments submitted by SDT 706 members urging the VSL SDT address both Version 1 and Version 2 VSLs to the VSL SAR were received but not accepted by the committee.  VSL version 1 and Version 2 will for industry comment simultaneously. Kevin Perry suggested that Dave Taylor distribute it to all SDT members and invite their review and comments.  Kevin Perry and Jackie Collett agreed to take the lead.

Michael Winters presented a 2nd draft of guiding principles for SDT consideration that were initially ranked but not discussed by the SDT on February 2.  He reviewed the changes he made and suggested the SDT rank the revised principles. The SDT agreed that these should be considered by the Team and industry as a work in progress and preliminary and should be prefaced in our summaries in that fashion. The set of preliminary guiding principles as revised and ranked 

Are as follows:

These SDT draft guiding principles are a work in progress and have been reviewed ranked and refined by the SDT. The SDT will use these principles as it develops its approach and strategies for revising the CIP standards. The SDT expects that these principles will continue to be refined going forward in its standards development process. The draft guidelines are listed below in order of greatest average acceptability (using a 4 point acceptability scale with 4= acceptable/agreement, 3=agreement with minor reservations; 2= unacceptable unless major reservations addressed and 1= unacceptable) 

1) A mapping of CIPs similar to the NIST 800-53 mapping will help quantify and assess the gaps, if any.  (3.9 of 4)  
2) Protection of the communication devices outside to the electronic security perimeters, are out of scope. (3.75 of 4)
3) Create non-proscriptive standards and employ a technical exception/compensating documentation process and guidance process to accommodate variations. (Resist creating exception based standards to accommodate every possible business and operations scenario) 
      (3.7 of 4).

4) Strive to preserve existing security investments and build upon the existing CIP requirements. (3.7 of 4)
5) It is imperative to protect the integrity of data throughout its transit. (3.7 of 4)
6) CIP requirements should consider the unique locational characteristics (e.g. substations, data centers, generation plant) and functional capabilities of the cyber assets to be protected. (3.7 of 4)
7) Use a consistent risk-based model to classify cyber assets (as critical/high impact, moderate impact, low impact.  This will allow for expansion of standards beyond Critical.  (3.7 of 4)
8) Consider the minimum security controls for high, moderate, low within NIST 800-53 to help model the CIP requirements for each level. (3.6 of 4)
NOTE: The SDT acknowledges that currently an entity’s cyber asset classification is subject to scrutiny by the compliance enforcement authority and applicable regulators. 

Bill Winters followed up on his white paper presentations at the previous two meetings and provided a power point on a possible approach to integration. He suggested the following in his presentation:
· Leverage work begun by NIST and MITRE- overlay CIP and NIST

· Heavy integration- CIP 002 with NERC versions of FISPS 199, 200. Etc.

· Moderate Integration- update CIP 002 to include categorization standard (FIPS 199 analog). Update CIP 003-009 with 800 53 elements to address gaps in 706. (10-21 MITRE/NIST e.g. CIP 005 augmentation.

· Light integration- 003-009 requirements to align with 800-53 controls. Draw on 800-53 controls to fill in gaps id in 706. Use NIST docs as guidance references throughout CIP.

· Start with light and migrate overtime to moderate and heavy.

Kevin Perry distributed a concept paper titled, “Risk Management  Framework  and  Protected Cyber Asset Identification” a day prior to the meeting. (See Appendix #  ) He introduced it at the end of day one with the following comments. The discussion started on day one and continued onto day two.
Jackie Collett presented the approach developed by a team with John Lim, Scott Rosenberger and John Varnell, that suggested the SDT should revise existing CIP –002 to include the functional and systems approach including some levels of protection. She noted that the reliability of the BES was the basis for the proposed approach to Phase II with a clear link between cyber assets and their function in the BES. A Functional risk assessment methodology could define critical vs. non-critical operating functions and define which cyber assets are involved.  The approach would include addressing significant gaps in CIP (they identified 5) She acknowledged that there are benefits in providing some gradations in protection of assets. E.g. control centers need protection. Finally she cautioned against the CIP being too tightly coupled to a standard developed and maintained by another group that when changed would affect the CIP. The discussion highlighted that: a systems approach is missing from CIP 002; a link should be made with NERC Principles of Reliability; and the standards should address enforcement of requirements. 

Scott Mix presented his strawman on FISMA asset selection first presented in Phoenix. The Team discussed the implications of his strawman for the SDT workplan and the connection with other approaches under discussion. 

In the morning and afternoon of day-two the members discussed the implications of the various approaches to Phase II. They agreed there were evolutionary and revolutionary gradations in the approaches discussed and suggested that their focus should initially be on CIP 002 even thought there may be other issues that need to be addressed in the other standards. The challenge from NERC’s Mike Assante was to try to produce an outcome-based standard vs. a prescriptive-based standards.  We should be focusing on what is it we want as a desired outcome and less initially on how to get there. Their comments ranging over a number of issues including: how to address un-trusted connections; demarcation of transmission and distribution; building on and tailor controls to BES; addressing changes in accelerating data rates; addressing industry expectations; and addressing computer vs. physical Standards. 

In the afternoon of day two, Michael Winters with assistance from the facilitators presented the following for SDT consideration and further discussion based on the review of the different concept papers. Consistent with SAR and FERC Order 706, Mr. Winters presented potential SDT Approaches to Phase II: 

1) 
Take Bill Winter’s proposed low to mid-level approach using the framework outlined by Scott Mix but going beyond status quo by addressing gaps as outlined in 706 as part of the NIST-CIP mapping and gap analysis. 

(How: Perform the mapping analysis of CIP to NIST using 706 view of where gaps exist in the CIPs)  

Consistent with Principle 1, 4, 5, 7 & 8

2) 
Address a consistent cyber asset selection and categorization method by leveraging Kevin’s and Jackie’s (and others) thoughts on where gaps exist.  Use FIPS 199 as another input or even the starting point but produce a BES version.

 
(How: Build a prototype, highlight the differences from existing CIP002 and let’s test it.)

Consistent with Principle 4, 7 

Guiding Considerations (taken from the SDT discussion) could include:

· Start with the NERC/BES assigned mission

· Take a functional approach CIP 002

· Take a systems approach in CIP 002 

· We need to address gradations of risk (e.g. high medium low) 

· A deficiency in the current NIST/FISMA regarding measurement and enforcement needs to be addressed in the SDT process.

· Address key challenges identified with current CIP: (e.g. piecemeal approach, not protecting assets needing protection; gaming; all or nothing; loss of asset, integrity/misuse, etc.)

· Address both the physical protection issues and the cyber protection issues, separately or not.

· Assume all outside an entity’s direct control should be treated as a un-trusted connection.

· Seek to develop more guidance and less modification of standards as an approach.

· Address CIP 2 R2 so that it doesn’t drive people towards the physical assets.

· Taking a cyber view should not preclude a physical view.

· Where possible, build on the existing work and research, models etc.  E.g. Build upon MITREs cross walk to the control families. 
· Focus on a shared view of the outcome that can capture all the attack vectors to make sure they have been assessed and have minimum security controls that we have not addressed in CIP.
The SDT members agreed they were not yet prepared to proceed with the approaches suggested by Michael Winters. Some suggested further clarification of what was meant by “functional” or “systems” approaches to 002.  After further discussion, the SDT agreed that a helpful next step would be to produce two strawman drafts of a revised CIP 002 based on the work to date. One would be prepared by Jackie Collett & John Lim and another would be prepared by Bill Winters and Kevin Perry with assistance from interested SDT members.  These would be distributed in advance of the March meeting and form the basis for the agenda in Orlando.

At the end of day two the SDT took stock of its progress and reviewed the schedule for both an cyber expert and stakeholder workshop and presentation to the NERC Members Representative Committee in early May, 2009.  The SDT agreed it needed to have sorted out and developed a clearer understanding and agreement on the Phase II approach prior to presenting a substantive briefing to the MRC. As as a result the SDT agreed to seek to provide a short “progress report” to the MRC in May and seek to present a substantive briefing at their August, 2009 meeting.  The SDT suggested scheduling the expert/stakeholder workshop in the early Summer.

The Team then evaluated the meeting in terms of what worked and what could be improved. The meeting adjourned at 3:30 p.m.
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I. Introductions, Agenda Review and Review of SDT Workplan

The Vice Chair, Kevin Perry, welcomed the members. Joe Bucierro conducted a roll call of members and participants in the room and on the conference call (See appendix #2). Mr. Perry reviewed the meeting objectives and Bob Jones, facilitator, reviewed with the Team and participants the proposed meeting agenda (See appendix #1).  Mr. Perry noted that at lunch on both days Harry Tom, NERC, would be seeking informal feedback from SDT team members on 
Mr. Bucierro reviewed with the Team the need to comply with NERC’s Antitrust Guidelines (See, Appendix #3).  He urged the Team and other participants in the process to carefully review the guidelines as they would cover all participants and observers.  He urged all to avoid behaviors or appearance that would be anti-competitive nature and also reminded the group of the sensitive nature of the information under discussion.

The Team reviewed and unanimously adopted the SDT February 2-4, 2009 meeting summary with corrections suggested by David   and Michael Winter. The Team adopted unanimously the revised January 7-9, 2009 SDT summary.

Stuart Langton, SDT facilitator, reviewed the current workplan and meeting schedule for both Phase I and Phase II development. (See Appendix #4) In particular he noted the proposed “expert workshop” that was currently scheduled for its April, 2009 meeting in Charlotte which Scott Mix was to help organize with the SDT members assistance, the opportunity to present a progress report to the MRC in early May and the possibility of a white paper for industry comment on the SDT’s conceptual approach to Phase II.

SDT Comments on Workplan

· Industry expert workshop planning- Is Duke aware of workshop plans? Facilities to support the workshop? Workshop plus? Sharon Edwards has indicated she has reserved a big room. The plan is to run it on  Wednesday morning for four hours

· Mike Assante expressed a desire that the workshop take place in D.C.  List of industry experts. Invitations will need to be made quickly.

· Where is the Orlando Utility Commission meeting location in Orlando? It is near the airport and NERC will issue a meeting announcement with nearby hotels.

· Mike Winters- what is the white paper product on Phase II? CIP 002? By July 2009? Can we get there faster? Phase II items.  Can we hasten the pace.?

· The SDT has been seeking to develop more understanding and possibly consensus for basic concepts and approach to Phase II from industry. This should make it easier to turn into requirements in standard development review cycles and get quicker into the refinement stage. If we can get the concept agreed to, then we can debate the particulars. Issues with pace. 

· White paper for industry comment? What are procedural implications. Nothing in guidelines about a white paper as a tool. The purpose is to gauge the level of industry support for direction and help to brief and educate early on.  Need to clarify what the intent of the paper will be and what will be in it.

II. 
Technical Feasibility Exception Update and SDT Discussion

Scott Mix, NERC staff provided the Team with an update on the status of the Technical Feasibility Exception white paper that the SDT last reviewed in December, 2008 and the effort to convert it into a compliance document under NERC Rules of Procedure.  He noted that NERC attorneys have been reviewing and that there are no “show stoppers” as of this point. Prior to posting, NERC will share with the SDT. They anticipate posting for NERC industry wide input in the coming weeks for a 45-day posting period. He noted the default language in Appendix 4C includes a self reporting non compliance procedure being proposed with a similar record keeping model. Since the SDT 706 most knowledgeable on issues, NERC wants to coordinate and consult with members. However the SDT is not responsible for the TFE.  
The SDT discussion stressed the importance linking the posting of the TFE along with the Phase I ballot issues in terms of the industry’s response to Phase I standards/requirements proposals.  Following a broad discussion of issues and concerns, the SDT took a straw poll (11 in favor, 1 opposed) on the proposition to move forward as planned and agreed to on February 4, 2009.  On Thursday morning the SDT unanimously (18-0) adopted a motion to proceed forward on the agreed upon Phase 1 timeline and all related documents.

Member Discussion Comments

· Need to make sure this is at least static by the time we put out phase I for vote.

· SDT intent in passing Phase I products is that NERC Rules of Procedures will posted for industry comment for at least 14 days prior to initial ballot on Phase I. Pre- ballot period is normally 30 days but will be extended connected with the TFE posting. 

· 45 day comment will be followed by response to “significant” comments by NERC. Updating, as necessary and then submitted to BOT for approval. Then to FERC for approval with an opportunity for public comment.

· SDT role? FERC said SDT could apply at TFE in other areas that support operations and safety to insert TFE into a requirement. What about a removal of business judgment and acceptance of risk? TFE doesn’t address.

· No drafting teams involved in ROP. Mike Assante will present for industry comment. SDT can have input to NERC staff but no control over ROP language.

· Does the current TFF draft say what language must be in a requirement? Requirements say do if technically feasible. Does it say TFE anywhere? Does that language appear in every standard?

· Appears in 4 areas in Phase I requirements: 3 areas in CIP 7 and 1 area in CIP 6 alternative measures of protection.

· May be other places where a TFE might be applicable.

· Requirements are the only thing that is enforceable. Operational and safety concerns included as order provides. FERC would be open to accepting TFE into requirements.

· Requirement by requirement. Sub requirement by sub requirement.

· Do we need to put in Phase I document?

· Timing issues. If SDT pulls back Phase I.  Given language proposing, are we going to have to do emergency phase 1A on heels of it that clarifies TFE?  In the form of an interpretation?

· Current draft of TFE says, as “specifically identified in standard.”

· Problem is the July 1, 2009 audit date from the FERC order. TFE will go through NERC ROP process. The posting and comment process won’t be nailed down until later in the year.  It is apparent that concern is TFE is applicable to “Version 1 CIP Standards.” Working on Version 2.  Draft TFE identifies version 1. Then going forward Version 2 applicable as designated within requirement itself.

· Modify version 2 (phase 1) figure out which requirements are applicable to use a TFE.  30 days in the current schedule is provided for Board review. Pre-ballot review period.

· It will be difficult to still meet schedule if we modified requirements to include TFE language. Posting for comments for modifying language again.  “Comment response and resolution” 

· Practically speaking, we received a number of comments on the Phase I TFE language, and we should expect the same amount of comments if not more for the TFE process.

· Worried about CIP 002-009 review- SDT never had a safety and operations review. What is harm in submitting TFE on any standards?  

· It is a potential resource issue in terms of NERC processing, investigating, and reviewing requests.

· If you want to take a TFE, you will have to provide justification.  People are going to be aware of need for justification and won’t try to abuse the system. We can try to guess where TFE is applicable. But that will not be a valuable effort. E.g. what are all the emergency conditions are requiring a TFE. If we miss it we harm somebody. Entity can choose to file TFE if they can justify and get approved, if not they will be in jeopardy.

· Compliance philosophy- may be seen as shooting holes in standards if you can request TFE for anything. 

· ROP: “Comment resolution process”- NERC must incorporate the “well founded” comments and respond to the others. 

· Problem is not the TFE process. We took things out of Phase I that people think were covered by TFE.  If we don’t do something about this the industry will vote this down.

· Need a review and cover “heavy hitters” that would cause industry to vote down Phase I.

· This doesn’t address reasonable business judgment piece.  FERC take it out. If it looks like this it will be rejected.

· TFE can be a valuable tool to better protect the BES. Industry shouldn’t hide, but call it out. By calling it out, it allows peers in industry to share strategies. Allows for another set of eyes to say we figure it out. Is there another mechanism to allow for peer review? Not as part of ROP.  If we limit it, it will take away from what we are trying to do.

· The current compliance process calls this out at the regional and NERC levels.  Regional entity and ERO allowed to say we’ve run across this in other audits etc. have you thought of this?

· FERC requires report each year on which requirements are having TFEs being requested for? Yes but redacted at a high level, not on an entity or regional basis. But there should be enough to allow industry to see what the actual technical problem is.  Can we leverage this to improving our overall security posture?

· Regions have other venues to discuss how to do something, such as work groups.

· If we go back and address TFEs we will have to hear from industry.  Version 2 standards will address this, and the Phase I language that is there now may be sufficient.

· SDT should be responsive to industry once TFE settles. May need to put out Version 3 quickly to address any industry issues. 

· Let’s go forward and respond as needed.

· Concerned about SDT standard response to comments regarding reasonable business judgment and TFE process.   Is this true  “should” as part of the response?  E.g. page 188, Removal of reasonable business judgment comment and response: “The expansion of TFE should address.”

· FERC 158- should not be allowed to use TFE on basis of reasonable business judgment”

·  “Address concerns,” not replace TFE. We can acknowledge concerns regarding removal of reasonable business judgment. Inserted some flexibility back with TFE. Enough flexibility in all the right places? It is in all places we think it needs to be.

· SDT should go with what we have in terms of Phase I with the risk it industry voting it down.  Don’t have a good solution. Need to pick the best of a set of bad solutions.

· Team has gone through responses. Documents are consistent with comments.

· If we change TFE language, would we have to change responses? Possibly yes. 

· SDT should move forward with track we are on.  Post for pre-ballot review. Industry can vote no with negative comment.  If ballot is no, NERC will file something by June, 2009 to FERC. Let the TFE debate take place in that ROP procedure.  Phase 2 version 3- include language in those standards.

· If we make even 1 change- fall prey to “hurry up”.  Let’s not let perfection get in the way of adequate here.

· If it goes out for initial ballot and a negative vote recirculation, can we change the standards before re-circulating? No, can’t modify at that point.

· If we get 1 negative vote with comments, that will trigger a recirculation ballot.  Develop reply comments and post those. Ballot is same unless you change it.

· Test by straw poll going forward: 

· Go ahead and proceed with approved Phase I documents including response document to posting for pre-ballot comment period, post for balloting at least 14 days after TFE posted by NERC and see what happens.  (Straw poll: 11 (10/1)  for  and 1 against)
· If the industry is opposed, will become apparent after first ballot. If that happens, SDT can withdraw the standards.

· On Thursday morning the SDT unanimously (18-0) adopted a motion to proceed forward on the agreed upon Phase 1 timeline and all related documents.

III.
VSL SAR Committee Update

Dave Taylor talked to standards process manager earlier in the week and it appears that NERC will propose the standards process manager work with subset of SDT and VSL SDT to craft the VSLs for version 2 and be responsible for responding comments. The comments submitted by SDT 706 members urging the VSL SDT address both Version 1 and Version 2 VSLs to the VSL SAR were received but not accepted by the committee.  VSL version 1 and Version 2 will for industry comment simultaneously. Kevin Perry suggested that Dave Taylor distribute it to all SDT members and invite their review and comments.  Kevin Perry and Jackie Collett agreed to take the lead.

IV. 
Phase I Response Document

Kevin Perry noted the SDT had provisionally accepted the Response Document at its February 2-4 in Phoenix.  Dave Taylor noted that Maureen was reviewing the response document and once completed it would be submitted to the Standards Committee possibly at their February 20 conference call. The SDT members indicated they were happy with the draft that was completed following the meeting that was consistent with the SDT decisions on responses made at the Phoenix meeting. The Response document sent to the SDT members on February 13.

SDT Member comments and suggestions:

· Suggest a sentence as part of the deferral to Phase 2 response: “The Phase 1 revision to the CIP 002 were focused on the high priority issues raised by FERC in its Order 706 and by the industry. Additional comments provided are better suited for feedback in Phase 2 and subsequent phases of the CIP standards.”

· Senior manager his/her role

V. Phase II Concept Development

A. 
Guiding Principles- Michael Winters

Michael Winters presented a 2nd draft of guiding principles for SDT consideration that were initially ranked but not discussed by the SDT on February 2. (See Appendix #5 for rankings and comments)  He reviewed the changes he made and suggested the SDT rank the revised principles. Below are the “clean version” for the principles resulting from the discussion and suggestions on February 18. The SDT agreed that these should be considered by the Team and industry as a work in progress and preliminary and should be prefaced in our summaries in that fashion.
The set of preliminary guiding principles as revised and ranked are:

These SDT draft guiding principles are a work in progress and have been reviewed ranked and refined by the SDT. The SDT will use these principles as it develops its approach and strategies for revising the CIP standards. The SDT expects that these principles will continue to be refined going forward in its standards development process. The draft guidelines are listed below in order of greatest average acceptability (using a 4 point acceptability scale with 4= acceptable/agreement, 3=agreement with minor reservations; 2= unacceptable unless major reservations addressed and 1= unacceptable) 

1. A mapping of CIPs similar to the NIST 800-53 mapping will help quantify and assess the gaps, if any.  (3.9 of 4)  
2. Protection of the communication devices outside to the electronic security perimeters, are out of scope. (3.75 of 4)
3. Create non-proscriptive standards and employ a technical exception/compensating documentation process and guidance process to accommodate variations. (Resist creating exception based standards to accommodate every possible business and operations scenario) 
a. (3.7 of 4).

4. Strive to preserve existing security investments and build upon the existing CIP requirements. (3.7 of 4)
5. It is imperative to protect the integrity of data throughout its transit. (3.7 of 4)
6. CIP requirements should consider the unique locational characteristics (e.g. substations, data centers, generation plant) and functional capabilities of the cyber assets to be protected. (3.7 of 4)
7. Use a consistent risk-based model to classify cyber assets (as critical/high impact, moderate impact, low impact.  This will allow for expansion of standards beyond Critical.  (3.7 of 4)
8. Consider the minimum security controls for high, moderate, low within NIST 800-53 to help model the CIP requirements for each level.  (3.6 of 4)
NOTE: The SDT acknowledges that currently an entity’s cyber asset classification is subject to scrutiny by the compliance enforcement authority and applicable regulators. 
B. 
NIST/CIP Integration- Bill Winters
Bill Winters followed up on his white paper presentations at the previous two meetings and provided a power point on a possible approach to integration (See appendix #6). He suggested the following in his presentation:
· Leverage work begun by NIST and MITRE- overlay CIP and NIST

· Heavy integration- CIP 002 with NERC versions of FISPS 199, 200. Etc.

· Moderate Integration- update CIP 002 to include categorization standard (FIPS 199 analog). Update CIP 003-009 with 800 53 elements to address gaps in 706. (10-21 MITRE/NIST e.g. CIP 005 augmentation.

· Light integration- 003-009 requirements to align with 800-53 controls. Draw on 800-53 controls to fill in gaps id in 706. Use NIST docs as guidance references throughout CIP.

· Start with light and migrate overtime to moderate and heavy.

The facilitators asked the SDT members to address what do you like most about the proposal.

Member Comments and Suggestions
· Do you intend a sequential work process? Yes explore this moving into this over some timeline. Assessment of how fast to move. Proposing heavy with a ramp up.

· NIST mapped initially CIP 005. Then looked at gaps with 800-53- harmonized standards by adding into CIP standard 005. This was done as an example and exercise to see how that worked. Full spread sheet- 2nd document is the entire mapping. (see pp 2 of Bill Winter’s ppt.). 

· When this was done, they didn’t take into account all the CIP standards other than 005 nor consider the FAQ?
· How to do this and address conceptual differences between two? What are the differences. E.g. CIP 005 doesn’t have controls. Tried to keep CIP as existed and tried to do. 

· Suggest the SDT continue to explore this going forward.
· What are the limits, if any, in regards to ANSI process?

· I.e. do our own processes hamstring us? Do we need to think further outside our box?

· Ways both around and through- e.g. guidance documents- guidelines in support of a standard. Including supporting docs and supplemental info. Solves issue of “embedded” guidance. Informative vs. normative ?  This is non binding and functional.
· NIST/FISMA- extensive supportive reference documents builds a stronger approach to cyber security.

· Not ready to go to heavy integration. Do like the graduated approach. It is essential that we address CIP 002 first. Kevin’s paper seems to attempt that.  Going from light to heavy doesn’t address the CIP 002. Concept is great, but not ready for the whole cup of koolaide.

· Jump to the medium. It will be a long march through “corn starch” of “light.” Starting at medium makes sense.  We are most interdependent of structures. Chemical, water, transportation, all going towards the NIST standards approach.

· ISA 99- security standards work group.  SDT 706 should review how they are approaching it. KS willing to report back.

· Considering more than 3 levels. Requirements are very near to 800-53. Appendix- applied in a control system environment.  Making them control system specific.

· 800-82 guidance document- not a standard without requirements. Provides implementation guidance.

· We should be careful not to limit ourselves.

· Light to moderate approach is complementary to our principles.

· Identification of challenges for CIP.

· “How” 

· ISA 99- is similar to the moderate integration proposal.

C. 
Risk Management Framework and Protected Cyber Asset Identification- Kevin Perry
Kevin Perry distributed a concept paper a day prior to the meeting. (See Appendix #7) He introduced it at the end of day one with the following comments. The discussion started on day one and continued onto day two. 
· Set of cyber assets (control systems) directly affecting the BES. 

· Identify those systems that have direct control function or direct visability function. Doesn’t matter where it is. 

· Look at those critical/essential to reliability function.

· Who is feeding data that you must have, keeping going out. You may cross your neighbor’s border? KC power and light feeds EMS data to SPP, SPP feeds them data. Essential to SPP.  You get cyber assets having some impacts on BES. What is that impact on the BES? High, medium low impacts determined.

· List of cyber assets that have to be protected. Define perimeters. Apply graduated set of controls based on the impact like 800-53.

· Set criteria on regional basis for conformity.

· Consistent with the principle, depending on the cyber asset itself, the controls will vary.

· Address cherry picking approach. --vulnerability

· Ignored cyber assets with similar functions

Initial SDT Comments

· Is this not a big departure? Still have to establish relationship between cyber assets and other BES. BES Critical assets and then cyber assets associated with them. Identify all cyber assets that touch things.

· This turns process upside down. 

· Dynamic system- things change.

· Description of functional approach.   

· ERCOT annually reassessing what is critical.

· This is consistent with how to develop NERC equivalent with FIPSE documents. Consistent with risk assessment model. Those describe what need to be in NERC version of these documents.

· Today we look at physical facilities. Determine if it is critical to BES if it is lost. Then sub-set of facilities look at cyber assets for that facility. E.g. Entergy has over 100 generating plants. If 5 or 6 or critical, then don’t look at the others. IPPs under certain conditions may be in the path.

· Inventory all cyber assets and impacts of each and then protect accordingly. Conditions can change but the cyber assets have the same characteristics.

· Like the idea of giving the primary charge at the reliability  coordinator level.

· A lot of issues raised are also discussed in the draft critical asset id guideline. How close will this concept apply? Are we casting the net too wide? Protecting everything that is a computer? Is industry prepared to accept?

· Under today’s approach, we wouldn’t consider the SM Honda 2.0 generator vulnerability.  Proposal has an impact analysis- and as such is loosely related to current method.

· Under this model, how many would be deemed to be “securable”? All 103 minimum on control systems at the plants. Different number of controls on control systems impact. 
· Are we expanding this for the industry by a factor of 20? 
· Yes, but this should be phased in over time- phased roll out to transition.  This causes you to look at everything, but phase in over time. 

· Common mode failure is a problem. One system considered critical another may not be. Tied together systems- sending or receiving data- need some way of verifying data validity.  Lots of systems in use to keep bad things from happening.  Focus should be on checking validity of data to keep common mode failures to a minimum.  This scenario is not as bad as portrayed. The SDT can work on standards to improve.  Common mode failure should not drive us to say every thing is a critical cyber.  

· Concept requires industry to figure out what systems are talking to other systems. I am feeding data to your system and you are relying on my data, my system is a critical asset. 

· Shouldn’t data validity checks  take care of this?

· Conceptually we shouldn’t start with an engineering study before identifying cyber assets.

Day Two Discussion

· Desired outcome as stated in the paper is consistent with CIP 2 outcome. 

· Get to a list of cyber assets having an impact on BES and an entity has to be able to justify how they got there.

· Rather not tell them how they are going to do this. Problem is R2 of CIP 002. List of facilities that have a high impact on BES. It has meant we don’t look at first cyber asset until the facilities list is developed. That is where heartburn exists with existing standard approach.

· Jackie Collett has a good approach. Others took a different approach- engineering analysis if unit went off line or disappeared. Didn’t consider cyber systems/assets until they narrowed the list of facilities.

· Could be a “high impact” system of a broader approach.

· Kevin Perry agrees that not every cyber asset has to be protected. If it touches, or open and close breakers needs some minimum set of controls. Look at Aurora vulnerability to understand concern. It wasn’t they blew up industrial generator but it was the gaining access and turn from a protective to a damaging device.

· CIP 002 R2 has to go. R3- how we get there- look at and justify the right list. Any approach will work.
· We have to apply NIST experience and Kevin’s paper incorporates a functional view as Jackie is describing. FIPS 199 is categorization process. Are we in “violent” agreement but approaching from different ends of perspective?
· NIST- not good guidance on how to do 199- learn by experience. Look at system from a functional perspective.

· If we take a systems perspective we will get too granular or lose broader perspective. Look at from functional perspective, how they map back to systems in terms of impact- that is where the industry needs SDT to head.

· Deficiencies in 002- give industry the guidance it needs. Through the guidance process. Need to agree that we are talking about the right assets.  

· Key problem- keep looking at CIP standards and 800-53. Should acknowledge CIP deficiencies.  Tools to mitigate identified risk that have impact on mission functions. Process of tailoring and scoping.

· Look at system that has a function, may not apply all controls. Can’t do under CIP making it difficult to implement.

· CIPs are black/white, requirements-based approach vs. an objectives-based approach.

D. 
Revise existing CIP –002 to include the functional and systems approach including some levels of protection. Jackie Collett, John Lim et al
Jackie Collett presented the approach developed by a team with John Lim, Scott Rosenberger and John Varnell, that suggested the SDT should revise existing CIP –002 to include the functional and systems approach including some levels of protection. (See Appendix #8 for White Paper)  She noted that the reliability of the BES was the basis for the proposed approach to Phase II with a clear link between cyber assets and their function in the BES. A Functional risk assessment methodology could define critical vs. non-critical operating functions and define which cyber assets are involved.  The approach would include addressing significant gaps in CIP (they identified 5) She acknowledged that there are benefits in providing some gradations in protection of assets. E.g. control centers need protection. Finally she cautioned against the CIP being too tightly coupled to a standard developed and maintained by another group that when changed would affect the CIP. The discussion highlighted that: a systems approach is missing from CIP 002; a link should be made with NERC Principles of Reliability; and the standards should address enforcement of requirements. 

Member Discussion Comments
· Key difference with Kevin’s approach. Functional risk assessment methodology- define critical vs. non-critical operating function and define which cyber assets are involved.

· Operations functions may be broader. Generation is the function provided not just by the physical unit and is treated as part of the system. Includes plant control and functions and other systems. 

· Common modes have to be protected. The Team may need to provide more explanation as they did this before the risk assessment guidelines came out last week.

· Why do we need to look at all cyber assets if they won’t have an impact on BES?
· The approach suggests providing more guidance and less change/modification in the CIP standards.

· Systems Approach Missing from CIP 002. The SDT seems to agree that 002 is missing a systems approach- is there consensus?
· You can’t leave the SCADA system off the list.

· Does a systems approach adjustment or replacement of CIP 002?
· Industry is ready for more specific guidance on what should be included and not included in the assets category.

· R1.2- assets- listed. Systems not mentioned until R1.2.4.  Only 2 places where “systems” show up in CIP 002. 

· Way the CIP is written today, it drives most to the individual physical asset not to a system approach.

· Is that the intent of CIP 001 critical assets. 
· However, SCADA system is not starting with whole world. Identify the systems that open control breakers, etc.  Looking only at physical asset approach is the concern with the approach Jackie et al are proposing.
· Industry may not want specificity back in? Needs to be there but they may not want it. Indicated in the guideline- “135% of applicable ratings on line”- comments from industry on guidelines- we were “being way too specific.” Pulled out the detail. Guideline will be missing from the next version. 
· Link with NERC Principles of Reliability. Observation: important to tie back to the NERC adequate levels of reliability documents- 6 principles of a reliable bulk electric system.

· “One principle #4 is to maintain operations within normal ratings under normal conditions”

· Assigned adequate level assigned. Nothing in control centers about damage to equipment running too much power through.

· What classifications, characteristics, need to be put back in to get at principle #4?
· Disconnect between what industry wants, needs and finds acceptable.

· Remember that when standards passed- NERC was voluntary. Wrote to be innocuous as possible. The world has changed. SDT charged with “husbandry” for the industry. 
· Electrical engineering mindset.  E.g. no EHV substations are deemed as critical. Some of the largest entities across many states and none are critical.  TVA ran modeling- applied the “sniff test” in addition to the electrical engineering. By policy (common sense) include all EHV and all nuclear plants, switchyards and loop stations and provide minimum standards.

· The SDT is charged with doing the right thing. Anything dancing around it won’t do. “The terrible swift sword will come down upon us.” This is our last, best shot at getting this right.

· NERC has responsibility over BES. Different governing bodies dealing with other standards. CIP standards directed only at things NERC has responsibility for. 
· Address Enforcement of Requirements. Nothing in current CIP precludes a systems based approach. The requirements approach provides measures for compliance/enforcement and auditing.  Guidelines should say here are things to meet the requirement, but Requirements need to be measureable.

· No need to for “engineer- bashing” on the team.  Agree with the load flow approach and the planning approach.
· Keep in mind (in response to auditability), that in the NIST world the enforcement structure is a shortcoming and a deficiency in the NIST process.  Are security controls in place operating as intended? 

· Assumption that if you do those things- requirements- you do those thing you are managing risk. This doesn’t necessarily buy security. This is one of the fundamental things we are grappling with.  In this and other control frameworks. Is it operating as intended, does it mitigate risk?  Fundamental assumption-

· Look at sub-standards that exist to make measureable today. Identify the appropriate series of control.

E. 
FISMA Asset Selection Strawman, Scott Mix 
Scott Mix presented his strawman on FISMA asset selection first presented in Phoenix (See, Appendix #9). The Team discussed the implications of his strawman for the SDT workplan and the connection with other approaches under discussion. He provided the following overview comments:

· Step 2- Control categories and catalogues- 3-9 more focused. Control based approach. More than control selection. More agreement on control selections.
· FIPS- mission focused- accomplish the organization’s defined, assigned mission. Get agreement on SDT and in industry at large

· What is the impact to mission if confidentiality compromised. (e.g. computer by computer and data_
· Is it systems?  It is information system and information. Run through for each piece separately
· Distribution-  VPS and aggregated distribution. Where is the demarcation? 100 kv? Law says excluding “distribution” facilities. Marketing/NASBE. Not strictly reliability

· What if these systems are used by those controlling reliability?

· Current CIP- focused on high impact assets and ignored the rest. Have we done a good job at identifying the high impact assets?

· Is there a class of assets that really doesn’t matter in terms of mission. 
· Within scope, based on some form of analysis. Still have low and medium assets. Consider category of “lower than low assets. Discuss whether there is a lower than low set of assets that don’t matter.
· This is a mid level approach to FISMA using Bill Winter’s terms- Current 002 modify to classify all transmission assets/functions and set a high, medium, lows. Minimum level for everything that matters. 800-53 may provide a good starting point for categorization.

SDT Member Comments
· How long will that take? Decades probably.

· Factor of 9 to maintain status quo?

· Does this meet requirements of 706? 

· Haven’t address multi layers defense in depth.

· “Treading water” is not what the SDT should do- there will be the perception of avoidance. Keep in mind Congress is paying attention. 
· How best to accomplish and modify standards

· Apply high water impact mark. Not three layers. Vast majority doing low now. There is actually not so much difference from low to high.

· Flaw in logic- bad guys seek to attack a high value asset from a low value asset. Not the same logic process. Cutting edge of the problem.  E.g. use substation to attack upstream.

· Probably not a factor of 9. If look at CIP now and do the math- then yes.  Look at how NIST framework- changes.

· Comes back to the systems approach earlier

· This is anything but treading water maintaining status quo. We are proposing to bring more into scope. Follow a different framework. Identify gaps and fill them.  Achieve a better application of controls to BES reliability.

· Pinecone power- low trusted zone to high trusted zone. Need access control in high zone for protection.  

· That is a requirement today. It is Null on list. Entergy protects itself from Pinecone power whether it is on the list or not.

· SDT is converging to same thing- the need for a consistent risk base- whether its functional.

F. SDT Discussion of Phase II Approaches
In the morning and afternoon of day-two the members discussed the implications of the various approaches to Phase II. They agreed there were evolutionary and revolutionary gradations in the approaches discussed and suggested that their focus should initially be on CIP 002 even thought there may be other issues that need to be addressed in the other standards. The challenge from NERC’s Mike Assante was to try to produce an outcome-based standard vs. a prescriptive-based standards.  We should be focusing on what is it we want as a desired outcome and less initially on how to get there. Their comments ranging over a number of issues are noted below:

· Untrusted connections. Remember that we have to take care of our own assets. Anything coming in from another system, we have to verify all that goes over that. 

· Is this an isolationist viewpoint that narrows the focus? Don’t disagree,
· We agree that entities should assume all outside control should be treated as a un-trusted connection. Need to be in a cooperative mode throughout industry to achieve security protection. 

· Under existing law- don’t know what they are doing. Either or? Both/and. Take a systems approach without having to know a system next to you or elsewhere vs. everything about every system that connects with him.

· E.g. SPP members- I have an ICCP- we have in out in a DMZ- nothing coming in important to us and our balancing authority. Declared it not in the scope of CIP. Probably spot on right. That node is essential to SPP ability to see what goes even if not essential to their system. SPP has a reliability role. 

· You can handle two of those nodes going down under current system. Data down is an application thing. Key problem with the Perry proposal?

· Protect what you need to protect- just because it was not on list doesn’t mean it is not being protected.

· Concepts- identify high, med, low- if there is an electronic security perimeter, all assets may  have to be treated as most restrictive.  Look for policies and procedures.
· Demarcation – transmission and distribution. 100kv and above. Where is that generation and control systems. Relates to how big the scope will be.

· Agree line is fuzzy. But from a NERC viewpoint- load shedding happens a lot at less than 100 kv systems with an impact on BES under NERC.

· Does this satisfy 706? Does 800-53 have a control for it? 

· Build on and tailor controls to BES. We can push back into 800-53 those controls we think we need for our purposes. Wouldn’t need to create new controls. Could modify NIST controls to fit BES environment.

· Caution against bringing in FERC 706 terms such as “defense in depth.”
· It is more than what we are doing right now. The SDT should ask FERC to describe what it means. 
· Address Changes in Data Rates. We have to anticipate for the future. NASPEE- net being designed. Sustained data rates of 6 megabits among data centers- Agree to protect your boundaries. Difficult challenge ahead: latency performance and security. In future real time high speed sharing

· Practical concern about “lower than low”
· Industry expectations.  “Acceptability”- haven’t sold the need for cyber security to the industry. Tell me what I have to do if it is regulatory. 
· Our current CIP is not an approach that can serve the industry well. We want an outcome- list of cyber assets- to be protected commensurate with impact.

· Computer vs. Physical Standards. 
· Possibility of ending up with 2 different methods one for computer one for physical systems.

· Correct- offer that the threat vectors for physical attacks are far different from a vector for a cyber attack. Threat and opportunity is different.  Some overlap.

· Point out- if we follow this approach, we are creating a default position eliminating an analysis of physical assets and electronic asset. 

· Assume physical asset standards may be used. Make a conscious decision.

· We will end up not having intermediate product.  Critical electrical needing physical approach.  ignore physical protection of physical assets.  Jackie’s approach what’s critical to BES reliability- drive to cyber.

· Fan of the idea of a separate set physical standards. Systems based approach doesn’t preclude that. Every NIST effort includes physical standards.

· Critical asset id methodology would not go away? Still a systems view bottom up approach. Take work already been done and use to determine impact level.

· Let’s not assume that that is the case.

· good research going on now on intertwined nature of cyber and physical system. OakRidge National Lab- simulation and modeling on front.

· Relation between 2 is subtle and complicated than we have understood in the past. Research bear this out. Why you shouldn’t start with physical in the CIP standard. Electronic security perimeter- treated as critical assets. Attacker isn’t going for critical stuff, start from a print server and hop scotch from there.

· What happens when entire system overwhelmed by 3 million bites.  Good sound reasons for disconnecting physical analysis and cyber analysis.
· Anything that opens or closes breaker, open generator unit,  etc

· Connectivity- are they and in what manner, they become in scope for assessment. May not be essential but assessment will be instructive. 
· Impact not just on the function but also whether the path can be used. How explicit in functionality in terms of interconnectedness, determining where you need to implement control.

In the afternoon of day two, Michael Winters with assistance from the facilitators presented the following for SDT consideration and further discussion based on the review of the different concept papers. Consistent with SAR and FERC Order 706, Mr. Winters presented potential SDT Approaches to Phase II: 

1) Take Bill Winter’s proposed low to mid-level approach using the framework outlined by Scott Mix but going beyond status quo by addressing gaps as outlined in 706 as part of the NIST-CIP mapping and gap analysis. 

(How: Perform the mapping analysis of CIP to NIST using 706 view of where gaps exist in the CIPs)  

Consistent with Principle 1, 4, 5, 7 & 8

SDT Comments on approach
· Happen in parallel.?#1 is 03-09. #2 is more about 002.

· Includes every approach we discussed.
· Bill Winters and Keven Perry’s in line. Scott is along same lines.

· 7 goes with one as well

· Are we going into the how? 

· Can’t separate categorization from selection. FIPS 199 process most important and least understood. Can they stand alone?

· Need to be able to see where approaches align and where there are gaps. Jackie vs. Kevin or Bill’s approach drives to selection and applying controls 
2) Address a consistent cyber asset selection and categorization method by leveraging Kevin’s and Jackie’s (and others) thoughts on where gaps exist.  Use FIPS 199 as another input or even the starting point but produce a BES version.

 (How: Build a prototype, highlight the differences from existing CIP002 and let’s test it.)

Consistent with Principle 4, 7, 

Comments:

· Split between controls and 002 piece? Yes

· How to select and categorize. 

· How to address gaming etc. how you select cyber assets.

· Bill Winters and Scott Mix covered both.

· If starting with FIPS 099- 

· Kevin Perry discussed controls-how you are applying them.

· Try to get a small team together to do some drafting?

Guiding Considerations (taken from the SDT discussion) could include:

· Start with the NERC/BES assigned mission

· Take a functional approach CIP 002

· Take a systems approach in CIP 002 

· We need to address gradations of risk (e.g. high medium low) 

· A deficiency in the current NIST/FISMA regarding measurement and enforcement needs to be addressed in the SDT process.

· Address key challenges identified with current CIP: (e.g. piecemeal approach, not protecting assets needing protection; gaming; all or nothing; loss of asset, integrity/misuse, etc.)

· Address both the physical protection issues and the cyber protection issues, separately or not.

· Assume all outside an entity’s direct control should be treated as a un-trusted connection.

· Seek to develop more guidance and less modification of standards as an approach.

· Address CIP 2 R2 so that it doesn’t drive people towards the physical assets.

· Taking a cyber view should not preclude a physical view.

· Where possible, build on the existing work and research, models etc.  E.g. Build upon MITREs cross walk to the control families. 
· Focus on a shared view of the outcome that can capture all the attack vectors to make sure they have been assessed and have minimum security controls that we have not addressed in CIP.
Comments on Considerations

· First consideration bullet is a given? Yes, but may help to restate.

The SDT members agreed they were not yet prepared to proceed with the approaches suggested by Michael Winters. Some suggested further clarification of what was meant by “functional” or “systems” approaches to 002.  After further discussion, the SDT agreed that a helpful next step would be to produce two strawman drafts of a revised CIP 002 based on the work to date. One would be prepared by Jackie Collett & John Lim and another would be prepared by Bill Winters and Kevin Perry with assistance from interested SDT members.  These would be distributed in advance of the March meeting and form the basis for the agenda in Orlando.

Jay Cribbs proposed that the SDT ask the two teams to each produce a strawman CIP 002 in order to ground the discussion and move it forward. The members comments are set out below:

· Could we produce a current single strawman CIP- bring back a CIP 002?

· Fundamental question? Are we going to produce a set of documents codified as standards that are risk-based or traditional requirements based approach? 

· Risk based approach deals with asset selection and how to apply controls to mitigate the risks. Depends on the organization’s appetite for risk

· CIP 002 is risk-based is to identify assets then apply requirements.  No risk-based decision making after that, just comply with requirements. 

· Application of security measures takes a risk based vs. requirements approach. How do we merge those two. 

· How to apply requirements to a risk based model to security controls?

· Going forward, continue the requirement-based approach or head in another direction. 

· Unless the SDT develops a performance-based/requirement-based standard, it is not a NERC standard- would violate FERC order. 

· “Risk based requirements?”  Focus session on CIP 002. And a focus session on approaches to integrate the 2 models.  

· Is it possible? Mandated that the SDT explore this. 

· Audit process- subjective process. Deficiency of model.

· If we are going to produce requirements without a risk assessment.

· CIP 002 is risk based but requirements verified for 

· Words say risk based but in practice it is not a risk assessment. 

· Is there SDT consensus on a risk based approach? 

· We should be taking a risk-based controls approach to the development of requirements. How can we craft requirements that include a risk basis?
· Opposite of one size fits all. Require you use a risk-based approach.

· We have a set of requirements that map to risk levels.  For a given asset at a given location assigned a level of risk, we know the expectations are, focus in on that requirement at that location.

· Comes out of our catalogue of requirements vs. controls

· Allows for gradations.

· Create a document that contains a control.

· Requirement that they select their own controls.

· In FISMA process you have the base line-

· Nothing to stop SDT- NERC 800-53. Then have requirement that you will select based on risk level, controls appropriate to the device. 

· Is the key issue, how can we craft requirements that include a risk based approach?

· Looking a how to apply controls. May timeframe- how to identify systems. Can we get to the Workshop?

· That plus our approach to risk based controlled model integrates into requirements.

· Closing in nicely but not there yet.

· Don’t get into constraints of the standards development process. Whether or not to embrace NIST standards.  Try not to burden with procedural discussions.

· The current constraints may take things off the table. Whatever we proposed should be within the constraints.

· Catalogue- will have to be run through the ANSI process.

· Basic disagreement between 2 camps revolving around order in which things are done. Get rid of CIP 2 R2.  Do this as part of the impact assessment. Jackie/John/John. Have to do the critical asset identification first even though we have talked about systems approach. If correct, need to resolve before.

· Need to test an approach. Do we want to test employ a risk based categorization methodology to assets and apply to levels? 

· May need to gut CIP 2 R2 and replace with FIPS 199 categorization vs. selection process to figure out high, medium low based on something.
· Not just on identification of critical assets. Categorization of cyber assets based on function. Proposing that take the functions for the operation and reliability BES and based on functions, id assets providing those functions, categorize and identify connections with external systems.
· To move forward, SDT needs an education/briefing on what is a “systems approach”? Straw documents to drill down on that.
· Need another NIST briefing: little deeper than 101. 200 class on NIST 800-53. Lack of complete understanding of how those would apply.
· We are both talking systems and functions. Each team should identify and define what is meant by a systems based approach and identification of essential functions. 

· What kind of documentation should be clearly described.

· Let’s look at high-level requirements for CIP 002 that would support each approach.

· What are the functions that are essential to retaining the reliability of the BES?

· Some out there So.Cal Edison.  NERC documents- 5 elements:, Supervisor Control of BES assets……  Critical Asset Identification Draft Posted.
· FISP 199 document- list all of the key considerations, run through categorization process.  Look at the impact to the function that supports your mission. Not easy. Put together a strawman doc to illustrate this. Somewhat subjective. In control area easier than in the admin area. Specific functions that support reliability.  That would lead us to new set or modified set of requirements.
· Proposals- map them over, or a new requirement, adopt the NERC 800-53. Simple in concept with the difficulty evaluating.
· “Defining the system”? may be more difficult than discussions suggest.  Consider what the possible gaps in that process.
· 2 documents with strawman CIP 002- 1 based on bill/Kevin method other by John Lim et al.  When we look at them both. 
· Work with whoever is interested to respond to John Stanford’s categorization process clarification.  
· Address the mission of BES not just the entity.
· Control function- industry has a good idea. Some structure.
· List of asset types that have to be considered.
· Scott’s list of 5- could spread across a number of entities. Comes down to functional entity. Formulaic language at the functional entity level.
· CIP 002 - tell an entity what to assess, here is how to assess and here is what comes out of the process.
VI. NEXT STEPS and Assignments
A. Expert/Stakeholder SDT Workshop and MRC. 
At the end of day two the SDT took stock of its progress and reviewed the schedule for both an cyber expert and stakeholder workshop and presentation to the NERC Members Representative Committee in early May, 2009. (See Appendix # 4) The SDT agreed it needed to have sorted out and developed a clearer understanding and agreement on the Phase II approach prior to presenting a substantive briefing to the MRC. As as a result the SDT agreed to seek to provide a short “progress report” to the MRC in May and seek to present a substantive briefing at their August, 2009 meeting.  The SDT suggested scheduling the expert/stakeholder workshop in the early Summer.

SDT Comments

· Workshop- both inside and outside the industry. Bringing in peers at level of people from companies didn’t make the cut. People consulting vendor, national lab, government, agencies, congress DHS. Community at large consider in the large direction.
· MRC- Maybe in August vs. May?
· When we get up in front of people, have to be ready to present. 
· Provide a modest progress report. 
· Concern about a mid April workshop and a May 1 MRC. May not be enough time to reflect on the workshop input and prepare a presentation for the MRC a couple weeks later.
· Do we tell the MRC there will be significant potential change in the standards?  We will be applying the CIP standards to more assets than included now. Modify existing protections to provide less.
· Given  the number of things that need to be protected- net will be cast wider. 
· We need to consider before MRC, a concept of how this would be rolled out (timeline and transition plan) so as not to cripple the industry. 
· Must be prepared to answer why additional provisions or tougher on some standards. Need to have something focusing on our mission that says why we are doing it.
· Mike Assante and Rick Sergel- high level responses to those kinds of questions.

· Workshop in May and get the August.  Workshop right after MRC meeting. BOT meeting. In D.C. 

· Know what the questions are. Difficulty closing the deal.

B. Drafting Assignments

The SDT agreed that a helpful next step would be to produce two strawman drafts of a revised CIP 002 based on the work to date. One would be prepared by Jackie Collett & John Lim and another would be prepared by Bill Winters and Kevin Perry, each with assistance from interested SDT members.  These would be distributed in advance of the March meeting (by March 6) and form the basis for the agenda in Orlando.
C. Meeting Evaluation
The Team then evaluated the meeting:

What worked or were helpful?

· All of it  - staff assistance. Productive session. 

· Quality of discussion

· Things went incredibly well kept out of the weeds.

· Heartfelt kudos to the group. The Chair and Vice Chair are exceptionally pleased. Good discussions, not getting into fisticuffs. Respective working with each other trying to understand each other’s point of view.

· SDT is coming together, during the last few hours light bulbs were coming on. Bounds checking introduced.

· Kudos to the good work of drafters--Jackie- John John, kudos- engineering angle. Good work. 

· All can be used in a NIST like process. All selected for perspectives, no right /wrong answer.

What things to improve/ correct

· Going forward reconnect on SDT objectives

The SDT adjourned at 3:30 a.m.

Appendix # 1

Cyber Security Order 706 SDT — Project 2008-06

Draft Meeting Agenda 
February 18, 2009 - 8 AM to 5 PM EST

February 19, 2009 - 8 AM to 5 PM EST

ICF, Fairfax VA

Proposed Meeting Objectives/Outcomes

· Receive updates on Phase I actions, TFE and VSL processes; 
· Receive White Paper updates;
· Presentation of a Case Study on a FISMA Application;
· Review and refinement of Phase II principles; 
· Develop a series of principles, propositions and approaches that can serve as a foundation for a strawman Phase II concept and guidance document; and
· Agree on next steps in the Workplan and assignments.
Draft Agenda

Wednesday
February 18, 2009

8:00 p.m.

Welcome and Opening Remarks- Jeri Domingo-Brewer/Kevin Perry
a. Roll Call

b. NERC Antitrust Compliance Guidelines

c. Facilitator Review of January meeting and adoption of February 2-4, 2009 Meeting Summary and Revised January 7-9, 2009 Meeting Summary

8:10

Review of Meeting Objectives, Agenda and Meeting Guidelines- Jeri Domingo and Bob Jones
8:15

Organizational Issues and Review of Phase 1 and early Phase II Schedule- Stuart Langton

· Update on Phase 1 Workplan, February 2009 

· Overview of Phase 2 Workplan- February-June, 2009
8:30
Update on Technical Feasibility Exception (TFE) NERC Rules of Procedure Posting- Scott Mix 

8:40
Update on VSL SAR for SDT and Implications for SDT 706

8:50
Overview of FERC Order and Steps to Date in the SDT Phase II Development Process- Stu Langton

9:00
Discuss and Clarify February 2 SDT Ranking and Refinement of Phase II Principles (Michael Winters)

10:30

Break

10:30
2nd Presentation and Discussion of the Phase II White Paper- Potential Applicability of NIST to CIP- John Lim (with Jackie Collett, Scot Rosenberg, John Varnel) 
12:00

Working Lunch (Return to plenary meeting at 12:45)

12:45
2nd Presentation and Discussion of the Phase II White Paper- Potential Applicability of CIP to NIST, Bill Winters 

2:15

Applying FISMA – Asset Categorization--A Case Study- Jeri Domingo Brewer
3:00

Break



3:15

2nd Review of Revised FISMA/CIP Strawman- Scott Mix

4:
50

Summary of Day Two Outcomes and Review of Day Three Agenda

5:00

Recess

Thursday 
February 19, 2009

8:00

Welcome and Agenda Review

8:10

Integration and NIST/FISMA Potential Applicability Discussion- Assumption and Principles

10:00

Break

10:15
Remaining “Tough Issues” Discussion (to be identified)

12:00

Working Lunch

12:45

Building a Phase 2 Strawman Concept and Guidance Document

2:45

Break

3:00 

Building a Phase 2 Strawman Concept and Guidance Document- Continued

4:30

Assignments, Next Steps and Review of Work-plan

4:40

Meeting Evaluation--What Worked. What Needs Improvement

4:50

Review of SDT March meeting objectives

5:00

Adjourn
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Cyber Security for Order 706 Standard Drafting Team and Attendees List

Project 2008-06 — CS 706 SDT
Fairfax, Virginia

Attending in Person – SDT Members

	1.  Jay S. Cribb
	Information Security Analyst, Southern Company Services, Inc.

	2. Scott Fixmer
	Senior Security Analyst Exelon Corporate Security, Exelon Corp. 

	3. Gerald S. Freese
	Director, Enterprise Information Security America Electric Power

	4. Phillip Huff
	Arkansas Electric Coop Corporation

	5. John Lim
	CISSP, Department Manager, Consolidated Edison Co.NY

	6. David Norton
	Policy Consultant, CIPEnergy Coporation

	7. Kevin B. Perry, Vice Ch. 
	Director, IT-Infrastructure, Southwest Power Pool

	8. Christopher A. Peters
	ICF International 

	9. David S. Revill
	Georgia Transmission Corporation

	10.Keith Stouffer
	National Institute of Standards & Technology

	11.Michael Winters
	Hydro One 

	12.William Winters
	Arizona Public Service, Inc.

	1.  Roger Lampilla
	NERC

	2.   David Taylor
	NERC

	3. Harry Tom
	NERC

	4. Scott R. Mix
	NERC

	5. Joe Bucciero
	NERC/Bucciero Assoc.

	6. Robert Jones
	FSU/FCRC Consensus Center

	7. Stuart Langton
	FSU/FCRC Consensus Center


SDT Members Attending via Webex/Phone

	1. Rob Antonishen
	Ontario Power Generation

	2. Jackie Collett
	Manitoba Hydro

	3. Tom Hoffstetter
	Midwest ISO, Inc 

	4. Kevin Sherlin
	Sacramento Municipal Utility District

	5. Jonathan Stanford
	Bonneville Power Administration

	6. John D. Varnell
	Technology Director, Tenaska Power Services Co.


SDT Members Unable to Attend

	1   Jeri Domingo-Brewer
	U.S. Bureau of Reclamation

	3.  Joe Doetzl
	Manager, Information Security, Kansas City Power & Light Co. 

	3. Sharon Edwards
	Duke Energy

	4. Richard Kinas
	Orlando Utilities Commission

	5.  Scott Rosenberger
	Luminant Energy 

	6. Bryan Singer
	Kenexis Consulting Corp.


Others Attending in Person

	Jim Breton
	ERCOT

	Roger Fradenburgh
	Netsecctech

	Judy Fry
	ICFI

	Darren Highfill
	ENERNEX

	Sam Morrell
	CERT

	Farzaneh Tafreshi
	ICFI


Others Attending via Webex/Phone

	Chris Wright
	

	Dan Mishra
	

	David Batz
	

	Monica Coflin
	

	Karen Yoder
	


Appendix # 3

NERC Antitrust Compliance Guidelines
I. 
General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that 
unreasonably restrains competition. This policy requires the avoidance of any conduct that 
violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition. 
It is the responsibility of every NERC participant and employee who may in any way affect 
NERC’s compliance with the antitrust laws to carry out this commitment. 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately. 
II. Prohibited Activities 

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

·   Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 
·   Discussions of a participant’s marketing strategies. 
·   Discussions regarding how customers and geographical areas are to be divided among competitors. 
·   Discussions concerning the exclusion of competitors from markets. 
·   Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers. 
III. Activities That Are Permitted 

From time to time decisions or actions of NERC (including those of its committees and 
subgroups) may have a negative impact on particular entities and thus in that sense adversely 
impact competition. Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications. 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation and Bylaws are followed in conducting NERC business. Other NERC procedures that may be applicable to a particular NERC activity include the following: 

· Reliability Standards Process Manual 
· Organization and Procedures Manual for the NERC Standing Committees 
· System Operator Certification Program 
In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting. 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations. 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

·   Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities. 
·   Matters relating to the impact of reliability standards for the bulk power system on 
electricity markets, and the impact of electricity market operations on the reliability of the bulk power system. 
·   Proposed filings or other communications with state or federal regulatory authorities or other governmental entities. 
·   Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and 
employment matters; and procedural matters such as planning and scheduling meetings. 
Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

Appendix # 4 

Cyber Security Order 706 SDT —Project 2008-06

                                    JAN.-JUNE 2009 DRAFT SDT SCHEDULE

Short Term 2009 SDT Schedule Draft Criteria

· Follow the ANSI standard development process but use creative ways to efficiently secure input from the industry on emerging concepts and approaches to the CIP standards.

· Seek creative ways to get advice and input to the SDT from experts in cyber security.

· Seek creative ways to get focused input from industry stakeholders.

· Take advantage of input opportunities from related NERC committees that will be meeting in the first half of 2009 (e.g. working with the NERC Members Representative Committee, CIPC, BOT, and industry committees such as the Electricity Sector Coordinating Council, etc.)

· Seek, as soon as possible but no later than late Spring, 2009, to establish a consensus on the way forward for the SDT in its efforts to revise the CIP standards.

· Track any follow up to the “Securing Cyberspace for the 44th Presidency” report of the Commission on Cybersecurity for the 44th President.

SDT Draft Schedule-January-June, 2009

OVERVIEW

· 7 SDT Face-to-Face Meetings

· Multiple SDT subgroup and subcommitees Webex Meetings

· 1 Cyber Expert Workshop (March 10 or 11, 2009)

· 1 NERC CIPC presentation? (Feb. 9, 2009)

· Industry Comments on CIP 002 White Paper (April 17-June 3)

· 1 NERC Members Representative Committee, May 1, 2009

· Other Meetings?

SDT Draft Schedule-January-June, 2009

1. January 7-9 SDT Meeting, Phoenix, AZ ½ / 1/½ day format. Wed-Friday
· Review of Technical Feasibility Exceptions white paper
· Review of Industry Comments on Phase 1 products- Establish and convene small groups
· Review of Phase 2 White papers
January 15 Webex meeting(s) 

· Small group draft responses to industry.  

· Phase 2 drafting concept group?

January 21 Webex meeting(s)

· Small group draft responses to industry.  

· Phase 2 drafting concept group?

2. February 2-4 SDT Meeting, 2009, Phoenix, AZ, ½ / 1/½ day format. Mon-Wed.
· Review of Industry Comments on Phase 1 products and Proposed revisions and adoption of Phase 1 products.
· Review of Phase 2 White papers and Testing of a Phase 2 CIP 002 Concept going forward
February 9, 2009, CIPC Meeting- Update on SDT Progress and Input?

3. February 18-19, SDT Meeting Boulder City, NV

· Review of Phase 2 White papers and Adoption of a Phase 2 CIP 002 Concept for review by experts and stakeholders
February 25, Webex meeting(s)

· Development of Phase 2 CIP 002 Workshop for review by experts and stakeholders
4. March 10-11, SDT Meeting 2009, Tampa, FL, 2-day format

· Invited Cyber Security Experts join SDT in a workshop to provide expert feedback to draft CIP 002 concept.
· Further SDT refinement of the CIP 002 proposed concept
March NERC Balloting on Phase 1 Products

March 18, Webex meeting(s)

· Phase 2 drafting concept group?

5. April 14-16, SDT Meeting, Charlotte NC, ½ / 1/½ day format. Wed-Friday
· Continue review and refinement of 002 concept
· Adopt White Paper on CIP 002 concept for Industry Comment
Industry Comment Period on White Paper- 45 days (April 17- June 3)

May 1, NERC Member Representative Committee, Presentation of the Phase 2 CIP 002 Approach for MRC input. (Agenda item, Possible Workshop?)

6. May 13-14, SDT Meeting, Dallas TX, 2-day format
· Respond to MRC input and further SDT refinement of the CIP 002 proposed concept and SDT CIP roadmap.
· Organize SDT in subcommittees to draft revisions to CIP 003-008 or to address key issue areas. 
Early June, Webex meeting(s)

· SDT subcommittee meetings to review and draft responses to Industry comments on the CIP 002 concept.
7. June 17-18, SDT Meeting, Location TBD, 2-day format

· Review Subcommittee responses to Industry comments on 002 approach
· Charge subcommittees and conduct organizational meetings 
· Subcommittees meet to draft revisions to CIP 003-008
June, 2009 Webex meeting

· SDT Subcommittee meetings
July-December, 2009- SDT and subcommittees meet and continue CIP drafting

2nd DRAFT PHASE 2 ROADMAP APPROACH ASSESSMENT CRITERIA

(Presented, Revised and Added to by SDT in its review on November 14, 2008)

1. The approach is consistent with the SDT purpose statement and is responsive to the FERC 706 directives and the SAR.

2. The approach is achievable given the SDT schedule and workplan. 

3. The approach does most to advance and enhance cyber security in the BES.

4. The approach helps the SDT address the foundational issues with the current standards.

5. The approach is capable of implementation.

6. The approach is capable of improving compliance.

7. The approach helps protect the current investments and wherever possible builds on what has already been done.

8. The approach helps to identify and mitigate risk on an ongoing basis.

9. The approach balances a “systems” orientation with a “facilities” orientation to asset protection.

10. The approach is capable of being extended into related interests by others (distribution, AMI, Smart Grid, etc.).

11. The approach enables the industry to provide the appropriate level of security (i.e. not over securing nor under securing the BES cyber assets).

12. The approach allows for discrimination among and targeting the various types of infrastructure that support the BES

Appendix #5 Guiding Principles Ranking and Comments

1. (8) A mapping similar to NIST 800-53 Appendix G to CIPs will help quantify and assess the gap, if any.   
	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	11(10/1)
	2
	2
	0
	 3.6 of 4

	2-18- rank
	13(11/2)
	1
	0
	0
	3.9 of 4


SDT Comments 2-18 before ranking 

·  “Similar” = almost the same as? Matrix with other standards. Mapping of 53 to other standards not including mapping to NERC CIP standards. See the MITRE document.

· We do have some “mappings” 53 and NERC CIPs, not in same format as appendix G.  DOE has done one as well.

· Michael Winters suggested the principle is to build  on work already done, to highlight possible gaps in the CIP standards.

· 800-53 part of a guideline. CIP is a standard.  Needs to be a high level piece. 

· Quantify the gap is the essence of the principle. Not suggesting adopting 900-53. It can be a tool to identify the size of the problems/gaps.

· Clarification for those thinking 800-53 isn’t a standard vs. guidelines.  FIPS 200 is the standard. Meet the 800-53 guideline. 

· Separate guidelines changes are easier than changing standards.

· There isn’t a mapping in the Version 3 IPP document.

· Need to analyze the gaps first. We may find there is not be a gap after all.

2. (2)Resist creating exception-based standards to accommodate every possible business and operations scenario.  Instead, Create clear non-proscriptive standards and employ a technical exception/compensating controls reporting documentation and guidance process to that accommodates deviations variations. (Resist creating exception based standards to accommodate every possible business and operations scenario)
	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	11(10/1)
	5
	1
	0
	 3.6 of 4

	2-18- rank
	10 (7/3)
	5 (4/1)
	0
	0
	3.7 of 4


Michael Winters introduction comments

· TFE has a guidance peer process. Feedback loop for mitigate at the regional or other levels. Not just a reporting requirement.
· First sentence is the intent- can delete but remember.
· This principle suggests we write requirements/controls at a higher level so we don’t get into all the details? Bottom line?  Make sure you have something at the end. Not just a reporting but a mitigating process.
· In terms of “What vs. how.” This principle suggests we avoid the how in our standards.
SDT Member Comments and suggestions before ranking

· Does “clear”= prescriptive? Should avoid the how. Use “Non-prescriptive.”
· What is the “guidance” process?  Reporting all of our compensating controls? 
· SDT could write standards that provide for something like a TFE when you can’t do what the standards require you to do.  From a compliance standpoint- must do what is in the standards. TFE, meet intent of standard, doing something and explain how you are handling it to meet e.g. 75% level and then address the 25% mitigation measures.
· “Create non prescriptive standards and utilize a defined TFE … to accommodate deviations or variations.

· What is a guidance process? Another guideline? This is the feedback loop.

· Puts compliance into a role of consultants/education. Is this allowed by current procedure or acceptable to industry?

· Audits- make recommendations- entity respond to it. NERC compliance- possible violation goes to region to enforcement component- look at evidence, and make a final decision. Then an alleged violation and a discussion about what can be done. Registered entity can post alongside the violation their position.  

· Federal agencies use an inspector generals- process? GAO letter of management.

· “Variance” vs. deviation.

3.  (3)Use a consistent risk-based model to classify all cyber assets (i.e. facilities, sites, physical perimeters) (i.e. not cyber assets at this point) as critical/high impact, moderate impact, low impact.  This will allow for expansion of standards beyond Critical(i.e below 100 kV – accommodates AMI, Dx automation, etc).  Classifying at the physical perimeter level This would allow for expansion of the standards beyond critical. different classifications to exist within a building or at a site (e.g. control room, computer rooms, dev and testing rooms, and back-office at a control centre).
	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	9(8/1)
	6
	2
	0
	 3.4 of 4

	2-18- rank
	11 (9/2)
	5 (3/2)
	0
	0
	3.7 of 4


Michael Winters introduction comments

· Consistency of application is intent and also levels of graduation- high medium and low.

SDT Member Comments and suggestions before ranking

· Strike the classifying sentence? Yes.

· May be headed down the same problematic path. This is an “engineering frame of reference.” “Consistent risk based model”? “Holy grail” Any out there? What is important is the function in terms of reliability. Function needs to be preserved. What do we need to know to run the system in reliable fashion. Looked at applications.  From SCADA to EMS to generation dispatch. They run on these boxes and use this data on a storage area network. E.g. hurricanes.

· Working group of CIPSE identifying critical asset guidelines.  Many came to same conclusion. Functional and impact analysis based on loss or compromise not just of machines but of functions is key.  Its draft will be out next Tuesday. 

· They identify functional analysis in 4 classes of systems: transmission, generation, control centers and special systems dealing with load shedding etc. (most important at last 2). Criticism- guideline doesn’t support the language in the standard? OK, but it is just a non-binding guideline. NERC has told FERC, that document will be made available to this drafting team. Are there things in guideline that should be in the standards in version 3?

· Functional analysis is a good candidate for that. CIPSE agenda packet released March 3. Will send a link to the SDT.

· Functional analysis- important for ERCOT. Identify systems that were critical for situation awareness for BES in Texas. Have control systems but 4000 centers, control systems. Don’t own assets. We can’t declare it critical unless we are the asset owner. Provide guidance. No authority to do this.  We need help.

· We didn’t call it a functional model. We didn’t get at application side. They are the key to maintaining both reliability and security. Need to address in Phase II.

· Function vs. application: If focus on function vs. assuming a computer involved. Apply first step where there are not computers. E.g. control centers provided this before computers involved.  Computers became important because they have performed critical functions. There are still non-computer systems in place.

· Intent is to close gap on the systems we leave out. Everything having to do with controlling the BES. Everything gets a classification and a set of controls and is consistent from entity to entity.

· Aren’t these cyber security standards to protect computer systems?

· Classify “all” 

· Applications-

· Needing feeds from other places, e.g. ERCOT’s comment. Reliability coordinators role?

· Transmission, congestion studies each year. Growth expected. Critical today may not be tomorrow. Each year CA determination may be different. Will be very dynamic. Like more authority to get things done.  FERC order 706- reliability coordinator role. 

· Focusing on applications has been a challenge. What are mission critical systems? E.g. Weather systems are critical with wind power. What systems required to functionality.

· Identifying cyber assets high medium low.  Related to threat profile in FISPE 200- mission focused.   Not individual assets. Mission high.

· Placing at end. These principles are driven by the following:…… 

· Violation risk factors- single risk factor. May have to assign a high? That may depend on how draft the standards. 

· Risk factor- what impact will failure to comply have on the reliability of the BES- high impact- e.g. cascading failures.  Impact cyber security if asset is compromised. Different assessment.  Will there be confusion about the similarity.

· High medium low threat profile organization

4. (4)An entity’s cyber asset classification is would be open subject to scrutiny by the compliance enforcement authority and  ERO and applicable regulator(s). The extent of scrutiny to be defined and tightly controlled.
	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	4(3/1)
	11
	2
	0
	 3.1 of 4

	2-18- rank
	No rank
	Agreed to list as a 
	fact or assumption
	-
	-


Michael Winter’s introduction comments

· Intent is to have a review to make sure interpretation is not incorrect.  Regional entities are the front line for compliance today.  

· When auditors show up an entity can show a risk-based assessment.
· Reliability coordinator review is by implication in principle #3 in terms of consistent application.

SDT Member Comments and suggestions before ranking

· Roger Lampilla noted what has been learned in compliance through five CIP training classes. First 13 requirements. 8 regions manager of compliance. On CIP 002, if you say you will id high medium low. They will ask the auditor to suggest what category it is.  If they don’t see an asset that is not on the list you will be asked to run through methodology to explain not on the list. Hearing from the regional audit staff. 
· Balance to check in the first one. Demonstrate you have applied the method consistently.
· Regional entity- “compliance enforcement authority”
· Regional entity- sounds like an audit?  This is on the back end in #4.

· Asset classification is a requirement?  Is this different than what we have today in the audit process?

· Principle #3 is the requirement while principle #4 is the application. Intent is external review component.

· Add cyber asset?  Do away with physical basis. Stop thinking of existing CIP standards and approach. Danger we will lock in by default.

· Is this part of compliance process or part of identifying assets?  Which is it?

· “Authority” may be giving some heartburn? Broaden to external review?

· “auditable”? Is this the intent? Then “sanctionable”. Scope of statement extends to that.

· That is an extreme. Intended to suggest a more collaborative peer review process

· Scope of SDT is to write requirements.  We need to write standards that can be audited.

· The scrutiny this draft principle calls for already exists.  Authority to challenge and refute

· Take this out. It is a given.  It is awkward at part of #3

· Include as a statement of fact or assumption at the bottom or to introduce the principles.

5. (7)Use Consider the minimum security controls for high, moderate and low within NIST 800-53 to help model the CIP controls requirements for each level.  Address any gaps at the same time but keep the same CIP002 to CIP0XX general format.  Re-arrange existing CIPs as previously discussed within SDT to make them flow more effectively. Industry knows this format, is building policies and programs around it, has commented on it and has voted on it.
	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	5(4/1)
	8
	4
	0
	 3.0 of 4

	2-18- rank
	9 
	6 (3/3)
	0
	0
	3.7 of 4


Michael Winter’s introduction comments

· Looking at principle not adopting the FIPS/NIST framework.
· High medium low= impact to operation and reliability of BES. That is how you would view cyber security.

SDT Member Comments and suggestions before ranking

· High, moderate, low? Affected how we talk about functions, asset by asset vs. utility by a whole? What about multi-site contingency.  Breaking down requirements based on facility.

· OK if doing an organizational threat profile. These are cyber controls which assume the systems have been. 
· More risk there is the BES, higher level of protection on the asset.
· Show me the metric--this will be difficult.
· Risk assessment methodology consultants. As you develop your priorities. Impact evaluation criteria- here is what is most, less and least important. What does the high mean? Based on everyone’s priorities for the BES. Will reveal how to grade and evaluate,. What are some of those factors. Security categorization is the first step of the risk management assessment- risk in terms of mission. Shared mission re BES: system wide services that need to be assured. Keep in mind thresholds. What is high? Fundamental piece missing from the puzzle.
· Fits in terms of the functional discussion.
· Bring in people to test the nature of the functions- systematically, data flows and end to end.

6. (6) Any cyber devices that are not within or on the perimeters, including telecom, are not part of the CIPs – the CIPs remain perimeter-based where devices on and within the perimeter are protected and everything beyond is considered untrusted.
Protection of the communication devices outside to the electronic security perimeters, are out of scope.

	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	4(3/1)
	6
	6
	0
	 2.9 of 4

	2-18- rank
	10 
	3 (1/2)
	3 (1/2)
	0
	3.7 of 4


Michael Winter’s introduction comments

· Intent was to exclude- what is not in.

SDT Member Comments and suggestions before ranking

· JL: Establish zones of trust and treat cyber communication devices and data accordingly.

· Worry about serial lines? Routable protocols. It is a hole we have to close. FERC 706 doesn’t talk about serial lines. If not.

· General principle? Zones -Define by governing bodies. 

· We have 2 zones. Direct control and stuff you don’t. E.g. ATT wire circuit. Data in motion is the asset to protect. 
· Sheet- need to protect the BES.
· What is the basis of “trust”? Must define this. Info system perimeter that is not technology specific is better? 
· What are the zones and levels of trust- and how to treat them accordingly. Certain devices we trust and treat differently.  Principle is one of different level of trust.

After ranking

· Split into two principles: Communication devices out of scope; and Transit data as a core principle.

7. It is imperative to protect the integrity of data throughout its transit.

	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-18- rank
	13 (12/1) 
	1 
	2
	0
	3.7 of 4


Comments following ranking

· 2: “imperative” vs. “important”

· 2. Don’t like “integrity”

David Revill proposed the following principle for SDT consideration:

8. CIP requirements should consider the unique locational characteristics (e.g. substations, data centers, generation plant) and functional capabilities of the cyber assets to be protected.

	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-18- rank
	11 (8/3) 
	5(4/1) 
	0
	0
	3.7 of 4


SDT Comments before ranking

· Consider the application of asset-class specific requirements.

· The requirements need to consider the environment and class of the cyber asset 
· Suggest- standards to “guidance”? 

· Focus on functionality of the system. E.g. fire wall and a server.

· System functionality? 

· Different assets

· Highlights different between an asset vs. computer focused approaches.

· Asset classes envisioned by current CIP. 

· Are these mutually exclusive? Physical security requirements of different when 

· Asset specific functionality- device.  The characteristics of the cyber asset. 

· Protection on devices- various ways to place anti viruses to protect on router itself or in front of it.

Delete Old #7 (5)As part of a power system (non-corporate IT) inventory of cyber assets, add an attribute to each device that associates the high/moderate/low classification of the physical perimeter/facility/site within which it resides. Apply security controls based on the classification. 

	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	4(3/1)
	6
	7
	0
	 2.8 of 4


Michael Winters comment:

· Deleted as this is already covered in Principles#3 and Principles#5. 
9. (1)Protect critical/high, moderate, low cyber assets that are within scope of NERC CIPs – not just the Critical Cyber Assets – but to different degrees of controls depending on their classification. [NTD: this is the natural progression of #5. The minimum security controls have been defined by level. This principle now states that those controls should also be implemented. Note that ‘low’ impact may stop at taking the CIP-002 inventory with no other controls required – if that is what the SDT decides.]
	Acceptability Ranking Scale
	4 = acceptable, I agree
	3 = acceptable, I agree with minor reservations
	2 = not acceptable unless major reservations addressed
	1 = not acceptable
	Avg.

	2-2-09 rank
	3(2/1)
	8
	6
	0
	 2.8 of 4


Michael Winter’s introduction comments

· Intent of principle: protect all of your assets #5 defined levels and controls. 

· This is an implementation principle and should be deleted as a guiding principle.

Appendix # 6

Risk Management Framework and Protected Cyber Asset Identification
A Concept
Kevin Perry, February 17, 2009

  

Desired Outcome  

The Responsible Entity shall produce at least annually through an applied risk assessment 

methodology, a categorized list of Cyber Assets that are to be protected per the requirements of the CIP standards.  The categorized list shall reflect the importance of the Cyber Asset and the 

potential risk to the reliability of the Bulk Electric System in the event the Cyber Asset is lost or 

compromised.  

  

Background  

The current risk management approach requires a Responsible Entity to first identify its physical assets (typically control centers, generation plants, and transmission substations) that are 

essential to the reliability of the Bulk Electric System.  Once the Critical Assets are identified, the Responsible Entity then identifies the Cyber Assets essential to the operation of the Critical 

Asset.  There has been confusion throughout the industry as to what constitutes a Critical Asset and the FERC has required additional guidance to be provided in this regard.  The FERC has also expressed concern that N‐1 redundancy is not a valid criterion for Critical Asset selection.  

  

While not all Cyber Assets pose the same level of risk, it is reasonable to assume that any Cyber Asset capable of performing a supervisory control action against the Bulk Electric System or 

providing visibility of the Bulk Electric System conditions should be protected to some degree.  

Likewise, any Cyber Asset providing essential functions or data to the control system should alsobe protected based upon the potential risk.  It is reasonable to assume that while the loss or 

compromise of a single Cyber Asset may have no meaningful impact on the Bulk Electric System, the loss or compromise of some number of these Cyber Assets with common points of 

vulnerability could rise to become a significant impact to the Bulk Electric System.  It is also 

important to remember that the Bulk Electric System is dynamic and that system conditions 

change constantly.  What is not critical today may well be critical tomorrow due to such factors as outages and extreme weather.  

  

By relying on an engineering approach and focusing on the physical facilities that make up the 

Bulk Electric System, there is a real chance that potentially risky Cyber Assets will be overlooked or ignored.  A systems approach that focuses on the functions and interaction of Cyber Assets 

and not the physical facility would better serve the reliability of the Bulk Electric System.  

  

A Concept  

This concept proposes that a systems approach to identifying and categorizing Cyber Assets thatmust be protected per the CIP standards can be used that does not rely upon initially 

determining the criticality of the physical asset where the Cyber Asset happens to reside.  While not focusing on the physical asset as a discriminator, this concept recognizes the levels of risk 

posed by individual Cyber Assets and recognizes the interconnection, interdependency, and 

commonality of Cyber Assets.  This concept builds upon the NIST risk management framework 

by categorizing Cyber Assets as low, moderate, or high risk and applying security controls appropriate to the Cyber Asset and its categorization.  

 
An Approach  

This concept proposes an iterative approach to identifying and categorizing Cyber Assets that 

perform or support supervisory control and/or visibility of the Bulk Electric System.  The 

approach starts out identifying the Cyber Assets and later applies the risk analysis to categorize 

the systems.  

  

The first step is to identify the Responsible Entity’s Cyber Assets that either perform a 

supervisory control function or provide operational visibility of the Bulk Electric System.  This 

should result in a list of the SCADA/EMS systems (including operator consoles) in the control 

centers along with plant control systems, substation RTUs, and digital protective control devices;basically anything that can open or close breakers, move generation, or present information necessary for the operational control of the Bulk Electric System.  

  

The next step is to identify the adjacent connected Cyber Assets and determine which either 

provide a support function (such as database management) or provide data (such as an ICCP 

node) essential to the operation (reliability functions only) of the control system.  In this 

scenario, a Cyber Asset that receives data from the control system (such as a Pi Historian) would not be identified as an essential system unless it also provided essential data to the control 

system.  

  

The iterative process is continued until the rest of the Cyber Assets that are ultimately essential to the reliability functions of the control system have been identified.  In the iterative process,

the Responsible Entity may find a Cyber Asset owned or operated by another Responsible Entity as essential.  An example would be an ICCP node at a Balancing Authority providing SCADA data to the Reliability Coordinator.  In this example, the Reliability Coordinator SCADA/EMS relies upon the data provided by the Balancing Authority ICCP node to perform its own reliability 

functions.  The Balancing Authority might not rely upon any data received by its own ICCP node and therefore might not have identified the Cyber Asset as essential.  The Balancing Authority 

would be obligated nonetheless to accept the declaration of essential system from the 

Reliability Coordinator and continue the iterative process, eventually working its way back to its own SCADA/EMS system.  

  

Once all essential Cyber Assets have been identified through the iterative process, the 

Responsible Entity would complete the identification process by establishing the Electronic 

Security Perimeters and identifying any additional Cyber Assets within.  The Responsible Entity would then categorize each Cyber Asset based upon its potential impact to the reliability of the Bulk Electric System should it be lost or compromised.  In the instance of example where the 

Reliability Coordinator identified a Cyber Asset belonging to the Balancing Authority as essential, the two parties would need to coordinate the categorization of that Cyber Asset.  

  

Assuming the NIST framework is used as the categorization model, each asset would be 

categorized as low, moderate, or high impact, depending upon its potential risk to the reliability of the Bulk Electric System.  In an ideal world, all entities would have identified similar 

categorization criteria.  In reality, it may be necessary to define or at least review and approve 

the categorization thresholds based upon NERC‐wide or Regional criteria.  

  

Protection Levels  

Under the NIST framework concept, the Responsible Entity would apply a minimum set of cyber security controls to all Cyber Assets identified in the discovery process.  The minimum control 

set would be tailored to the type of Cyber Asset.  In other words, a firewall or other layer three 

communication device would have a different set of security controls, appropriate to its 

configuration and function, than a conventional server or workstation.  Likewise, the security 

controls for a plant control system would necessarily be different from those applied to an RTU.  

  

Moderate risk Cyber Assets would apply additional security controls on top of the minimum set applied to all systems.  High risk Cyber Assets would apply yet more security controls in 

recognition of the potential risk.  

  

Impact to the Responsible Entity  

If the Responsible Entity’s existing Critical Cyber Asset identification program was properly 

designed, the Responsible Entity should identify few if any additional High Risk Cyber Assets.  Therefore, the sunk  costs of protecting the Critical Cyber Assets would not be expected to be lost.  

  

The implementation plan could be designed in such a manner to allow a phased implementation of the security controls for the newly identified essential systems taking into consideration the desire to protect the higher risk systems more quickly.  

  

The minimum set of security controls that apply to all identified systems would be expected to 

be the normal good security practice controls appropriate for the Cyber Asset, such as patch and

password management.  Whether additional controls, such as personnel risk assessments, detailed training, and offline test systems are necessary is still to be determined.  

  

Summary  

In the end, this concept recognizes that system protection should take risk into consideration 

while approaching the subject from a systems perspective, not an engineering perspective.  The concept helps ensure that all Cyber Assets with a potential risk to the Bulk Electric System are 

protected commensurate with the level of risk by identifying a uniform approach to Cyber Asset identification.  It eliminates the confusion introduced by a lack of transmission system 

information, especially on the part of the merchant generators and protects the investment 

already made by the Responsible Entities.  

 
Appendix #7  NIST/CIP Integration Overview- Bill Winters
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- Significant effort has already been done to map CIP
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— Applying NIST SP 800-53 to Industrial Control Systems

http://csrc.nist.gov/groups/SMA/fismalics/documents/papers/
Apply-SP-800-53-ICS-final-22Aug06.pdf

— Addressing Industrial Control Systems in NIST Special
Publication 800-53 http://csrc.nist.gov/groups/SMA/fismal/
ics/documents/papers/ICS-in-SP800-53_final_21Mar07.pdf
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NIST 800-53 ICS related BES controls
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Replace CIP 002 with NERC versions of FIPS 200 and FIPS 199
— FIPS 199 Standards for Security Categorization of Federal
Information and Information Systems

— FIPS 200 Minimum Security Requirements for Federal Information
and Information Systems

Replace CIP 003-009 with 800-53 and 800-53a

— Modify 800-53 controls with ICS Utility BES operation elements

— Modify 800-53A accordingly
Common categorization process will provide risk assessment
methodology that is consistent across industry.
Establish low medium and high level controls that correspond to
component impact on BES operation

- Regardless of level of impact on BES, systems used in operation and
control of BES will have minimum CIP cyber security standards
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« Update CIP 002 to include a Categorization
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pdf
— Presented by Keith Stouffer at SDT Meeting 10/21
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Independent assessment of FISMA and related NIST documents for adoption for Electric Sector Critical Infrastructure Protection.

William Winters, Arizona Public Service

(Distributed before the Meeting)_

What

First, I have to commend the NIST staff responsible for the development of the guidelines and standards documents that form the FISMA framework.  This body of work provides an incredibly comprehensive background and framework for information security. 

To a limited degree, the current version of CIP standards at least attempted to capture the essence of fundamental cyber security implementation and management however, as is evidenced by the creation of the SDT 706 team, the full extent of what is required was missed.  In the years since the CIP standards were conceived, NIST expanded and refined the cyber security framework and standards documents required for FISMA.  These documents embody the essence and the detail required for Information Security Management.  In fact, the NIST FISMA documents go beyond a framework by providing the narrative background at a fundamental level necessary to develop a clear understanding of the framework, intent and method of implementation to non-cyber security professionals.  A clarity that is largely lacking in the CIP standards.

To date the SDT 706 Phase II discussions have largely centered on NIST 800-53 and integration with the CIP standards.  To a lesser degree, FIPS-199, NIST 800-53A and FISMA have been discussed. 

I feel at this time expanding the discussion to FISMA and the full body of associated NIST standards and guidelines is warranted.   Not simply should or how NIST 800-53 can be integrated but to what degree should or can CIP integrate or parallel FISMA.  

After review of FISMA as documented and the supporting NIST documents, I count myself an advocate of integration and, to a significant degree, adoption of the FISMA/NIST approach to Information Security Management for electric sector CIP standard. 

Why

The FISMA/NIST framework provides a consistent methodology to install a set of security protections appropriate to the criticality of an information system and the associated information.   

It is well thought out, documented and based on the fundamentals of cyber security and SDLC.   The guidelines provide the fundamental security background as well as the guidance for application.  

It is a body of work that is easily accessible by all industries and sectors and all sizes of entities, service providers, vendors, auditors, etc.  It is a requirement for federal agencies including those in the electric sector.   As such, it represents a common framework.  Ambiguity is minimized.  Knowledge sharing is maximized. 

The use of a common framework will provide the greatest opportunity for uniform application of cyber security controls to protect our Critical Infrastructure.  Fundamentally, it provides a common basis for assessment, implementation and audit regardless of sector or service entity.  

As much as the existing CIP standards may get most entities to the point of implementing appropriate cyber security controls, it will not have been done in a consistent manner with clear mutual understanding of the objectives.  

Though the body of NIST documents is of significant volume, the effort required to understand and apply is in no way more difficult than the effort that has been expended to understand and apply the CIP standards.  The most significant difference is that after the NIST process is assimilated, security controls may be implemented consistently, monitored consistently, changed consistently and, assessed consistently.     

Protecting our cyber managed supply of electricity in a consistent manner across all entities is the best thing to do.  

It’s paid for.  

How

Integration approaches can range from drawing on individual elements in the NIST documents to fill in the CIP gaps requirement by requirement to wholesale adoption of FISMA.

My recommendation is that we take an approach that establishes a strong parallel to FISMA, utilizing the NIST standards and guidelines as much as possible.   

In it’s most pervasive manifestation, this would entail a combination of adopting the FISMA/NIST documents directly and/or creating parallel documents/supplements tailored to the electric sector.  This would likely result in an overhaul of the current CIP requirement layout and require transition education.  

At a minimum, this would entail developing a set of controls (800-53), related assessment procedures (800-53A) and FIPS 200 Minimum Security Requirements equivalent specific to BES entities, creation of FIPS 199 Security Categorization equivalent that integrates to CIP 002 and other CIP requirements to relevant NIST documents.

The degree to which the FISMA/NIST framework should be adopted will need to be discussed and debated. 

A couple of fundamental questions:

· Does FERC feel that adoption of FISMA/NIST framework will meet all the concerns in Order 706?  

· What were the concerns with adopting the FISMA/NIST framework as the basis for the existing CIP standards and do those concerns still exist? 

W Winters
02/02/09  

Thoughts for discussion of CIP/NIST opportunities 

(Handed out at the meeting)
· Develop set of controls for each area/entity which could be done regionally

· Entities can create control extensions. This is currently allowed in the NIST method

· Allow option for federal entities currently subject to FISMA and CIP to use FISMA/NIST to satisfy CIP

· Encourage use of FISMA/NIST today. Entities have the option today to use FISMA/NIST as a basis for meeting CIP requirements.    

· Develop a process for application of FISMA/NIST (e.g. Develop as an overlay of CIP or Develop as standalone )

Controls Development Approach

· SDT sub-Team(s) could develop initial minimum controls (they could be entity tailored controls and/or “exception” based controls)

· Create clearinghouse for sharing of controls amongst entities as different organizations develop control extensions

· Develop controls using working group model at the regional level.  This could be extended to development of educational framework and more effective open information sharing.  

· Lifecycle management of controls for improvement/refinement and adoption

· Regional controls could feed to national and periodic update with regional, national and NIST representation.

· NIST and/or SDT team create initial draft of documents for “CIP” ( e.g. appendices to existing or separate set of docs,)

· Build transition education program based on mapping of CIP to NIST.  

· As body of controls are refined and standardized, auditors, developers of compliance programs (internal, consultant/vendor), developers of applications, support personnel, etc. have common reference and interpretation of the standards

Heavy alignment:

1. Expand/replace CIP 002 to require assessment of:

a) Systems used in control and monitoring of BES/BPS

b) Systems directly connected and/or exchange data with 

c) Systems which transport data used in control and monitoring

d) ….

2. Develop equivalent FIPS 199, FIPS 200

3. Develop Risk Assessment process (800-37 equivalent/appendix) tailored to industry. 

Integration light (in the beginning):

1. Develop set of controls (can use existing NIST controls as starting point) for each of the CIP requirements.  Some of these exist within the CIP standards today but not consistently.  

2. Systems that are determined in CIP 002 to be CCA are classified as high, as are all systems within the same ESP and form the ESP. Monitoring systems get medium? 

3. Map CIP requirements to NIST docs as guidelines particularly for Risk Assessment

Appendix # 8

CIP-002-1 Discussion Document, 1-29-09

Jackie Collett, John Lim, Scott Rosenberger, and John Varnell

I. Original Intent of the CIP-002 Version 1 Standard

· Starting Point: A “reasonable” initial attempt to applying cyber security to the electric infrastructure.

· Initial Baseline – starting from zero

· High Impact Focus: Reduces the scope of implementation to the transmission and generation assets which have the highest impact on the reliability and operability of the BES.

· Cyber Assets: directly linked to the BES elements FAQ Q2
· Cyber Asset Scope: limited to control centres, remote access and “jumping-off” points, which may not be evident in the standard FAQ 2
· What to Do: Not How to Do

· Non-prescriptive: Allows flexibility for a wide range of scenarios

· Key Decisions:

· Create “trusted zones”

· Exclude communications outside of “trusted zones”: often external carriers and indeterminate paths

· Assumptions: Not explicit in the standard, but required for good security

· Redundancy: Critical Asset / Cyber Asset redundancy does not eliminate the requirement for cyber protection. FAQ Q5
· Need to protect common modes of failure. 

· Multiple attacks / compromises are possible electronically.

· “Systems approach”: A systems approach to identifying Critical Assets / Critical Cyber Assets can and should be used. CIP-002 does not preclude a systems approach, but does not explicitly require it.

· “Consider”: Consider means include if at all applicable.

· “Essential to operation”: Critical Assets and Critical Cyber Assets should be identified and protected to ensure sustainable and reliable operation indefinitely. Loss or compromise of the Control Centre or other critical functions is not sustainable.

· Critical Assets: Critical Assets may include sites, elements and systems.

· CCA Compromise: In addition to the BES impact due to loss of the Critical Asset or Critical Cyber Asset, compromise of the Critical Cyber Asset must be included in the risk assessment (Integrity).

· FERC conditionally approved the Version 1 standards, and directed changes for a “final” version

· The “gap” is what is currently under discussion

II. 
Important Aspects of CIP-002-1

1. Relationship to BES: There is a very clear relationship between the BES assets required for reliability and the cyber assets essential for their operation. The reliability and operations segments of the electric industry are structured upon BES assets. This includes processes, procedures, inventories and terminology.

2. High Impact Focus: CIP-002-1 focuses the efforts and resources for protection to the most important BES assets and associated cyber assets, recognizing that resources are not unlimited. Assets which do not affect the reliability and operability of the BES are not considered. As a result, the majority of the BES assets are not included for protection under the CIP standards.

3. Industry Acceptance: The electric industry has invested thousands of hours and millions of dollars to meet CIP-003-1 through CIP-009-1 based on CIP-002-1. The industry would not favour a significant or radical change to the asset identification method, and could reject it.

III.
Issues identified with the current CIP-002 + Standards

	A
	
	Piecemeal Approach

	
	Description
	By identifying individual Critical Cyber Assets, security gaps exist when the CCAs operate in a system. (Eg. data integrity impact for a cyber asset outside of the ESP)

	
	Comment
	· The identification of Critical Cyber Assets does not preclude a systems approach, but does not explicitly require it.

· A Critical Cyber Asset may be part of a system or network, including other cyber assets, which is currently addressed somewhat by the ESP.

· The standards do not address interdependent functions across ESP boundaries, which may be essential to the Critical Cyber Asset and/or the BES.

	
	Options
	1. Need to include both Critical Cyber Assets and critical functions.

2. Need to include an impact assessment of the components required for the critical function.

3. Need to include consideration and protection for interfaces into the Critical Cyber Assets – may be at a different risk level. Protection may be required outside of the ESP.

	
	
	

	B
	
	Not Protecting Assets Needing Protection

	
	Description
	Assets which may have an impact on the BES, either singly or in conjunction with other assets, are not being identified under CIP-002.

	
	Comment
	· Compliance with the NERC cyber security standards is onerous.

· There are large penalties for non-compliance.

· Criticality based on BES system planning models (eg. PSSE) are not adequate. BES interconnectivity and interdependencies are very different from cyber connectivity and interdependencies.

· Area requirements or impacts may not be available or considered in the identification of Critical Assets and Critical Cyber Assets (eg. generation units’ impact on the reliability and operability of the BES in a geographical area).

· Perception of “missing Critical Assets” creates a lack of confidence in the industry to self-manage.

	
	Options
	1. Include some responsibility for the BA in determining Critical Assets based on area impact (area overview).

2. Single largest contingency must be included in the impact / Critical Asset identification.

3. The Identifying Critical Assets Guideline
 provides detailed guidance for Critical Asset evaluation.

4. Targeting specific risks / impacts can help focus the protection requirements.

	
	
	

	C
	
	Gaming

	
	Description
	Entities are striving to create minimal or null Critical Asset Lists to avoid the effort and expense of complying with the standards.

	
	Comment
	· Some entities are taking a very literal interpretation of the standards, and some oppose guidance that is not explicitly included in the standards.

· Asset identification by some entities has been perceived as “unreasonable” and generated criticism of the industry.

· All compliance avoidance (gaming) cannot be completely anticipated or eliminated.

· Gaming will occur regardless of the methodology or framework applied. These issues can be addressed over time through the audit and compliance enforcement process.

· “Zero tolerance” for non-compliance: sef-report a violation and possibly be fined (compliance culture vs. good security practice)

	
	Options
	1. Improve clarification of the intent of the standards and the requirements.

	
	
	

	D
	
	All or Nothing

	
	Description
	Assets or cyber assets are either critical and require protection, or not critical and do not require any protection.

	
	Comment
	· Conducted diligently, including the interdependencies of systems required for essential functions, the asset identification can provide an adequate level of security for the BES.

· NERC’s mandate is to protect the BES. This does not include distribution and the related assets.

· There are no graduations or levels of assets, and no levels of protection for cyber assets.

	
	Options
	1. The fundamental tenet of the NERC reliability standards is to protect the reliable operation of the BES; therefore the focus of cyber protection, for both BES assets and cyber assets, should be on their impact to the reliable operation of the BES.

2. The Identifying Critical Assets Guideline1 provides some criteria to help define impact to the BES.

3. There may be a need to define what systems beyond the current Critical Assets need protection.

4. Required protection of cyber assets may be related to some characteristics (contains an operating system / purpose-written software / no software).

5. Multiple levels of protection do exist in the standards: critical cyber asset vs. non-critical cyber asset in an ESP vs. cyber asset outside an ESP. May want to provide a different granularity.

6. Define the breadth and depth of protection.

	
	
	

	5
	
	Loss of Asset - Integrity / Misuse

	
	Description
	Determining the criticality of BES assets tends to focus on a loss (outage) of the asset. Loss of data integrity or misuse of the cyber assets may not be considered.

	
	Comment
	· Loss of an asset is a traditional risk analysis approach which may be incomplete for cyber impacts.

· Can be combined with other system or cyber events, increasing the impact

· Need to include the analysis of intentional and unintentional misuse.

	
	Options
	1. Consider magnitude of impact of loss of data integrity / misuse:

· Generation or Transmission Control Centre – possible impact.

· Transmission Substation or Generation Assets – little or no impact depending upon the size or function of the facility. May be related to the single largest contingency.

· ISO – possible impact.

2. Need to educate industry to consider intentional and unintentional misuse
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= Most of the NIST Framework deals with applying
technical protections to assets, once they have
been identified

= The FISMA approach requires that all computer
assets be included as “in scope”

= How can a NERC process manage this
approach?
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= FIPS-199:

+ Mission Focus:

= “The security categories are based on the potential impact on
an organization should certain events occur which jeopardize
the information and information systems needed by the
organization to accomplish its assigned mission, protect its
assets, fulfill its legal responsibilities, maintain its day-to-day
functions, and protect individuals.” (emphasis added)

= “Security categories are to be used in conjunction with
vulnerability and threat information in assessing the risk to an
organization.”
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= FIPS-199:

« Characterize in 3 categories:
= Confidentiality
= Integrity
= Availability

+ Assign level to each category:
= Low
= Medium
= High

« High Water Mark

« Customize controls (later)
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The Electric
System
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Transmission Distribution
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Transmission Distribution
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= This would require changes:

« CIP-002 to classify ALL transmission assets by impact
category

« CIP-003 to CIP-009 — requirement-by-requirement
specificity for obligations at each impact category
level

= SP800-53 Catalog as an example
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= Separate set of standards for:
« Control Centers
« Transmission Facilities

« Generation Facilities

= Each with 3 levels of requirements

- Not every requirement would expand — but most
would

- Essentially expanding current requirement set by
practically a factor of 9 just to maintain status quo with
requirement scope
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= Would this meet all the mandated (ordered)
changes from FERC Order 706777

« Probably not by itself

« Would require significant additional work on top of
what was just described.




� The NERC Guideline “Identifying Critical Assets” is presently under development by the Critical Infrastructure Protection Committee Risk Assessment Working Group. The development of this guidance document was directed by FERC in its NOPR, and reconfirmed in FERC Order 706 p253.
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