CIP-005-6 — Cyber Security — Electronic Security Perimeter(s)

A. Introduction

1
2.
3.

Title: Cyber Security — BES Cyber System Logical Isolation
Number: CIP-005-7

Purpose: To protect BES CyberSystem(s) against compromise by permittingonly
known and controlled communicationto and from the systemand
logicallyisolatingall other communication.

Applicability:

4.1. Functional Entities: For the purpose of the requirefmentsin this standard , the
followinglist of functional entities will be collectivelyreferred toas “Responsible
Entities.” For requirementsinthisstandard where a specificfunctional entity or
subset of functional entities are the applicable entity or entities, the functional

entity or entities are specified explicitly.
4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns‘ene ordnorewof the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1. is'part of a Leadhshedding program that issubject to
oneor more requirementsina NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load sheddingundera common
control system owned by the Responsible Entity,
withouthuman operator initiation, of 300 MW or
more.

4.1.2:2. Each Remedial Action Scheme (RAS) where the RAS is subjectto
one or more requirementsina NERC or Regional Reliability
Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System s subjectto one
or more requirementsina NERC or Regional Reliability
Standard.

4.1.2.4. Each Cranking Path and group of Elements meetingthe initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

4.1.3. Generator Operator

4.1.4. Generator Owner
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4.1.5.

Reliability Coordinator

4.1.6. Transmission Operator

4.1.7. Transmission Owner

4.2. Facilities: For the purpose of the requirementsin this standard, the following
Facilities, systems, and equipment owned by each Responsible Entityin Section
4.1 above are those to which these requirements are applicable. For
requirementsinthis standard where a specifictype of Facilities, system, or
equipmentor subset of Facilities, systems, and equipmentare applicable, these
are specified explicitly.

4.2.1.

4.2.2.

4.2.3.

Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Providerfor the protection or
restoration of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 is partof a'load shedding program thatiis subject to
one or more requifementsina NERC or Regional
Reliability Standardjand

4.2.1.1.2 " perferms automatic Load sheddingundera common
control system owned by the Responsible Entity,
without humameperatof initiation, of 300 MW or
more.

442.1.2 “Each RAS where'the RAS is subjectto one or more requirements
in'@ NERC or Regional Reliability Standard.

4.2.1.3, EachpProtection System (excluding UFLS and UVLS) that applies
to TransmissionWhere the Protection Systemis subjectto one
or more requirementsina NERC or Regional Reliability
Standard.

4.2.1:4 \ Each Cranking Path and group of Elements meetingthe initial
switching requirementsfrom a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

Responsible Entities listedin 4.1 other than Distribution Providers:
All BES Facilities.
Exemptions: The followingare exemptfrom Standard CIP-005-6:

4.2.3.1. Cyber Assetsor Virtual Cyber Assets at Facilitiesregulated by
the Canadian Nuclear Safety Commission.

4.2.3.2. Cyber Assetsor Virtual CyberAssets associated with
communication links logically isolated from, but not providing
logical isolation for, BES Cyber Systems or SCI.
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4.2.3.3. Cyber Assetsor Virtual Cyber Assets associated with
communication links between Cyber Assets or Virtual Cyber
Assets performinglogical isolation that extends to one or more
geographic locations

4.2.3.4. The systems, structures, and components that are regulated by
the NuclearRegulatory Commission undera cyber security plan
pursuant to 10 C.F.R. Section 73.54.

4.2.3.5. For Distribution Providers, the systems@nd equipmentthat are
notincludedin section4.2.1 aboves

4.2.3.6. Responsible Entities thatidentifythatthey have no BES Cyber
Systems categorized as high impact ormedium impact
according to the CIP-002:5 identification'and.categorization
processes.

5. Effective Date:
See Implementation Plan for Project 2016-02(CIP-005-7).

6. Background: Standard CIP-005 exists as part of a‘suite of CIP Standards related to
cyber security, which require thelimitial identificationand categorization of BES Cyber
Systems and require a minimumievel 6fiorganizational, operational and procedural
controls to mitigate risk to BES Cyler Systems:

Most requirements.open with, “Each Responsible‘Entity shall implement one or more
documented [processes, plan, etc.] thatinclude thefapplicable items in [Table
Reference].”4The referenced table requires the applicable itemsin the proceduresfor
the requirement‘s common subject mattek.

The term documented processesirefersto a setof requiredinstructions specificto the
ResponsibleEntity and te achieve a'specificoutcome. This term does not imply any
particular naming,or approval structure beyond what is stated inthe requirements.
An entity shouldinclude as‘much as it believes necessaryinits documented processes,
butiit must address the applicable requirementsinthe table.

The'terms programand plan are sometimes used in place of documented processes
where it makes sense and is commonly understood. For example, documented
processesdescribinga response are typically referred to as plans (i.e., incident
response plans and recovery plans). Likewise, asecurity plancan describe an
approach involving multiple procedures to address a broad subject matter.

Similarly, the term program may referto the organization’s overall implementation of
its policies, plans, and procedures involving asubject matter. Examplesin the
standards include the personnel risk assessment program and the personnel training
program. The fullimplementation of the CIP Cyber Security Standards could also be
referredto as a program. However, the terms program and plan do not imply any
additional requirements beyond whatis stated in the standards.
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Responsible Entities canimplement common controls that meetrequirements for
multiple highand mediumimpact BES Cyber Systems. For example, asingle training
program could meetthe requirements fortraining personnel across multiple BES
Cyber Systems.

Measures for the initial requirementare simply the documented processes
themselves. Measuresin the table rows provide examples of evidence to show
documentation and implementation of applicable itemsinthe documented processes.
These measures serve to provide guidance to entitiesinacceptable records of
compliance and should not be viewed asan all-inclusivelist.

Throughout the standards, unless otherwise stated, bulleted itemsinthe
requirements and measures are items that are linkedwithan “or,” and numbered
items are items that are linked with an “and.”

Many referencesinthe Applicability sectiondse a threshold of 3000MW for UFLS and
UVLS. This particular threshold of 300 MW for UVLS and UFLS was provided in Version
1 of the CIP CyberSecurity Standards. Thethreshold remains at 300 MW since itis
specifically addressing UVLS and UFLS, which aredast ditchrefforts to save the Bulk
Electric System. A review of UFLS tolerances definedwithin regional reliability
standards for UFLS program requirementsto date indicates that the historical value of
300 MW representsan adequate and reasonable threshold value for allowable UFLS
operational tolerances.

“Applicable Systems” Columns in Tables:
Each table has an“Applicable Systems” column to/further define the scope of
systemsto which a specificrequirement row applies. The CSO706 SDT adapted this
concept ffom the National Institute of Standards and Technology (“NIST”) Risk
Management Frameworkmas,a way of applying requirements more appropriately
baseéwon,impact and connectivity chardcteristics. The following conventions are used
in‘the “Applicability Systems” column as described.

e  High Impact BES Cyber Systems — Appliesto BES Cyber Systems categorized as
high impact according to the CIP-002 identification and categorization processes.

e _High Impact BES Cyber Systems with Dial-up Connectivity — Only appliesto high
impact BES Cyber Systems with Dial-up Connectivity.

e High Impact BES Cyber Systems with External Routable Connectivity — Only
appliesto high impact BES Cyber Systems with External Routable Connectivity.
This also excludes Cyber Assetsin the BES Cyber System that cannot be directly
accessed through External Routable Connectivity.

e  Medium Impact BES Cyber Systems — Appliesto BES Cyber Systems categorized
as medium impact according to the CIP-002 identification and categorization
processes.

e Medium Impact BES Cyber Systems at Control Centers — Only appliesto
medium impact BES Cyber Systemslocated at a Control Center.
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e Medium Impact BES Cyber Systems with Dial-up Connectivity — Only appliesto
medium impact BES Cyber Systems with Dial-up Connectivity.

e  Medium Impact BES Cyber Systems with External Routable Connectivity — Only
appliesto mediumimpact BES Cyber Systems with External Routable
Connectivity. Thisalso excludes Cyber Assetsin the BES Cyber System that
cannot be directly accessed through External Routable Connectivity.

e Protected Cyber Assets (PCA) — Appliesto each Protected Cyber Asset
associated with a referenced high impact BES CyberS or medium impact
BES Cyber System.

Page 5 of 15



B. Requirements and Measures

R1. Each Responsible Entity shallimplementone or more documented processesthat collectivelyinclude each of the
applicable requirement partsin C/IP-005-7 Table R1 — Logical Isolation [Violation Risk Factor: Medium] [Time Horizon:

Operations Planning and Same Day Operations].

M1. Evidence mustinclude each of the applicable documented processesdthat collectively include each of the applicable
requirement parts in CIP-005-7 Table R1 — Logical Isolation and additional evide o demonstrate implementation as

describedin the Measures column of the table.

CIP-005-7 Table R1 — Logical Isolation

Applicable Systems Requirements Measures

aeded and controlled Examples of evidence mayinclude,

High Impact BES Cyber Systems Permito

connected to a network via routable communic d from applicable | butis not limited to, documentation
protocol and their associated: systems eithe oras a that includesthe configuration of
e PCA group and log isolate er systemsthat enforce electronicaccess

munications, excludingtime control and logical isolationand
itive protection or control document business need such as:

tions betweeniatelligent

e PACS hosted on SCI
e EACMS hosted on SCI

e Networkinfrastructure

Medium Impact BES Cyber System : onicdevices(e.g., . . ..
ted t ; utabl ) tocol IEC TR configuration or policies (ACL,
connected to a ng WO able ommu susing protoco - VLAN, VXLAN, MPLS, VRF,
protocol and their 850-90-5 R-GOOSE. . .
PCA multi-context, or multi-tenant
[ ]

environment);

* PACS hostedon e SCl configuration or policies

e EACMS hosted (hypervisor, fabric, back-plane,
or SAN configuration)
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1.2

Applicable Systems

SCI hosting High or Medium Impact
BCS or theirassociated PACS, EACMS,
or PCA.

Management Modules of SCI hosting
High or Medium Impact BCS or their
associated PACS, EACMS, or PCA.

EACMS that performlogical isolation
for a High impact BES Cyber System.

EACMS that performlogical isolation
for a Medium impact BES Cyber
System.

CIP-005-7 Table R1 — Logical Isolation

Requirements

capability.
1.2.2. Have one

[\ CENT

Examples of evidence mayinclude,
butis not limited to, documentation
that includesthe configuration of
temsthat enforce access control
pgical isolation such as:

gicallyisolated out-of-band

etworkinfrastructure

configuration (ACL, VLAN,

VXLAN, MPLS, VRF, multi-

context, or multi-tenant

environment)

e Physicallyisolated out-of-band
network for dedicated
Management Interfaces,
Management Modules, or
Management Systems

e SCl configurationor policies
showingthe isolation of the
management plane resources
(hypervisor, fabric, back-plane,
or SAN configuration)
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CIP-005-7 Table R1 — Logical Isolation

Applicable Systems Requirements Measures

1.3 | High Impact BES Cyber Systems and their Protect the confidentiality and integ Evidence may include, but is not limited
associated: the data traversing communicationli to, a documents detailing the methods
e PCA that span multiple geographics i used to protect the confidentiality and
PACS hosted on SCI where methods from Par egrity of the dat. (e.g., encryption)
1.2.2 are not applied,
Assessment and Re

Medium Impact BES Cyber Systems data while being

connected to a network via routable

protocol and their associated:
e PCA control

e EACMS hosted on SCI

ices (e.g., commu
e PACS hosted on SCI TR-61850-90-5

e EACMS hosted on SC GOOSE).

SCl connected to a network via routab
protocol hosting High or Medium In
BCS or their associated PACS, EA
PCA.
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14

Applicable Systems

High Impact BES Cyber Systems with
Dial-up Connectivity and their
associated:

e PCA

e PACS hostedon SCI

e EACMS hosted on SCI

Medium Impact BES Cyber Systems
with Dial-up Connectivity and their
associated:

e PCA

e PACS hosted on SCI
e EACMS hosted on SCI

SCI with dial-up hosting High
Medium Impact BCS or their

associated PACS, EACM CA.

CIP-005-7 Table R1 — Logical Isolation

Requirements

Perform authentication when
establishing Dial-up Connecti
applicable systems, persyste
capability..

[\ CENT

An example of evidence may include,

butis not limited to, a documented

process that describes how the

ponsible Entityis providing

ticated access through each
pafiection.
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CIP-005-7 Table R1 — Logical Isolation

Applicable Systems Requirements Measures

High Impact BES Cyber Systems and

. . Have one or more methods for
theirassociated:

detectingknown or suspecteg
e PCA malicious Internet Protocol
communications enterij
the isolation requir
e EACMS hosted on SCI Part 1.2.2.

An example of evidence may include,
butis not limited to, documentation
hat malicious communications
tection methods (e.g. intrusion

ion system, application layer
.)areimplemented.

e PACS hosted on SCI

Medium Impact BES Cyber Systems at
Control Centers and their associated:

e PCA
e PACS hostedon SCI
e EACMS hosted on SCI

SCl at Control Centers hosting Hi
Medium Impact BCS or their
associated PACS, EACMS, or

R2.

For all remote access tha from a system not applicable to Requirement Part 1.1 or Part 1.2.2, excluding Dial-up
Connectivity and TCAs, the F sible Entity shall implement one or more documented processes that collectively include
the applicable requirement parts, per system capability, in C/IP-005-7 Table R2 —Remote Access Management. [Violation

Risk Factor: Medium] [Time Hotizon: Operations Planning and Same Day Operations].
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M2. Evidence mustinclude the documented processesthat collectively address each of the applicable requirement parts in CIP-
005-7 Table R2 —Remote Access Management and additional evidence to demonstrate implementation as described in the
Measures column of the table.

CIP-005-6 Table R2 — Remote Access Management

Applicable Systems Requirements Measures

es of evidence mayinclude,
imited to, network

ns, architecture documents, or
Management Systems reports that
show all IRA is through an IS.

2.1 | High Impact BES Cyber Systems and Ensure that authogized Interactive
theirassociated PCA. Remote Access,jis't

Intermediate Syste

Medium Impact BES Cyber Systems
with IRA and theirassociated PCA.

SCl with IRA hosting High or Medium
Impact BCS or theirassociated PACS,
EACMS, or PCA.

Management Modules with IR

2.2 | Intermediate Sy sused

ns of Part 2.1.

ect the confidentiality and An example of evidence may include,
ity/of authorized Interactive butis not limited to, architecture

e Access betweenthe client documents detailingwhere

and the Intermediate System. confidentiality and integrity controls
initiates and terminates.

with External Routab
and their associated:

e PCA
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2.3

CIP-005-6 Table R2 — Remote Access Management

Applicable Systems

Intermediate Systems used to access
applicable systems of Part 2.1.

Requirements

Require multi-factorauthenticat

the Intermediate System.

Measures

An example of evidence may include,
butis not limited to, architecture
documents detailingthe

hentication factors used.

es of authenticators may

are not limited to,

Somethingthe individual

knows such as passwords or

PINs. This does not include

User ID;

e Somethingthe individual has
such as tokens, digital
certificates, or smart cards; or

e Somethingthe individualis
such as fingerprints, iris scans,
or otherbiometric
characteristics.
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CIP-005-6 Table R2 — Remote Access Management

Applicable Systems Requirements Measures

2.4 | High Impact BES Cyber Systems and Have one or more methods for Examples of evidence mayinclude,
theirassociated: determiningactive vendorre but are not limited to, documentation
e PCA access sessions (including Inte i of the methods used to determine

e PACS hostedon SCI Remote Access and sy ive vendorremote access

e EACMS hosted on SCI remote access).

such as:

Methods for accessing logged
or monitoringinformation to
determine active vendor
remote access sessions;

e Methods for monitoring
activity (e.g. connection tables
or rule hit countersina
firewall, oruser activity
monitoring) or open ports (e.g.
netstat or related commands
to display currently active
ports) to determine active
systemto systemremote
access sessions; or

e Methods that control vendor
initiation of remote access
such as vendors callingand
requestinga second factor in
order to initiate remote
access.

Medium Impact BES Cyber Systems
and their associated:
e PCA

e PACS hosted on SCI
e EACMS hosted on SCI

SCI hosting High or Medium Impact
BCS or theirassociated PACS, E
or PCA.

Management Modules of SCl h
High or Medium Impact BCS or the
associated PACS,
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2.5

CIP-005-6 Table R2 — Remote Access Management

Applicable Systems

High Impact BES Cyber Systems and
theirassociated:

e PCA
e PACS hosted on SCI
e EACMS hosted on SCI

Medium Impact BES Cyber Systems
withand theirassociated:
e PCA

e PACS hostedon SCI
e EACMS hosted on SCI

SCI hosting High or Medium Imp
BCS or theirassociated PACS,
or PCA.

High or Mediu
associated PA

Requirements

Have one or more method(s) to

Measures

Examples of evidence mayinclude,
but are not limited to, documentation
of the methods(s) usedto disable

ive vendor remote access
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2.6

CIP-005-6 Table R2 — Remote Access Management

Applicable Systems

Intermediate Systems used to access
applicable systems of Part 2.1.

Requirements

Measures

An example of evidence may include,
butis not limited to, documentation
at includesthe following:

Configuration showingthat

e CPU and memory can only
shared with other IS.

onfiguration showing how

communications are

controlled betweenthe IS and

applicable systems.

Page 15 of15




	4.1. Functional Entities:  For the purpose of the requirements in this standard , the following list of functional entities will be collectively referred to as “Responsible Entities.”  For requirements in this standard where a specific functional enti...
	4.1.1. Balancing Authority
	4.1.7. Transmission Owner
	4.2. Facilities: For the purpose of the requirements in this standard, the following Facilities, systems, and equipment owned by each Responsible Entity in Section 4.1 above are those to which these requirements are applicable. For requirements in thi...
	4.2.1. Distribution Provider: One or more of the following Facilities, systems and equipment owned by the Distribution Provider for the protection or restoration of the BES:
	4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers:
	All BES Facilities.

